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EH6a

Algorithm 1 CreateData

Require: DO’s ID, Data
onlyOwner
if Validation(DO’s ID) then
if (Data.length = format.length) then
MSK, PK = KeyGen()
PutState(PK)
EF =Sym_Enc(F, skj)
CT = Encrypt(PK, ST, skr)
metadata of Vehicle data =timestamp, location
metadata of DO-ABFE data =UID, Fid,F, H(EF)
PutState(ietadata of Vehicle data)
PutState(public param of DO-ABE data)
else
REJECT Creating
endif

EH6b

Algorithm 2 PurchaseData

Require: DC’s 1D, ContentlD
payable
if Validation(DC's D) then
PaytoOwner(data value , DO’s address)
RequestACL(DC’s ID)
SK,H(F) =GetfromOwner(set of attributes S)
OffChainTransaction{
(Fid,EF,CT) = GetfromOffChain()
skgp = Decrypt(CT, SK)
F = Sym_Dec(EF, skg)
}
else
REJECT Access
endif
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Algorithm 3 HandlingACL

Require: DC’s ID

onlyOwner

if CheckACL(DC’s ID) then
Computeldata key)

else GetState(transaction.dataValue == dataValue) then

AddtoACL(DC's ID)
PutState(4CL)
Compute(data key)

return (data key, location)
endif

EH6d

Algorithm 4 DeleteData

Require: DO’s ID, ContentID
onlyOwner

if ContentID’s Owner == DO’s ID then

GetState(ContentID)
Key = ContentlD’s Key
DelState(Key)

else
REJECT Delete

endif

E07
tlels £/2F EEAIR!
Register with a trast authority Select consensus nodes
Assigns the unigue 10 and
klA‘%"d’“ pulblic/private key pair

Ll AL o Satup(th:
Generate DO-ABE publie param

THI-ABE public param

TRegister with a trust authority

Assigns the unigue 10 and
public/private key pair

KeyGen(l: MSK & PE

- " »
_______________________________________ EF = Sym_enc(F, ske)
£HX o=
Hae Define access structure ST
ET = EncryptiPK, 517, skg)
Metadata (1D, Fid H{EF], )
IR i Fid EF, T
Cibbtain the metadata
= R ta generate an user secrel key SK *as,, From Marketpiage platfoim
< .
2239 Generate 5K SKH(F) )
fjeac ; »
i T Acquire the data (Fid, EF,CT)
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skp = Decrypt(CT.SK)
F= Sym. dec(EF,sk:)
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