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(57) ABSTRACT

A system and method is provided for over-the-air updating
of'a wireless communication device. The system and method
provides the ability to update both direct-addressable and
non-direct-addressable portions of the device memory. The
system and method uses an agent that is downloaded to the
wireless communication device as part of a direct-address-
able memory update package. The direct-addressable
memory update installs the agent into the direct-addressable
memory. After the direct-addressable memory update is
performed, the agent is executed and performs an update of
the non-direct addressable portions of the device memory.
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SYSTEM AND METHOD FOR OVER-THE-AIR
UPDATE OF WIRELESS COMMUNICATION
DEVICES

FIELD OF THE INVENTION

[0001] This invention generally relates to communication
systems, and more specifically relates to over-the-air updat-
ing of wireless communication devices.

BACKGROUND OF THE INVENTION

[0002] Wireless communication devices, such as wireless
telephones, PDA’s and other similar devices are increas-
ingly important communication tools used by individuals,
families and businesses. The features and functions of these
wireless communication devices have increased rapidly in
recent years, requiring ever increasing technical sophistica-
tion. At the same, interoperability requirements have
increased the need for technical flexibility in these devices.
For all these reasons, modem wireless communication
devices typically require significant amounts of program-
ming to provide the desired features and functions that
consumers have grown to expect.

[0003] For example, in many wireless communication
devices a first phase of programming is performed when the
device is manufactured. This typically provides the base
features and data that are common to devices of that type. A
second round of programming may be then be used to
provide a set of regional or customer specific requirements,
features, security and distribution provision. For example,
specialized programming may be used to adapt the wireless
communication device for use in different carrier networks.

[0004] Insome cases it is desirable to update the program-
ming of existing wireless communication devices that are
already in the hands of customers. For example, to add new
features previously unavailable or to repair programming
errors in the device. In each case, it is desirable to provide
these updates in a convenient yet reliable manner. Most
previous techniques have relied on direct physical connec-
tion to reprogram the device, e.g., plugging the device into
a network that provides the reprogramming. This technique
provides high levels of functionality, but can be unaccept-
ably inconvenient for consumers that do not have ready
access to the needed to hardware.

[0005] Other update methods have used over-the-air pro-
gramming techniques. These techniques have provided the
ability to update programming using wireless communica-
tion to the device. For example, a phone can be updating
using the phone’s inherent wireless communication ability.
These techniques provide a convenient method for updating
the device, because it can typically be accomplished while
the device remains in the hands of the consumer. Unfortu-
nately, previous techniques for over-the-air programming
have had limited functionality. Specifically, they have been
limited in the types of reprogramming that can be per-
formed, and have thus been unable to update all aspects of
wireless communication device programming.

[0006] As one specific example, some current techniques
for over-the-air programming have been limited to updating
direct addressable portions of device firmware. Specifically,
some techniques for over-the-air updating have required all
code that is being updated to reside in known address
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locations on the device. For example, some techniques use
a differencing process that uses the known physical address
locations and a comparison to the desired updated code to
generate a code update, which can then be delivered to the
communication device. This technique thus provides the
ability to update areas of memory that have a known
memory addressing structure, but they cannot be used to
update other areas of the firmware where the memory
address structure is not precisely known. Thus, they have
been unable to provide over-the-air updates to all portions of
the communication device firmware such as those portions
that are not directly addressable.

[0007] Thus, what is needed is an improved system and
method for over-the-air updating of wireless communication
devices that provides the ability to update non-direct addres-
sable portions of firmware in the device.

BRIEF SUMMARY OF THE INVENTION

[0008] The present invention provides a system and
method for over-the-air updating of a wireless communica-
tion device. The system and method provides the ability to
update both direct-addressable and non-direct-addressable
portions of the device memory. The system and method uses
an agent that is downloaded to the wireless communication
device as part of a direct-addressable memory update pack-
age. The direct-addressable memory update installs the
agent into the direct-addressable memory. After the direct-
addressable memory update is applied, the agent is executed
and performs an update of the non-direct addressable por-
tions of the device memory.

[0009] The system and method is thus able to update both
direct-addressable and non-direct-addressable portions of
device memory. This provides increased ability to update
device features and functionality. As one example, the
system and method can be adapted to control the activation
of future over-the-air updates. Thus, the system and method
can be used to disable over-the-air update package function-
ality.

BRIEF DESCRIPTION OF DRAWINGS

[0010] The preferred exemplary embodiment of the
present invention will hereinafter be described in conjunc-
tion with the appended drawings, where like designations
denote like elements, and:

[0011] FIG. 1 is a schematic view of an communication
system in accordance with an embodiment of the invention;

[0012] FIG. 2 is a schematic view of update system in
accordance with an embodiment of the invention;

[0013] FIG. 3 is a flow diagram illustrating an update
method in accordance with an embodiment of the invention;
and

[0014] FIGS. 4 and 5 are flow diagrams a specific
embodiment of an update method.

DETAILED DESCRIPTION OF THE
INVENTION

[0015] The present invention provides a system and
method for over-the-air updating of a wireless communica-
tion device. The system and method provides the ability to
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update both direct-addressable and non-direct-addressable
portions of the device memory.

[0016] Turning now to FIG. 1, an exemplary wireless
communication system 100 is illustrated. The system 100
comprises a communication network transmitter 102, a first
wireless communication device 104 and a second wireless
communication device 106. In the illustrated example, the
first wireless communication device 104 comprises a wire-
less telephone, and second wireless communication device
comprises a text messaging device. The wireless communi-
cation devices 104 and 106 communicate with the network
102 using wireless, over-the-air communication. Of course,
in most cases a typical wireless communication system 100
would include a greater number and variety of transmitters
and communication devices. For example, the wireless
communication devices can also include personal digital
assistants (PDAs), pagers, and portable media devices.

[0017] A typical wireless communication device includes
a significant amount of programming. This programming
implements the various features and functions of the device.
The programming is stored in memory on the device.
Typically, the device uses permanent or semi-permanent
memory (e.g., firmware) as the preferred type of memory
because of its ability to retain data without power. Examples
of permanent or semi-permanent memory would include but
not be limited to, EEPROM, flash, nonvolatile random
access memories (NVRAM) and battery backed up static
random access memory (SRAM). However, some devices
can use other types of memory to store programming.

[0018] Included in the memory of many wireless commu-
nication devices are direct-addressable memory portions and
non-direct addressable memory portions. In this application,
the direct-addressable memory portions are those portions of
the memory that are accessed by the systems in the device
directly using their addresses. This would commonly
include areas of memory that store processor instructions
(programs) and fixed data assets such as location addressed
data tables. Likewise, non-direct-addressable memory por-
tions are defined as those areas that are not directly addres-
sable by a known address but are instead addressed by their
content or the context of their content using instructions and
appropriate techniques. Examples of non-direct-addressable
memory portions would include data such as databases,
indirect tables and subscriber entitlements. Typically a wire-
less communication device will these store different types of
data in different locations on the memory.

[0019] Turning now to FIG. 2, a schematic view of an
update system 200 is illustrated. The update system 200
provides the ability to update the code and other data in the
wireless communication device 202. Specifically, the system
200 provides the ability to update both direct-addressable
memory 204 and non-direct-addressable memory 206 on the
device 202.

[0020] The system 200 delivers a update package 210
from the communication network 208 to the wireless com-
munication device 202. The update package 210 is delivered
over-the-air, and is designed to update the direct-addressable
memory 204. When installed on the wireless communication
device 202 the update package 210 is applied. The update
package 210 then changes the code and other data stored in
the direct-addressable memory 204. This can include a
variety of different types of updates to the direct-addressable
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memory 204, including updates to the functionality of the
wireless communication device 202.

[0021] Among the memory changes provided by the appli-
cation of the update package 210 is the installation of the
agent 212 in the direct-addressable memory 204 of the
wireless communication device 202. The agent 212 provides
the mechanism that will be used to update the non-direct-
addressable memory 206. Thus, when executed the agent
212 will perform an update on the non-direct-addressable
memory 206. Agent 212 can perform a variety of different
types of updates on the data in the non-direct-addressable
memory 206, including installing new data and program
functionality. The agent 212 is preferably fault-tolerant such
that it will restart if the agent 212 is terminated prematurely
without completing its non-direct-addressable memory 206
update.

[0022] The system 200 is thus able to update both direct-
addressable memory 204 and non-direct-addressable
memory 206. This provides increased ability to update
device features and functionality on the wireless communi-
cation device 202. As one example, the system 200 can be
adapted to control the activation of future over-the-air
updates for the wireless communication device 202. Thus,
the system 200 can be used to disable over-the-air update
package functionality.

[0023] Turning now to FIG. 3, a method 300 for updating
a wireless communication device is illustrated. The method
300 provides the ability to update code and other data in a
wireless communication device over the air. Specifically, the
method 300 provides the ability for over-the-air update of
both direct-addressable memory and non-direct-addressable
memory in a communication device.

[0024] The first step 302 is to transmit an update package
to the communication device. The update package is
designed to modify data in direct-addressable memory por-
tions of the communication device. As such, the update
package can use a variety of over-the-air update techniques.
One exemplary technique is to generate a difference file for
the direct-addressable memory portions representing the
difference between the current data structure in the memory
and the desired data structure in the memory. This difference
file is implemented into an update package, which is trans-
mitted to the wireless communication device. Part of the
desired difference based update provides the addition of an
update agent to the wireless communication device. Thus,
transmitting the update program to the wireless communi-
cation device results in the transmission of the update agent
to the device.

[0025] The next step 304 is to apply the update package
the on the wireless communication device. Applying the
program modifies the data in the direct-addressable portions
of the device memory. Included in this process is the
installation of the agent in the direct addressable portions of
the memory. Of course, the update package can also modify
other portions of the direct-addressable memory, including
changing other functions and parameters on the device. A
more detailed example of how the update package can
modify direct-addressable portions of the memory will be
discussed below.

[0026] The next step 306 is to execute the agent on the
device to update the non-direct-addressable memory. When
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executed, the agent can perform a variety of different types
of'updates on the data in the non-direct-addressable memory,
including installing new data and program functionality. A
more detailed example of how the agent can modify non-
direct-addressable portions of the memory will be discussed
below.

[0027] The method 300 is thus able to update both direct-
addressable memory and non-direct-addressable memory.
This provides increased ability to update device features and
functionality on the wireless communication device. As one
example, the method 300 can be adapted to control the
activation of future over-the-air updates for the wireless
communication device. Thus, the method 300 can be used to
disable over-the-air update package functionality.

[0028] As stated above, the agent used to update non-
direct-addressable memory can be delivered using a tech-
nique for updating the direct-addressable memory. Several
techniques exist for creating and delivering updates for
direct-addressable memory over-the-air. For example, one
technique for creating and delivering updates to direct-
addressable memory uses differencing. To perform an
update using differencing a new code set for the wireless
device is first developed. This code set comprises what will
be the final code on the direct-addressable memory when its
update is complete. In the embodiments of the present
invention, this new code set includes the agent that will be
used to update the non-direct addressable memory portions
of'the device. Typically, the new code set would also include
other updates to the direct-addressable memory, such as
adding or deleting features, fixing errors, or changing opera-
tional parameters of the device. All of these changes can be
accomplished by updating the relevant part of the code in the
direct-addressable memory.

[0029] A diff generator is then used to compare the new
code set with the current code set on the wireless device.
When doing this comparison, the diff generator uses the
physical addresses of the current code set and the desired
new code set. Thus, the diff generator is able to compare and
determine the precise difference between the current code
set and the new code. From this comparison, the diff
generator produces a set of instructions that describe the
difference between the current code set and the new code set.
It is these instructions that are packaged and passed to the
wireless communication device as the update package to
facilitate update of the direct-addressable memory. Packag-
ing the new code set as a set of instructions based on the
code difference allows the code to be updated using an
update package with much smaller file size than would be
required to update with a simply copy of the new code. As
one exemplary embodiment, the update package can be
created using a product such as mProve, available from the
Bitfone Corporation.

[0030] Turning now to FIGS. 4 and 5, a specific embodi-
ment of a wireless communication update procedure is
illustrated. The procedures illustrated in FIGS. 4 and 5 use
an update package and provide the ability for over-the-air
update of both direct-addressable memory and non-direct-
addressable memory in a communication device.

[0031] Beginning with method 400 in FIG. 4, the first step
402 is to initiate the update. In some cases the update will
be used to add or remove features on communication device,
and in other cases it can used to change operational param-
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eters of the device. Typically, the user of the device will be
notified that an update is available or desirable, or the user
will simply request that new feature be added. In some cases
the wireless communication device sends device profile and
subscriber information to the communication network. For
that information, the system can determine what if any
update is appropriate for that particular device. When an
appropriate update is available, the communication network
notifies the user of the available update. The user can then
initiate the process of downloading and installing the update.

[0032] When initiated, the next step 404 is to initialize an
update package area and handoft data. The update package
area is the portion of device memory where the update
package will be downloaded and stored. The handoff data
provides a set of data that are used to track the progress of
the updates. Preferably, the handoff data includes a first
section of data to track the updating of the direct-addressable
memory and a second section of data to track the updating
of the non-direct addressable memory. The handoff data will
be used to ensure that a downloaded update is applied, yet
applied only once. Furthermore, the handoff data can be used
to track the update changes such that if an update is
interrupted prior to completion, the status of the update is
saved and can be restarted at the appropriate place.

[0033] The next step 406 is to download the update
package. This can be done by first sending a URL of a
descriptor file from the network system to the device. The
descriptor file describes the contents of the update package.
For example, the descriptor file can describe the size, type,
location and other details about the update package. With the
URL received, a download agent on the communication
device downloads the descriptor file and parses it for the
URL, size and other details of the update package. The size
is then checked to insure that the update package doesn’t
exceed the available memory in the update package area. If
sufficient memory is available, the download agent then
initiates download of the update package, which is then
stored on the communication device.

[0034] The next step 408 is to set handoff data to indicate
a new update package. As described above, the handoff data
includes a section designed to track the updating of both
direct and non-direct memory. Step 408 sets that section to
indicate the presence of a newly downloaded update pack-
age that has yet to be processed for updating. Step 408 would
typically be performed by an update agent. The update agent
is a program on the wireless communication device designed
to process the update package and update the direct-addres-
sable memory of the wireless device.

[0035] With the download complete and the handoff data
set, the next step 410 is to go to method 500, illustrated in
FIG. 5. In general method 500 applies the update package
and the updates both the direct and non-direct addressable
portions of memory. Again, the update package was pro-
duced from a comparison of the current code set and the new
desired code set. The update package includes instructions
that the update agent uses convert the current code set on the
device to the new, desired code set that includes the agent for
updating the non-direct addressable memory. Thus, when
the update package is applied by the update agent, the
direct-addressable portions of memory on the wireless
device are updated to the desired new code set. This installs
the agent for updating the non-direct addressable memory on
the device.
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[0036] The first step 502 of method 500 is to restart the
device. Wireless communication device are typically con-
figured to perform a variety of operations on startup. For
example, security, sanity and code quality checks are com-
monly preformed, with the device then starting normal
operation and presenting the user with a home screen. A
bootstrap procedure is commonly used to control this startup
procedure.

[0037] The next step 504 is to check the handoff data for
direct-addressable update status. As described above, the
handoft data are used to track the status of the updates. When
a new update package has been downloaded and the data
reset as described with reference to method 400 the handoff
data will indicate that an update package is pending (e.g.,
has been downloaded, but not yet applied)

[0038] The step of checking the handoff data is preferably
preformed by the bootstrap process that controls the initial
startup of the device. Thus, the bootstrap procedure that
controls the initial startup can be configured to check the
handoft data to determine if a direct-address update is
pending.

[0039] Tt should be noted that step 504 preferably checks
to determine both if a new update to the direct-addressable
memory is pending or if an update was previously partially
applied but uncompleted. Both of these states can be indi-
cated by a corresponding pattern in the handoff data. If a new
update is pending an additional step validating the update
can be performed before proceeding to step 506. Conversely,
if an update has been started but not completed the method
can proceed directly to step 506.

[0040] Decision step 506 determines if more direct-ad-
dress memory updates are ready to be applied based on the
check of the of the handoff data for the direct-addressable
memory. If there is more update to apply, the next step 508
is to apply the next updates in the update package on the
direct-addressable memory. This is typically performed by
the update agent on the device. Again, the update package
was produced from a comparison of the current code set and
the new desired code set. Thus, the update package includes
instructions that the update agent uses to convert the current
code set on the device to the new, desired code set that
includes the agent for updating the non-direct addressable
memory. Thus, when the update package is applied by the
update agent, the direct-addressable portions of memory on
the wireless device are updated to the desired new code set.
This installs the agent for updating the non-direct address-
able memory on the device.

[0041] As one example, the agent is installed by integrat-
ing the agent with a power-up power-down (PUPD) proce-
dure that is used in the startup process. For example, the
agent is implemented in code compatible with the PUPD and
installed as part of the new version of the PUPD. This can
be accomplished by editing a template for the agent or using
a build script to create the code. Thus, the PUPD procedure
is modified to include the agent, and thus includes the
information needed to update the non-direct addressable
memory. In cases where no changes to the non-direct
addressable memory are needed, the agent code can be
removed or otherwise compiled out.

[0042] With the next updates applied, the next step 510 is
to set the handoff data for the performed updates. Thus, if the
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direct-addressable update is completed, the data would be
set to indicate that state. Conversely, if the update is only
partially completed, the data would be set to indicate that
state.

[0043] With the handoff data set, the method returns to
step 502 to again restart the device. Restarting the device
re-initializes the device and restarts the process. Thus, the
bootstrap procedure will again check the handoff data for the
direct addressable update status. If the status check indicates
that the update is still not yet complete then steps 508 and
510 will be performed again. This process is continued until
the update of the direct-addressable memory is completed.
This process facilitates updates that require multiple cycles
to complete. Furthermore, it provides the ability to restart
updates at the appropriate point when updates are stopped
prematurely. For example, when a battery is removed during
the update. Thus, the update of the direct-addressable
memory is performed in a fault tolerant manner. Eventually
the direct-addressable memory update will be completed and
decision step 506 will determine that no more direct-addres-
sable memory updates are left to be applied. This completes
the update to the direct-addressable memory, including the
installation of the update for the non-direct addressable
memory.

[0044] At this point the method 500 moves to step 512,
where the handoff data is checked for update status of the
non-direct addressable memory. Again, the handoff data are
used to track the status of the updates. When a new agent has
just been installed in the direct-addressable memory the
handoff data will indicate that an agent to update the
non-direct addressable memory has been installed but not
yet applied.

[0045] The step of checking the handoff data for non-
direct addressable memory update is also preferably pre-
formed by the bootstrap process that controls the initial
startup of the device. Again, step 512 preferably checks to
determine both if a new agent for updating non-direct-
addressable memory is pending or if an agent was previ-
ously partially performed but uncompleted. Both of these
states can be indicated by a corresponding pattern in the
handoff data. If a new update is pending an additional step
of validating the agent can be performed before proceeding
to step 514. If an agent is partially completed the method can
proceed directly to step 514.

[0046] Decision step 514 determines if more steps in the
non-direct-address memory update are waiting to be per-
formed based on the check of the of the handoff data for the
non-direct-addressable memory. If there is more update to
perform, the next step 516 is to perform the next steps in the
agent for updating the non-direct-addressable memory.

[0047] Because the memory being updated in this step is
not directly addressable, a different technique is used to
update the non-direct addressable portions. Specifically,
since by its nature the data is either content or context
addressable, the data itself when submitted to the data
element management functions will determine the appropri-
ate data update processing. For example, the same instruc-
tions and API calls that are used in their runtime access and
maintenance can be used to update the non-directly addres-
sable data. Thus, the data itself includes enough information
to make the changes and additional support is typically not
required.



US 2006/0111084 Al

[0048] With the next steps in the agent performed, the next
step 518 is to set the handoff data for the performed updates.
Thus, if the non-direct-addressable update is completed, the
data would be set to indicate that state. Conversely, if the
agent is only partially completed, the data would be set to
indicate that state. Thus, the data would indicate which
elements of the agent have been implemented and which
have not.

[0049] With the handoff data for the non-direct address-
able memory update set, the method returns to step 502 to
again reset the device. Resetting the device re-initializes the
device and restarts the process. Thus, steps 504 and 506 will
again be used to check the handoff for the direct addressable
update status to determine if a direct-addressable memory
update is pending. Steps 512 and 514 will then determine if
a non-direct addressable memory update is pending. If the
status check indicates that the update to the non-direct
addressable memory is not yet complete, then steps 516 and
518 will be performed again until the update to the non-
direct addressable memory portion is completed. This again
facilitates updates that require multiple cycles to complete.
Furthermore, it again provides the ability to restart updates
at the appropriate point when updates are stopped prema-
turely. Thus, the update of the non-direct-addressable
memory is performed in a fault tolerant manner. Eventually
both the direct-addressable memory update and the non-
direct addressable memory update will be completed and
decision steps 506 and 514 will determine that no more
updates are left to be performed. This completes the update
of both the direct-addressable memory and non-direct
addressable memory, and the next step 520 is to proceed
with device startup. This transfer control of the startup to the
usual device software that controls the operation of the
device. In some cases it will also be desirable for the
wireless device to confirm the updated status with the
network. This insures that the network is again aware of the
status of the code on the direct-addressable memory.

[0050] The system and method can thus be used to update
the non-direct addressable memory portions to provide a
wide range of changes to the device. As one specific
example, the system and method can be adapted to control
the activation of future over-the-air updates. In this case, the
agent that is downloaded to update the non-direct address-
able portions of memory disables the ability to perform
future over-the-air updates. Because this ability was con-
trolled in the non-direct addressable memory, previous tech-
niques that only updated direct-addressable memory could
not be used to disable this feature.

[0051] Those skilled in the art will recognize that the
mechanisms of the present invention are capable of being
distributed as a program product in a variety of forms, and
that the present invention applies equally regardless of the
particular type of signal bearing media used to carry out the
distribution. Examples of signal bearing media include:
recordable media such as floppy disks, hard drives, memory
cards and optical disks, and transmission media such as
digital and analog communication links, including wireless
communication links.

[0052] Thus, the present invention thus provides a system
and method for over-the-air updating of a wireless commu-
nication device. The system and method provides the ability
to update both direct-addressable and non-direct-address-
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able portions of the device memory. The system and method
uses an agent that is downloaded to the wireless communi-
cation device as part of a direct-addressable memory update
package. The direct-addressable memory update installs the
agent into the direct-addressable memory. After the direct-
addressable memory update is performed, the agent is
executed and performs an update of the non-direct addres-
sable portions of the device memory.

[0053] The embodiments and examples set forth herein
were presented in order to best explain the present invention
and its particular application and to thereby enable those
skilled in the art to make and use the invention. However,
those skilled in the art will recognize that the foregoing
description and examples have been presented for the pur-
poses of illustration and example only. The description as set
forth is not intended to be exhaustive or to limit the
invention to the precise form disclosed. Many modifications
and variations are possible in light of the above teaching
without departing from the spirit of the forthcoming claims.

1. A method of updating wireless communication device,
wherein the wireless communication device includes a
memory, and wherein the memory includes a direct-addres-
sable portion and a non-direct-addressable portion, the
method comprising the steps of:

transmitting an update package to the wireless commu-
nication device over-the-air;

applying the update package on the wireless communi-
cation device, the update package performing an update
on the direct-addressable portion of memory in the
wireless communication device, the update package
installing an agent in the direct-addressable portion of
the memory; and

executing the agent on the wireless communication
device, the agent updating the non-direct-addressable
portion of the memory.

2. The method of claim 1 further comprising the step of
removing the agent from the wireless communication device
after the step of executing the agent.

3. The method of claim 1 wherein the update package
comprises an update based on a difference between a current
state of the direct-addressable portion of memory and a
desired state of the direct-addressable portion.

4. The method of claim 1 wherein the step of executing
the agent on the wireless communication device performs a
record-by-record update of the non-record-addressable por-
tion of the memory.

5. The method of claim 1 wherein the step of executing
the agent on the wireless communication device comprises
performing a record-by-record update of the non-direct-
addressable portion of the memory using API calls on the
wireless communication device.

6. The method of claim 1 wherein the agent updates the
non-direct-addressable portion of the memory to disable
over-the-air update package functionality of the wireless
communication device.

7. The method of claim 1 wherein the wireless commu-
nication device comprises a wireless telephone.

8. The method of claim 1 wherein the update package
installs the agent as part of a power-up power-down proce-
dure in the direct-addressable portion of the memory.
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9. The method of claim 1 further comprising the steps of:

transmitting a second update package to the wireless
communication device over-the-air;

applying the second update package on the wireless
communication device, the second update package
performing a second update on the direct-addressable
portion of memory in the wireless communication
device, the update package installing a second agent in
the direct addressable portion of the memory; and

executing the second agent on the wireless communica-
tion device, the second agent updating the non-direct-
addressable portion of the memory.

10. The method of claim 9 wherein the second agent
updates a different portion of the non-direct-addressable
portion of the memory than the first agent.

11. The method of claim 1 wherein the step of executing
the agent comprises restarting execution if execution of the
agent is terminated prior to completion.

12. The method of claim 1 wherein the memory comprises
firmware.

13. A system for updating wireless communication
device, wherein the wireless communication device includes
a memory, and wherein the memory includes a direct-
addressable portion and a non-direct-addressable portion,
the system comprising:

an update package, the update package transmitted to the
wireless communication device over-the-air; and

an update agent on the wireless communication device,
the update agent applying the update package on the
wireless communication device to perform an update
on the direct-addressable portion of memory in the
wireless communication device, including the installa-
tion of an agent in the direct-addressable portion of the
memory, the update agent then executing the agent on
the wireless communication device to update the non-
direct-addressable portion of the memory.

14. The system of claim 13 wherein the agent is removed
from the wireless communication device after agent is
executed.

15. The system of claim 13 wherein the update package
comprises an update based on a difference between a current
state of the direct-addressable portion of memory and a
desired state of the direct-addressable portion.

16. The system of claim 13 wherein the agent on the
wireless communication device performs a record-by-record
update of the non-direct-addressable portion of the memory.

17. The system of claim 13 wherein the agent on the
wireless communication device performs a record-by-record
update of the non-direct-addressable portion of the memory
using API calls on the wireless communication device.

18. The system of claim 13 wherein the agent updates the
non-direct-addressable portion of the memory to disable
over-the-air update package functionality of the wireless
communication device.

19. The system of claim 13 wherein the wireless com-
munication device comprises a wireless telephone.

20. The system of claim 13 wherein the update package
installs the agent as part of a power-up power-down proce-
dure in the direct-addressable portion of the memory.

21. The system of claim 13 wherein the memory com-
prises firmware.
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22. A method of updating wireless communication device,
wherein the wireless communication device includes a
memory, and wherein the memory includes a direct-addres-
sable portion and a non-direct-addressable portion, the
method comprising the steps of:

transmitting an update package to the wireless commu-
nication device over-the-air, the update package com-
prising update an update based on a difference between
a current state of the direct-addressable portion of
memory and a desired state of the direct-addressable
portion that includes an agent for updating a non-direct-
addressable portion of memory;

applying the update package on the wireless communi-
cation device, the update package performing an update
on the direct-addressable portion of memory in the
wireless communication device, the update package
installing the agent in the direct addressable portion of
the memory;

executing the agent on the wireless communication
device, the agent updating the non-direct-addressable
portion of the memory by performing a record-by-
record update of the non-direct-addressable portions of
the memory using procedure calls on the wireless
communication device; and

restarting execution if execution of the agent is terminated

prior to completion.

23. The method of claim 22 wherein the agent updates the
non-direct-addressable portion of the memory to disable
over-the-air update package functionality of the wireless
communication device.

24. The method of claim 22 wherein the wireless com-
munication device comprises a wireless telephone.

25. A system for updating wireless communication
device, wherein the wireless communication device includes
a memory, and wherein the memory includes a direct-
addressable portion and a non-direct-addressable portion,
the system comprising:

update package, the update package transmitted to the

wireless communication device over-the-air, the update
package comprising update an update based on a dif-
ference between a current state of the direct-address-
able portion of memory and a desired state of the
direct-addressable portion that includes an agent for
updating a non-direct-addressable portion of memory;
and

an update agent on the wireless communication device,
the update agent applying the update package on the
wireless communication device to perform an update
on the direct-addressable portion of memory in the
wireless communication device, the update installing
the agent in the direct addressable portion of the
memory, and wherein the update agent executes the
agent on the wireless communication device to update
the non-direct-addressable portion of the memory by
performing a record-by-record update of the non-di-
rect-addressable portions of the memory using proce-
dure calls on the wireless communication device, and
wherein the update agent restarts execution if execution
of the agent is terminated prior to completion.

26. The system of claim 25 wherein the agent updates the
non-direct-addressable portion of the memory to disable
over-the-air update package functionality of the wireless
communication device.
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27. The system of claim 25 wherein the wireless com-
munication device comprises a wireless telephone.
28. A program product comprising:

an update package, the update package for being trans-
mitted to a wireless communication device that
includes a memory, and wherein the memory includes
direct-addressable portion and a non-direct-addressable
portion, the update package including an update for the
direct-addressable portion of memory in the wireless
communication device, including the installation of an
agent in the direct addressable portion of the memory,
the agent configured to update the non-direct-address-
able portion of the memory; and
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a) computer-readable signal bearing media bearing said

update package.

29. The program product of claim 28 wherein the update
package comprises an update based on a difference between
a current state of the direct-addressable portion of memory
and a desired state of the direct-addressable portion.

30. The program product of claim 28 wherein the agent on
the wireless communication device performs a record-by-
record update of the non-direct-addressable portion of the
memory.



