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SYSTEM AND METHOD FOR SERVICE QUALITY MANAGEMENT FOR
WIRELESS DEVICES

BACKGROUND

Field of Invention

The present invention is related to performance monitoring in wireless networks.

Discussion of Related Art

With the advent of wireless data networks, wireless devices are capable of
establishing connections to communication nodes (e.g., Internet nodes) using a variety of
different wireless networks, standards and protocols. Generally, such connections require
that the communication nodes be identified (e.g., using an Internet Protocol (IP) address)
and that appropriate communication protocols be used. However, even with the use of
appropriate connection addresses and protocols, an attempt to make a connection, either
from a wireless device to a destination node in a communication network or from a
source node in a communication network to the wireless device, may fail for a variety of
different reasons.

Conventional methods of monitoring the performance of wireless networks are
generally based on a client-server approach in which both the client and the server are
installed in the same domain. The term “domain” as used herein is intended to reterto a
wireless network operated by one wireless operator. In such a conventional performance
monitoring method, service monitoring is initiated by a server which sends instructions to
the wireless device to conduct predefined tests. The server receives the results data from
these tests and can use the data to monitor performance in the network domain. Any loss
of connection during the test is considered a failure and such tests are ignored. This
approach requires interaction between the wireless device and a fixed server. However,
in wireless networks, the assumption that the two ends of the connection (device side and
server side) are reachable at all times is not valid. Furthermore, data relating to failed
attempts to establish a connection from the wireless device to the server are not measured
with these tests.

Another drawback to the conventional client-server performance monitoring
approach involves mobility. Wireless devices connect to different networks as the user

moves. However, the servers which initiate the tests in conventional performance
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monitoring systems are fixed and are associated with specific domains and cannot operate
across multiple domains. Therefore, performance data can only be collected by the server
when the wireless device and the server are connected to the same network. When a user

moves to a different network, the performance-monitoring server may not be accessible to

the wireless device

SUMMARY OF INVENTION

In view of the limitations of conventional performance monitoring, there is a need
for a service quality management system that may rely only on the wireless device itself,
independent of any particular network. Accordingly, aspects and embodiments of the
invention are directed to a system and methods for service quality management of
wireless networks based on monitoring the service quality experienced by wireless
devices, even when the devices may be disconnected frorh a network or roaming multiple
networks. This device-based monitoring may allow for multi-domain service quality
management because it may not require any tests or support to be initiated on the network
side.

According to one embodiment, a method of determining quality of service
provided by a network to a wireless device may comprise acts of detecting at least one
network performance parameter, and recording, on the wireless device, information
relating to the at least one network performance parameter. In one example, the wireless
device may roam in more than one network and thus, detecting at least one network
performance parameter may include detecting a first network performance parameter of a
first network and detecting a second network performance parameter of a second
network. In another example, the acts of detecting and recording may include detecting
and recording the number of times an attempt to establish a connection between the
wireless device and a network node fails. In addition, the act of recording may further
include recording a state of at least one of the wireless device and the network at a time
when the attempt to establish the connection fails. In one example, the information may
be provided from the wireless device to a management server. The management server
may also send a performance test command to the wireless device, which may
authenticate the performance test command and parse the performance test command to
determine a type of test to be conducted by the wireless device. In another example,

detecting at least one network performance parameter may include detecting the at least
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one network performance parameter during a period in which the wireless device is not
connected to the network. The network performance parameter may include, for
example, a type of service coverage (e.g., voice and/or data) that may be available.
Further, in another example, the act of recording may include an act of indexing the
information with at least one of a location stamp 1ndicative of a location of the wireless
device and a local time stamp indicative of a time of detection of the at least one network
performance parameter.

According to another embodiment, a system for network service quality
management 1s provided. The system may comprise a wireless device capable of
establishing a connection with a target server in a network, and a device agent constructed
and arranged to interface with software on the wireless device to detect and record
performance data relating to the network. The performance data may include, for
example, a number of connection attempt failures between the wireless device and the
target server. In one example, the system may further comprise a management server
capable of communicating with the device agent and which may provide a performance
test command to the device agent. The performance test command may include
instructions for the device agent to conduct a test to detect the performance data and/or
may specity details of a trap to be installed on the wireless device by the device agent to
detect the performance data. The device agent may also provide the recorded
performance data to the management server. :

Another embodiment of the invention is directed to a system for service quality
management in wireless networks. The system may comprise a management server, a
wireless device capable of establishing a connection to the wireless networks, and a
device agent coupled to the wireless device and constructed and arranged to receive
instructions from the management server, to conduct a performance test based on the
Instructions, to store, on the wireless device, test results from the performance test, and to
provide the test results to the management server. The performance tests may include
detecting at least one service event (such as a failure to establish a connection between
the wireless device and a node in one of the wireless network) in at least one of the

wireless networks.
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BRIEF DESCRIPTION OF THE DRAWINGS

Various aspects and embodiments of the invention are discussed below with
reference to the accompanying drawings. These drawings are not intended to be drawn to
scale. In the drawings, each identical or nearly identical component that is illustrated in
various figures is represented by a like reference numeral. For purposes of clarity, not
every component may be labeled in every drawing. In the drawings:

FIG. 1 is a block diagram of one example of a system for monitoring quality of
network service according to one embodiment of the invention:

FIG. 2 is a block diagram of a network environment in which a wireless device
may momitor and record service quality according to aspects of the invention:

FIG. 3 1s a block diagram of another example of a network environment in which
the device may monitor and record service quality of multiple network domains according
to aspects of the invehtion; and

F1G. 4 1s a flow diagram of one example of a method of service quality

management according to an embodiment of the invention.

DETAILED DESCRIPTION

Embodiments of the invention, and aspects thereof, are directed to a system and
methods for service quality management of wireless networks that may use device-based
measurements to measure and collect performance data independent of any particular
network. Such a system may depend only on the wireless device by measuring
performance parameters that can be determined by the wireless device alone, without
requiring input or support from a network. Thus, unlike conventional systems that
require interaction between a wireless device and a server connected to the same network
and thus only function in a single domain, device-based monttoring according to aspects
of the invention may allow for multi;domain service quality management, as discussed
below. In addition, because monitoring of service quality may occur at the wireless
device, the wireless device may capture event data pertaining to device-initiated
connection attempt failures that may not otherwise be visible in the domain. In particular,
some embodiments of the invention may provide a mechanism for detecting and
recording connection attempt failures while also capturing the state of the wireless device

and/or the network when such a failure occurs, as discussed below.
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It 1s to be appreciated that the invention is not limited in its application to the
details of construction and the arrangement of components set forth in the following
description or illustrated in the drawings. The invention is capable of other embodiments
and of being practiced or of being carried out in various ways. Examples of specific
implementations are provided herein for illustrative purposes only and are not intended to
be limiting. In particular, acts, elements and features discussed in connection with one
embodiment are not intended to be excluded from a similar role in other embodiments.
Also, the phraseology and terminology used herein is for the purpose of description and
should not be regarded as limiting. The use of “including,” “comprising,” “having,”
“containing,” or “involving,” and variations thereof herein is meant to encompass the
items listed thereafter and equivalents thereof as well as additional items.

Referring to FIG. 1, there 1s illustrated a block diagram of one example of a
system for monitoring quality of service according to an embodiment of the invention.
The system may comprise a management server 100 and a wireless device 102 that may
communicate over a communication link 104. In many embodiments, the communication
link 104 may include a wireless link between the wireless device 102 and the
management server 100. However, the wireless device may also “dock” to the
management server to communicate with the management server. Thus, it is to be
appreciated that the communication link 104 may include any suitable transmission media
by which the wireless device 102 may communicate with the management server 104
including, but not limited to, coﬁper wiring, optical fiber network links, electromagnetic
radiation, etc. Itis further to be appreciated that the term “wireless device” as used herein
refers to any electronic wireless device that is capable of communicating with another :
electronic device over a network that includes at least one wireless link. Examples of
wireless devices include, but are not limited to, cellular telephones (cell phones), personal
digital assistants (PDAs), MP3 players or other music and/or video players, personal
computers (e.g., laptops), etc. Thus, although the wireless device 102 is illustrated in
FIG. 1 as a cell phone, the invention is not so limited and the wireless device may be any
type of wireless device, including those mentioned above.

In accordance with the present invention, the system may provide a mechanism
for detecting and recording wireless network service performance metrics, including, but
not limited to, connection attempt failures, dropped calls, latency, throughput, packet loss,

signal strength, etc. The metrics chosen to be measured may be indicative of the quality
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of service provided to the wireless device by the wireless network. Such service
performance metrics may be detected and measured by the wireless device 102 and
reported to the management server 100, as discussed further below. The management
server may not be associated with any particular domain and therefore, may receive
performance data from any network in which the wireless device may be operating. In
one embodiment, the wireless device may conduct tests and record performance data
based on a policy set by the management server. The policy may be communicated to a
device agent 106 that may be loaded onto the wireless device (or may be in
communication with the wireless device), and the device agent 106 may interface with
device software to implement the policy.

It 1s to be appreciated that the term “device agent” as used herein refers to a
software program capable of interfacing with other software programs on the wireless
device to effect service quality tests and to monitor and record events related to service
quality, such as, for example, connection attempt failures and dropped calls. Using the
device agent 106, the wireless device 102 may be instructed to conduct performance
experiments, store performance data, and communicate the results of such performance
experiments to the management server 100. In one embodiment, the device agent may be
installed on the wireless device itself. This installation may be accomplished in numerous
ways. In one example, the device agent may be installed when a new wireless device is
mitiated either at the factory or by a service provider prior to being sold to a customer.
Alternatively, the device agent may be installed on a wireless device by downloading the
device agent at any time during the usable life of the wireless device.

In another embodiment, the device agent may be installed on an Identity Module
attached to the wireless device. The term “Identity Module” as used herein refers to any
type ot electronic module (e.g., a smartcard) that contains a globally unique identifier
(frequently termed an International Mobile Subscriber Identity) that uniquely identifies
the Identity Module, and which enables a wireless device to which it is attached to
communicate with wireless communication networks throughout the world. A more
detailed discussion of examples and operation of an Identity Module is contained in
commonly-owned, copending U.S Patent Application No. 10/886,005, entitled “SYSTEM
AND METHOD FOR OVER THE AIR (OTA) WIRELESS DEVICE AND NETWORK
MANAGEMENT” and filed on July 7, 2004, which is herein incorporated by reference in

its entirety. For the sake of simplicity, the following discussion will refer to the device
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agent as being located on the wireless device itself. However, it is to be appreciated that
the device agent may also be located on an Identity Module, or similar electronic module,
that 1s coupled to the wireless device.

According to aspects and embodiments of the invention, service quality may be
monitored in a variety of ways. In one example, the device agent may be instructed by
the management server to conduct specific tests to monitor attributes and/or connection
attempt failures in one or more network domains, as discussed :further below. In another
example, the management server may instruct the device agent to set software traps that
may execute 1n response to predetermined service conditions, such as a dropped call or
connection attempt failure. It is to be appreciated that the term “trap” as used herein
reters to a software interrupt which, when triggered, alerts the device agent to implement
recording of specified information (e.g., the state of the wireless device and/or network,
the date and time of the trigger event, the type of trigger event, the location of the
wireless device (either a physical geographic location or a relative location within the
network) at the time of occurrence of the trigger event, etc.). Using either or both of these
methods, the wireless device may automatically create a log of such service-related
events which may be collected by the management sever and used, for example, for
diagnostics, remediation, service quality improvement, fraud activity detection, tamper

detection, etc. In one embodiment, the wireless device 102 may be capable of storing

service quality information even when the wireless device is out of coverage or

~ disconnected from the management server 102. This information may then be reported to

the management server when the wireless device becomes reconnected. Thus, any
degradation in service may be captured in real time, stored on the wireless device 102,
and communicated to the management server 100 when the connection 104 is
reestablished, as discussed further below. Further, monitoring of service quality metrics
may be done automatically by the wireless device without requiring support or initiation
by the network domain to which the wireless device may be connected at any given time.
Reterring to FIG. 2, there is illustrated a block diagram of one example of an
environment in which the wireless device 102 may monitor service quality and conduct
service performance tests. As discussed above, the wireless device 102 may
communicate with the management server 100 via communication link 104. The wireless
device may also communicate with a target server 108 via a network domain 110, for

example, to make phone calls to other wireless devices, to download or upload data, etc.
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Based on instructions from the management server 100, the device agent (not shown) may
control the wireless device 102 to detect, monitor and record metrics that provide an
indication of the quality of service provided by network domain 110.

It 1s to be appreciated that the principles of the invention may be extended to
multiple different network domains 110 and corresponding target servers 108. This is
illustrated in FIG. 3 which shows the wireless device 102 coupled to multiple network
domains 112, 114 and 116. The wireless device 102 may move and, as it does so,
connect to different network domains that may be operated by different network
operators. As discussed above, conventional client-server based monitoring approaches
which rely on network-initiated tests only operate in a single domain. By contrast, with
device-based performance tests according to aspects of the invention, as the wireless
device 102 roams among different network domains 1 12,: 114, 116, the wireless device
may monitor and record service quality metrics for each network domain. The wireless
device 102 may store these metrics (along with a network identifier) and report them to
the management server 100, as discussed below.

According to one embodiment, the management server 100 may send performance
test commands to the device agent 106. These performance test commands may specify
the detatls of experiments to be performed by the wireless device 102 and/or details of
traps to be set by the device agent. For example, a performance test command may
indicate the type of test to be conducted (i.e., which performance metrics the test aims to
measure), an identity of a target server, the amount of time or resources that may be used
for the test, a policy that may specify the conditions under which the test is to be
coﬁducted, and a performance record format for reporting the results of the test to the
management server. The device agent may implement the test by activating appropriate
device components to initiate a connection to the specified target server, conduct the test
specified in the command, record the results in a performance record, and communicate
the performance record to the management server. In one embodiment, the performance
test command may specify a “synthetic transaction” to be implemented by the wireless
device. A synthetic transaction may contain details about a connection that is to be
established for the sole purpose of measuring performance. However, in another
embodiment, the performance test command may specify service quality-related
information that is to be collected by the wireless device during the course of normal

operation of the wireless device.
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Referring to FIG. 4, there is illustrated a flow diagram of one example of a
method of service quality measurement according to an embodiment of the invention. In
a first act 118, the device agent may receive a performance test command from the
management server. In one embodiment, the device agent may accept the performance
test command only after authenticating the management server in act 120. This may be a
security feature to prevent unauthorized access to device functions and data, or to ensure
that recorded performance data is sent only to the correct management server.
Authentication may be done, for example, using a signature or identity code. The device
agent may be programmed with one or more unique identity codes or signatures that
identity trusted management servers from which the device agent may accept
performance test commands. The code or signature may then accompany the
performance test command to allow the device agent to recognize that the performance
test command comes from a trusted management server. If the device agent cannot verify
the performance test cdmmand, 1t may reject the command and wait to receive a new
command.

After receiving a valid performance test command from the management server,
the device agent may parse the command to determine the actions to be taken (act 122).
As discussed above, the performance test command may include details of the test
methodology. For example, in the case of a synthetic transaction, the performance test
command may specity the target server, the type of test to be conducted (e.g., which
service quality metric the test aims to measure), the amount of data to be transferred
during the test session, the time of the test session etc. Thus, the device agent may parse
the performance test command to receive all the details of the test so as be able to set up
the test procedure.

According to one embodiment, the performance test command may specify a
policy under which tests are to be performed. For example, the policy may specify that
tests are to be conducted periodically, on a one-time basis (e.g., once per command
received) or based on a threshold condition that can be detected by the wireless device.
The policy may similarly specify conditions under which the device agent is to provide
the per‘fonnance records to the management server. In addition, the policy may specify
wireless device and/or network conditions under which a test should be conducted or that
may trigger execution of a trap. For example, the policy may specify that tests may be

conducted based on the state of the wireless device, the state of the network, and/or
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previously measured performance data. The device state may include the wireless device
details, such as its internet protocol (IP) address or other identifier, device capabilities,
and device conditions, such as application inventory (e.g., what programs and
applications are loaded on the device), signal strength, battery, time-of-day, etc. The
network state may include, but is not limited to, network details (e.g., type of network
such as Wi-Fi, Bluetooth, Radio Frequency), network identity, signal strength, network
condition (e.g., whether the wireless device is roaming or in a home network), a
geographical location of the wireless device, and a relative location of the wireless device
in the network (e.g., the distance of the wireless device from a network signal tower).
Thus, the management server may provide detailed information to the device agent to
control the type of test, the frequency of testing, the manner in which test data is reported,
elc.

Referring again to FIG. 4, once the conditions specified in the performance test
command are satisfied, the wireless device may initiate the test with the target server (act
124). The performance test command may specify all the information necessary for
performing the test and recording the results. Thus, once the device agent has received
and accepted the performance test command, the tests may be performed whether or not
the wireless device is in communication with the management server. The device agent
may record the results of the tests (act 130). If the wireless device is out of range of, or
disconnected from, the management server, the wireless device may store the information
until such time as the wireless device may be able to communicate with the management
Server.

One example of a performance metric that may provide a useful indication of the
service quality of a network is the number of times an attempt is made to establish a
connection between the wireless device and the target server in which the connection
attempt fails. Particularly, attempts by the wireless device to establish a connection
cannot be measured by conventional systems that rely on network-initiated tests. A
connection attempt from a wireless device may be made by any application on the
wireless device. For example, a connection may be needed to download data to the
wireless device. However, an attempt to establish a connection may fail due to various
network conditions. For example, the target server may not be available, the requested
data may not be authorized for download to the wireless device, the wireless device may

have insufficient resources to accept the download, the signal strength may be insufficient
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to allow connection to the target server, etc. A connection attempt failure may occur
during normal operation of the wireless device or during a test (a synthetic transaction)
specifically performed to test network service quality.

To capture connection attempt failure information during normal operation of the
wireless device, the device agent may set one or more traps to monitor connection
attempts and/or connection attempt failures (act 126). In one example, connection
attempt failures may be captured by device applications that are involved in the
connection. Thus, traps may be set on a per application basis. In another example,
connections attempts may be one of two types, namely, an attempt to connect to the
wireless device from a network node, or an attempt to connect from the wireless device to
a target server. Thus, different traps may also be set according to the type of attempt
failure. The type of trap to be set, the conditions that are to trigger the trap, and the action
to be taken upon execution of the trap may all be specified in a performance test
command sent to the device agent by the management server, as discussed above. Every
time a connection attempt failure occurs, the trap may be triggered (act 128).

According to one embodiment, when a connection attempt fails, the device state
and/or network state may be recorded (act 130) along with an attempt-history-count
counter. The attempt-history-count counter may be a software object that may record a
number of times a connection attempt was made, the type of connection (to or from the
wireless device) and, optionally, the times at which the attempts were made and/or the
location ot the device when the attempts were made). Each time a connection attempt
failure 1s detected, the attempt-history-count counter may be incremented. The device
state may include, tor example, the device address (or other identifier), device battery
conditions, device capabilities, network interface used, etc. The network state may
include, for example, an identity of the target server, location of the wireless device
relative in the network (e.g., an identity of a network cell in which the wireless device is
connected, the geographic location of the wireless device, etc.), and other network
conditions mentioned above. Similarly, for applications on the wireless device that are
designed to receive network connections from an external node, a connection attempt
tailure may be recorded when a connection attempt is refused by the wireless device.
Again, the state of the device and/or the network may also be recorded along with the

connection attempt failure.
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In one embodiment, the wireless device may also be configured to record test
attempts. In other words, the wireless device may record instances in which the device
agent attempts to conduct a test as per a performance test command, but the target server
1s unreachable. The number of test attempts may be determined only at the wireless
device (1.e., the target server may be unaware that the wireless device is atterﬁpting to
contact it), and thus may provide a useful service quality metric that may not be
detectable by conventional methods which rely on the network as well as the wireless
device.

It 18 to be appreciated that connection attempt failures are not the only
performance metric or parameter that may be detected, measured, monitored and/or
recorded 1n accordance with the principles of the invention. As discussed above, the
system and methods according to embodiments of the invention may be applied to many
different service quality metrics that can be detected by the wireless device, including
signal strength, dropped calls, bit error rate, etc., as well as connection attempt failures.
In another example, wireless device may monitor the type of service coverage, including,
for example, whether there is available emergency service, voice and/or data service,
various types of data service, and whether there is any service available whatsoever. In
addition, any of these metrics may be monitored and measured by the wireless device
using tests and/or traps as discussed above. Thus, a wide variety of data related to the
quality of service of a wireless network may be captured by the wireless device and
stored on the wireless device.

In one example, this data may be recorded on the wireless device in a performance
record (act 130), the format of which may be specified in the performance test command,
as discussed above. In one embodiment, the performance record may also indicate the
time, network, and/or location details of when and where the test was conducted (or trap
was executed). Thus, in one example, the wireless device may index the recorded test
data with, for example, a location stamp indicative of a location of the wireless device
and/or a local time stamp indicative of a time of detection of the network performance
parameter that was the subject of the test. In one example, a counter object, such as the
attempt-history-count object discussed above, may be appended to the performance
record. Alternatively, it may form part of the performance record, depending on the

format of the data expected by the management server.
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Reterring again to FIG. 4, once the information has been recorded in a
performance record, the record may be provided to the management server in act 132. In
one embodiment, the performance record may be sent to the management server in
accordance with a policy that may be specified in the performance test command. For

example, the device agent may be instructed to periodically contact the management

~ server. In another example, the information may be provided to the management server

upon request by the management server. In another example, the performance record
may be sent to the management server when the attempt-history-count object reachés a
certain count number, or when another threshold condition occurs. Such threshold
conditions may be specified in the performance test command. As discussed above, in
some embodiments, the wireless device may be configured to store the performance
record until the record may be provided to the management server. Thus, any degradation
1n service quality, including the cause, may be captured in real time and stored on the
wireless device, then communicated to the management server at a later time.

In summary, aspects and embodiments of the invention are directed to a system
and methods in which a device agent and management server may cooperate to conduct
performance tests with respect to a target server. The wireless device may receive a
command from the management server that may include all the information needed for
the wireless device to detect, monitor and record data relating to the quality of service

provided by a network. Thus, the wireless device may perform tests and record service

‘quality information, even while roaming among different networks, without needing to be

connected to the management server. The wireless device may store this information and
report the mformation to the management server when the wireless device is connected to
the management server. Furthermore, because the wireless device may initiate
performance tests, the wireless device may also record any connection attempt failures
that may occur during the tests. In addition, the device agent may install traps to detect
connection attempt failures and other performance metrics during normal operation of the
wireless device, without the need for specially implemented tests. The device agent may
communicate a comprehensive report of the performance data to the management server,
along with attempt history and device and/or network state during performance tests or at
the time of execution of a trap.

Having thus described several aspects and embodiments of the invention,

modifications and/or improvements may be apparent to those skilled in the art and are
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intended to be part of this disclosure. It is to be appreciated that the principles of the
invention may be applied to many different circumstances and many different wireless
devices, not limited to the ekamples given herein. The above description is therefore by
way of example only, and includes any modifications and improvements that may be
apparent to one of skill in the art. The scope of the invention should be determined from

proper construction of the appended claims and their equivalents.
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CLAIMS
1. A method of determining quality of service provided by a network to a wireless

device, the method comprising acts of:
5 detecting at least one network performance parameter; and

recording on the wireless device information relating to the at least one network

performance parameter.

2. The method as claimed in claim 1, wherein detecting at least one network
10 performance parameter includes detecting a first network performance parameter of a first

network, and detecting a second network performance parameter of a second network.

3. The method as claimed in claim 1, wherein the acts of detecting and recording
include detecting and recording a number of times an attempt to establish a connection

15  between the wireless device and a network node fails.

4. The method as claimed in claim 3, wherein the act of recording further includes
recording a state of at least one of the wireless device and the network at a time when the

attempt to establish the connection fails.
20

5. The method as claimed in claim 1, further comprising providing the information

10 a management server.

6. The method as claimed in claim 5, further comprising sending a performance test

25  command from the management server to the wireless device.

7. The method as claimed in claim 6, further comprising authenticating the

performance test command at the wireless device.

30 8. The method as claimed in claim 6, further comprising parsing the performance

test command at the wireless device to determine a type of test to be conducted by the

wireless device.
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9, The method as claimed in claim 1, wherein detecting at least one network
performance parameter includes detecting the at least one network performance parameter

during a period in which the wireless device is not connected to the network.

> 10. The method as claimed in claim 9, wherein the at least one network performance

parameter includes a type of service coverage.

11. The method as claimed in claim 9, wherein the act of recording includes an act of
indexing the information with at least one of a location stamp indicative of a location of

10 the wireless device and a local time stamp indicative of a time of detection of the at least

one network performance parameter.

12. A system for network service quality management, the system comprising:
a wireless device capable of establishing a connection with a target server in a
15  network; and
a device agent constructed and arranged to interface with software on the wireless

device to detect and record performance data relating to the network.

13. The system as claimed in claim 12, wherein the performance data includes a
20 number of connection attempt failures between the wireless device and the target server,

the connection attempt failures including at least one of a call attempt failure and a call

disconnect failure.

14. The system as claimed in claim 12, further comprising a management server

25  capable of communicating with the device agent.

15. The system as claimed in claim 14, wherein the management server is constructed

and arranged to provide a performance test command to the device agent.

30 16.  The system as claimed in claim 15, wherein the performance test command

includes instructions for the device agent to conduct a test to detect the performance data.
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17.  The system as claimed in claim 15, wherein the performance test command
specifies a trap to be installed on the wireless device by the device agent to detect the

performance data.

18.  The system as claimed in claim 15, wherein the device agent is constructed and

arranged to provide the performance data to the management server.

19. A system for service quality management in wireless networks, the system
comprising:

a management server;

a wireless device capable of establishing a connection to the wireless networks:
and

a device agent coupled to the wireless device and constructed and arranged to
receive instructions from the management server, to conduct a performance test based on
the instructions, to store, on the wireless device, test results from the performance test,
and to provide the test results to the management server;

wherein the performance tests include detecting at least one service event in at

least one of the wireless networks.

20.  The system as claims in claim 19, wherein the at least one service event includes a
failure to establish a connection between the wireless device and a node in one of the

wireless networks.
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