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( 57 ) ABSTRACT 
Embodiments of the present invention provide a method and 
device for downloading a profile of an operator , where one 
method includes : sending , by a terminal to the SM - DP by 
using an SM - SR , a request for downloading a profile of an 
operator , where the download request carries the download 
certificate , an ID of an eUICC of the terminal , and address 
ing information of the SM - DP ; and receiving , by the termi 
nal , the profile of the operator that is sent by the SM - DP by 
using the SM - SR and is corresponding to the download 
request , and transmitting the profile of the operator to the 
UICC , where the profile of the operator is obtained by the 
SM - DP according to an identity of the profile of the operator 
after the SM - DP verifies that the certificate that is for 
downloading the profile of the operator and is carried in the 
download request is valid . 
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ither . 

METHOD AND DEVICE FOR example , the SM - DP determines whether the credential of 
DOWNLOADING PROFILE OF OPERATOR the eUICC is valid , whether the storage space of the eUICC 

is sufficient , and the like ) . 
CROSS - REFERENCE TO RELATED Step 5 : If the SM - DP finds that the profile cannot be 

APPLICATIONS 5 downloaded into the eUICC ( for example , the SM - DP 
determines that the credential of the eUICC is invalid , or the 

This application is a continuation of international Appli storage space of the eUICC is insufficient ) , the SM - DP 
cation No . PCT / CN2014 / 093106 , filed on Dec . 5 , 2014 , returns error information to the SM - SR and the MNO . 
which claims priority to Chinese Patent Application No . Step 6 : If the SM - DP finds that the profile can be 
201310654647 . 1 , filed on Dec . 5 , 2013 , both of which are 10 downloaded into the eUICC , the SM - DP sends a request for 
hereby incorporated by reference in their entireties . downloading and installing the profile , and sends an 

encrypted profile to the UICC ; the eUICC decrypts the 
TECHNICAL FIELD profile and installs the profile . 

It can be learned from the foregoing procedure that , in the 
Embodiments of the present invention relate to the field of prior art , a procedure for downloading a profile is sent from 

electronic technologies , and in particular , to a method and a network side ( MNO ) , and the MNO needs to know an 
device for downloading a profile of an operator . identity ( ID ) of an eUICC in advance . However , different 

from a UICC , the eUICC is unnecessarily purchased by the 
BACKGROUND 20 MNO , and may be purchased by a device manufacturer ; 

therefore , the MNO unnecessarily knows the ID of the 
An embedded universal integrated circuit card ( eUICC ) is EUICC in advance . When the MNO does not know an ID of formed by embedding ( packaging , welding , or the like ) a an eUICC of a device , the solution in the prior art cannot be 

conventional universal integrated circuit card ( UICC ) into a implemented . In addition , in the prior art , an object that can 
terminal , which cannot be inserted or removed , and cannot 25 download the profile are only some authorized UICCs . In 
be freely changed as a conventional UICC card either . addition , because the request for downloading the profile is 

An existing SIM card or UICC card is generally ordered sent from the MNO on the network side . it is required to 
by a mobile network operator ( MNO ) from a card manu ensure that when the profile is being downloaded , a terminal 
facturer , and therefore , subscription information that is device has been started and a connection between the 
needed for accessing a network of a mobile operator has 30 terminal device and an SM - SR has been established , and an 
been downloaded into the card before factory delivery . Alter end user cannot freely select an opportunity for downloading 
purchasing a SIM card or a UICC card , a user can access a the profile 
network after inserting the card into a terminal . However , an 
EUICC is unnecessarily purchased by an operator , and may SUMMARY 
be integrated into a terminal for selling after a terminal 35 
manufacturer purchases the card . Therefore , in a profile of Embodiments of the present invention provide a method 
the eUICC , only one file can access a remote management for downloading a profile of an operator , a terminal , an 
platform ( such as a subscription manager - secure routing embedded universal integrated circuit card , and a subscrip 
( SM - SR ) ) . After the eUICC is embedded into the terminal , i tion manager - data preparing . A terminal side ( a terminal of 
a profile ( marked as a profile ) of an operator may be an eUICC ) may initiate a request for downloading a profile 
downloaded into the eUICC according to a remote manage - of an operator , and the operator does not need to know an 
ment technology by using a subscription manager - data pre - identity of the eUICC in advance ; a range of objects that can 
paring ( SM - DP ) and the SM - SR . Then , the eUICC may download the profile of the operator may be extended to all 
access a network by using the downloaded profile . 45 EUICCs , and an end user may freely select an opportunity 

Currently , the Global System for Mobile Communications for downloading the profile of the operator . 
Assembly ( GMSA ) formulates a method for downloading a A first aspect of the present invention provides a method 
profile of an operator , and a procedure of the method is for downloading a profile of an operator , where the method 
generally as follows : may include : 

Step 1 : An MNO sends , to an SM - DP , a request for 50 sending , by a terminal to a SM - DP by using a SM - SR , a 
downloading a profile , where the request carries an identity request for downloading a profile of an operator , where the 
( Identity , ID ) of an SM - SR , an ID of a target UICC ( eID ) , download request carries a certificate for downloading the 
and an integrated circuit card identity ( Integrate Circuit Card profile of the operator , an ID of an embedded universal 
Identity , ICCID ) of the profile that needs to be downloaded integrated circuit card UICC of the terminal , and address 

Step 2 : The SM - DP finds , according to the ID of the 55 ing information of the SM - DP ; and 
SM - SR , an SM - SR with which the eUICC currently regis - receiving , by the terminal , the profile of the operator that 
ters . is sent by the SM - DP by using the SM - SR and is corre 

Step 3 : The SM - DP requests related information ( which is sponding to the download request , and transmitting the 
included in an eUICC information set ( UICC Information profile of the operator to the eUICC , where the profile of the 
Set , EIS ) , and may specifically include : a type , a version 60 Operator is obtained by the SM - DP according to an identity 
number , a production data that are of the eUICC , a credential of the profile of the operator after the SM - DP verifies that the 
of the eUICC , current files that are of various operators and certificate that is for downloading the profile of the operator 
are in the eUICC and statuses of the profiles , current storage and is carried in the download request is valid . 
space of the UICC , and the like ) of the eUICC from the With reference to the first aspect , in a first feasible 
SM - SR . 65 implementation manner , before the sending , by a terminal to 

Step 4 : The SM - DP determines , according to the EIS , an SM - DP by using a SM - SR , a request for downloading a 
whether the profile can be downloaded into the eUICC ( for profile of an operator , the method further includes : 
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acquiring , by the terminal , the download certificate used operator , the method includes : receiving , by the terminal 
to download the profile of the operator and the addressing from the eUICC , the request that is for downloading the 
information of the SM - DP that stores the profile of the profile of the operator and is generated by the eUICC , where 
operator . the download request carries the certificate for downloading 

With reference to the first aspect , in a second feasible 5 the profile of the operator , the ID of the eUICC of the 
implementation manner , the sending , by a terminal to an terminal , and the addressing information of the SM - DP . 
SM - DP by using a SM - SR , a request for downloading a With reference to the sixth feasible implementation man 
profile of an operator includes : ner of the first aspect , in a seventh feasible implementation sending , by the terminal to an SM - SR with which the manner , before the receiving , by the terminal from the EUICC registers , the request for downloading the profile of 10 EUICC , the request that is for downloading the profile of the the operator , where the download request carries the certifi operator and is generated by the eUICC , the method further cate for downloading the profile of the operator , the ID of the 
embedded universal integrated circuit card UICC of the includes : 
terminal , and the addressing information of the SM - DP , so sending , by the terminal to the eUICC , a command of 
that after finding the SM - DP according to the addressing 15 requesting or instructing the eUICC to generate and send the 
information of the SM - DP , the SM - SR forwards , to the request for downloading the profile of the operator . 
SM - DP , the download request that includes the certificate With reference to any one of the first aspect to the seventh 
for downloading the profile of the operator and the ID of the feasible implementation manner of the first aspect , in an 
QUICC . eighth feasible implementation manner , the certificate for 

With reference to the first feasible implementation man - 20 downloading the profile of the operator is a randomly 
ner of the first aspect , in a third feasible implementation generated sequence code ; or 
manner , after the acquiring , by the terminal , the download the certificate for downloading the profile of the operator 
certificate used to download the profile of the operator and is a string of encoded data generated by encrypting metadata 
the addressing information of the SM - DP that stores the of the profile of the operator , where the metadata is extracted 
profile of the operator , the method further includes : 25 from the profile of the operator . 

sending , by the terminal to the eUICC , the acquired With reference to the eighth feasible implementation 
download certificate used to download the profile of the manner of the first aspect , in a ninth feasible implementation 
operator and the acquired addressing information of the manner , when the download request includes the addressing 
SM - DP that stores the profile of the operator . information of the SM - DP , the addressing information of the 

With reference to the first feasible implementation man - 30 SM - DP is carried in the randomly generated sequence code 
ner of the first aspect , in a fourth feasible implementation or the encoded data . 
manner , the acquiring , by the terminal , the download cer With reference to any one of the first aspect to the seventh 
tificate used to download the profile of the operator and the feasible implementation manner of the first aspect , in a tenth 
addressing information of the SM - DP that stores the profile feasible implementation manner , the download request fur 
of the operator includes : 35 ther carries the identity of the profile of the operator , and the 

logging in , by the terminal by using built - in application identity of the profile of the operator is a part of the 
software of the terminal , to a network platform of the download certificate or is independent of the download 
operator , and acquiring , from the network platform , the certificate ; and the SM - DP specifically obtains the profile of 
download certificate used to download the profile of the the operator according to the identity that is of the profile of 
operator and the addressing information of the SM - DP that 40 the operator and is carried in the download request . 
stores the profile of the operator ; or It can be learned from above that , in some feasible 

receiving , by the terminal , the download certificate used implementation manners of the present invention , a request 
to download the profile of the operator and the addressing for downloading a profile of an operator is initiated by a 
information of the SM - DP that stores the profile of the terminal in this embodiment of the present invention , which 
operator , where the download certificate and the addressing 45 avoids a case in which the operator needs to know , in 
information are entered by a user ; or advance , identity information of an UICC of the terminal 

acquiring , by the terminal by scanning a two - dimensional that needs to download the profile of the operator . In 
code , the download certificate used to download the profile addition , in this embodiment of the present invention , an 
of the operator and the addressing information of the SM - DP SM - DP verifies whether a download certificate in the down 
that stores the profile of the operator . 50 load request is valid to determine whether the initiated 

With reference to the first aspect , in a fifth feasible download request is valid , without verifying whether an 
implementation manner , before the sending , by a terminal to object that initiates the download request is valid any longer ; 
an SM - DP by using a SM - SR , a request for downloading moreover , the download certificate may be obtained by the 
subscription data of an operator , the method includes : terminal before the terminal initiates the download request . 

reading , by the terminal from the UICC , the ID of the 55 Therefore , the terminal can acquire the certificate for down 
eUICC and addressing information of an SM - SR with which loading the profile of the operator . provided that the terminal 
the eUICC registers , and finding the SM - SR according to the needs to download the profile of the operator into the eUICC 
addressing information ; and of the terminal . That is , in this embodiment of the present 

generating , by the terminal , the request for downloading invention , a range of objects that can download the profile 
the profile of the operator , where the download request 60 of the operator may be extended to all eUICCs . In addition , 
carries the certificate for downloading the profile of the in this embodiment of the present invention , because the 
operator , the ID of the eUICC of the terminal , and the request for downloading the profile of the operator is initi 
addressing information of the SM - DP . ated by the terminal , an end user certainly can freely select 

With reference to the third feasible implementation man - an opportunity for downloading the profile of the operator . 
ner of the first aspect , in a sixth feasible implementation 65 A second aspect of the present invention provides a 
manner , before the sending , by a terminal to an SM - DP by method for downloading a profile of an operator , where the 
using a SM - SR , a request for downloading a profile of an method may include : 
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sending , by an embedded universal integrated circuit card With reference to any one of the second aspect to the 
UICC by using a SM - SR , a download request generated by fourth feasible implementation manner of the second aspect , 

the eUICC to a SM - DP , where the download request carries in a fifth feasible implementation manner , the certificate for 
a certificate for downloading a profile of the operator , an ID downloading the profile of the operator is a randomly 
of the embedded universal integrated circuit card eUICC of 5 generated sequence code ; or 
the terminal , and addressing information of the SM - DP ; and the certificate for downloading the profile of the operator 

receiving , by the eUICC , the profile of the operator that is is a string of encoded data generated by encrypting metadata 
sent by the SM - DP by using the SM - SR and is correspond of the profile of the operator , where the metadata is extracted 
ing to the download request , where the profile of the from the profile of the operator . 
operator is obtained by the SM - DP according to an identity 10 With reference to the fifth feasible implementation man 

ner of the second aspect , in a sixth feasible implementation of the profile of the operator after the SM - DP verifies that the manner , when the download request includes the addressing certificate that is for downloading the profile of the operator information of the SM - DP , the addressing information of the and is carried in the download request is valid . SM - DP is carried in the randomly generated sequence code 
With reference to the second aspect , in a first feasible 15 or the encoded data 

implementation manner , before the sending , by an eUICC by With reference to any one of the second aspect to the 
using a SM - SR , a download request generated by the eUICC fourth feasible implementation manner of the second aspect . 
to a SM - DP , the method further includes : in a seventh feasible implementation manner , the download 

acquiring , by the eUICC , the download certificate used to request further carries the identity of the profile of the 
download the profile of the operator and the addressing 20 operator , and the identity of the profile of the operator is a 
information of the SM - DP that stores the profile of the part of the download certificate or is independent of the 
operator ; and download certificate ; and the SM - DP specifically obtains the 

generating , by the eUICC , the request for downloading profile of the operator according to the identity that is of the 
the profile of the operator . profile of the operator and is carried in the download request . 

With reference to the first feasible implementation man - 25 It can be learned from above that , in some feasible 
ner of the second aspect , in a second feasible implementa - implementation manners of the present invention , a request 
tion manner , the acquiring , by the UICC , the download for downloading a profile of an operator is initiated by an 
certificate used to download the profile of the operator and UICC of a terminal in this embodiment of the present 
the addressing information of the SM - DP that stores the invention , which avoids a case in which the operator needs 
profile of the operator includes : 30 to know , in advance , identity information of the eUICC of 

receiving , by the eUICC from the terminal , the download the terminal that needs to download the profile of the 
certificate used to download the profile of the operator and operator . In addition , in this embodiment of the present 
the addressing information of the SM - DP that stores the invention , an SM - DP verifies whether a download certificate 
profile of the operator ; or in the download request is valid to determine whether the 

receiving , by the eUICC , the download certificate used to 35 initiated download request is valid , without verifying 
download the profile of the operator and the addressing whether an object that initiates the download request is valid 
information of the SM - DP that stores the profile of the any longer ; moreover , the download certificate may be 
operator , where the download certificate and the addressing obtained by the terminal before the terminal initiates the 
information are entered by a user by using an interface of download request . Therefore , the terminal can acquire the 
software that is in the UICC and is for downloading a 40 certificate for downloading the profile of the operator , pro 
profile of an operator ; or vided that the terminal needs to download the profile of the 

logging in , by the eUICC by using built - in application operator into the eUICC of the terminal . That is , in this 
software of the eUICC , to a network platform of the opera - embodiment of the present invention , a range of objects that 
tor , and acquiring , from the network platform , the download can download the profile of the operator may be extended to 
certificate used to download the profile of the operator and 45 all eUICCs . In addition , in this embodiment of the present 
the addressing information of the SM - DP that stores the pro invention , because the request for downloading the profile of 
file of the operator . the operator is initiated by the terminal , an end user certainly 

With reference to the second aspect , in a third feasible can freely select an opportunity for downloading the profile 
implementation manner , the sending , by an eUICC by using of the operator . 
a SM - SR , a download request generated by the eUICC to an 50 A third aspect of the present invention provides a method 
SM - DP includes : for downloading a profile of an operator , where the method 

sending , by the eUICC , the download request generated may include : 
by the eUICC to an SM - SR with which the eUICC registers , receiving , by a SM - DP from a terminal or an embedded 
where the download request carries the certificate for down - universal integrated circuit card UICC of the terminal , a 
loading the profile of the operator , the ID of the eUICC , and 55 request that is for downloading a profile of an operator and 
the addressing information of the SM - DP , so that after is forwarded by a SM - SR , where the download request 
finding the SM - DP according to the addressing information carries an ID of the eUICC and a certificate for downloading 
of the SM - DP , the SM - SR forwards , to the SM - DP , the the profile of the operator ; 
download request that includes the certificate for download - after verifying that the certificate that is for downloading 
ing the profile of the operator and the ID of the eUICC . 60 the profile of the operator and is carried in the download 

With reference to the second aspect , in a fourth feasible request is valid , acquiring , by the SM - DP according to an 
implementation manner , before the generating , by the identity of the profile of the operator , the profile of the 
eUICC , the request for downloading the profile of the operator that is stored in the SM - DP and is corresponding to 
operator , the method includes : the download request ; and 

receiving , by the eUICC from the terminal , a command of 65 sending , by the SM - DP by using the SM - SR , the profile 
requesting or instructing the eUICC to generate and send the that is of the operator and is corresponding to the download 
request for downloading the profile of the operator . request to the eUICC . 
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With reference to the third aspect , in a first feasible information of the eUICC of the terminal that needs to 
implementation manner , before the receiving , by a SM - DP download the profile of the operator . In addition , in this 
from a terminal or an embedded universal integrated circuit embodiment of the present invention , an SM - DP verifies 
card eUICC of the terminal , a request that is for download whether a download certificate in the download request is 
ing a profile of an operator and is forwarded by a SM - SR , 5 valid to determine whether the initiated download request is 
the method further includes : valid , without verifying whether an object that initiates the receiving and storing , by the SM - DP , the certificate for download request is valid any longer ; moreover , the down downloading the profile of the operator and the identity of load certificate may be obtained by the terminal before the the profile of the operator , where the download certificate terminal initiates the download request . Therefore , the ter and the identity are generated by the operator ; or 10 minal can acquire the certificate for downloading the profile generating and storing , by the SM - DP according to a of the operator , provided that the terminal needs to download request of the operator , the certificate for downloading the the profile of the operator into the eUICC of the terminal . profile of the operator and the identity of the profile of the That is , in this embodiment of the present invention , a range operator . 

With reference to the third aspect or the first feasible 15 01 objects 15 of objects that can download the profile of the operator may 
implementation manner of the third aspect , in a second be extended to all eUICCs . In addition , in this embodiment 
feasible implementation manner , the certificate for down of the present invention , because the request for download 
loading the profile of the operator is a randomly generated ing the profile of the operator is initiated by the terminal , an 
sequence code ; and end user certainly can freely select an opportunity for 
when verifying that a sequence code that is carried in the 20 downloading the profile of the operator . 

download request and is used as the download certificate is fourth aspect of the present invention provides a 
the same as a sequence code stored in the SM - DP , the terminal , where the terminal includes an embedded univer 
SM - DP determines that the certificate that is for download sal integrated circuit card eUICC , and may further include : 
ing the profile of the operator and is carried in the download a sending module , configured to send , to a SM - DP by 
request is valid . 25 using a SM - SR , a request for downloading a profile of an 

With reference to the third aspect or the first feasible operator , where the download request carries a certificate for 
implementation manner of the third aspect , in a third feasible downloading the profile of the operator , an ID of the eUICC , 
implementation manner , and addressing information of the SM - DP ; and 

the certificate for downloading the profile of the operator a transmission module , configured to : receive the profile 
is a string of encoded data generated by encrypting metadata 30 of the operator that is sent by the SM - DP by using the 
of the operator ; and SM - SR and is corresponding to the download request , and 
when metadata obtained after the SM - DP decodes , transmit the profile of the operator to the eUICC , where the 

according to a locally stored decryption key , encoded data profile of the operator is obtained by the SM - DP according 
carried in the download request is the same as metadata that to an identity of the profile of the operator after the SM - DP 
is of the profile of the operator and is stored in the SM - DP 35 verifies that the certificate that is for downloading the profile 
the SM - DP determines that the certificate that is for down of the operator and is carried in the download request is 
loading the profile of the operator and is carried in the valid . 
download request is valid . With reference to the fourth aspect , in a first feasible 

With reference to the third aspect or the first feasible implementation manner , the terminal further includes : 
implementation manner of the third aspect , in a fourth 40 an acquiring module , configured to acquire the download 
feasible implementation manner , certificate used to download the profile of the operator and 

the download request further carries the identity of the the addressing information of the SM - DP that stores the 
profile of the operator , and the identity of the profile of the profile of the operator . 
operator is a part of the download . certificate or is indepen - With reference to the fourth aspect , in a second feasible 
dent of the download certificate ; and the SM - DP specifically 45 implementation manner , the sending module is specifically 
obtains the profile of the operator according to the identity configured to send , to an SM - SR with which the eUICC 
that is of the profile of the operator and is carried in the registers , the request for downloading the profile of the 
download request . operator , where the download request carries the certificate 

It can be learned from above that , in some feasible for downloading the profile of the operator , the ID of the 
implementation manners of the present invention , a SM - DP 50 embedded universal integrated circuit card eUICC of the 
receives , from a terminal or an embedded universal inte terminal , and the addressing information of the SM - DP , so 
grated circuit card eUICC of the terminal , a request that is that after finding the SM - DP according to the addressing 
for downloading a profile of an operator and is forwarded by information of the SM - DP , the SM - SR forwards , to the 
a SM - SR , where the download request carries an ID of the SM - DP , the download request that includes the certificate 
eUICC and a certificate for downloading the profile of the 55 for downloading the profile of the operator and the ID of the 
operator ; after verifying that the certificate that is for down - UICC . 
loading the profile of the operator and is carried in the With reference to the first feasible implementation man 
download request is valid , the SM - DP acquires , according to ner of the fourth aspect , in a third feasible implementation 
an identity of the profile of the operator , the profile of the manner , the transmission module is further configured to 
operator that is stored in the SM - DP and is corresponding to 60 send , to the eUICC , the download certificate used to down 
the download request ; and the SM - DP sends , by using the load the profile of the operator and the addressing informa 
SM - SR , the profile that is of the operator and is correspond - tion of the SM - DP that stores the profile of the operator , 
ing to the download request to the eUICC . In this embodi - where the download certificate and the addressing informa 
ment of the present invention , a request for downloading a tion are acquired by the acquiring module . 
profile of an operator is initiated by a terminal side ( a 65 With reference to the first feasible implementation man 
terminal or an eUICC of a terminal ) , thereby avoiding a case ner of the fourth aspect , in a fourth feasible implementation 
in which the operator needs to know , in advance , identity manner , the acquiring module includes : 
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a first acquiring module , configured to : log in to a network obtains the profile of the operator according to the identity 
platform of the operator by using built - in application soft that is of the profile of the operator and is carried in the 
ware of the terminal ; and acquire , from the network plat - download request . 
form , the download certificate used to download the profile It can be learned from above that , in some feasible 
of the operator and the addressing information of the SM - DP 5 implementation manners of the present invention , a request 
that stores the profile of the operator ; or for downloading a profile of an operator is initiated by a 

a second acquiring module , configured to receive the terminal in this embodiment of the present invention , which 
download certificate used to download the profile of the avoids a case in which the operator needs to know , in 
operator and the addressing information of the SM - DP that advance , identity information of an eUICC of the terminal 
stores the profile of the operator , where the download 10 that needs to download the profile of the operator . In 
certificate and the addressing information are manually addition , in this embodiment of the present invention , an 
entered by a user ; or SM - DP verifies whether a download certificate in the down 

a third acquiring module , configured to acquire , by scan - load request is valid to determine whether the initiated 
ning a two - dimensional code , the download certificate used download request is valid , without verifying whether an 
to download the profile of the operator and the addressing 15 object that initiates the download request is valid any longer ; 
information of the SM - DP that stores the profile of the moreover , the download certificate may be obtained by the 
operator . terminal before the terminal initiates the download request . 

With reference to the fourth aspect , in a fifth feasible Therefore , the terminal can acquire the certificate for down 
implementation manner , the terminal further includes : loading the profile of the operator , provided that the terminal 

a reading module , configured to : read , from the eUICC , 20 needs to download the profile of the operator into the eUICC 
the ID of the UICC and addressing information of an of the terminal . That is , in this embodiment of the present 
SM - SR with which the eUICC registers ; and find the SM - SR invention , a range of objects that can download the profile 
according to the addressing information ; and of the operator may be extended to all eUICCs . In addition , 

a generating module , configured to : generate the request in this embodiment of the present invention , because the 
for downloading the profile of the operator , and transmit the 25 request for downloading the profile of the operator is initi 
generated download request to the sending module , where a ted by the terminal , an end user certainly can freely select 
the download request carries the certificate for downloading an opportunity for downloading the profile of the operator . 
the profile of the operator , the ID of the EUICC of the fifth aspect of the present invention provides an embed 
terminal , and the addressing information of the SM - DP . ded universal integrated circuit card UICC , where the 

With reference to the third feasible implementation man - 30 UICC may include : 
ner of the fourth aspect , in a sixth feasible implementation a sending module , configured to send , by using a SM - SR , 
manner , the transmission module is further configured to : a download request generated by the eUICC to a SM - DP , 
receive , from the eUICC , the request that is for downloading where the download request carries a certificate for down 
the profile of the operator and is generated by the eUICC ; loading a profile of the operator , an ID of the embedded 
and transmit the received download request to the sending 35 universal integrated circuit card UICC of the terminal , and 
module , where the download request carries the certificate addressing information of the SM - DP ; and 
for downloading the profile of the operator , the ID of the a transmission module , configured to receive the profile of 
EUICC of the terminal , and the addressing information of the the operator that is sent by the SM - DP by using the SM - SR 
SM - DP . and is corresponding to the download request , where the 

With reference to the sixth feasible implementation man - 40 profile of the operator is obtained by the SM - DP according 
ner of the fourth aspect , in a seventh feasible implementation to an identity of the profile of the operator after the SM - DP 
manner , the transmission module is further configured to verifies that the certificate that is for downloading the profile 
send , to the eUICC , a command of requesting or instructing of the operator and is carried in the download request is 
the eUICC to generate and send the request for downloading valid . 
the profile of the operator . 45 With reference to the fifth aspect , in a first possible 

With reference to the fourth aspect to the seventh feasible implementation manner of the fifth aspect , the eUICC may 
implementation manner of the fourth aspect , in an eighth further include : 
feasible implementation manner , the certificate for down an acquiring module , configured to acquire the download 
loading the profile of the operator is a randomly generated certificate used to download the profile of the operator and 
sequence code ; or 50 the addressing information of the SM - DP that stores the 

the certificate for downloading the profile of the operator profile of the operator ; and a generating module , configured 
is a string of encoded data generated by encrypting metadata to generate the request for downloading the profile of the 
of the operator , where the metadata is extracted from the operator , where the download request carries the certificate 
profile of the operator . for downloading the profile of the operator , the ID of the 

With reference to the eighth feasible implementation 55 UICC , and the addressing information of the SM - DP . 
manner of the fourth aspect , in a ninth feasible implemen - With reference to the first feasible implementation man 
tation manner , when the download request includes the ner of the fifth aspect , in a second feasible implementation 
addressing information of the SM - DP , the addressing infor manner , the acquiring module includes : 
mation of the SM - DP is carried in the randomly generated a first acquiring module , configured to receive , from the 
sequence code or the encoded data . 60 terminal , the download certificate used to download the 

With reference to the fourth aspect to the seventh feasible profile of the operator and the addressing information of the 
implementation manner of the fourth aspect , in a tenth SM - DP that stores the profile of the operator ; or 
feasible implementation manner , the download request sent a second acquiring module , configured to receive the 
by the sending module further carries the identity of the download certificate used to download the profile of the 
profile of the operator , and the identity of the profile of the 65 operator and the addressing information of the SM - DP that 
operator is a part of the download certificate or is indepen - stores the profile of the operator , where the download 
dent of the download certificate ; and the SM - DP specifically certificate and the addressing information are entered by a 
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user by using an interface of software that is in the eUICC embodiment of the present invention , a range of objects that 
and is for downloading a profile of an operator ; or can download the profile of the operator may be extended to 

a third acquiring module , configured to : log in to a all eUICCs . In addition , in this embodiment of the present 
network platform of the operator by using built - in applica - invention , because the request for downloading the profile of 
tion software of the eUICC ; and acquire , from the network 5 the operator is initiated by the terminal , an end user certainly 
platform , the download certificate used to download the can freely select an opportunity for downloading the profile 
profile of the operator and the addressing information of the of the operator . 
SM - DP that stores the profile of the operator . A sixth aspect of the present invention provides a SM - DP , 

With reference to the fifth aspect , in a third feasible where the SM - DP may include : 
implementation manner , the sending module is specifically 10 a receiving module , configured to receive , from a terminal 
configured to send the generated download request to an or an embedded universal integrated circuit card eUICC of 
SM - SR with which the eUICC registers , where the down the terminal , a request that is for downloading a profile of an 
load request carries the certificate for downloading the operator and is forwarded by a SM - SR , where the download 
profile of the operator , the ID of the embedded universal request carries an ID of the eUICC and a certificate for 
integrated circuit card eUICC of the terminal , and the 15 downloading the profile of the operator ; 
addressing information of the SM - DP , so that after finding a profile management module , configured to : after veri 
the SM - DP according to the addressing information of the fying that the certificate that is for downloading the profile 
SM - DP , the SM - SR forwards , to the SM - DP , the download of the operator and is carried in the download request is 
request that includes the certificate for downloading the valid , acquire , according to an identity of the profile of the 
profile of the operator and the ID of the eUICC . 20 operator , the profile of the operator that is stored in the 

With reference to the fifth aspect , in a fourth feasible SM - DP and is corresponding to the download request ; and 
implementation manner , the transmission module is further a sending module , configured to send , by using the 
configured to receive , from the terminal , a command of SM - SR , the acquired profile that is of the operator and is 
requesting or instructing the UICC to generate the request corresponding to the download request to the eUICC . 
for downloading the profile of the operator . 25 With reference to the sixth aspect , in a first feasible 
With reference to any one of the fifth aspect to the fourth implementation manner , the receiving module is further 

feasible implementation manner of the fifth aspect , in a fifth configured to receive and store the certificate for download 
feasible implementation manner , the certificate for down - ing the profile of the operator and the identity of the profile 
loading the profile of the operator is a randomly generated of the operator , where the download certificate and the 
sequence code ; or 30 identity are generated by the operator ; or 

the certificate for downloading the profile of the operator the SM - DP further includes : 
is a string of encoded data generated by encrypting metadata a generating module , configured to generate and store , 
of the operator , where the metadata is extracted from the according to a request of the operator , the certificate for 
profile of the operator . downloading the profile of the operator and the identity of 

With reference to the fifth feasible implementation man - 35 the profile of the operator . 
ner of the fifth aspect , in a sixth feasible implementation With reference to the sixth aspect or the first feasible 
manner , when the download request includes the SM - DP , the implementation manner of the sixth aspect , in a second 
SM - DP is carried in the randomly generated sequence code feasible implementation manner , the certificate for down 
or the encoded data . loading the profile of the operator is a randomly generated 

With reference to any one of the fifth aspect to the fourth 40 sequence code , and 
feasible implementation manner of the fifth aspect , in a when verifying that a sequence code that is carried in the 
seventh feasible implementation manner , the download download request and is used as the download certificate is 
request sent by the sending module further carries the the same as a sequence code stored in the SM - DP , the profile 
identity of the profile of the operator , and the identity of the management module determines that the certificate that is 
profile of the operator is a part of the download certificate or 45 for downloading the profile of the operator and is carried in 
is independent of the download certificate ; and the SM - DP the download request is valid . 
specifically obtains the profile of the operator according to With reference to the sixth aspect or the first feasible 
the identity that is of the profile of the operator and is carried implementation manner of the sixth aspect , in a third fea 
in the download request . sible implementation manner , 

It can be learned from above that , in some feasible 50 the certificate for downloading the profile of the operator 
implementation manners of the present invention , a request is a string of encoded data generated by encrypting the ICC 
for downloading a profile of an operator is initiated by an ID , and 
EUICC of a terminal in this embodiment of the present when metadata obtained after the profile management 
invention , which avoids a case in which the operator needs module decodes , according to a locally stored decryption 
to know , in advance , identity information of the eUICC of 55 key , encoded data carried in the download request is the 
the terminal that needs to download the profile of the same as metadata that is of the profile of the operator and is 
operator . In addition , in this embodiment of the present stored in the SM - DP , the profile management module deter 
invention , an SM - DP verifies whether a download certificate mines that the certificate that is for downloading the profile 
in the download request is valid to determine whether the of the operator and is carried in the download request is 
initiated download request is valid , without verifying 60 valid . 
whether an object that initiates the download request is valid With reference to the sixth aspect or the first feasible 
any longer ; moreover , the download certificate may be implementation manner of the sixth aspect , in a fourth 
obtained by the terminal before the terminal initiates the feasible implementation manner , 
download request . Therefore , the terminal can acquire the the download request received by the receiving module 
certificate for downloading the profile of the operator , pro - 65 further carries the identity of the profile of the operator , and 
vided that the terminal needs to download the profile of the the identity of the profile of the operator is a part of the 
operator into the eUICC of the terminal . That is , in this download certificate or is independent of the download 
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certificate ; and the profile management module specifically FIG . 9 is a schematic structural diagram of a SM - DP 
obtains the profile of the operator according to the identity according to a seventh embodiment of the present invention ; 
that is of the profile of the operator and is carried in the FIG . 10 is a schematic structural diagram of a terminal 
download request . according to an eighth embodiment of the present invention ; 

It can be teamed from above that , in some feasible 5 FIG . 11 is a schematic structural diagram of an eUICC 
implementation manners of the present invention , a SM - DP according to a ninth embodiment of the present invention ; 
receives , from a terminal or an embedded universal inte FIG . 12 is a schematic structural diagram of an SM - DP 
grated circuit card eUICC of the terminal , a request that is according to a tenth embodiment of the present invention ; 
for downloading a profile of an operator and is forwarded by FIG . 13A and FIG . 13B are detailed schematic flowcharts 
a SM - SR , where the download request carries an ID of the 10 of . 10 of a method for downloading and installing a profile of an 
QUICC and a certificate for downloading the profile of the operator according to an eleventh embodiment of the present operator ; after verifying that the certificate that is for down invention ; and loading the profile of the operator and is carried in the FIG . 14A and FIG . 14B are detailed schematic flowcharts download request is valid , the SM - DP acquires , according to 
an identity of the profile of the operator , the profile of the 15 15 of a method for downloading and installing a profile of an 
operator that is stored in the SM - DP and is corresponding to operator according to a twelfth embodiment of the present 
the download request ; and the SM - DP sends , by using the invention . 
SM - SR , the profile that is of the operator and is correspond 
ing to the download request to the eUICC . In this embodi DESCRIPTION OF EMBODIMENTS 
ment of the present invention , a request for downloading a 20 
profile of an operator is initiated by a terminal side ( a To make the objectives , technical solutions , and advan 
terminal or an eUICC of a terminal ) , thereby avoiding a case tages of the present invention clearer , the following further 
in which the operator needs to know , in advance , identity describes the present invention in detail with reference to the 
information of the eUICC of the terminal that needs to accompanying drawings . 
download the profile of the operator . In addition , in this 25 FIG . 1 is a schematic flowchart of a method for down 
embodiment of the present invention , an SM - DP verifies loading a profile of an operator according to a first embodi 
whether a download certificate in the download request is ment of the present invention . As shown in FIG . 1 , the 
valid to determine whether the initiated download request is method may include the following steps : 
valid , without verifying whether an object that initiates the Step S110 : A terminal acquires a download certificate 
download request is valid any longer ; moreover , the down - 30 used to download a profile of an operator and addressing 
load certificate may be obtained by the terminal before the information of a SM - DP that stores the profile of the 
terminal initiates the download request . Therefore , the ter - operator , where the address information is used to find the 
minal can acquire the certificate for downloading the profile SMDP 
of the operator , provided that the terminal needs to download In specific implementation , the method for downloading the profile of the operator into the eUICC of the terminal . 35 a pro file of an operator in the present invention may be That is , in this embodiment of the present invention , a range executed from step S111 , and step S110 may be a pre - step . of objects that can download the profile of the operator may That is , it is unnecessary to execute step S110 each time be extended to all eUICCs . In addition , in this embodiment 
of the present invention , because the request for download before a profile of an operator is downloaded . 
ing the profile of the operator is initiated by the terminal , an 40 an 40 . In specific implementation , before step S110 , the operator 
end user certainly can freely select an opportunity for ( for example , an MNO ) may entrust the SM - DP to generate 
downloading the profile of the operator . the profile of the operator . The profile may include subscrip 

tion data that is of the operator and is needed for accessing 
BRIEF DESCRIPTION OF DRAWINGS a network of the operator , such as an international mobile 

45 subscriber identity ( IMSI ) , a Ki ( 16 - byte key data generated 
FIG . 1 is a schematic flowchart of a method for down - by a card manufacturer ) , a parameter required in an encryp 

loading a profile of an operator according to a first embodi - tion algorithm . The profile may further include installation 
ment of the present invention ; or revision packages of various applications , for example , 

FIG . 2 is a schematic flowchart of a method for down - may include an installation package of Fetion and an update 
loading a profile of an operator according to a second 50 package of QQ . Optionally , similar to the prior art , the 
embodiment of the present invention ; operator may further limit , by using the SM - DP , a terminal 

FIG . 3 is a schematic flowchart of a method for down that can download the profile of the operator . For example , 
loading a profile of an operator according to a third embodi - the operator may store , in the SM - DP , an identity of the 
ment of the present invention ; terminal that can download the profile of the operator or a 

FIG . 4 is a schematic structural diagram of a terminal 55 classification identity of the terminal . 
according to a fourth embodiment of the present invention ; In specific implementation , the addressing information of 

FIG . 5 is a schematic structural diagram of an acquiring the SM - DP may include information such as an identity of 
module 42 according to the fourth embodiment of the the SM - DP ( for example , an ID of the SM - DP ) or an address 
present invention ; of the s of the SM - DP , where the identity uniquely identifies the 

FIG . 6 is a schematic structural diagram of a terminal 60 SM - DP . 
according to a fifth embodiment of the present invention ; In specific implementation , before step S110 , the operator 

FIG . 7 is a schematic structural diagram of an embedded ( for example , an MNO ) may further generate or entrust the 
universal integrated circuit card UICC according to a sixth SM - DP to generate information such as the certificate for 
embodiment of the present invention ; downloading the profile of the operator and an identity of the 

FIG . 8 is a schematic structural diagram of an acquiring 65 profile of the operator . In specific implementation , the 
module 71 according to the sixth embodiment of the present identity of the profile of the operator may be an ICCID or 
invention ; any other identity that can uniquely identify the profile of the 
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operator . In this case , in step S110 , the terminal may further The metadata may be extracted from the profile of the 
acquire information such as the identity of the profile of the operator . For example , the metadata may be an ICCID . Step 
operator . S111 : The terminal sends , to the SM - DP by using a SM - SR , 

In specific implementation , in step S110 , the terminal may a request for downloading the profile of the operator , where 
acquire , in multiple ways , information such as the download 5 the download request carries the certificate for downloading 
certificate used to download the profile of the operator , the the profile of the operator , an ID of an embedded universal 
addressing information of the SM - DP that stores the profile integrated circuit card UICC of the terminal , and the 
of the operator , and the identity of the profile of the operator , addressing information of the SM - DP . 
where these ways include but are not limited to : In specific implementation , optionally , the download 

The terminal logs in to a network platform of the operator 10 request may further include the identity of the profile of the 
by using built - in application software of the terminal , and operator . 
acquires , from the network platform , the information such as Optionally , the addressing information of the SM - DP may 
the download certificate used to download the profile of the be further carried in the download certificate of the down 
operator , the addressing information of the SM - DP that load request , for example , carried in the randomly generated 
stores the profile of the operator , and the identity of the 15 sequence code , or carried in the string of encoded data 
profile of the operator . generated by encrypting the metadata . In this case , the 

Alternatively , the terminal receives the information such SM - SR may be notified , in advance , of a method for 
as the download certificate used to download the profile of acquiring the addressing information of the SM - DP from the 
the operator , the addressing information of the SM - DP that download certificate ; for example , the SM - SR may be 
stores the profile of the operator , and the identity of the 20 notified of a location that is of the addressing information of 
profile of the operator , where the information is manually the SM - DP and is in the download certificate or a decryption 
entered by a user . In the manner , the user may acquire , in method . 
multiple ways , the download certificate used to download Optionally , the download request may further include 
the profile of the operator and the addressing information of information such as an identity of the terminal or a classi 
the SM - DP that stores the profile of the operator . For 25 fication identity of the terminal . 
example , the user may purchase a dedicated information In specific implementation , in step S111 , the terminal 
card , and acquire , by dialing a particular phone number on specifically sends , to an SM - SR with which the eUICC 
the information card or entering a particular verification registers , the request for downloading the profile of the 
code on the information card , the download certificate used operator , where the download request carries the certificate 
to download the profile of the operator and the addressing 30 for downloading the profile of the operator , the ID of the 
information of the SM - DP that stores the profile of the embedded universal integrated circuit card UICC of the 
operator ; or the user may directly read , from a purchased terminal , and the addressing information of the SM - DP , SO 
information card , the download certificate used to download that after finding the SM - DP according to the addressing 
the profile of the operator and the addressing information of information of the SM - DP , the SM - SR forwards , to the 
the SM - DP that stores the profile of the operator . For another 35 SM - DP , the download request that includes the certificate 
example , the user may further directly go to a retail store or for downloading the profile of the operator and the ID of the 
a business hall of the operator , and acquire , from a customer UICC . Optionally , the forwarded request may also include 
service representative of the operator , the download certifi - information such as the identity of the profile of the operator 
cate used to download the profile of the operator and the and the identity of the terminal or the classification identity 
addressing information of the SM - DP that stores the profile 40 of the terminal . 
of the operator . For another example , the end user may In specific implementation , before the terminal sends , to 
further log in to a network platform of the operator by using the SM - SR with which the eUICC registers , the request for 
built - in application software of a device except the terminal , downloading the profile of the operator , the eUICC of the 
and acquire , from the network platform , the download terminal and the SM - SR need to perform bidirectional 
certificate used to download the profile of the operator and 45 authentication . Similarly , before the SM - SR forwards the 
the addressing information of the SM - DP that stores the download request to the SM - DP , the SM - SR and the SM - DP 
profile of the operator . also need to perform bidirectional authentication , and the 

Alternatively , the terminal acquires , by scanning a two - SM - SR may verify whether a profile conflicting with the 
dimensional code , the information such as the download profile of the operator that is currently requested to down 
certificate used to download the profile of the operator , the 50 load has already been downloaded into the eUICC ( for 
addressing information of the SM - DP that stores the profile example , a mobile on - net user of a mobile operator can 
of the operator , and the identity of the profile of the operator . access only a mobile network , and cannot access a telecom 

In specific implementation , in this embodiment of the munications network ; in this case , if an eUICC of a mobile 
present invention , the certificate for downloading the profile terminal requests to download a profile of a telecommuni 
of the operator is uniquely corresponding to the profile of the 55 cations operator , even though the eUICC acquires informa 
operator , and is used as a unique certificate for downloading tion such as an SM - DP and a certificate for downloading the 
the profile of the operator . In specific implementation , the profile of the telecommunications operator , the eUICC can 
download certificate may be in various forms , which include not download the profile of the operator due to a profile 
but are not limited to : restriction policy of the operator ) ; if there is a conflictimg 

The certificate for downloading the profile of the operator 60 file , the SM - SR may stop a procedure such as forwarding the 
is a randomly generated sequence code . request that is for downloading the profile of the operator 

Alternatively , the certificate for downloading the profile and is sent by the terminal . All mentioned above are similar 
of the operator is a string of encoded data generated by to those in the prior art , and details are not described herein 
encrypting metadata of the profile of the operator . A manner again . 
of the encryption may be one of various existing encryption 65 In specific implementation , in step S111 , the download 
manners , and a form of the encoded data may be an ordinary request sent by the terminal may be generated by the 
binary code , or may be a two - dimensional code or the like . terminal , or may be generated by the eUICC of the terminal . 
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When the download request sent by the terminal is used to download the profile of the operator and the acquired 

generated by the terminal , after step S110 and before step addressing information of the SM - DP that stores the profile 
S111 , the method in this embodiment of the present inven of the operator , the terminal may further send , to the eUICC , 
tion may further include the following steps ( not shown in a command of requesting or instructing the eUICC to 
the figure ) : 5 generate and send the request for downloading the profile of 

S10 . The terminal reads , from the eUICC , the ID of the the operator . For example , the terminal may add a dedicated 
eUICC and addressing information of an SM - SR with which character or code to the INSTALL command and use the 
the eUICC registers , and finds the SM - SR according to the dedicated character or code as a message of requesting the 
addressing information , where the ID of the eUICC is used UICC to generate and send the request for downloading the 
to notify the SM - DP of an eUICC into which the profile of 10 profile of the operator . For example , a new code is set for the 
the operator needs to be downloaded ; the addressing infor - INSTALL command , and the new code is carried in a P1 
mation of the SM - SR is used to enable the terminal to find field of the INSTALL command to indicate that the 
the SM - SR that is used to forward the request for down - INSTALL command is the command of requesting or 
loading the profile of the operator , so as to forward , to the instructing the eUICC to generate and send the request for 
SM - DP by using the SM - SR , the request for downloading 15 downloading the profile of the operator . 
the profile of the operator , and the addressing information of S21 . The terminal receives , from the eUICC , the request 
the SM - SR may include an identity or address of the that is for downloading the profile of the operator and is 
SM - SR . generated by the eUICC , where the download request carries 

In specific implementation , in S10 , the terminal may read , the certificate for downloading the profile of the operator , the 
by using an application protocol data unit ( Application 20 ID of the eUICC of the terminal , and the addressing infor 
Protocol Data Unit , APDU ) message , such as a READ mation of the SM - DP . 
RECORD command , the ID of the eUICC and the address In specific implementation , in S21 , similarly , the terminal 
ing information of the SM - SR with which the eUICC may receive , from the UICC by using an APDU message , 
registers . the request that is for downloading the profile of the operator 

S11 . The terminal generates the request for downloading 25 and is generated by the eUICC . For example , in this embodi 
the profile of the operator , where the download requestm ent of the present invention , an INSTALL command 
carries the certificate for downloading the profile of the defined in an existing global platform card specification 
operator , the ID of the eUICC of the terminal , and the ( Global Platform Card Specification , GPCS ) may be 
addressing information of the SM - DP . Optionally , the gen - extended , and a DATA field of the INSTALL command 
erated download request may further include the information 30 carries the download certificate used to download the profile 
such as the identity of the profile of the operator , the identity of the operator , the addressing information of the SM - DP 
of the terminal , or the classification identity of the terminal . that stores the profile of the operator , the identity of the 

In this case , in this embodiment of the present invention , profile of the operator , the identity of the terminal or the 
the request for downloading the profile of the operator is classification identity of the terminal , and the like , where the 
actually generated by the terminal , the terminal serves as an 35 download certificate , the addressing information , the iden 
initiator of the request for downloading the profile of the tity of the profile of the operator , the identity of the terminal 
operator , and the download request does not pass through the or the classification identity of the terminal , and the like are 
EUICC into which the profile of the operator really needs to in the download request . 
be downloaded In this case , in this embodiment of the present invention , 

When the download request sent by the terminal is 40 the request for downloading the profile of the operator is 
generated by the eUICC of the terminal , after step S110 and actually generated by the eUICC , the eUICC serves as an 
before step S111 , the method in this embodiment of the initiator of the request for downloading the profile of the 
present invention may further include the following steps operator , and the terminal provides a function of transpar 
( not shown in the figure ) : ently transmitting the request that is for downloading the 

S20 . The terminal sends , to the eUICC , the acquired 45 profile of the operator and is generated by the eUICC . 
download certificate used to download the profile of the Step S112 : The terminal receives the profile of the opera 
operator and the acquired addressing information of the tor that is sent by the SM - DP by using the SM - SR and that 
SM - DP that stores the profile of the operator . Optionally , in is corresponding to the download request , and transmits the 
S20 , the terminal may further send , to the eUICC , the profile of the operator to the eUICC , where the profile of the 
identity of the profile of the operator and the identity of the 50 operator is obtained by the SM - DP according to an identity 
terminal or the classification identity of the terminal . of the profile of the operator after the SM - DP verifies that the 

In specific implementation , in 820 , similarly , the terminal certificate that is for downloading the profile of the operator 
may send , to the eUICC by using an APDU message , the and is carried in the download request is valid . 
acquired download certificate used to download the profile In specific implementation , because download certificates 
of the operator and the acquired addressing information of 55 are different , manners in which the SM - DP verifies that the 
the SM - DP that stores the profile of the operator . For certificate that is for downloading the profile of the operator 
example , in this embodiment of the present invention , an and is carried in the download request is valid are also 
INSTALL command defined in an existing global platform different . 
card specification ( Global Platform Card Specification , For example , when the certificate for downloading the 
GPCS ) may be extended , and a DATA field of the INSTALL 60 profile of the operator is a randomly generated sequence 
command carries the download certificate used to download code , and 
the profile of the operator , the addressing information of the when verifying that a sequence code that is carried in the 
SM - DP that stores the profile of the operator , the identity of download request and is used as the download certificate is 
the profile of the operator , the identity of the terminal or the the same as a sequence code stored in the SM - DP , the 
classification identity of the terminal , and the like . 65 SM - DP determines that the certificate that is for download 

Optionally , in specific implementation , when or after ing the profile of the operator and is carried in the download 
sending , to the eUICC , the acquired download certificate request is valid . 
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Alternatively , when the certificate for downloading the In specific implementation , before step S210 , the operator 

profile of the operator is a string of encoded data generated ( for example , an MNO ) may entrust the SM - DP to generate 
by encrypting metadata of the operator , and the profile of the operator ( which is generally referred to as 

when metadata obtained after the SM - DP decodes , a profile of the operator for short ) . The profile may include 
according to a locally stored decryption key , encoded data 5 subscription data that is of the operator and is needed for 
carried in the download request is the same as metadata that accessing a network of the operator , such as an international 
is of the profile of the operator and is stored in the SM - DP , mobile subscriber identity ( International Mobile Subscriber 
the SM - DP determines that the certificate that is for down Identification Number , IMSI ) , a Ki ( 16 - byte key data gen 
loading the profile of the operator and is carried in the erated by a card manufacturer ) , a parameter required in an 
download request is valid . 10 encryption algorithm . The profile may further include instal 

In specific implementation , when the download request lation or revision packages of various applications , for 
further carries the identity of the profile of the operator , and example , may include an installation package of Fetion and 
the identity of the profile of the operator is a part of the an update package of QQ . Optionally , similar to the prior art , 
download certificate or is independent of the download the operator may further limit , by using the SM - DP a 
certificate , the SM - DP specifically obtains the profile of the 15 terminal that can download the profile of the operator . For 
operator according to the identity that is of the profile of the example , the operator may store , in the SM - DP , an identity 
operator and is carried in the download request . of the terminal that can download the profile of the operator 

Certainly , in specific implementation , the SM - DP may or a classification identity of the terminal . 
further acquire index information according to the identity In specific implementation , the addressing information of 
that is of the profile of the operator and is locally stored in 20 the SM - DP may include information such as an identity or 
the SM - DP , locally search the SM - DP for the identity of the address of the SM - DP , where the identity uniquely identifies 
profile of the operator , and acquire the profile of the operator the SM - DP . 
according to the found identity of the profile of the operator . In specific implementation , before step S210 , the operator 

Optionally , when the download request includes the infor - ( for example , an MNO ) may further generate or entrust the 
mation such as the identity of the terminal or the Classifi - 25 SM - DP to generate information such as the certificate for 
cation identity of the terminal , only after verifying that the downloading the profile of the operator and an identity of the 
certificate that is for downloading the profile of the operator profile of the operator . In specific implementation , the 
and is carried in the download request is valid , and verifying identity of the profile of the operator may be an ICCID or 
that the identity of the terminal is an identity of an autho - any other identity that can uniquely identify the profile of the 
rized terminal or that the classification identity of the 30 operator . In this case , in step S210 , the eUICC may further 
terminal is a classification identity of an authorized terminal , acquire information such as the identity of the profile of the 
the SM - DP can acquire , according to the identity of the operator and an identity of a terminal or a classification 
profile of the operator , the profile of the operator that is identity of the terminal . 
stored in the SM - DP and is corresponding to the download In specific implementation , in step S210 , the eUICC may 
request . 35 acquire , in multiple ways , information such as the download 

It can be learned from above that , in some feasible certificate used to download the profile of the operator , the 
implementation manners of the present invention , a request addressing information of the SM - DP that stores the profile 
for downloading a profile of an operator is initiated by a of the operator , and the identity of the profile of the operator , 
terminal in this embodiment of the present invention , which where these ways include but are not limited to : 
avoids a case in which the operator needs to know , in 40 The eUICC receives , from the terminal , the information 
advance , identity information of an eUICC of the terminal such as the download certificate used to download the profile 
that needs to download the profile of the operator . In of the operator , the addressing information of the SM - DP 
addition , in this embodiment of the present invention , an that stores the profile of the operator , and the identity of the 
SM - DP verifies whether a download certificate in the down - profile of the operator . 
load request is valid to determine whether the initiated 45 In specific implementation , the eUICC may receive , from 
download request is valid , without verifying whether an the terminal by using an APDU message , the information 
object that initiates the download request is valid any longer ; such as the download certificate used to download the profile 
moreover , the download certificate may be obtained by the of the operator , the addressing information of the SM - DP 
terminal before the terminal initiates the download request that stores the profile of the operator , and the identity of the 
Therefore , the terminal can acquire the certificate for down - 50 profile of the operator . For example , in this embodiment of 
loading the profile of the operator , provided that the terminal the present invention , an INSTALL command defined in an 
needs to download the profile of the operator into the eUICC existing global platform card specification ( Global Platform 
of the terminal . That is , in this embodiment of the present Card Specification , GPCS ) may be extended , and a DATA 
invention , a range of objects that can download the profile field of the INSTALL command carries the information such 
of the operator may be extended to all eUICCs . In addition , 55 as the download certificate used to download the profile of 
in this embodiment of the present invention , because the the operator , the addressing information of the SM - DP that 
request for downloading the profile of the operator is initi - stores the profile of the operator , and the identity of the 
ated by the terminal , an end user certainly can freely select profile of the operator . 
an opportunity for downloading the profile of the operator . Alternatively , the eUICC receives the download certifi 

FIG . 2 is a schematic flowchart of a method for down - 60 cate used to download the profile of the operator and the 
loading a profile of an operator according to a second addressing information of the SM - DP that stores the profile 
embodiment of the present invention . As shown in FIG . 2 , of the operator , where the download certificate and the 
the method may include the following steps : addressing information are entered by a user by using an 

Step S210 : An embedded universal integrated circuit card interface of software ( for example , SIM application toolkit 
EUICC acquires a download certificate used to download a 65 ( SIM application toolkit , SAT ) software ) that is in the 
profile of an operator and addressing information of a UICC and is for downloading a profile of an operator . In the 
SM - DP that stores the profile of the operator . manner , the user may acquire , in multiple ways , the infor 
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mation such as the download certificate used to download fied of a location that is of the addressing information of the 
the profile of the operator , the addressing information of the SM - DP and is in the download certificate or a decryption 
SM - DP that stores the profile of the operator , and the identity method . 
of the profile of the operator . For example , the user may In specific implementation , before step S211 , the eUICC 
purchase a dedicated information card , and acquire , by 5 may further receive , from the terminal , a command of 
dialing a particular phone number on the information card or requesting or instructing the eUICC to generate the request 
entering a particular verification code on the information for downloading the profile of the operator . Alternatively , 
card , the download certificate used to download the profile the eUICC may further receive a command of requesting or 
of the operator and the addressing information of the SM - DP instructing the eUICC to generate the request for download 
that stores the profile of the operator or the user may directly 10 ing the profile of the operator , where the command is entered 
read , from a purchased information card , the download by the user or sent by another device . In specific implemen 
certificate used to download the profile of the operator and tation , similarly , the terminal may send the command by 
the addressing information of the SM - DP that stores the using an APDU message ; for example , the terminal may 
profile of the operator . For another example , the user may extend an INSTALL command defined in a GPCS , and a 
further directly go to a retail store or a business hall of the 15 dedicated character or code is added to the INSTALL 
operator , and acquire , from a customer service representa command and is used as the command of requesting the 
tive of the operator , the download certificate used to down - UICC to generate and send the request for downloading the 
load the profile of the operator and the addressing informa profile of the operator . For example , a new code is set for the 
tion of the SM - DP that stores the profile of the operator . For INSTALL command , and the new code is carried in a P1 
another example , the end user may further log in to a 20 field of the INSTALL command to indicate that the 
network platform of the operator by using built - in applica - INSTALL command is the command of requesting or 
tion software of a device except the terminal , and acquire , instructing the eUICC to generate and send the request for 
from the network platform , the download certificate used to downloading the profile of the operator . 
download the profile of the operator and the addressing Step S212 : The eUICC sends , to the SM - DP by using the 
information of the SM - DP that stores the profile of the 25 SM - SR , the generated request for downloading the profile of 
operator . the operator . 

Alternatively , the eUICC logs in to a network platform of Similarly , in specific implementation , the method in the 
the operator by using built - in application software of the second embodiment of the present invention may be 
QUICC , and acquires , from the network platform , the infor - executed from step S212 , and steps S210 and S211 may be 
mation such as the download certificate used to download 30 pre - steps . That is , it is unnecessary to execute steps S210 
the profile of the operator , the addressing information of the and S211 each time before a profile of an operator is 
SM - DP that stores the profile of the operator , and the identity downloaded . In specific implementation , in step S2 . 12 , the 
of the profile of the operator . UICC specifically sends , to an SM - SR with which the 

In specific implementation , in this embodiment of the UICC registers , the request for downloading the profile of 
present invention , the certificate for downloading the profile 35 the operator , where the download request carries the certifi 
of the operator is uniquely corresponding to the profile of the cate for downloading the profile of the operator , the ID of the 
operator , and is used as a unique certificate for downloading embedded universal integrated circuit card eUICC of the 
the profile of the operator . In specific implementation , the terminal , and the addressing information of the SM - DP , so 
download certificate may be in various forms , which include that after finding the SM - DP according to the addressing 
but are not limited to : 40 information of the SM - DP , the SM - SR forwards , to the 

The certificate for downloading the profile of the operator SM - DP , the download request that includes the certificate 
is a randomly generated sequence code . for downloading the profile of the operator and the ID of the 

Alternatively , the certificate for downloading the profile EUICC . Optionally , the forwarded request may also include 
of the operator is a string of encoded data generated by the information such as the identity of the profile of the 
encrypting metadata of the profile of the operator . A manner 45 Operator and the identity of the terminal or the classification 
of the encryption may be one of various existing encryption identity of the terminal . 
manners , and a form of the encoded data may be an ordinary In specific implementation , before the eUICC sends , to 
binary code , or may be a two - dimensional code or the like . the SM - SR with which the eUICC registers , the request for 
The metadata may be extracted from the profile of the downloading the profile of the operator , the eUICC and the 
operator . For example , the metadata may be an ICCID . 50 SM - SR need to perform bidirectional authentication . Simi 

Step S211 : The eUICC generates a request for download - larly , before the SM - SR forwards the download request to 
ing the profile of the operator , where the download request the SM - DP , the SM - SR and the SM - DP also need to perform 
carries the certificate for downloading the profile of the bidirectional authentication , and the SM - SR may verify 
operator , an ID of the eUICC , and the addressing informa - whether a profile conflicting with the profile of the operator 
tion of the SM - DP . 55 that is currently requested to download has already been 

Optionally , the download request in step S211 may further downloaded into the eUICC ( for example , a mobile on - net 
include information such as the identity of profile of the user of a mobile operator can access only a mobile network , 
operator , the terminal identity of the terminal , or the clas - and cannot access a telecommunications network ; in this 
sification identity of the terminal . case , if an eUICC of a mobile terminal requests to download 

Optionally , the addressing information of the SM - DP may 60 a profile of a telecommunications operator , even though the 
be further carried in the download certificate of the down - UICC acquires information such as an SM - DP and a 
load request , for example , carried in the randomly generated certificate for downloading the profile of the telecommuni 
sequence code , or carried in the string of encoded data cations operator , the eUICC cannot download the profile of 
generated by encrypting the metadata . In this case , the the operator due to a profile restriction policy of the opera 
SM - SR may be notified , in advance , of a method for 65 tor ) ; if there is a conflicting file , the SM - SR may stop a 
acquiring the addressing information of the SM - DP from the procedure such as forwarding the request that is for down 
download certificate for example , the SM - SR may be noti - loading the profile of the operator and is sent by the eUICC . 
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All mentioned above are similar to those in the prior art , and It can be learned from above that , in some feasible 
details are not described herein again . implementation manners of the present invention , a request 

Step S213 : The UICC receives the profile of the operator for downloading a profile of an operator is initiated by an 
that is sent by the SM - DP by using the SM - SR and that is UICC of a terminal in this embodiment of the present 
corresponding to the download request , where the profile of 5 invention , which avoids a case in which the operator needs 
the operator is obtained by the SM - DP according to an to know , in advance , identity information of the eUICC of 
identity of the profile of the operator after the SM - DP the terminal that needs to download the profile of the 
verifies that the certificate that is for downloading the profile operator . In addition , in this embodiment of the present 

invention , an SM - DP verifies whether a download certificate of the operator and is carried in the download request is * * 10 in the download request is valid to determine whether the valid . initiated download request is valid , without verifying In specific implementation , because download certificates whether an object that initiates the download request is valid are different , manners in which the SM - DP verifies that the any longer ; moreover , the download certificate may be certificate that is for downloading the profile of the operator obtained by the terminal before the terminal initiates the and is carried in the download request is valid are also 15 down are also 15 download request . Therefore , the terminal can acquire the 
different . certificate for downloading the profile of the operator , pro 

For example , when the certificate for downloading the vided that the terminal needs to download the profile of the 
profile of the operator is a randomly generated sequence operator into the eUICC of the terminal . That is , in this 
code , and embodiment of the present invention , a range of objects that 
when verifying that a sequence code that is carried in the 20 can download the profile of the operator may be extended to 

download request and is used as the download certificate is all eUICCs . In addition , in this embodiment of the present 
the same as a sequence code stored in the SM - DP , the invention , because the request for downloading the profile of 
SM - DP determines that the certificate that is for download the operator is initiated by the terminal , an end user certainly 
ing the profile of the operator and is carried in the download can freely select an opportunity for downloading the profile 
request is valid . 25 of the operator . 

Alternatively , when the certificate for downloading the FIG . 3 is a schematic flowchart of a method for down 
profile of the operator is a string of encoded data generated loading a profile of an operator according to a third embodi 
by encrypting metadata of the operator , and ment of the present invention . As shown in FIG . 3 , the 

when metadata obtained after the SM - DP decodes , method may include the following steps : 
according to a locally stored decryption key , encoded data 30 Step S310 : A SM - DP receives , from a terminal or an 
carried in the download request is the same as metadata that embedded universal integrated circuit card UICC of the 
is of the profile of the operator and is stored in the SM - DP , terminal , a request that is for downloading a profile of an 
the SM - DP determines that the certificate that is for down operator and is forwarded by a SM - SR , where the download 
loading the profile of the operator and is carried in the request carries an ID of the eUICC and a certificate for 
download request is valid . 35 downloading the profile of the operator . 

In specific implementation , when the download request In specific implementation , in this embodiment of the 
further carries the identity of the profile of the operator , and present invention , the terminal or the eUICC of the terminal 
the identity of the profile of the operator is a part of the may serve as an initiator of the download request , that is , the 
download certificate or is independent of the download request for downloading the profile of the operator may be 
certificate , the SM - DP specifically obtains the profile of the 40 from the terminal or the eUICC . 
operator according to the identity that is of the profile of the When the terminal serves as the initiator of the download 
operator and is carried in the download request . request , the terminal reads , from the eUICC , the ID of the 

Certainly , in specific implementation , the SM - DP may EUICC and addressing information of the SM - SR , where the 
further acquire index information according to the identity addressing information is used to find the SM - SR , the 
that is of the profile of the operator and is locally stored in 45 addressing information may include an identity or address of 
the SM - DP , locally search the SM - DP for the identity of the the SM - SR , and the identity may uniquely identify the 
profile of the operator , and acquire the profile of the operator SM - SR . Then , the terminal generates the request for down 
according to the found identity of the profile of the operator . loading the profile of the operator , and sends the download 

Optionally , when the download request includes informa request . In this case , in this embodiment of the present 
tion such as the identity of the terminal or the classification 50 invention , when the download request is sent , the download 
identity of the terminal , only after verifying that the certifi - request may not pass through the eUICC into which the 
cate that is for downloading the profile of the operator and profile of the operator really needs to be downloaded . 
is carried in the download request is valid , and verifying that when the eUICC of the terminal serves as the initiator of 
the identity of the terminal is an identity of an authorized the download request , the eUICC sends the generated down 
terminal or that the classification identity of the terminal is 55 load request to the terminal , and sends the generated down 
a classification identity of an authorized terminal , the SM load request to the SM - SR by using the terminal . In this 
DP can acquire , according to the identity of the profile of the case , the terminal provides a function of transparently trans 
operator , the profile of the operator that is stored in the mitting the request that is for downloading the profile of the 
SM - DP and is corresponding to the download request . operator and is generated by the eUICC . 

In this embodiment , a manner embodiment of download - 60 In specific implementation , before step S310 , the operator 
ing a profile of an operator in the embodiments of the present ( for example , an MNO ) may entrust the SM - DP to generate 
invention is described from an eUICC side by using the profile of the operator ( which is generally referred to as 
examples . When a request for downloading a profile of an a profile of the operator for short ) . The profile may include 
operator is initiated by an eUICC , a terminal provides a subscription data that is of the operator and is needed for 
function of transparently transmitting the request that is for 65 accessing a network of the operator , such as an international 
downloading the profile of the operator and is generated by mobile subscriber identity ( International Mobile Subscriber 
the eUICC . Identification Number , IMSI ) , a Ki ( 16 - byte key data gen 

request 
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erated by a card manufacturer ) , a parameter required in an profile of the operator , and acquire the profile of the operator 
encryption algorithm . The profile may further include instal - according to the found identity of the profile of the operator . 
lation or revision packages of various applications , for Optionally , when the download request includes informa 
example , may include an installation package of Fetion and tion such as the identity of the terminal or the classification 
an update package of QQ . Optionally , similar to the prior art , 5 identity of the terminal , only after verifying that the certifi 
the operator may further limit , by using the SM - DP , a cate that is for downloading the profile of the operator and 
terminal that can download the profile of the operator . For is carried in the download request is valid , and verifying that 
example , the operator may store , in the SM - DP , an identity the identity of the terminal is an identity of an authorized 
of the terminal that can download the profile of the operator terminal or that the classification identity of the terminal is 
or a classification identity of the terminal . 10 a classification identity of an authorized terminal , the SM 

In specific implementation , the addressing information of DP can acquire , according to the identity of the profile of the 
the SM - DP may include information such as an identity or operator , the profile of the operator that is stored in the 
address of the SM - DP , where the identity uniquely identifies SM - DP and is corresponding to the download request . 
the SM - DP . Step S312 : The SM - DP sends , by using the SM - SR , the 

In specific implementation , before step S310 , the operator 15 profile that is of the operator and is corresponding to the 
( for example , an MNO ) may further generate or entrust the download request to the eUICC . 
SM - DP to generate information such as the certificate for It can be learned from above that , in some feasible 
downloading the profile of the operator and an identity of the implementation manners of the present invention , a SM - DP 
profile of the operator . In specific implementation , the receives , from a terminal or an embedded universal inte 
identity of the profile of the operator may be an ICCID or 20 grated circuit card UICC of the terminal , a request that is 
any other identity that can uniquely identify the profile of the for downloading a profile of an operator and is forwarded by 
operator . Optionally , the download request received in step a SM - SR , where the download request carries an ID of the 
S310 in this embodiment of the present invention may UICC and a certificate for downloading the profile of the 
further include information such as the identity of the profile operator ; after verifying that the certificate that is for down 
of the operator , an identity of the terminal , or a classification 25 loading the profile of the operator and is carried in the 
identity of the terminal . download request is valid , the SM - DP acquires , according to 

Step S311 : After verifying that the certificate that is for an identity of the profile of the operator , the profile of the 
downloading the profile of the operator and is carried in the operator that is stored in the SM - DP and is corresponding to 
download request is valid , the SM - DP acquires , according to the download request ; and the SM - DP sends , by using the 
an identity of the profile of the operator , the profile of the 30 SM - SR , the profile that is of the operator and is correspond 
operator that is stored in the SM - DP and is corresponding to ing to the download request to the eUICC . In this embodi 
the download request . ment of the present invention , a request for downloading a 

In specific implementation , because download certificates profile of an operator is initiated by a terminal side ( a 
are different , in step S311 , manners in which the SM - DP terminal or an eUICC of a terminal ) , thereby avoiding a case 
verifies that the certificate that is for downloading the profile 35 in which the operator needs to know , in advance , identity 
of the operator and is carried in the download request is valid information of the UICC of the terminal that needs to 
are also different . download the profile of the operator . In addition , in this 

For example , when the certificate for downloading the embodiment of the present invention , an SM - DP verifies 
profile of operator is a randomly generated sequence code , whether a download certificate in the download request is 
and 40 valid to determine whether the initiated download request is 
when verifying that a sequence code that is carried in the valid , without verifying whether an object that initiates the 

download request and is used as the download certificate is download request is valid any longer ; moreover , the down 
the same as a sequence code stored in the SM - DP , the load certificate may be obtained by the terminal before the 
SM - DP determines that the certificate that is for download terminal initiates the download request . Therefore , the ter 
ing the profile of the operator and is carried in the download 45 minal can acquire the certificate for downloading the profile 
request is valid . of the operator , provided that the terminal needs to download 

Alternatively , when the certificate for downloading the the profile of the operator into the eUICC of the terminal . 
profile of the operator is a string of encoded data generated That is , in this embodiment of the present invention , a range 
by encrypting metadata of the operator , and of objects that can download the profile of the operator may 

when metadata obtained after the SM - DP decodes , 50 be extended to all eUICCs . In addition , in this embodiment 
according to a locally stored decryption key , encoded data of the present invention , because the request for download 
carried in the download request is the same as metadata that ing the profile of the operator is initiated by the terminal , an 
is of the profile of the operator and is stored in the SM - DP , end user certainly can freely select an opportunity for 
the SM - DP determines that the certificate that is for down - downloading the profile of the operator . 
loading the pro file of the operator and is carried in the 55 Embodiments of a method for downloading a profile of an 
download request is valid . operator in the embodiments of the present invention are 

In specific implementation , when the download request separately described above from a terminal side , an eUICC 
further carries the identity of the profile of the operator , and side of a terminal , and an SM - DP side by using examples , 
the identity of the profile of the operator is a part of the and embodiments of devices that execute the foregoing 
download certificate or is independent of the download 60 method are further described in the following by using 
certificate , the SM - DP specifically obtains the profile of the examples . 
operator according to the identity that is of the profile of the FIG . 4 is a schematic structural diagram of a terminal 
operator and is carried in the download request . according to a fourth embodiment of the present invention . 

Certainly , in specific implementation , the SM - DP may As shown in FIG . 4 , the terminal in this embodiment of the 
further acquire index information according to the identity 65 present invention include at least an embedded universal 
that is of the profile of the operator and is locally stored in integrated circuit card eUICC 41 , an acquiring module 42 , a 
the SM - DP , locally search the SM - DP for the identity of the sending module 43 , and a transmission module 44 , where : 
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the eUICC 41 is configured to store a profile that is of an limited to at least one of the following sub - modules : a first 

operator and is used by the terminal to access the operator ; acquiring module 421 , a second acquiring module 422 , or a 
the acquiring module 42 is configured to acquire a down - third acquiring module 423 . 

load certificate used to download the profile of the operator The first acquiring module 421 is configured to : log in to 
and addressing information of a SM - DP that stores the 5 a network platform of the operator by using built - in appli 
profile of the operator , where the address information is used cation software of the terminal ; and acquire , from the 
to find the SM - DP ; network platform , the information such as the download 

the sending module 43 is connected to the acquiring certificate used to download the profile of the operator , the 
module 42 or the eUICC 41 and is configured to send , to the addressing information of the SM - DP that stores the profile 
SM - DP by using a SM - SR , a request for downloading the 10 of the operator , and the identity of the profile of the operator . 
profile of the operator , where the download request carries Alternatively , the second acquiring module 422 is con 
the certificate for downloading the profile of the operator , an figured to receive the information such as the download 
ID of the eUICC 41 , and the addressing information of the certificate used to download the profile of the operator , the 
SM - DP ; and addressing information of the SM - DP that stores the profile 

the transmission module 44 is connected to the eUICC 41 15 of the operator , and the identity of the profile of the operator , 
and is configured to : receive the profile of the operator that where the information is manually entered by a user . 
is sent by the SM - DP by using the SM - SR and is corre - In the mariner , the user may acquire , in multiple ways , the 
sponding to the download request , and transmit the profile of information such as the download certificate used to down 
the operator to the eUICC 41 , where the profile of the load the profile of the operator , the addressing information 
operator is obtained by the SM - DP according to an identity 20 of the SM - DP that stores the profile of the operator , and the 
of the profile of the operator after the SM - DP verifies that the identity of the profile of the operator . For example , the user 
certificate that is for downloading the profile of the operator may purchase a dedicated information card , and acquire , by 
and is carried in the download request is valid . dialing a particular phone number on the information card or 

In specific implementation , in some other embodiments , entering a particular verification code on the information 
the terminal may not include the acquiring module 42 . In 25 card , the information such as the download certificate used 
this case , the sending module 43 may obtain , in another way , to download the profile of the operator , the addressing 
the certificate for downloading the profile of the operator information of the SM - DP that stores the profile of the 
and the addressing information of the SM - DP , where the operator , and the identity of the profile of the operator , or the 
download certificate and the addressing information are in user may directly read , from a purchased information card , 
the download request . 30 the information such as the download certificate used to 

In specific implementation , the operator ( for example , an download the profile of the operator , the addressing infor 
MNO ) may entrust the SM - DP to generate the profile of the mation of the SM - DP that stores the profile of the operator , 
operator ( which is generally referred to as a profile of the and the identity of the profile of the operator . For another 
operator for short ) . The profile may include subscription example , the user may further directly go to a retail store or 
data that is of the operator and is needed for accessing a 35 a business hall of the operator , and acquire , from a customer 
network of the operator , such as an international mobile service representative of the operator , the information such 
subscriber identity ( International Mobile Subscriber Identi as the download certificate used to download the profile of 
fication Number , IMSI ) , a Ki ( 16 - byte key data generated by the operator , the addressing information of the SM - DP that 
a card manufacturer ) , a parameter required in an encryption stores the profile of the operator , and the identity of the 
algorithm . The profile may further include installation or 40 profile of the operator . For another example , the end user 
revision packages of various applications , for example , may may further log in to a network platform of the operator by 
include an installation package of Fetion and an update using built - in application software of a device except the 
package of QQ . Optionally , similar to the prior art , the terminal , and acquire , from the network platform , the infor 
operator may further limit , by using the SM - DP , a terminal mation such as the download certificate used to download 
that can download the profile of the operator . For example , 45 the profile of the operator , the addressing information of the 
the operator may store , in the SM - DP , an identity of the SM - DP that stores the profile of the operator , and the identity 
terminal that can download the profile of the operator or a of the profile of the operator . 
classification identity of the terminal . Alternatively , the third acquiring module 423 is config 

In specific implementation , the addressing information of ured to acquire , by scanning a two - dimensional code , the 
the SM - DP may include information such as an identity or 50 information such as the download certificate used to down 
address of the SM - DP , where the identity uniquely identifies load the profile of the operator , the addressing information 
the SM - DP . The operator ( for example , an MNO ) may of the SM - DP that stores the profile of the operator , and the 
further generate or entrust the SM - DP to generate informa - identity of the profile of the operator . 
tion such as the certificate for downloading the profile of the In specific implementation , in this embodiment of the 
operator and the identity of the profile of the operator . In 55 present invention , the certificate for downloading the profile 
specific implementation , the identity of the profile of the of the operator is uniquely corresponding to the profile of the 
operator may be an ICCID or any other identity that can operator , and is used as a unique certificate for downloading 
uniquely identify the profile of the operator . In this case the the profile of the operator . In specific implementation , the 
acquiring module 42 may further acquire information such download certificate may be in various forms , which include 
as the identity of the profile of the operator . 60 but are not limited to : 

In specific implementation , the acquiring module 42 may The certificate for downloading the profile of the operator 
acquire , in multiple ways , information such as the download is a randomly generated sequence code . 
certificate used to download the profile of the operator , the Alternatively , the certificate for downloading the profile 
addressing information of the SM - DP that stores the profile of the operator is a string of encoded data generated by 
of the operator , and the identity of the profile of the operator . 65 encrypting metadata of the profile of the operator . A manner 
In this case , as shown in FIG . 5 , the acquiring module 42 in of the encryption may be one of various existing encryption 
this embodiment of the present invention includes but is not manners , and a form of the encoded data may be an ordinary 
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binary code , or may be a two - dimensional code or the like . terminal in this embodiment of the present invention may 
The metadata may be extracted from the profile of the further include a reading module 45 and a generating 
operator . For example , the metadata may be an ICCID . module 46 . 

In specific implementation , optionally , the download The reading module 45 is connected to the eUICC 41 and 
request sent by the sending module 43 may further include 5 is configured to : read , from the eUICC , the ID of the eUICC 
the identity of the profile of the operator . and addressing information of an SM - SR with which the 

Optionally , the download request sent by the sending EUICC registers ; and find the SM - SR according to the 
module 43 may further include information such as an addressing information , where the ID of the eUICC 41 is 

used to notify the SM - DP of an eUICC into which the profile identity of the terminal or a classification identity of the 10 of the operator needs to be downloaded , and an ID or address terminal . of the SM - SR is used to enable the sending module 43 to find Optionally , the addressing information of the SM - DP may the SM - SR that is used to forward the request for down be further carried in the download certificate of the down loading the profile of the operator , so as to forward , to the load request sent by the sending module 43 , for example , SM - DP by using the SM - SR , the request for downloading carried in the randomly generated sequence code , or carried 15 the profile of the operator . Similarly , the addressing infor in the string of encoded data generated by encrypting the mation of the SM - SR may include the identity or address of 
metadata . In this case , the SM - SR may be notified , in the SM - SR . 
advance , of a method for acquiring the addressing informa - In specific implementation , the reading module 45 may 
tion of the SM - DP from the download certificate for read , by using an application protocol data unit ( Application 
example , the SM - SR may be notified of a location that is of 20 Protocol Data Unit , APDU ) message , for example , read by 
the addressing information of the SM - DP and is in the using a READ RECORD command , the request that is for 
download certificate or a decryption method . downloading the profile of the operator and is generated by 

In specific implementation , the sending module 43 spe - the eUICC 41 . 
cifically sends , to an SM - SR with which the eUICC regis - The generating module 46 is configured to generate the 
ters , the request for downloading the profile of the operator , 25 request for downloading the profile of the operator , where 
where the download request carries the certificate for down the download request carries the certificate for downloading 
loading the profile of the operator , the ID of the embedded the profile of the operator , the ID of the eUICC 41 of the 
universal integrated circuit card eUICC of the terminal , and terminal , and the addressing information of the SM - DP . 
the addressing information of the SM - DP , so that after Optionally , the download request generated by the generat 
finding the SM - DP according to the addressing information 30 ing module 46 may further include the information such as 

the identity of the profile of the operator and the identity of of the SM - DP , the SM - SR forwards , to the SM - DP , the the terminal or the classification identity of the terminal . download request that includes the certificate for download In this case , in this embodiment of the present invention , ing the profile of the operator and the ID of the UICC . the request for downloading the profile of the operator is Optionally , the forwarded request may also include infor | 35 actually generated by the terminal , the terminal serves as an mation such as the identity of the profile of the operator and initiator of the request for downloading the profile of the the identity of the terminal or the classification identity of operator , and the download request does not pass through the 
the terminal . EUICC 41 into which the profile of the operator really needs 

In specific implementation , before the sending module 43 to be downloaded . 
sends , to the SM - SR with which the eUICC registers , the 40 When the download request sent by the sending module 
request for downloading the profile of the operator , the 43 is generated by the eUICC 41 of the terminal , the 
eUICC of the terminal and the SM - SR need to perform transmission module 44 in this embodiment of the present 
bidirectional authentication . Similarly , before the SM - SR invention is further configured to send , to the eUICC , the 
forwards the download request to the SM - DP , the SM - SR acquired download certificate used to download the profile 
and the SM - DP also need to perform bidirectional authen - 45 of the operator and the acquired addressing information of 
tication , and the SM - SR may verify whether a profile the SM - DP that stores the profile of the operator . Optionally , 
conflicting with the profile of the operator that is currently the transmission module 44 may further send , to the eUICC , 
requested to download has already been downloaded into the the identity of the profile of the operator and the identity of 
EUICC ( for example , a mobile on - net user of a mobile the terminal or the classification identity of the terminal . 
operator can access only a mobile network , and cannot 50 In specific implementation , similarly , the transmission 
access a telecommunications network ; in this case , if an module 44 may send , to the eUICC by using an APDU 
eUICC of a mobile terminal requests to download a profile message , the acquired download certificate used to down 
of a telecommunications operator , even though the eUICC load the profile of the operator and the acquired addressing 
acquires information such as an SM - DP and a certificate for information of the SM - DP that stores the profile of the 
downloading the profile of the telecommunications operator , 55 operator . 
the eUICC cannot download the profile of the operator due For example , in this embodiment of the present invention , 
to a profile restriction policy of the operator ) : if there is a an INSTALL command de fined in an existing global 
conflicting file , the SM - SR may stop a procedure such as platform card specification ( Global Platform Card Specifi 
forwarding the request that is for downloading the profile of cation , GPCS ) may be extended , and a DATA field of the 
the operator and is sent by the terminal . All mentioned above 60 INSTALL command carries the download certificate used to 
are similar to those in the prior art , and details are not download the profile of the operator , the addressing infor 
described herein again . mation of the SM - DP that stores the profile of the operator , 

In specific implementation , the download request sent by the identity of the profile of the operator , the identity of the 
the sending module 43 may be generated by the terminal , or terminal or the classification identity of the terminal , and the 
may be generated by the eUICC of the terminal . 65 like . 
When the download request sent by the sending module Optionally , in specific implementation , when or after 

43 is generated by the terminal , as shown in FIG . 6 , the sending , to the eUICC , the acquired download certificate 
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used to download the profile of the operator and the acquired the SM - DP determines that the certificate that is for down 
addressing information of the SM - DP that stores the profile loading the profile of the operator and is carried in the 
of the operator , the transmission module 44 may further download request is valid . 
send , to the eUICC , a command of requesting or instructing In specific implementation , when the download request 
the eUICC to generate and send the request for downloading 5 further carries the identity of the profile of the operator , and 
the profile of the operator . For example , the terminal may the identity of the profile of the operator is a part of the 
add a dedicated character or code to the INSTALL command download certificate or is independent of the download 
and use the dedicated character or code as a message of certificate , the SM - DP specifically obtains the profile of the 

operator according to the identity that is of the profile of the requesting the eUICC to generate and send the request for 
downloading the profile of the operator . For example , a new 10 operator and is carried in the download request . 

Certainly , in specific implementation , the SM - DP may code is set for the INSTALL command , and the new code is further acquire index information according to the identity carried in a P1 field of the INSTALL command to indicate that is of the profile of the operator and is locally stored in that the INSTALL command is the command of requesting the SM - DP , locally search the SM - DP for the identity of the or instructing the eUICC to generate and send the request for 15 profile of the operator and acquire the profile of the operator 
downloading the profile of the operator . In addition , the according to the found identity of the profile of the operator . 
transmission module 44 is further configured to receive , Optionally , when the download request includes the infor 
from the eUICC 41 , the request that is for downloading the mation such as the identity of the terminal or the classifi 
profile of the operator and is generated by the eUICC 41 . cation identity of the terminal , only after verifying that the 

In specific implementation , similarly , the transmission 20 certificate that is for downloading the profile of the operator 
module 44 may receive , from the eUICC by using an APDU and is carried in the download request is valid , and verifying 
message , the request that is for downloading the profile of that the identity of the terminal is an identity of an autho 
the operator and is generated by the eUICC . rized terminal or that the classification identity of the 

For example , in this embodiment of the present invention , terminal is a classification identity of an authorized terminal , 
an INSTALL command defined in an existing global plat - 25 the SM - DP can acquire , according to the identity of the 
form card specification ( Global Platform Card Specification , profile of the operator , the profile of the operator that is 
GPCS ) may be extended , and a DATA field of the INSTALL stored in the SM - DP and is corresponding to the download 
command carries the download certificate used to download request . 
the profile of the operator , the addressing information of the It can be learned from above that , in some feasible 
SM - DP that stores the profile of the operator , the identity of 30 of 30 implementation manners of the present invention , a request 

for downloading a profile of an operator is initiated by a the profile of the operator , the identity of the terminal or the terminal in this embodiment of the present invention , which classification identity of the terminal , and the like , where the avoids a case in which the operator needs to know , in download certificate , the addressing information , the iden advance , identity information of an eUICC of the terminal tity of the profile of the operator , the identity of the terminal 35 that needs to download the profile of the operator . In 
or the classification identity of the terminal , and the like are addition , in this embodiment of the present invention , an in the download request . SM - DP verifies whether a download certificate in the down 

In this case , in this embodiment of the present invention , load request is valid to determine whether the initiated 
the request for downloading the profile of the operator is download request is valid , without verifying whether an 
actually generated by the eUICC , the eUICC serves as an 40 object that initiates the download request is valid any longer ; 
initiator of the request for downloading the profile of the moreover , the download certificate may be obtained by the 
operator , and the terminal provides a function of transpar - terminal before the terminal initiates the download request . 
ently transmitting the request that is for downloading the Therefore , the terminal can acquire the certificate for down 
profile of the operator and is generated by the eUICC . loading the profile of the operator , provided that the terminal 

In specific implementation , because download certificates 45 needs to download the profile of the operator into the eUICC 
are different , before the transmission module 44 receives the of the terminal . That is , in this embodiment of the present 
profile of the operator that is sent by the SM - DP by using the invention , a range of objects that can download the profile 
SM - SR and that is corresponding to the download request , of the operator may be extended to all eUICCs . In addition , 
manners in which the SM - DP verifies that the certificate that in this embodiment of the present invention , because the 
is for downloading the profile of the operator and is carried 50 request for downloading the profile of the operator is initi 
in the download request is valid are also different . ated by the terminal , an end user certainly can freely select 

For example , when the certificate for downloading the an opportunity for downloading the profile of the operator . 
profile of the operator is a randomly generated sequence FIG . 7 is a schematic structural diagram of an embedded 
code , and universal integrated circuit card eUICC according to a sixth 
when verifying that a sequence code that is carried in the 55 embodiment of the present invention . As shown in FIG . 7 , 

download request and is used as the download certificate is the eUICC may include : an acquiring module 71 , a gener 
the same as a sequence code stored in the SM - DP , the ating module 72 , a sending module 73 , and a transmission 
SM - DP determines that the certificate that is for download module 74 , where : 
ing the profile of the operator and is carried in the download the acquiring module 71 is configured to acquire a down 
request is valid . 60 load certificate used to download a profile of an operator and 

Alternatively , when the certificate for downloading the addressing information of a SM - DP that stores the profile of 
profile of the operator is a string of encoded data generated the operator ; 
by encrypting metadata of the operator , and the generating module 72 is configured to generate a 

when metadata obtained after the SM - DP decodes , request for downloading the profile of the operator , where 
according to a locally stored decryption key , encoded data 65 the download request carries the certificate for downloading 
carried in the download request is the same as metadata that the profile of the operator , an ID of the eUICC , and the 
is of the profile of the operator and is stored in the SM - DP , addressing information of the SM - DP ; 
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the sending module 73 is configured to send the generated the operator , the addressing information of the SM - DP that 

download request to the SM - DP by using a SM - SR ; and stores the profile of the operator , and the identity of the 
the transmission module 74 is configured to receive the profile of the operator . 

profile of the operator that is sent by the SM - DP by using the Alternatively , the second acquiring module 712 is con 
SM - SR and is corresponding to the download request , where 5 figured to receive the information such as the download 
the profile of the operator is obtained by the SM - DP accord certificate used to download the profile of the operator , the 
ing to an identity of the profile of the operator after the addressing information of the SM - DP that stores the profile 
SM - DP verifies that the certificate that is for downloading of the operator , and the identity of the profile of the operator , 
the profile of the operator and is carried in the download where the information is entered by a user by using an 
request is valid . 10 interface of software ( for example , SIM application toolkit 

In specific implementation , in some other embodiments , ( SIM application toolkit , SAT ) software ) that is in the 
the eUICC may not include the acquiring module 71 and the UICC and is for downloading a profile of an operator . In the 
generating module 72 . In this case , the sending module 73 manner , the user may acquire , in multiple ways , the infor 
may obtain , in another way , information such as the certifi - mation such as the download certificate used to download 
cate for downloading the profile of the operator and the 15 the profile of the operator , the addressing information of the 
addressing information of the SM - DP that stores the profile SM - DP that stores the profile of the operator , and the identity 
of the operator , where the information is in the download of the profile of the operator . For example , the user may 
request . purchase a dedicated information card , and acquire , by 

In specific implementation , the operator ( for example , an dialing a particular phone number on the information card or 
MNO ) may entrust the SM - DP to generate the profile of the 20 entering a particular verification code on the information 
operator ( which is generally referred to as a profile of the card , the information such as the download certificate used 
operator for short ) . The profile may include subscription to download the profile of the operator , the addressing 
data that is of the operator and is needed for accessing a information of the SM - DP that stores the profile of the 
network of the operator , such as an international mobile operator , and the identity of the profile of the operator ; or the 
subscriber identity ( International Mobile Subscriber Identi - 25 user may directly read , from a purchased information card , 
fication Number , IMSI , a Ki ( 16 - byte key data generated by the information such as the download certificate used to 
a card manufacturer ) , a parameter required in an encryption download the profile of the operator , the addressing infor 
algorithm . The profile may further include installation or mation of the SM - DP that stores the profile of the operator , 
revision packages of various applications , for example , may and the identity of the profile of the operator . For another 
include an installation package of Fetion and an update 30 example , the user may further directly go to a retail store or 
package of QQ . Optionally , similar to the prior art , the a business hall of the operator , and acquire , from a customer 
operator may further limit , by using the SM - DP , a terminal service representative of the operator , the information such 
that can download the profile of the operator . For example , as the download certificate used to download the profile of 
the operator may store , in the SM - DP , an identity of the the operator , the addressing information of the SM - DP that 
terminal that can download the profile of the operator or a 35 stores the profile of the operator , and the identity of the 
classification identity of the terminal . profile of the operator . For another example , the end user 

In specific implementation , the addressing information of may further log in to a network platform of the operator by 
the SM - DP may include information such as an identity or using built - in application software of a device except the 
address of the SM - DP , where the identity uniquely identifies terminal , and acquire , from the network platform , the infor 
the SM - DP . 40 mation such as the download certificate used to download 

In specific implementation , the acquiring module 71 may the profile of the operator , the addressing information of the 
acquire , in multiple ways , information such as the download SM - DP that stores the profile of the operator , and the identity 
certificate used to download the profile of the operator , the of the profile of the operator . 
addressing information of the SM - DP that stores the profile Alternatively , the third acquiring module 713 is config 
of the operator , and the identity of the profile of the operator . 45 ured to : log in to a network platform of the operator by using 
As shown in FIG . 8 , the acquiring module 71 in this built - in application software of the EUICC ; and acquire , 
embodiment of the present invention includes but is not from the network platform , the information such as the 
limited to at least one of the following sub - modules : a first download certificate used to download the profile of the 
acquiring module 711 , a second acquiring module 712 , or a operator , the addressing information of the SM - DP that 
third acquiring module 713 . 50 stores the profile of the operator , and the identity of the 

The first acquiring module 711 is configured to receive , profile of the operator . 
from a terminal , the information such as the download In specific implementation , in this embodiment of the 
certificate used to download the profile of the operator , the present invention , the certificate for downloading the profile 
addressing information of the SM - DP that stores the profile of the operator is uniquely corresponding to the profile of the 
of the operator , and the identity of the profile of the operator . 55 operator , and is used as a unique certificate for downloading 

In specific implementation , the first acquiring module 711 the profile of the operator . In specific implementation , the 
may receive , from the terminal by using an existing APDU download certificate may be in various forms , which include 
message or an added APDU message , the information such but are not limited to : 
as the download certificate used to download the profile of The certificate for downloading the profile of the operator 
the operator , the addressing information of the SM - DP that 60 is a randomly generated sequence code . 
stores the profile of the operator , and the identity of the Alternatively , the certificate for downloading the profile 
profile of the operator . For example , in this embodiment of of the operator is a string of encoded data generated by 
the present invention , an INSTALL command defined in an encrypting metadata of the profile of the operator . A manner 
existing global platform card specification ( Global Platform of the encryption may be one of various existing encryption 
Card Specification , GPCS ) may be extended , and a DATA 65 manners , and a form of the encoded data may be an ordinary 
field of the INSTALL command carries the information such binary code , or may be a two - dimensional code or the like . 
as the download certificate used to download the profile of The metadata may be extracted from the profile of the 
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operator . For example , the metadata may be an ICCID . terminal requests to download a profile of a telecommuni 
Optionally , the download request generated by the generat cations operator , even though the eUICC acquires informa 
ing module 72 may further include information such as the tion such as an SM - DP and a certificate for downloading the 
identity of profile of the operator , a terminal identity of the profile of the telecommunications operator , the eUICC can 
terminal , or a classification identity of the terminal . 5 not download the profile of the operator due to a profile 

Optionally , the addressing information of the SM - DP may restriction policy of the operator ) ; if there is a conflicting 
be further carried in the download certificate of the down file , the SM - SR may stop a procedure such as forwarding the 
load request generated by the generating module 72 , for request that is for downloading the profile of the operator 
example , carried in the randomly generated sequence code , and is sent by the eUICC . All mentioned above are similar 
or carried in the string of encoded data generated by encrypt - 10 to those in the prior art , and details are not described herein 
ing the metadata . 

In this case , the SM - SR may be notified , in advance , of a In specific implementation , because download certificates 
method for acquiring the addressing information of the are different , before the transmission module 74 receives , 
SM - DP from the download certificate ; for example , the from the terminal , the profile of the operator that is sent by 
SM - SR may be notified of a location that is of the addressing 15 the SM - DP by using the subscription manager - data prepar 
information of the SM - DP and is in the download certificate ing SM - SR and that is corresponding to the download 
or a decryption method . request , manners in which the SM - DP verifies that the 

In specific implementation , the transmission module 74 certificate that is for downloading the profile of the operator 
may further receive , from the terminal , a command of and is carried in the download request is valid are also 
requesting or instructing the eUICC to generate the request 20 different . 
for downloading the profile of the operator The UICC may For example , when the certificate for downloading the 
further receive a command of requesting or instructing the profile of the operator is a randomly generated sequence 
EUICC to generate the request for downloading the profile of code , and 
the operator , where the command is entered by the user or when verifying that a sequence code that is carried in the 
sent by another device . In specific implementation , simi - 25 download request and is used as the download certificate is 
larly , the message may be sent by using an APDU message ; the same as a sequence code stored in the SM - DP , the 
for example , an INSTALL command defined in a GPCS may SM - DP determines that the certificate that is for download 
be extended , a dedicated character or code is added to the ing the profile of the operator and is carried in the download 
INSTALL command and the dedicated character or code is request is valid . 
used as the command of requesting the eUICC to generate 30 Alternatively , when the certificate for downloading the 
and send the request for downloading the pro file of the profile of the operator is a string of encoded data generated 
operator . For example , a new code is set for the INSTALL by encrypting metadata of the operator , and 
command , and the new code is carried in a P1 field of the when metadata obtained after the SM - DP decodes , 
INSTALL command to indicate that the INSTALL com - according to a locally stored decryption key , encoded data 
mand is the command of requesting or instructing the 35 carded in the download request is the same as metadata that 
EUICC to generate and send the request for downloading the is of the profile of the operator and is stored in the SM - DP , 
profile of the operator . the SM - DP determines that the certificate that is for down 

In specific implementation , the sending module 73 sends , loading the profile of the operator and is carried in the 
to an SM - SR with which the eUICC registers , the request for download request is valid . 
downloading the profile of the operator , where the download 40 In specific implementation , when the download request 
request carries the certificate for downloading the profile of further carries the identity of the profile of the operator , and 
the operator , the ID of the embedded universal integrated the identity of the profile of the operator is a part of the 
circuit card UICC of the terminal , and the addressing download certificate or is independent of the download 
information of the SM - DP , so that after finding the SM - DP certificate , the SM - DP specifically obtains the profile of the 
according to the addressing information of the SM - DP , the 45 operator according to the identity that is of the profile of the 
SM - SR forwards , to the SM - DP , the download request that operator and is carried in the download request . 
includes the certificate for downloading the profile of the Certainly , in specific implementation , the SM - DP may 
operator and the ID of the eUICC . Optionally , the forwarded further acquire index information according to the identity 
request may also include the information such as the identity that is of the profile of the operator and is locally stored in 
of the profile of the operator and the identity of the terminal 50 the SM - DP , locally search the SM - DP for the identity of the 
or the classification identity of the terminal . In specific profile of the operator , and acquire the profile of the operator 
implementation , information between the eUICC and the according to the found identity of the profile of the operator . 
SM - SR may be transparently transmitted by using the ter Optionally , when the download request includes informa 
minal . tion such as the identity of the terminal or the classification 

In specific implementation , before the sending module 73 55 identity of the terminal , only after verifying that the certifi 
sends , to the SM - SR with which the eUICC registers , the cate that is for downloading the profile of the operator and 
request for downloading the profile of the operator , the is carried in the download request is valid , and verifying that 
eUICC and the SM - SR need to perform bidirectional the identity of the terminal is an identity of an authorized 
authentication . Similarly , before the SM - SR forwards the terminal or that the classification identity of the terminal is 
download request to the SM - DP , the SM - SR and the SM - DP 60 a classification identity of an authorized terminal , the SM 
also need to perform bidirectional authentication , and the DP can acquire , according to the identity of the profile of the 
SM - SR may verify whether a profile conflicting with the operator , the profile of the operator that is stored in the 
profile of the operator that is currently requested to down - SM - DP and is corresponding to the download request . In 
load has already been downloaded into the eUICC ( for this embodiment , a manner embodiment of downloading a 
example , a mobile on - net user of a mobile operator can 65 profile of an operator in the embodiments of the present 
access only a mobile network , and cannot access a telecom - invention is described from an UICC side by using 
munications network ; in this case , if an eUICC of a mobile examples . When a request for downloading a profile of an 
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operator is initiated by an eUICC , a terminal provides a When the eUICC of the terminal serves as the initiator of 
function of transparently transmitting the request that is for the download request , the eUICC sends the generated down 
downloading the profile of the operator and is generated by load request to the terminal , and sends the generated down 
the eUICC . load request to the SM - SR by using the terminal . In this 

It can be learned from above that , in some feasible 5 case , the terminal provides a function of transparently trans 
implementation manners of the present invention , a request mitting the request that is for downloading the profile of the 
for downloading a profile of an operator is initiated by an operator and is generated by the eUICC . 
eUICC of a terminal in this embodiment of the present In specific implementation , 
invention , which avoids a case in which the operator needs the operator ( for example , an MNO ) may entrust the to know , in advance , identity information of the eUICC of 10 SM - DP to generate the profile of the operator ( which is the terminal that needs to download the profile of the generally referred to as a profile of the operator for short ) . operator . In addition , in this embodiment of the present The profile may include subscription data that is of the invention , an SM - DP verifies whether a download certificate 
in the download request is valid to determine whether the operator and is needed for accessing a network of the 
initiated download request is valid without verifying 15 operator , such as an international mobile subscriber identity 
whether an object that initiates the download request is valid ( International Mobile Subscriber Identification Number , 
any longer ; moreover , the download certificate may be IMSI ) , a Ki ( 16 - byte key data generated by a card manu 
obtained by the terminal before the terminal initiates the facturer ) , a parameter required in an encryption algorithm . 
download request . Therefore , the terminal can acquire the The profile may further include installation or revision 
certificate for downloading the profile of the operator , pro - 20 packages of various applications , for example , may include 
vided that the terminal needs to download the profile of the an installation package of Fetion and an update package of 
operator into the eUICC of the terminal . That is , in this QQ . Optionally , similar to the prior art , the operator may 
embodiment of the present invention , a range of objects that further limit , by using the SM - DP , a terminal that can 
can download the profile of the operator may be extended to download the profile of the operator . For example , the 
all eUICCs . In addition , in this embodiment of the present 25 operator may store , in the SM - DP , an identity of the terminal 
invention , because the request for downloading the profile of that can download the profile of the operator or a classifi 
the operator is initiated by the terminal , an end user certainly cation identity of the terminal . 
can freely select an opportunity for downloading the profile In specific implementation , the addressing information of 
of the operator . the SM - DP may include information such as an identity or 

FIG . 9 is a schematic structural diagram of a SM - DP 30 address of the SM - DP , where the identity uniquely identifies 
according to a seventh embodiment of the present invention . the SM - DP . 
As shown in FIG . 9 , the SM - DP may include at least a In specific implementation , the operator ( for example , an 
receiving module 91 , a profile management module 92 , and MNO ) may further generate or entrust the SM - DP to gen 
a sending module 93 , where : erate information such as the certificate for downloading the 

the receiving module 91 is configured to receive , from a 35 profile of the operator and the identity of the profile of the 
terminal or an embedded universal integrated circuit card operator . In specific implementation , the identity of the 
EUICC of the terminal , a request that is for downloading a profile of the operator may be an ICCID or any other identity 
profile of an operator and is forwarded by a SM - SR , where that can uniquely identify the profile of the operator . When 
the download request carries an ID of the eUICC and a the operator generates the information such as the certificate 
certificate for downloading the profile of the operator ; 40 for downloading the profile of the operator and the identity 

the profile management module 92 is connected to the of the profile of the operator , the receiving module 91 may 
receiving module 91 and is configured to : after verifying that be further configured to store the information such as the 
the certificate that is for downloading the profile of the certificate for downloading the profile of the operator and 
operator and is carried in the download request is valid , the identity of the profile of the operator , where the 
acquire , according to an identity of the profile of the 45 information is generated by the operator . 
operator , the profile of the operator that is stored in the When the operator entrusts the SM - DP to generate the 
SM - DP and is corresponding to the download request ; and profile of the operator and to generate the information such 

the sending module 93 is configured to send , by using the as the certificate for downloading the profile of the operator 
SM - SR , the profile that is of the operator and is correspond and the identity of the profile of the operator , the SM - DP 
ing to the download request to the eUICC . 50 may further include : a generating module ( not shown in the 

In specific implementation , in this embodiment of the figure ) , configured to generate and store , according to a 
present invention , the terminal or the eUICC of the terminal request of the operator , the profile of the operator and the 
may serve as an initiator of the download request , that is , the information such as the certificate for downloading the 
request for downloading the profile of the operator may be profile of the operator and the identity of the profile of the 
from the terminal or the eUICC . 55 operator . 
When the terminal serves as the initiator of the download Optionally , in this embodiment of the present invention , 

request , the terminal reads , from the eUICC , the ID of the the download request received by the receiving module 91 
eUICC and addressing information of the SM - SR , where the may further include the identity of the profile of the operator . 
addressing information is used to find the SM - SR , the Optionally , in this embodiment of the present invention , 
addressing information may include an identity or address of 60 the download request received by the receiving module 91 
the SM - SR , and the identity may uniquely identify the may include an identity of the terminal or a classification 
SM - SR . Then , the terminal generates the request for down identity of the terminal . 
loading the profile of the operator , and sends the download In specific implementation , because download certificates 
request . In this case , in this embodiment of the present are different , manners in which the profile management 
invention , when the download request is sent , the download 65 module 92 verifies that the certificate that is for downloading 
request may not pass through the eUICC into which the the profile of the operator and is carried in the download 
profile of the operator really needs to be downloaded . request is valid are also different . 



39 
US 10 , 114 , 629 B2 

40 
For example , when the certificate for downloading the terminal before the terminal initiates the download request . 

profile of the operator is a randomly generated sequence Therefore , the terminal can acquire the certificate for down 
code , and loading the profile of the operator , provided that the terminal 

when verifying that a sequence code that is carried in the needs to download the profile of the operator into the eUICC 
download request and is used as the download certificate is 5 of the terminal . That is , in this embodiment of the present 
the same as a sequence code stored in the SM - DP , the profile invention , a range of objects that can download the profile 
management module 92 determines that the certificate that is of the operator may be extended to all eUICCs . In addition , 
for downloading the profile of the operator and is carried in in this embodiment of the present invention , because the 
the download request is valid . request for downloading the profile of the operator is initi 

Alternatively , when the certificate for downloading the 10 ated by the terminal , an end user certainly can freely select 
profile of the operator is a string of encoded data generated an opportunity for downloading the profile of the operator . 
by encrypting metadata of the operator , and Structures of the terminal , the eUICC , and the SM - DP that 

when metadata obtained after the profile management are in the embodiments of the present invention are 
module 92 decodes , according to a locally stored decryption described in FIG . 4 to FIG . 9 from a perspective of a 
key , encoded data carried in the download request is the 15 functional module by using examples , and structures of the 
same as metadata that is of the profile of the operator and is terminal , the eUICC , and the SM - DP that are in the embodi 
stored in the SM - DP , the profile management module 92 ments of the present invention are further described in the 
determines that the certificate that is for downloading the following from a perspective of a hardware module by using 
profile of the operator and is carried in the download request examples . 
is valid . 20 FIG . 10 is a schematic structural diagram of a terminal 

In specific implementation , when the download request according to an eighth embodiment of the present invention . 
further carries the identity of the profile of the operator , and As shown in FIG . 10 , the terminal may include at least an 
the identity of the profile of the operator is a part of the UICC 101 , an input apparatus 102 , an output apparatus 
download certificate or is independent of the download 103 , a memory 104 , and a processor 105 , which are con 
certificate , the profile management module 92 specifically 25 nected by using a bus 106 . In specific implementation , the 
obtains the profile of the operator according to the identity input apparatus 102 in this embodiment of the present 
that is of the profile of the operator and is carried in the invention may be a touchscreen , a keyboard , a microphone , 
download request . In specific implementation , when the a camera , a radio frequency antenna , or the like ; the output 
download request further includes the identity of the termi - apparatus 103 in the present invention may be a display ( or 
nal or the classification identity of the terminal . 30 may be a touchscreen ) , a loudspeaker , a radio frequency 

only after verifying that the certificate that is for down - antenna , or the like in this embodiment of the present 
loading the profile of the operator and is carried in the invention , the memory 104 is configured to store various 
download request is valid , and verifying that the identity of kinds of information of the terminal , and store program 
the terminal is an identity of an authorized terminal or that code ; the processor 105 is configured to invoke the code 
the classification identity of the terminal is a classification 35 stored in the memory 104 , and perform a corresponding 
identity of an authorized terminal , the profile management operation . 
module 92 can acquire , according to the identity of the In specific implementation , the processor 105 or the input 
profile of the operator , the profile of the operator that is apparatus 102 is configured to acquire a download certificate 
stored in the SM - DP and is corresponding to the download used to download a profile of an operator and addressing 
request . 40 information of a SM - DP that stores the profile of the 

It can be learned from above that , in some feasible operator . For example , the processor 105 may invoke appli 
implementation manners of the present invention , a SM - DP cation software stored in the memory 104 to log in to a 
receives , from a terminal or an embedded universal inte - network platform of the operator , and acquire , from the 
grated circuit card eUICC of the terminal , a request that is network platform , the download certificate used to down 
for downloading a profile of an operator and is forwarded by 45 load the profile of the operator and the addressing informa 
a SM - SR , where the download request carries an ID of the tion of the SM - DP that stores the profile of the operator ; the 
eUICC and a certificate for downloading the profile of the input apparatus 102 ( for example , a touchscreen , a key , or 
operator ; after verifying that the certificate that is for down the like ) may receive the download certificate used to 
loading the profile of the operator and is carried in the download the profile of the operator and the addressing 
download request is valid , the SM - DP acquires , according to 50 information of the SM - DP that stores the profile of the 
an identity of the profile of the operator , the profile of the operator , where the download certificate and the addressing 
operator that is stored in the SM - DP and is corresponding to information are manually entered by a user ; the input 
the download request ; and the SM - DP sends , by using the apparatus 102 ( a camera ) may acquire , by scanning a 
SM - SR , the profile that is of the operator and is correspond two - dimensional code , the download certificate used to 
ing to the download request to the eUICC . In this embodi - 55 download the profile of the operator and the addressing 
ment of the present invention , a request for downloading a information of the SM - DP that stores the profile of the 
profile of an operator is initiated by a terminal side ( a operator . Optionally , the processor 105 and the input appa 
terminal or an eUICC of a terminal ) , thereby avoiding a case ratus may further acquire , in a same manner of acquiring the 
in which the operator needs to know , in advance , identity download certificate and the addressing information of the 
information of the eUICC of the terminal that needs to 60 SM - DP , information such as an identity of the profile of the 
download the profile of the operator . operator . 

In addition , in this embodiment of the present invention , The output apparatus 103 ( for example , a radio frequency ) 
an SM - DP verifies whether a download certificate in the is configured to send , to the SM - DP by using a SM - SR , a 
download request is valid to determine whether the initiated request for downloading the profile of the operator , where 
download request is valid , without verifying whether an 65 the download request carries the certificate for downloading 
object that initiates the download request is valid any longer ; the profile of the operator , an ID of the eUICC 101 , and the 
moreover , the download certificate may be obtained by the addressing information of the SM - DP . In specific implemen 
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tation , the download request sent by the output apparatus In specific implementation , the processor 114 or the input 
103 may also include information such as an ICCID of the apparatus 111 may be configured to acquire a download 
profile of the operator , or an identity of the terminal , or a certificate used to download the profile of the operator and 
classification identity of the terminal . addressing information of a SM - DP that stores the profile of 

In specific implementation , the input apparatus 102 is 5 the operator . For example , the input apparatus 111 may 
configured to : receive the profile of the operator that is sent receive the download certificate used to download the profile 
by the SM - DP by using the SM - SR and is corresponding to of the operator and the addressing information of the SM - DP 
the download request , and transmit the profile of the opera that stores the profile of the operator , or the input apparatus 

111 may receive the download certificate used to download tor to the eUICC 101 by using the bus 106 , where the profile 
of the operator is obtained by the SM - DP according to the 10 the profile of the operator and the addressing information of 

the SM - DP that stores the profile of the operator , where the identity of the profile of the operator after the SM - DP download certificate and the addressing information are verifies that the certificate that is for downloading the profile entered by a user by using an interface of software that is in of the operator and is carried in the download request is the eUICC and is for downloading a profile of an operator ; 
valid . 15 or the processor 114 may log in to a network platform of the In specific implementation , the output apparatus 103 is operator by invoking built - in application software of the 
further configured to send , to the eUICC , the download UICC , and acquire , from the network platform , the down 
certificate used to download the profile of the operator and load certificate used to download the profile of the operator 
the addressing information of the SM - DP that stores the and the addressing information of the SM - DP that stores the 
profile of the operator , where the download certificate and 20 profile of the operator . 
the addressing information are acquired by the processor Further , the processor 114 may generate a request for 
105 or the input apparatus 102 . Optionally , the output downloading the profile of the operator , where the download 
apparatus 103 may further send , to the eUICC , the identity request carries the certificate for downloading the profile of 
of the profile of the operator , or the identity of the terminal , the operator , the ID of the eUICC , and the addressing 
or the classification identity of the terminal . 25 information of the SM - DP . 

In specific implementation , the input apparatus 102 is Further , the output apparatus 112 may send the generated 
further configured to read , from the eUICC , the ID of the download request to the SM - DP by using the SM - SR . 
eUICC and the addressing information of the SM - SR , and Further , the input apparatus 111 may receive the profile of 
send the ID of the UICC and the addressing information of the operator that is sent by the SM - DP by using the SM - SR 
the SM - SR to the processor 105 . 30 and that is corresponding to the download request , where the 

The processor 105 is further configured to generate the profile of the operator is obtained by the SM - DP according 
request for downloading the profile of the operator , where to an identity of the profile of the operator after the SM - DP 
the download request carries the certificate for downloading verifies that the certificate that is for downloading the profile 
the profile of the operator , the ID of the eUICC of the of the operator and is carried in the download request is 
terminal , and the addressing information of the SM - DP . 35 valid . 
Optionally , the download request may further include infor - Further , the output apparatus 112 specifically sends the 
mation such as the identity of the profile of the operator , the generated download request to an SM - SR with which the 
identity of the terminal , or the classification identity of the UICC registers , where the download request carries the 
terminal . certificate for downloading the profile of the operator , the ID 

Alternatively , the input apparatus 102 is further config - 40 of the embedded universal integrated circuit card UICC of 
ured to receive , from the eUICC , the request that is for the terminal , and the addressing information of the SM - DP , 
downloading the profile of the operator and is generated by so that after finding the SM - DP according to the addressing 
the eUICC , where the download request carries the certifi - information of the SM - DP , the SM - SR forwards , to the 
cate for downloading the profile of the operator , the ID of the SM - DP the download request that includes the certificate for 
eUICC of the terminal , and the addressing information of the 45 downloading the profile of the operator and the ID of the 
SM - DP . Optionally , the received download request may UICC . 
further include information such as the identity of the profile Further , before the processor 114 generates the request for 
of the operator , the identity of the terminal , or the classifi - downloading the profile of the operator , the input apparatus 
cation identity of the terminal . 111 receives , from the terminal , a command of requesting or 

The output apparatus 103 is further configured to send , to 50 instructing the eUICC to generate the request for download 
the eUICC , a command of requesting or instructing the ing the profile of the operator . 
eUICC to generate and send the request for downloading the FIG . 12 is a schematic structural diagram of an SM - DP 
profile of the operator . according to a tenth embodiment of the present invention . As 

FIG . 11 is a schematic structural diagram of an eUICC shown in FIG . 12 , the SM - DP may include : an input 
according to a ninth embodiment of the present invention . 55 apparatus 120 , an output apparatus 121 , a memory 122 , and 
As shown in FIG . 11 , the eUICC may include : an input a processor 123 , which are connected by using a bus 124 . In 
apparatus 111 , an output apparatus 112 , a memory 113 , and specific implementation , the input apparatus 120 in this 
a processor 114 , which are connected by using a bus 115 , embodiment of the present invention may be a touchscreen , 
and the eUICC is connected to a terminal by using the bus a keyboard , a microphone , a camera , a radio frequency 
115 . In specific implementation , the input apparatus 111 and 60 antenna , or the like ; the output apparatus 121 in the present 
the output apparatus 112 may be various interfaces used for invention may be a display ( or may be a touchscreen ) , a 
communication between the eUICC and the terminal the loudspeaker , a radio frequency antenna , or the like . In this 
processor 114 is a microprocessor inside the eUICC . The embodiment of the present invention , the memory 122 is 
memory 113 stores a profile that is of an operator and is configured to store program code ; the processor 123 is 
needed by the terminal to access the operator , an ID or 65 configured to invoke the code stored in the memory 122 , and 
address of the UICC , an ID or address of an SM - SR to perform a corresponding operation . The memory 122 is 
which the eUICC may be connected , and the like . further configured to store a profile of an operator and 
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information such as a certificate for downloading the profile Modules in this embodiment of the present invention may 
of the operator , and an ICCID of the profile of the operator . be implemented by using a universal integrated circuit ( such 

In specific implementation , the input apparatus 120 is as a central processing unit CPU ) or an application - specific 
configured to receive , from a terminal or an embedded integrated circuit ( ASIC ) . A person of ordinary skill in the 
universal integrated circuit card UICC of the terminal , a 5 art may understand that all or some steps of the various 
request that is for downloading the profile of the operator methods in the foregoing embodiments may be implemented 
and is forwarded by a SM - SR , where the download request by a program instructing relevant modules . The program 
carries an ID of the eUICC and the certificate for down may be stored in a computer readable storage medium . The 
loading the profile of the operator . storage medium may include : a flash memory , a read - only 

In specific implementation , the processor 123 is config . 10 memory ( Read - Only Memory , ROM ) , a random access 
ured to : after verifying that the certificate that is for down memory ( Random Access Memory , RAM ) , a magnetic disk , 

an optical disk , or the like . loading the profile of the operator and is carried in the FIG . 13A and FIG . 13B are detailed schematic flowcharts download request is valid , acquire , according to an identity of a method for downloading and installing a profile of an 
of the prone of the operator , the profile of the operator that 15 operator according to an eleventh embodiment of the present is stored in the memory 122 and is corresponding to the invention . The procedure includes related procedures in 
download request . most foregoing embodiments of the present invention . In the 

In specific implementation , the output apparatus 121 following part , a profile is substituted for the subscription 
configured to send , to the eUICC by using the SM - SR , the agreement of the operator in each of the foregoing embodi 
profile of the operator that is acquired by the processor 123 20 ments , and a token is substituted for the download certificate 
and is corresponding to the download request . in each of the foregoing embodiments . As shown in FIG . 12 , 

In specific implementation , the input apparatus 120 is the procedure includes : 
further configured to receive and store the certificate for Step 1 . According to information provided by an MNO , 
downloading the profile of the operator and the identity of an SM - DP generates , for the MNO , a profile that can be 
the profile of the operator , where the download certificate 25 downloaded into an eUICC of a terminal , generates a token 
and the identity of the profile of the operator are generated that is used to download the profile , and stores the token in 
by the operator ; or the SM - DP . Optionally , the MNO may further limit a ter 

the processor 123 is further configured to generate and minal or a terminal that is in a list and into which the profile 
store , according to a request of the operator , the certificate can be downloaded ( for example , a batch of profiles gener 
for downloading the profile of the operator and the identity 30 ated for a batch of smart meters of a meter manufacturer can 
of the profile of the operator . be downloaded into only this batch of meters of the meter 

In specific implementation , when the certificate for down manufacturer ) , or a type of a terminal ( for example , whether 
loading the profile of the operator is a randomly generated the profile can be downloaded into only a smartphone or a 
sequence code , and terminal of the Internet of Things ) , where a manner of 
when verifying that a sequence code that is carried in the 35 limiting the terminal or the type of the terminal may be 

download request and is used as the download certificate is embodied by using an identity of the terminal or a classifi 
the same as a sequence code stored in the SM - DP , the cation identity of the terminal . 
processor 123 determines that the certificate that is for Step 2 . An end user selects the operator on line , or selects 
downloading the profile of the operator and is carried in the the operator in a retail store / business hall , or purchases a 
download request is valid . 40 card ( similar to a recharge card ) specially used to download 
When the certificate for downloading the profile of the the profile , so as to acquire information necessary for 

operator is a string of encoded data generated by encrypting downloading the profile , such as the token , or an ID of the 
metadata of the operator , and SM - DP that stores the profile ; optionally , the information 
when metadata obtained after processor 123 decodes , may further include an ICCID of the profile . 

according to a decryption key stored in the memory 122 , 45 Step 3 . The user stores the token , the ID of the SM - DP , the 
encoded data carried in the download request is the same as ICCID , and the like to the terminal or the eUICC by using 
metadata that is of the profile of the operator and is stored a related application on the terminal , or an application that 
in the SM - DP , the processor 123 determines that the certifi - is in the eUICC and is specially used to download the profile , 
cate that is for downloading the profile of the operator and or by scanning a two - dimensional code ( if the information is 
is carried in the download request is valid . In specific 50 in a form of a two - dimensional code ) . 
implementation , the metadata may be extracted from the Step 4 . The related application of the terminal reads an 
profile of the operator , and the metadata may include an identity ( such as an IMEI ) or a classification identity ( for 
ICCID of the profile of the operator . example , whether the terminal is an M2M device , a smart 

In specific implementation , the download request phone , or the like ) of the terminal , where this step is optional 
received by the input apparatus 120 further includes an 55 and is unnecessarily executed . 
identity of the terminal or a classification identity of the Step 5 . The terminal requests , by using an APDU mes 
terminal . sage , the eUICC to initiate a request for downloading the 

In this case , the processor 123 is specifically configured profile . Specifically , an INSTALL command defined in an 
to : after verifying that the certificate that is for downloading existing GPCS may be extended ; anew code is added to a P1 
the profile of the operator and is carried in the download 60 field of the INSTALL command to indicate that the APDU 
request is valid , and verifying that the identity of the message is a message of requesting the eUICC to initiate the 
terminal is an identity of an authorized terminal or that the request for downloading the profile ; a DATA field of the 
classification identity of the terminal is a classification INSTALL command may carry the token , the ICCID , and 
identity of an authorized terminal , acquire , according to the the ID of the SM - DP , and may further carry an identity or a 
identity of the profile of the operator , the profile of the 65 classification identity of the terminal . 
operator that is stored in the memory 122 and is correspond ( In the foregoing step 1 to step 5 , the eUICC is mainly 
ing to the download request . enabled to acquire information , such as the token , the 
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ICCID , the ID of the SM - DP , and the identity of the terminal Step 14 . If the verification fails , return failure notification 
or the classification identity of the terminal , that is needed to the eUICC . 
for downloading the profile . ) ( Step 12 to step 14 is a process in which the SM - DP 

Step 6 . The eUICC and an SM - SR perform bidirectional verifies the token and the identity of the terminal or the 
authorization . The eUICC stores information such as an ID 5 classification identity of the terminal to determine whether a 
or address of the SM - SR . particular profile can be downloaded into the eUICC . ) 

Step 7 . After the bidirectional authorization , the eUICC Step 15 - 17 . After the verification in steps 12 and 13 
sends , to the SM - SR , the request for downloading the succeeds , the SM - DP requests the SM - SR to create new 
profile ; and before sending the request for downloading the storage space ( which is subsequently marked as a container ) 
profile , the eUICC generates the download request accord 10 in the eUICC . 

Step 18 . The SM - DP establishes a profile installer cre ing to the token , the ICCID , the ID of the SM - DP , the dential ( profile installer credentials , PIC ) by using the SM identity of the terminal or the classification identity of the SR and the eUICC , where the PIC is used to decrypt and terminal , and the like that are acquired . The download install a downloaded profile , and establishing of the PIC may request carries at least the token , an ID of the eUICC 15 use an existing shared key generation method , such as key ( marked as an eID for short and the ID of the SM - DP , and negotiation , key distribution , or the like . 
optionally , may further carry the ICCID and the identity of Step 19 . The SM - DP sends , to the eUICC , a request for 
the terminal or the classification identity of the terminal . downloading and installing the profile . 

Step 8 . The SM - SR verifies whether a new profile is Step 20 . The eUICC verifies whether the SM - DP is 
allowed to be downloaded into the eUICC ( for example , the 20 authorized to download and install the profile in the eUICC , 
SM - SR detects whether a corresponding policy allows anew which is specifically verified by using the PIC . 
profile to be downloaded into the eUICC , and the like ; for S tep 21 . The eUICC returns a verification response to the 
example , it is assumed that the terminal is a mobile carrier - SM - DP . 
branded smartphone , and the profile is a profile for accessing Step 22 . If the verification succeeds , the SM - DP initiates 
a telecommunications network , the profile for accessing a 25 a procedure for downloading and installing the profile , and 
telecommunications network cannot be downloaded into an transmits an encrypted pro file to the eUICC by using the 
QUICC of a mobile terminal , and in this case , a verification SM - SR . 
result of step 8 is that a new profile is not allowed to be Step 23 . The eUICC performs integrity verification and 
downloaded into the eUICC ) , and if a new profile is allowed the like on the received profile , and decrypts and installs the 
to be downloaded into the eUICC , finds a corresponding 30 profile after the verification succeeds . 
SM - DP according to the ID of the SM - DP , and executes step Step 24 . The eUICC sends , to the SM - SR , a confirmation 
10 . message of installation of the profile , where the confirmation 

Step 9 . If verifying that a new profile is not allowed to be message carries an updated EIS . 
downloaded into the eUICC , the SM - SR returns failure Step 25 . The eUICC notifies the user that the profile has 
notification to the eUICC , and the solution ends . 35 been successfully downloaded and installed . 

Step 10 . The SM - SR and the SM - DP perform bidirec - Step 26 . The SM - SR updates the EIS . 
tional authorization . Step 27 . The SM - SR sends , to the SM - DP , a confirmation 

Step 11 . The SM - SR sends , to the SM - DP , the request for message of downloading and installation of the profile . 
downloading the profile , where the request carries the token , Step 28 . The SM - DP notifies the MNO that the profile 
the ID of the eUICC , and optionally , may further carry the 40 identified by the ICCID has been downloaded into the 
ICCID , the identity of the terminal or the classification UICC identified by the eID , so that the MNO associates the 
identity of the terminal , and an EIS . eID with the ICCID . 

( Step 6 to step 11 is a process in which the eUICC sends , In specific implementation , steps 15 to 28 in this embodi 
to the SM - DP , the request for downloading the profile , and ment is the same as those in the prior art , and detailed 
the download request is forwarded by the terminal and the 45 description of specific implementation of the steps is not 
SM - SR in the process , where the terminal provides only a provided herein again . 
transparent transmission function , and therefore , it may be FIG . 14A and FIG . 14B are detailed schematic flowcharts 
considered that the process is direct communication between of a method for downloading and installing a profile of an 
the eUICC and the SM - SR . ) operator according to a twelfth embodiment of the present 

Step 12 . The SM - DP verifies whether the token carried in 50 invention . The procedure includes related procedures in 
the request for downloading the profile is a valid token , and most foregoing embodiments of the present invention . In the 
if the token is valid and the token is obtained by performing following part , a profile is substituted for the subscription 
an encryption operation on the ICCID , the SM - DP performs agreement of the operator in each of the foregoing embodi 
a corresponding inverse operation to obtain the ICCID , so as ments , and a token is substituted for the download certificate 
to acquire the profile that needs to be downloaded ; or if the 55 in each of the foregoing embodiments . This embodiment and 
request message in step 7 carries the ICCID , the SM - DP may the embodiment shown in FIG . 13A and FIG . 13B differ in 
acquire , according to the ICCID carried in the request that a request for downloading a profile is initiated by a 
message , the profile that needs to be downloaded ; or the terminal instead of initiating by an eUICC . As shown in FIG . 
SM - DP may acquire , according to the ICCID locally stored 14 , the procedure includes : 
in the SM - DP , the profile that needs to be downloaded . 60 Step 1 . According to information provided by an MNO , 

Step 13 . The SM - DP verifies , according to the EIS and the an SM - DP generates , for the MNO , a profile that can be 
identity of the terminal or the classification identity of the downloaded into an eUICC of a terminal , generates a token 
terminal , whether the profile can be downloaded into the that is used to download the profile , and stores the token in 
EUICC of the terminal ( that the SM - DP verifies , according the SM - DP . Optionally , the MNO may further limit a ter 
to an EIS , whether a profile can be downloaded into the 65 minal or a terminal that is in a list and into which the profile 
eUICC is the same as that in the prior art described in the can be downloaded ( for example , a hatch of profiles gener 
background ) . ated for a batch of smart meters of a meter manufacturer can 
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be downloaded into only this batch of meters of the meter transparent transmission function , and therefore , it may be 
manufacturer ) , or a type of a terminal ( for example , whether considered that the process is direct communication between 
the profile can be downloaded into only a smartphone or a the eUICC and the SM - SR . ) 
terminal of the Internet of Things ) , where a manner of Step 12 . The SM - DP verifies whether the token carried in 
limiting the terminal or the type of the terminal may be 5 the request for downloading the profile is a valid token , and 
embodied by using an identity of the terminal or a classifi if the token is valid and the token is obtained by performing 
cation identity of the terminal . an encryption operation on the ICCID , the SM - DP performs 

Step 2 . An end user selects an operator on line , or selects a corresponding inverse operation to obtain the ICCID , so as 
an operator in a retail store / business hall , or purchases a card to acquire the profile that needs to be downloaded ; or if the 
( similar to a recharge card ) specially used to download the the 10 request message in step 7 carries the ICCID , the SM - DP may 

acquire , according to the ICCID carried in the request profile , so as to acquire information necessary for down message , the profile that needs to be downloaded ; or the loading the profile , such as the token , or an ID of the SM - DP SM - DP may acquire , according to the ICCID locally stored that stores the profile , optionally , the information may in the SM - DP , the profile that needs to be downloaded . further include an ICCID of the profile . 15 Step 13 . The SM - DP verifies , according to the EIS and the 
Step 3 . The user stores the token , the ID of the SM - DP , the identity of the terminal or the classification identity of the 

ICCID , and the like to the terminal or the eUICC by using terminal , whether the profile can be downloaded into the 
a related application on the terminal , or an application that UICC of the terminal ( that the SM - DP verifies , according 
is in the eUICC and is specially used to download the profile , to an EIS , whether a profile can be downloaded into the 
or by scanning a two - dimensional code ( if the information is 20 EUICC is the same as that in the prior art described in the 
in a form of a two - dimensional code ) . background ) . 

Step 4 . The related application of the terminal reads an Step 14 . If the verification fails , return failure notification 
identity ( such as an IMEI ) or a classification identity ( for to the eUICC . 
example , whether the terminal is an M2M device , a smart - ( Step 12 to step 14 is a process in which the SM - DP 
phone , or the like ) of the terminal , where this step is optional 25 verifies the token and the identity of the terminal or the 
and is unnecessarily executed . classification identity of the terminal to determine whether a 

Step 5a . The terminal reads , from the eUICC , information particular profile can be downloaded into the eUICC . ) 
such as an ID of the eUICC and an ID or address of an Step 15 - 17 . The SM - DP requests the SM - SR to create 
SM - SR . new storage space ( which is subsequently marked as a 

Step 6a . The terminal sends , to the SM - SR , a request for e terminal sends , to the SM - SR a request for 30 container ) in the eUICC . 
Step 18 . The SM - DP establishes a profile installer cre downloading the profile , where the request message carries dential ( profile installer credentials , PIC ) by using the SM the token , addressing information of the SM - DP , and the ID SR and the eUICC , where the PIC is used to decrypt and of the eUICC ; optionally , the download request may further install a downloaded profile , and establishing of the PIC may carry the identity of the terminal or the classification identity 35 on identily 35 use an existing shared key generation method , such as key 

of the terminal . negotiation , key distribution , or the like . Step 7a . The eUICC and the SM - SR perform bidirectional Step 19 . The SM - DP sends , to the eUICC , a request for 
authorization . In this solution , the bidirectional authoriza - downloading and installing the profile . 
tion is initiated by the SM - SR . Step 20 . The eUICC verifies whether the SM - DP is 

Step 8 . The SM - SR verifies whether a new profile is 40 authorized to download and install the profile in the eUICC , 
allowed to be downloaded into the eUICC ( for example , the which is specifically verified by using the PIC . 
SM - SR detects whether a corresponding policy allows anew Step 21 . The eUICC returns a verification response to the 
profile to be downloaded into the eUICC , and the like ; for SM - DP . 
example , it is assumed that the terminal is a mobile carrier - Step 22 . If the verification succeeds , the SM - DP initiates 
branded smartphone , and the profile is a profile far accessing 45 a procedure for downloading and installing the profile , and 
a telecommunications network , the profile for accessing a transmits an encrypted profile to the eUICC by using the 
telecommunications network cannot be downloaded into an SM - SR . 
eUICC , of a mobile terminal , and in this case , a verification Step 23 . The eUICC performs integrity verification and 
result of step 8 is that a new profile is not allowed to be the like on the received profile , and decrypts and installs the 
downloaded into the eUICC ) , and if a new profile is allowed 50 profile after the verification succeeds . 
to be downloaded into the eUICC , finds a corresponding Step 24 . The eUICC sends , to the SM - SR , a confirmation 
SM - DP according to the ID of the SM - DP , and executes step message of installation of the profile , where the confirmation 

message carries an updated EIS . 
Step 9 . If verifying that a new profile is not allowed to be Step 25 . The eUICC notifies the user that the profile has 

downloaded into the eUICC , the SM - SR returns failure 55 been successfully downloaded and installed . 
notification to the eUICC , and the solution ends . Step 26 . The SM - SR updates the EIS . 

Step 10 . The SM - SR and the SM - DP perform bidirec - Step 27 . The SM - SR sends , to the SM - DP , a confirmation 
tional authorization . message of downloading and installation of the profile . 

Step 11 . The SM - SR sends , to the SM - DP , the request for Step 28 . The SM - DP notifies the MNO that the profile 
downloading the profile , where the request carries the token , 60 identified by the ICCID has been downloaded into the 
the ID of the eUICC , and optionally , may further carry the UICC identified by the eID , so that the MNO associates the 
ICCID , the identity of the terminal or the classification eID with the ICCID . 
identity of the terminal , and an EIS . The invention claimed is : 

( Step 6 to step 11 is a process in which the eUICC sends , 1 . A method for downloading a profile of an operator , 
to the SM - DP , the request for downloading the profile , and 65 comprising : 
the download request is forwarded by the terminal and the acquiring , by a terminal , a download certificate used to 
SM - SR in the process , where the terminal provides only a download a profile of the operator , wherein the down 

10 . 
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load certificate is generated by the operator or a sub - 8 . The method for downloading a profile of an operator 
scription manager - data preparing ( SM - DP ) ; according to claim 1 , wherein the acquiring , by a terminal , 

sending , by the terminal to the SM - DP , a download a download certificate comprises : 
request for downloading the profile of the operator , acquiring , by the terminal by scanning a two - dimensional 
wherein the download request carries the download 5 code , the download certificate . 
certificate and an ID of an embedded universal inte 9 . A method for downloading a profile of an operator , 
grated circuit card ( eUICC ) of the terminal ; comprising : 

receiving , by the terminal , the profile of the operator that receiving , by a subscription manager - data preparing ( SM 
is sent by the SM - DP and is associated to the download DP ) from a terminal , a download request for down 
request , and loading a profile of the operator , wherein the download 

transmitting , by the terminal , the profile of the operator to request carries an ID of an embedded universal inte 
the eUICC . grated circuit card ( UICC ) of the terminal and a 

2 . The method for downloading a profile of an operator download certificate for downloading the profile of the 
according to claim 1 , the sending , by the terminal to the 15 operator , wherein the download certificate is generated 
SM - DP , a download request for downloading the profile of by the operator or the SM - DP ; 
the operator comprises : verifying , by the SM - DP , that the download certificate for 

sending , by the terminal to an SM - SR with which the downloading the profile of the operator is valid ; 
UICC registers , the download request for download acquiring , by the SM - DP , the profile of the operator that 
ing the profile of the operator , wherein the download 20 is stored in the SM - DP and is associated to the down 
request further comprises addressing information of the load request ; and 
SM - DP , so that after finding the SM - DP according to sending , by the SM - DP , the profile of the operator to the 
the addressing information of the SM - DP , the SM - SR UICC . 
forwards , to the SM - DP , the download request that 10 . The method for downloading a profile of an operator 
comprises the certificate for downloading the profile of 25 according to claim 9 , wherein the download certificate is a 
the operator and the ID of the eUICC . randomly generated sequence code ; and 

3 . The method for downloading a profile of an operator when verifying that a sequence code that is carried in the 
according to claim 2 , wherein the download certificate is a download request and is used as the download certifi randomly generated sequence code ; or cate is the same as a sequence code stored in the 

the download certificate is a string of encoded data 30 SM - DP , the SM - DP determines that the download generated by encrypting metadata of the profile of the certificate carried in the download request is valid . operator , wherein the metadata is extracted from the 11 . The method for downloading a profile of an operator profile of the operator ; according to claim 9 , wherein : wherein the addressing information of the SM - DP is 
carried in the randomly generated sequence code or the 35 is the download certificate is a string of encoded data 1 
string of encoded data . generated by encrypting metadata of the operator ; and 

4 . The method for downloading a profile of an operator when metadata obtained after the SM - DP decodes , 
according to claim 1 , before the sending , by the terminal to according to a locally stored decryption key , encoded 
the SM - DP , a download request for downloading the profile data carried in the download request is the same as 
of the operator , the method further comprises : 40 metadata that is of the profile of the operator and is 

reading , by the terminal from the eUICC , the ID of the stored in the SM - DP , the SM - DP determines that the 
eUICC and addressing information of an SM - SR with download certificate carried in the download request is 
which the eUICC registers , and finding the SM - SR valid . 
according to the addressing information of the SM - SR ; 12 . The method for downloading a profile of an operator 
and 45 according to claim 9 , wherein : 

generating , by the terminal , the download request for the download request further carries an identity of the 
downloading the profile of the operator . profile of the operator , and the identity of the profile of 

5 . The method for downloading a profile of an operator the operator is a part of the download certificate or is 
according to claim 1 , wherein the download certificate is a independent of the download certificate ; and the SM 
randomly generated sequence code ; or DP obtains the profile of the operator according to the 

the download certificate is a string of encoded data identity that is of the profile of the operator and is 
generated by encrypting metadata of the profile of the carried in the download request . 
operator , wherein the metadata is extracted from the 13 . A terminal , comprising an embedded universal inte 
profile of the operator . grated circuit card ( eUICC ) , and further comprising : 

6 . The method for downloading a profile of an operator 55 an input apparatus , configured to : acquire a download 
according to claim 1 , wherein the acquiring , by a terminal , certificate used to download a profile of an operator , 
a download certificate comprises : wherein the download certificate is generated by the 

logging in , by the terminal by using built - in application operator or a subscription manager - data preparing 
software of the terminal , to a network platform of the ( SM - DP ) ; 
operator , and 60 an output apparatus , configured to send , to the SM - DP , a 

acquiring , by the terminal from the network platform , the download request for downloading the profile of the 
download certificate . operator , wherein the download request carries the 

7 . The method for downloading a profile of an operator download certificate and an ID of the eUICC ; and 
according to claim 1 , wherein the acquiring , by a terminal , the input apparatus is further configured to : receive the 
a download certificate comprises : profile of the operator that is sent by the SM - DP and is 

acquiring , by the terminal , the download certificate manu associated to the download request , and transmit the 
ally entered by a user . profile of the operator to the eUICC . 
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14 . The terminal according to claim 13 , an output appa the download certificate is a string of encoded data 
ratus , configured to send , to the SM - DP , a download request generated by encrypting metadata of the operator , 
for downloading the profile of the operator , comprising : wherein the metadata is extracted from the profile of the output apparatus , configured to send , to the SM - SR the operator . 

with which the eUICC registers , the download request 5 18 . The terminal according to claim 13 . wherein the 
for downloading the profile of the operator , wherein the 
download request further comprises addressing infor terminal further comprises a processor , configured to log in 
mation of the SM - DP , so that after finding the SM - DP to a network platform of the operator by using built - in 
according to the addressing information of the SM - DP , application software of the terminal , and acquire the down 
the SM - SR forwards , to the SM - DP , the download load certificate from the network platform . 
request that comprises the certificate for downloading 19 . The terminal according to claim 13 , wherein the input 
the profile of the operator and the ID of the eUICC . apparatus is further configured to acquire the download 

15 . The terminal according to claim 14 , wherein the certificate manually entered by a user . 
download certificate is a randomly generated sequence code ; 20 . The terminal according to claim 13 , wherein the input 
or 15 apparatus is further configured to acquire the download 

the download certificate is a string of encoded data 15 certificate by scanning a two - dimensional code . generated by encrypting metadata of the operator , 21 . A method for downloading a profile of an operator , 
wherein the metadata is extracted from the profile of comprising : the operator ; acquiring , by the terminal by scanning a two - dimensional wherein the addressing information of the SM - DP is code , a download certificate used to download a profile carried in the randomly generated sequence code or the 20 
string of encoded data . of the operator ; 

16 . The terminal according to claim 13 , wherein the sending , by the terminal to an subscription manager - data 
terminal further comprises a processor , configured to : preparing ( SM - DP ) , a download request for download 

read , from the eUICC , the ID of the eUICC and address ing the profile of the operator , wherein the download 
ing information of an SM - SR with which the eUICC 25 request carries the download certificate ; 

receiving , by the terminal , the profile of the operator that registers , and find the SM - SR according to the address is sent by the SM - DP and is associated to the download ing information ; and 
generate the download request for downloading the pro request , and 

file of the operator . transmitting , by the terminal , the profile of the operator to 
17 . The terminal according to claim 13 , wherein the 30 an embedded universal integrated circuit card ( eUICC ) 

download certificate is a randomly generated sequence code ; of the terminal . 
or 


