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NETWORK ACCESS IDENTIFIER INCLUDING AN IDENTIFIER FOR A CELLULAR
ACCESS NETWORK NODE

Background
[0001] Devices such as computers, handheld devices, or other types of devices

can communicate over wired or wireless networks. Wireless networks can include
cellular networks that include cells and associated cellular access network nodes. A
wireless device within a cell can connect to a corresponding cellular access network

node to allow the device to communicate with other devices.

[0002] Another type of wireless network is a wireless local area network (WLAN),
which includes wireless access points to which devices are able to wirelessly

connect.

Brief Description Of The Drawings
[0003] Some implementations are described with respect to the following figures.

[0004] Figs. 1A and 1B are schematic diagrams of example network
arrangements in which techniques or mechanisms according to some

Implementations can be incorporated.

[00095] Fig. 2 is a message flow diagram of an example authentication process

according to some implementations.

[0000] Fig. 3 is a message flow diagram of another example process according

to further implementations.

10007] Fig. 4A and 4B are block diagrams of example arrangements for routing
authentication messages between a user equipment (UE) and a home subscriber

server (HSS), according to further implementations.

[0008] Fig. 5 is a message flow diagram of an example process between a
cellular access network node and a control node, according to some

iImplementations.
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[0009] Fig. 6 Is a block diagram of a key derivation function, according to some

iImplementations.

[0010] Figs. 7A-7B are a message flow diagram of an example cellular attach

and security establishment procedure, according to some implementations.

[0011] Fig. 8 Is a block diagram of a sequence of key derivation functions,

according to some implementations.

[0012] Figs. 9 and 10 are block diagrams of example protocol layers in a cellular
access network node In a wireless local area network, according to some

Implementations.

[0013] Fig. 11 Is a block diagram of an example system according to some

Implementations.

Detailed Description
[0014] Fig. 1A lllustrates an example network arrangement that includes a

cellular network 102 and a wireless local area network (WLAN) 104. Fig. 1A also
shows a user equipment (UE) 106 that Is at a location within the coverage area of
both the cellular network 102 and the WLAN 104. The UE 106 can be a dual mode
UE (or more generally, a multi-mode UE) that is capable of communicating with
different types of wireless access networks, which in the example of Fig. 1A include
the cellular network 102 and the WLAN 104.

[0015] A UE can refer to any of the following: a computer (e.g. desktop
computer, notebook computer, tablet computer, server computer, etc.), a handheld
device (e.g. a personal digital assistant, smartphone, etc.), a wearable device that
can be worn on a person, a computer embedded In a vehicle or appliance, a storage

device, a communication node, and so forth.

[0016] The cellular network 102 can operate according to the Long-Time
Evolution (LTE) standards (or other standards) as provided by the Third Generation
Partnership Project (3GPP). The LTE standards are also referred to as the Evolved

Universal Terrestrial Radio Access (E-UTRA) standards. Although reference is
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made to LTE or E-UTRA in the ensuing discussion, it is noted that techniques or
mechanisms according to some implementations can be applied to other wireless

access technologies, such as 5G (fifth generation) technologies.

[0017] The cellular network 102 includes a cellular access network node 108,
which Is able to communicate wirelessly with the mobile device 106 over a cellular
radio link 109. Although just one cellular access network node Is depicted in Fig. 1A,
it Is noted that the cellular network 102 can include multiple cellular access network
nodes that correspond to respective cells of the cellular network 102. A cell can
refer to the coverage area provided by a corresponding cellular access network
node. UEs can move between cells and connect to respective cellular access

network nodes.

[0018] In an E-UTRA network, the cellular access network node 108 can be
implemented as an E-UTRAN Node B (eNB), which includes the functionalities of a
base station and base station controller. In the ensuing discussion, the cellular
access network node 108 is also interchangeably referred to as an eNB 108.
Although reference is made to eNBs In the ensuing discussion, it iIs noted that
techniques or mechanisms according to the present disclosure can be applied with
other types of cellular access network nodes that operate according to other

protocols.

[0019] The cellular network 102 also includes a core network, which includes
various core network nodes. As examples, in an Evolved Packet System (EPS)
cellular network, the core network nodes can include a serving gateway (SGW) 110
and a packet data network gateway (PDN-GW) 112. The PDN-GW 112 is the entry
and egress point for data communicated between a UE in the E-UTRA network and
the packet data network (PDN) 114, e.g. the Internet or another network. The SGW
110 routes and forwards traffic data packets of a UE between the MeNB 108 and
PDN-GW 112. The SGW 110 can also act as a mobility anchor for the user plane

during handover procedures.

[0020] In an Evolved Packet System, the core network nodes can also include a

control node referred to as a mobility management entity (MME) 116. The MME 116



CA 02995311 2018-02-095

WO 2017/025629 PCT/EP2016/069243

4

IS a control node for performing various control tasks associated with an E-UTRA
network. For example, the MME 116 can perform idle mode mobile device tracking
and paging, bearer activation and deactivation, selection of a serving gateway when
a mobile device Initially attaches to the E-UTRA network, handover of the UE
between eNBs, authentication of a user, generation and allocation of a temporary
identity to a mobile device, and so forth. In other examples, the MME 116 can

perform other or alternative tasks.

[0021] The core network nodes can further include a home subscriber server
(HSS) 118, which Is a master user database that contains subscription-related

iInformation (subscriber profiles), and is used when performing authentication and
authorization of a user, and can provide information about the user’s location and

core network entities that are currently handling the user.

[0022] When connected to the cellular access network node 108, the UE 100 is
able to communicate with other devices, which can be connected to the cellular
network 102 or can be connected to other networks, including wired and/or wireless

networks.

[0023] The WLAN 104 includes a wireless access point (AP) 110. The UE 106
can communicate with the wireless AP 110 over a WLAN radio link 111. Although
just one wireless AP is depicted in Fig. 1A, it is noted that the WLAN 104 can include
multiple wireless APs that provide respective coverage areas. In some
implementations, the WLAN 104 can operate according to the Institute of Electrical
and Electronics Engineers (IEEE) 802.11 standards. Note that the WLAN 104 that
operates according to the 802.11 standards can also be referred to as a Wi-F1
network. In other examples, the WLAN 104 can operate to different standards. Itis
noted that IEEE 802.11 also supports direct communications between terminal
devices, such as between mobile devices. Such direct communications (which do
not pass through any APs) can be referred to as WLAN direct communications or

Wi-FI direct communications.

[0024] The WLAN 104 can optionally be connected to an Authentication,

Authorization, and Accounting (AAA) server 120. An AAA server is used to perform
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access control, where authentication is used to identify a user, authorization is used
to iImplement policies that determine which network resources and services a user
can access, and accounting Is used to track resources used for billing and analysis
purposes. An AAA server can refer to a node or a collection of nodes that provide
services of the AAA server, or alternatively, an AAA server can refer to machine-

readable instructions that provide services of the AAA server.

[0025] Cellular network operators that provide cellular networks in a licensed
spectrum are running out of new spectrum to purchase, and the spectrum that is
available can be costly to license. Thus cellular network operators are looking for
ways to expand capacity of cellular networks by offloading a portion of user plane
traffic to a WLAN. In this way, UEs can be simultaneously connected to both a
cellular network and a WLAN. Integrating a WLAN into an LTE cellular network is
referred to as LTE-WLAN aggregation. With LTE-WLAN aggregation, user plane
traffic can be transmitted by a UE to an eNB via a WLAN, and user plane traffic can

be received by a UE from an eNB via a WLAN.

[0020] In the LTE-WLAN aggregation architecture, such as that depicted in Fig.
1A, the eNB 108 can be referred to as a Master eNB (MeNB), while the AP 110 In
the WLAN 104 can be considered to provide a small cell to which the MeNB 108 can

offload a portion of user plane traffic.

[0027] Fig. 1A shows an architecture where the AP 110 is connected over a link
122 to the MeNB 108. Fig. 1B shows an alternative example arrangement of an

L TE-WLAN aggregation architecture, in which multiple WLAN APs 110 (which are
part of a WLAN 128) are connected over respective links 130 to a WLAN gateway
132, which In turn is connected over a link 134 to the MeNB 108.

[0028] Traditionally, a WLAN and a cellular network can each perform their
respective authentication procedures for authenticating a user of a UE that is
attempting to access the WLAN or cellular network, respectively. Authentication
procedures used by the WLAN are typically different from authentication procedures
used by a cellular network. If LTE-WLAN aggregation is employed, various issues

may arise relating to performing authentication procedures.
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[0029] In the ensuing discussion, it iIs noted that an "authentication procedure”
can include just authentication tasks, or both authentication and authorization tasks.
Authentication generally refers to authenticating a UE or a user of a UE that is
attempting to access a network. In the ensuing discussion, reference is made to
“authenticating a UE.” It is noted that authenticating a UE can refer to either
authenticating an identity of the UE, or authenticating an identity of a user of the UE.
Authorization can refer to implementing policies that determine which network

resources and services a UE or a user of a UE may access.

[0030] In some cases, it may be desirable to use WLAN authentication
procedures Iin the context of LTE-WLAN aggregation. A first issue (referred to as
“Issue 17) associated with using WLAN authentication procedures in the context of

L TE-WLAN aggregation is that core network signaling for performing authentication
procedures may have to be routed from a WLAN through an eNB to the core network
of the cellular network. In some cases, such as shown in Figs. 1A and 1B, the only
interface from the WLAN into the core network is through an eNB (such as MeNB
108). Specifying that the only interface into the core network is via the MeNB allows
for the so called “one network™ operation where a single core network is used to
support and transport traffic over both the licensed spectrum (of the LTE cellular

network) and the unlicensed spectrum (of the WLAN).

[0031] A second issue (referred to as “Issue 2") Is that iIn some cases, a WLAN
may be connected to an AAA server (e.g. AAA server 120 in Fig. 1A), while in other
cases, a WLAN may not be connected to an AAA server. In cases where a WLAN is
connected to an AAA server, regular WLAN authentication procedures using the
AAA server may be employed. However, in cases where a WLAN is not connected
to an AAA server, then authentication procedures can be performed through the
MeNB. Thus, depending on the specific arrangement of a communications network,
different operators may specify different authentication procedures. Thus, Issue 2 Is

related to how a UE is informed of which authentication procedure to employ.

[0032] A third issue (referred to as “Issue 37) is that it is desired that excessive

signaling overhead be reduced by avoiding additional interactions with the core
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network for an authentication procedure at the time of adding connectivity between
the UE and the WLAN, In cases where authentication procedure signaling Is routed
through the MeNB. With Issue 3, it is desired that the interaction with the LTE core
network for authentication procedures occurs only at the time of UE attachment to

the cellular network, and not at the time of UE attachment to the WLAN.

[0033] In accordance with some implementations of the present disclosure,

various solutions are provided to address one or more of the foregoing issues.

[0034] Routing An Authentication Message from a WLAN to an MeNB

[0039] In accordance with some implementations, a network access identifier
(NAI) Is modified to include an identifier of a cellular access network node (e.g. an
eNB) that enables a WLAN node (such as a WLAN AP or WLAN gateway) to send
an authentication message to a specific eNB, as opposed to an AAA server. An NAI
refers to an identifier that is used for identifying a user who Is requesting access to a
network. NAls are described in Request For Comments (RFC) 7542, entitled "The
Network Access Identifier,” dated May 2015.

[0030] Traditionally, a purpose of an NAl is to allow a WLAN to determine to
which AAA server authentication messaging is to be sent. Another purpose of an
NAI is to identify a user (subscriber) who is requesting authentication and

authorization.

[0037] In accordance with some implementations of the present disclosure, a
WLAN node can use a modified NAI (that includes an identifier for an eNB) to select
an eNB (from among multiple eNBs) to send an authentication message. As
explained above, the identifier for the eNB can be a cell identifier for identifying a
cell, or an eNB identifier for identifying the eNB (or more generally, an identifier of a
cellular access network node). An “identifier” can refer to any alphanumeric string,
code, or any other information that can be used to identify an entity, such as a cell or

cellular access network node noted above.
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[0038] Fig. 2 iIs a message flow diagram illustrating messages and tasks
performed by various nodes, including the UE 106, a WLAN node 202 (e.g. an AP
110 or WLAN gateway 132), and the MeNB 108. According to Fig. 2, to perform
authentication, the UE 106 can exchange messaging with the WLAN node 202
according to the Extensible Authentication Protocol (EAP), which is an authentication
framework that supports multiple authentication techniques referred to as EAP
techniques. EAP is described in RFC 3748, entitled "Extensible Authentication
Protocol (EAP),” dated June 2004. Although reference is made to EAP in some
examples, it is noted that in other examples, authentication messaging between the

UE 106 and the WLAN node 202 can be according to other authentication protocols.

[0039] The UE 100 sends (at 204) an EAP over local area network (EAPOL)-
Start message to the WLAN node 202. The EAPOL-Start message is a multicast
message that is sent to a multicast group, which is used by the UE 106 to determine
If an authenticator (and more specifically a WLAN node 202 that can operate as an
authenticator) is present. In response to the EAPOL-Start message, the WLAN node
202 sends (at 200) an EAP-Request/Identity message to the UE 106. The Identity
string of the EAP-Request message contains an identity of the WLAN node 202.

[0040] In response to the EAP-Request/Identity message, the UE 106 sends (at
208) an EAP-Response/ldentity message, where the Identity string in the EAP-
Response/ldentity message can include the modified NAIl according to some
Implementations as discussed above. An example of an NAI that can be included In

the ldentity string of the EAP-Response message is as follows:
user@MeNB1.02.co.uk.

[0041] In the example NAI above, “user” can be an International Mobile
Subscriber ldentity (IMSI) to identify a user (subscriber) of the UE 106. In other
examples, other user identifiers can be employed. The string "O2.co.uk” identifies
the domain of the cellular operator (e.g. O2) that operates the cellular network, while
the string "MeNB1" in the NAI identifies a particular eNB or a cell of a particular eNB,
In this case MeNB 108. In another example, the string that identifies the domain of

the cellular network operator can be as described in 3GPP TS 23.003 and can take
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the form of, for example, wlan.mnc015.mcc234.3gppnetwork.org, where the
mnc015.mcc234 portion of this string provides a reference to a cellular operator

subscription provider whose mobile network code is 015 and whose mobile country
code is 234.

004 2] As described in 3GPP TS 23.003, the NAI may also include an additional
string, herein called Auth_type, to indicate to the WLAN the type of authentication
that is to be performed. For example, if a "0” is placed at the beginning of the NAI
then this indicates that EAP-AKA authentication is to be used while a “1” indicates
that EAP-SIM authentication is to be used. An additional string can be added to the
NAI to indicate the method by which the WLAN Is expected to interact with other
network elements in order to complete the authentication process, and specifically
whether authentication messaging is to be conveyed between the WLAN and a
cellular access node or between WLAN and an AAA server. Alternatively new
values of the existing authentication type identifying string described in 3GPP TS
23.003 can be defined to indicate both the type of EAP method and the method for
conveying authentication messaging between the WLAN and other network nodes.
Although specific example NAls are provided, it iIs noted that in other examples, NAls
according to other formats can be employed, where such NAls according to such

other formats can also include identifiers for cellular access network nodes, such as
the MeNB 108.

[004 3] Upon receipt of the Identity string in the EAP-Response message, the
WLAN node 202 parses (at 210) the Identity string to identify an eNB that is to be
used to perform an authentication procedure. In the example according to Fig. 2, the
identified eNB is the MeNB 108.

[0044] The WLAN node 202 then sends (at 212) an authentication message to
the identified MeNB 108. The authentication message sent by the WLAN node 202
to the MeNB 108 can include an ldentity string, which can be the NAIl received by the
WLAN node 202, or alternatively, can be a modified version of the NAI (such as with
the substring MeNB1 removed). In some implementations, the authentication

message sent (at 212) can be according to a protocol to perform authentication and
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authorization. In some examples, such a protocol can be a Remote Authentication
Dial-In User Service (RADIUS) protocol, which is a networking protocol to provide
AAA management for users who connect and use a network service. RADIUS Is
described in RFC 2865, entitled "Remote Authentication Dial In User Service
(RADIUS),” dated June 2000. In other examples, the authentication message (sent
at 212) can be according to a Diameter Base Protocol, as described in RFC 6733,
entitled "Diameter Base Protocol,” dated October 2012. In further examples, other

authentication protocols can be employed.

[0045] In response to receipt of the authentication message sent at 212, the
MeNB 108 can perform authentication autonomously in response to the
authentication message, or alternatively, the MeNB 108 can act as an authentication
proxy and involve an authentication server (such as the HSS 118 shown in Fig. 1A)
for performing an authentication procedure. An authentication challenge can be

iIssued based on the NAI in the authentication message.

[0040] In response to the authentication message sent at 212, the MeNB 108
sends (at 214) the authentication challenge to the WLAN node 202. In some
examples, the authentication challenge is a RADIUS Access-Challenge message
according to the RADIUS protocol. In other examples, the authentication challenge
can be according to a different protocol, such as the Diameter Base Protocol or other
protocol. More generally, an authentication challenge can refer to any message that
IS sent for the purpose of evoking a response from a target node, where the

response Is used for authenticating the target node.

[0047] In response to the authentication challenge (sent at 214), the WLAN node
202 sends (at 216) an authentication challenge to the UE 106, where this

authentication challenge can be an EAP-Request/Challenge message.

[0048] The UE 1006 responds to the authentication challenge by sending (at 218)
an authentication challenge response, which can be an EAP-Response/Challenge
message In some examples. In response to the authentication challenge response,
the WLAN node 202 sends (at 220) an authentication challenge response to the

MeNB 108. In some examples, the authentication challenge response sent by the
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WLAN node 202 to the MeNB 108 can be a RADIUS Access-Request (challenge

response) message, or can be a message according to a different protocol.

[0049] In response to the authentication challenge response from the WLAN
node 202, the MeNB 108 sends (at 222) an access accept to the WLAN node 202.

In some examples, this access accept can be a RADIUS Access-Accept message,

or an access accept according to a different protocol.

[0050] In response to receiving the access accept message from the MeNB 108,
the WLAN node 202 indicates (at 224) that the UE 100 Is authenticated and access
of the WLAN Is granted to the UE 106. The WLAN at this point opens the 802.1X
controlled port of the WLAN, the effect of which is to enable traffic other than just
EAP messages, and including for example IP traffic, to be conveyed between the UE
and the cellular network. In response, the WLAN node 202 sends a success
Indication (at 2206), such as an EAP-Success message or some other message. A
further exchange (at 228) of messaging can be performed for generation of an
encryption key between the UE 106 and the WLAN node 202.

[0051] There are a number of ways that an identifier for the eNB can be obtained

at the UE 1006. As examples, any or some combination of the following can be
performed:

e The UE derives an eNB identifier (ID) based on other network identifiers such
as a cell ID, a Public Land Mobile Network (PLMN) ID, and so forth.

e [he eNB derives an ID that would identify a routable path between the WLAN

node and the eNB, and passes the derived ID to the UE, such as by using

dedicated Radio Resource Control (RRC) messaging.

e [he eNB signals a routable eNB ID for the purposes of WLAN aggregation in

a system information broadcast message.

[0052] In other examples, other techniques of deriving an identifier for the eNB
can be used.
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[0053] The following provides examples of modified NAls according to the
present disclosure, where an identifier for an eNB Is underlined in each example
NAL.

[0054] Two types of NAls can be specified, as described in 3GPP TS 23.003, for
example. A first type of NAl is a root NAI, while a second type of NAl is a decorated
NAI.

[00593] A root NAIl is the type of NAI that is used when the UE is attempting to
authenticate on a network where the AAA server of the user's home subscription
provider is directly accessible. The root NAI can have the form: username@realm,
where username can be derived from an IMSI, and realm can be derived from the
subscription provider's mobile network code (MNC) and mobile country code (MCC)

(which collectively provides a PLMN code).

[00506] A decorated NAI is used if an authentication message (e.g. an EAP
message) has to be routed via another AAA server (in “otherrealm”) that is other
than the AAA server of the user's home subscription provider. As an example, the
UE may be roaming in a visited PLMN (VPLMN) and wants to use the WLAN service

provided by the VPLMN; as a result, the authentication message to the AAA server
has to be routed first to the VPLMN and then to the home PLMN (HPLMN). A

decorated NAIl can have the form: homerealm!username@otherrealm.

[0057] Various options of modified NAls are listed below.

[0058] Option 1 (Root NAI realm includes cell 1D)

[0059] According to Option 1, an identifier for an eNB (underlined text) included

In a root NAl is a cell ID. An example of such a root NAI is set forth below:

Auth_type<ldentity desc>@wlan.cellid523768193.mnc015.mcc234.3gppnetw

ork.org

[0000] In this root NAI, the underlined text is a cell ID of a cell of the MeNB to
which the UE is connected. The cell ID (cellid523768193 In the example) is added to
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the NAI realm of the root NAI, where the NAI realm in this example is the part of the
string following the @ symbol. The cell ID is globally unique when referenced
relative to a particular PLMN code. The WLAN node can, for example, perform a
lookup on the realm to acquire the |IP address of the MeNB. For example, the lookup
can be a Domain Name System (DNS) lookup at a DNS server. Alternatively, the
lookup can be of a table statically configured at the WLAN node. If an eNB provides
multiple cells, note that all cell IDs of these multiple cells can be expected to result in

realms that resolve to the same (eNB) IP address.

[0001] In cases where just eNBs associated with only one PLMN are attached to
the WLAN, it is possible that the MNC/MCC does not have to be included in the NAI.
However, to cover the possibility of WLAN network sharing scenarios, it is proposed

to keep the MNC/MCC In the NAI in some implementations.

[0002] Option 2 (Root NAl realm includes eNB identifier)

[0063] According to Option 2, an identifier for an eNB (underlined text) included

In a root NAl Is an eNB ID. An example of such a root NAl is set forth below:

Auth_type<ldentity desc>@wlan.enbid83456789.mnc015.mcc234.3gppnetwo
rk.org

[00064] In this root NAI, the underlined text is an eNB ID (enbid83456789 in the
example) that uniquely identifies an eNB, and is included in the realm of the root
NAI. In some examples, the eNB ID can be provided by the eNB to the UE using
RRC messaging (or other messaging). The eNB ID may be derived by the eNB; for
example the eNB identifier can be set as the cell ID of an arbitrarily selected sector
In the eNB. The eNB ID can include any ID that can uniquely identify the eNB for
the purposes of IP routing of AAA messages from the WLAN node towards the eNB.
Potentially, the eNB ID can be derived from the |IP address of the eNB on the IP
network that connects the eNB to the WLAN. Note that such an eNB ID is not
currently used in regular E-UTRAN communications and hence can be specified as

an additional information element (IE) in an RRC message or other message.
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[0009] Option 3 (Decorated NAI realm includes cell ID)

[0066] If the UE is cellular roaming on a VPLMN, then a decorated NAIl may be
used (e.g. for the case where the MeNB in the VPLMN has to forward the EAP
message to an AAA server on the HPLMN, such as In the solution where the MeNB
acts as an authentication proxy, discussed further below in the "MeNB Behaving as
an Authentication Proxy” section). A decorated NAIl includes 2 realms, the first realm
to appear in the string is the realm of the home network subscription provider and the
second realm to appear in the string is that of the operator through which the AAA

messaging will be routed.

[00067] An example decorated NAI according to Option 3 that includes a cell ID

(underlined text) is provided below.

wlan.mnc015.mcc234.3gppnetwork.org!Auth_type<Iidentity desc>@wlan.
cellid523768193.mnc071.mcc610.3gppnetwork.org.

[0068] Option 4 (Decorated NAI realm includes eNB ID)

[0069] An example decorated NAI according to Option 4 that includes an eNB |ID

(underlined text) is provided below:

wlan.mnc015.mcc234.3gppnetwork.org!Auth _type<
ldentity _desc>@wlan.enbid83456789.mnc071.mcc610.3gppnetwork.org

[0070] Options for signaling UE identity
[0071] In each of the example NAIls depicted above according to Options 1-4, an

“Identity _desc” string represents an identifier corresponding to a UE. Examples of

identifiers can include the following:

e An identity known to the LTE core network, such as:

o International Mobile Subscriber identity (IMSI), which is an identifier of

a user or subscriber associated with the UE, or
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o Globally Unique Temporary Identifier (GUTI), which is a temporary
identifier generated to identify the UE.

e An identity (referred to as a “radio access network identity”) known to an LTE

eNB, such as:

o Radio Network Temporary ldentity (RNTI), which is a temporary
identifier of the UE that is assigned to the UE by the radio access

network in RRC messaging, or

o A WLAN MAC address, which identifies a WLAN Iinterface of the UE

and can be exchanged between UE and eNB during cellular attach.

[0072] In other examples, other identifiers corresponding to a UE can be

employed.

[0073] Use of a radio access network identity (e.g. RNTI or MAC address) is
possible because in some solutions described herein the eNB is capable of handling
the authentication procedure autonomously (without accessing an HSS/AAA server
or core network). In addition, the eNB may be able to map an RNTI or a MAC
address to a core network identity. Temporary identities may be used for reasons of

privacy.

[0074] The “ldentity _desc” string (representing a identifier corresponding to a
UE) and optionally a new eNB __|dentifier (an identifier of an eNB) may be provided to
the UE by the MeNB using RRC messaging (e.g. RRCConnectionReconfiguration
command) during the process of configuring the UE for LTE-WLAN aggregation, as
depicted in Fig. 3.

[0075] In Fig. 3, the UE 1006 sends (at 302) measurement results including
measurement of signals transmitted by various wireless access nodes, such as the
MeNB 108 and a WLAN AP 110. The measurement results are sent to the MeNB
108 and can indicate that it is possible to perform LTE-WLAN aggregation (e.g.
strength or power of the signals from the WLAN AP 110 measured by the UE is

above a specified threshold).
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[0070] In response to determining that LTE-WLAN aggregation can be
performed, the MeNB 108 sends (at 304) a control message to the UE 100, where
the control message includes an eNB _Identifier that is to be included Iin the Identity
string for EAP authentication as discussed above in connection with Fig. 2. In some
examples, the control message (sent at 304) can include a

RRCConnectionReconfiguration command.

[0077] Further messages 300, 308, and 310 shown In Fig. 3 correspond to
messages 204, 206, and 208, respectively, in Fig. 2. In the EAP-Response/ldentity
message sent at 310, the Identity string includes eNB _Identifier that was sent by the

MeNB 108 in the RRCConnectionReconfiguration command sent at 304.

[0078] In some examples, the following changes can be made to the 3GPP TS
36.331 (changes underlined).

[0079] RRCConnectionReconfiguration

[0080] The RRCConnectionReconfiguration message is a command to modify an
RRC connection. It may convey information for measurement configuration, mobility
control, radio resource configuration (including resource blocks (RBs), MAC main
configuration, and physical channel configuration) and any associated dedicated

non-access stratum (NAS) information and security configuration.

Signalling radio bearer: SRB1
RLC-SAP: AM

Logical channel: DCCH
Direction: E-UTRAN to UE

RRCConnectionReconfiguration message

—— ASNI1START

<unchanged IEs omitted>

SecurlityConfigHO ::= SEQUENCE {
handoverType CHOICE {
1ntralTE SEQUENCE {
securitvAlgorithmConfig SecurltyvAlgorithmContfig OPTIONAL, ——

Cond fullConfig
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keyChangeIndicator BOOLEAN,
nextHopChaliningCount NextHopChaliningCount
b
interRAT SEQUENCE {
securlitvAlgorithmConfig SecuritvAlgorithmConfig,
nas-securityParamToEUTRA OCTET STRING (SIZE (6))
}
b
J
SecurityConfigWlanAggregation: := SEQUENCE  {
nEnbIdType CHOICE {
nebDerived NULL
signalled SEQUENCE {
mEnbId OCTET STRING (SIZE (6))
J
)
)
-— ASNISTOP

RRCConnectionReconfiguration field descriptions

- mEnbldType
- This field is used to indicate whether a UE derived ID (i.e. derived using the cell ID + PLMN ID) is used as NAI in the
| EAP-Response/ldentity message or if an ID signalled by the MeNB Is used instead

- It mEnbldType is set to ueDerived then cell ID + PLMN ID is used as the NAI
- It mEnbldType is set to signalled then the signalled mEnbld is used in the construction of the NAI.

[0081] Network Provided Indication to Use WLAN-LTE Aggregation Type
Authentication

[0082] In some implementations, to address Issue 2 discussed further above, a
network (such as the MeNB 108) can provide an indication to the UE regarding
which of multiple authentication procedures that the UE should use to gain access to

WLAN resources when operating in LTE-WLAN aggregation mode.

[0083] The UE can choose between use of a first type of authentication

procedure in which authentication messages are routed between a WLAN node and
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a cellular access network node (e.g. MeNB 108), and a second type of
authentication procedure in which authentication messages are routed between the
WLAN node and an AAA server (e.g. 120 in Fig. 1A).

[0084] The first type of authentication procedure can include any of various
techniques discussed herein, including using a modified NAI (that includes an
identifier for an eNB) as discussed above, and/or generating and using keys as

discussed further below.

[0089] The second type of authentication procedure is the traditional
authentication procedure, such as Wi-Fi Protected Access (WPA2) from the Wi-Fi
Alliance, between a WLAN node and an AAA server to gain access to WLAN

reSoOuUrces.

[0080] In some example implementations, the UE can be notified by the network

using RRC messaging of the type of authentication procedure that the UE should

apply.

[0087] The indication of the type of authentication procedure to use may be
explicit. Such explicit indication can be included in the

RRCConnectionReconfiguration command, which can be used to configure use of
the WLAN-based small cell.

[0088] As an example, the following information element (IE) can be added to the

RRCConnectionReconfiguration command:

WLANAuthenticationType IE (enumerated values: AAA routed, eNB routed,
..)
[0089] If the WLANAuthenticationType IE is set to the value “eNB routed,” then
the first type of authentication procedure is employed. On the other handg, If the
WLANAuthenticationType IE is set to the value "AAA routed,” then the second type

of authentication procedure is used.

[0090] In alternative implementations, the indication to use the first type of

authentication procedure can be an implicit indication, which can be provided using
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the signaling of (or implicitly by the presence of) an eNB ID (e.g. eNB_Identifier
discussed above) in the RRCConnectionReconfiguration message used for WLAN
configuration. Since such an eNB ID would only be supplied to the UE for the
purpose of building an NAI that includes the eNB ID, its presence implicitly indicates

the usage of the first type of authentication procedure.

[0091] The signaling of the above indications of types of authentication
procedures to use is such that a UE knows which type of authentication procedure to

use with which WLAN, where a WLAN type can be denoted using a service set
identification (SSID) or basic SSID (BSSID), for example.

[0092] Processing of Authentication Messages at the MeNB

[0093] The following describes example techniques or mechanisms for
processing authentication messages (such as EAP messages) from a UE at the
MeNB 108.

[0094] In a first type of solution, the MeNB 108 behaves as an authentication

Proxy.

[0095] In a second type of solution, the MeNB 108 behaves as an autonomous

authentication server.

[0090] MeNB Acting as an Authentication Proxy

[0097] This solution addresses Issue 1 but does not address Issue 3.

[0098] As discussed above In connection with Fig. 2, in response to an EAP
message from a UE, a WLAN node (e.g. WLAN node 202 in Fig. 2) sends an
authentication message to the MeNB 108. In response to receiving the
authentication message from the WLAN node 202, the MeNB acting as an
authentication proxy involves the core network (and ultimately the HSS 118 in Fig. 1)
In performing the authentication of the UE, and any authentication signaling (e.g.
AAA signaling) would extend between UE and HSS 118.
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[0099] Traditionally, AAA signaling is communicated between a WLAN node and
an AAA server. In some implementations of the present disclosure, AAA signaling is
routed via the MeNB 108.

[00100] Different options for the routing of authentication messages between the
UE 106 and the HSS 118 via the MeNB 108 are shown in Figs. 4A and 4B,

respectively.

[00101] In Fig. 4A, authentication messages are routed between the UE 106 and
the HSS 118 through the WLAN 104, the MeNB 108 behaving as an AAA proxy, and
a 3GPP AAA server 402. In the option of Fig. 4A, connectivity between the MeNB
108 and the 3GPP AAA server 402 in the core network is provided.

[00102] In Fig. 4B, authentication messages are routed between the UE 106 and
the HSS 118 through the WLAN 104, the MeNB 108, the MME 116, and a 3GPP
AAA server 402.

[00103] Upon receiving an EAP-Request containing an Identity string from the UE
100, the MeNB 108 sends an authentication message to either the 3GPP AAA
server 402 (Fig. 4A) or to the MME 116 (Fig. 4B). To authenticate the UE 106, the
HSS 118 uses an identifier corresponding to the UE 106. As discussed above, this
identifier corresponding to the UE can be an IMSI provided in the “ldentity desc’
string of an NAI, or alternatively, if a radio access network identity (e.g. RNTI or MAC
address discussed above) is used in the NAI, the MeNB 108 replaces the radio
access network identity with a core network identity such as IMSI. One way in which
the MeNB 108 can determine the IP address of the correct SGPP AAA server In the
system architecture of Fig. 4A is by performing a DNS lookup using the part of the

NAI realm which identifies the cellular network operator.

[00104] As discussed above, either a root NAl or a decorated NAI can be used
depending on whether the UE 106 is cellular roaming or not. The root NAI is used if
the UE 106 Is not cellular roaming, and the decorated NAI is used when the UE 106
IS cellular roaming. The decorated NAI may be appropriate if the message has to

pass through first an AAA server in the VPLMN and then to an AAA server In the
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HPLMN (this case of two AAA servers is not shown in Fig. 4A or 4B). The part of
the NAI that includes the identifier for the eNB (e.g. cell ID or eNB ID) can be
removed by the MeNB 108.

[00105] If the option of Fig. 4B is used, then the EAP message can potentially be
forwarded to the MME 116 in a transparent container included in a message such as
an UE-WLAN aggregation ID message sent (at 502) from the MeNB 108 to the MME
116, as shown in Fig. 5. The UE-WLAN aggregation ID which may be the IMSI of

the user of the UE or any other identifier corresponding to the UE 106.

[00106] The MME 116 can then unpack the EAP message and forward the
unpacked EAP message to the appropriate AAA server (e.g. 402 in Fig. 4B). The
NAI within the EAP message can have sufficient information for the MME 116 to
determine to which AAA server the unpacked EAP message should be forwarded
(such as an NAI of the conventional form without the identifier for the eNB as

discussed above).

[00107] In response to the UE-WLAN aggregation ID message, the MME 116
sends (at 504) a UE-WLAN aggregation challenge to the MeNB 108, where the UE-
WLAN aggregation challenge may have been issued by the HSS 118 or AAA server

402. The UE-WLAN aggregation challenge message contains a challenge vector.

[00108] In a radio access network (RAN) sharing scenario there may be multiple
MMEs (in different PLMNs) connected to the MeNB 108. To support this scenario
the MeNB 108 may have to read the NAI to determine which MME to forward the
EAP message (assuming IMSI is used as ldentity _desc). If, on the other handg, a
radio access network identity is used as Identity _desc (examples discussed above)
In the NAI, or if the EAP message arrives in an X2-AP message that is associated
with a particular user, then the MeNB 108 can do a table lookup to determine which
particular MME (i.e. which S1-C link) should be used for the forwarding of the

transparent container.

[00109] The following describes example changes to 3GPP TS 36.413 to enable
the signaling between the MeNB 108 and the MME 116 as shown In Fig. 5.
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UE-WLAN aggregation ID

UE WLAN-Aggregation authentication Messages

PCT/EP2016/069243

The UE-WLAN aggregation ID message (shown In table below) Is sent by

the MeNB and is used to request the MME to transmit a corresponding challenge

vector for EAP challenge response to be sent to the UE. The direction is eNB —

MME.
IE/Group Name Presence Range IE type and Semantics Criticality | Assigned
reference description Criticality
NAS transparent container | M
> |MSI M 0.2.3.11
> Access Type M OCTET
STRING
{Size(o)}
> Access Network ID M OCTET SSID of WLAN
STRING
{Size(32)}

[00113]

[00114]

UE-WLAN aggregation challenge

below) Is sent by the MME and Is used to transmit the |IEs that are used for

The UE-WLAN aggregation challenge message (shown in the Table

challenging the UE during EAP exchange for WLAN authentication. The direction is

MME — eNB.
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IE/Group Name Presence | Range IE type and Semantics Criticality | Assigned
reference description Criticality
NAS transparent container | M
> RAND M Integer
> AUTN M OCTET
STRING
{Size(6)}
> MAC M OCTET
STRING
{Size(32)}
> Protected Pseudonym M OCTET
STRING
{Size(32)}
> Protected re- M OCTET
authentication id STRING
{Size(32)}
> Access hetwork id M OCTET
STRING
{Size(32)}

[00115] MeNB Handles EAP Messaging Autonomously

[00116] The foregoing discusses the first type of solution in which the MeNB 108
behaves as an authentication proxy. The following discusses the second type of

solution in which the MeNB 108 behaves as an autonomous authentication server.
[00117] The second type of solution addresses both Issue 1 and Issue 2.

[00118] With the second type of solution, it is assumed that the MeNB 108 obtains
a key Kwlan (discussed below). Hierarchically, this key may be at the same security
level as KeNB generated at the MME 116. The MME 116 generates KeNB using a

NAS Uplink Count, which is a counter of NAS messages.

[00119] The key Kwlan can be made known to the MeNB 108. The key Kwlan can
be used by both the MeNB 108 and the UE 106 to perform WLAN EAP
authentication/authorization challenges and in the computation of WLAN-specific

keys for ciphering and integrity protection.

[00120] The MeNB 108 either generates Kwlan or is provided with Kwlan from the
MME 116. The UE 100 is able to generate Kwlan from a master key K, which is
stored on a Universal Subscriber Identity Module (USIM) of the UE 106.
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[00121] As shown in Fig. 6, the key Kwlan can be generated by using a key
derivation function (KDF) 602, in a similar manner as the generation of KeNB. The
KDF 602 receives two inputs: (1) an input key (Kasme in Fig. 0) that is usually a
secret value that does not leave the security domain within which the key is known or
derived, and (2) an input string (INPUT_STRING1 in Fig. 6) that may or may not be

secret and can be constructed using a predetermined set of parameters or values.

[00122] INPUT STRING1 used in the generation of Kwlan can be stored and
forwarded to the UE 106 to enable the UE 1006 to also generate Kwlan (note that the
other input, Kasme, can be generated by UE 100).

[00123] In some implementations, a Serving Network Identity (SN ID) can be used

In determining Kasme (Kasme is the EPS session master key).

[00124] As an example, INPUT _STRING1 can be a random number generated by
the MME 116, and this random number is then transmitted to the UE 106 during the
attach procedure of the UE 106 (e.g. by including the random number in a
Authentication Request message sent from the MME 116 to the UE 1006). The
Authentication Request message is described in 3GPP TS 24.301. Alternatively,
INPUT STRING1 can be a value that is known to both the UE 106 and the MeNB
1106, and which can change. Such a value would not have to be signaled to the UE.

An example of such a value is an RRC message counter.

[00125] The following underlined text can be added to 3GPP TS 33.401 to support

the above, where FC is an identifier of a particular variant of key derivation function.

[00126] Annex A (normative):

Key derivation functions

A.1 KDF interface and input parameter construction
A.16 Derivation of Kwlan at MME
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This input string is used when the MME and UE derive Kwlan from Kasme for
WLAN-Aqagregation. The following input parameters shall be used to form the input

string to the Key Derivation Function:

- FC =0x1D

- PO = Value of the random non-neqgative integer generated at the MME

- LO = length of the non-negative integer generated in the above ster

(.e. 0x00 0x02)

The input key Is to be Kasme.

[00127] Figs. 7A-7B illustrate a modified LTE attach and security establishment
procedure that is according to 3GPP TS 23.401. Modifications from the LTE attach
and security establishment procedure that is according to 3GPP TS 23.401 shown In

Figs. 7A-7B are discussed below; the remaining messages that are according to
3GPP TS 23.401 are not discussed further.

[00128] As shown In Figs. 7A-7B, message 11 is an Initial Context Setup Request
message sent by the MME 116 to the MeNB 108. In some implementations, the
Initial Context Setup Request message can be modified to include the key Kwlan as
discussed above. In other implementations, the key Kwlan is not included in the

Initial Context Setup Request message.

[00129] Message 14 in Figs. 7A-7B is an RRCConnectionReconfiguration
message sent from the MeNB 108 to the UE 106. As discussed above, the
RRCConnectionReconfiguration message can include an indication of which of
different types of authentication procedures to use, such as the first type of
authentication procedure and the second type of authentication procedure discussed
above). The RRCConnectionReconfiguration message can also include an identifier

of a WLAN (WLAN ID) for which the particular authentication type applies.
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[00130] Figs. 7A-7B also show a task 702 that corresponds to adding a WLAN (for
the LTE-WLAN aggregation mode) that is triggered at the UE 106 in response to an

RRC reconfiguration procedure not shown in Figs. 7A-7B.

[00131] Messages and/or tasks 18, 19, 20, 20a, 21, 22, 23, 24, 25, 20, 26a, 27,
and 27a in Figs. 7A-7B correspond to messages and/or tasks 204, 200, 208, 210,
212, 214, 216, 218, 220, 222, 224, 226, and 228, respectively, in Fig. 2.

[00132] Figs. 7A-7B also show a task 704 at the MeNB 108, which includes
performance of an EAP-Authentication and Key Agreement (AKA) (EAP-AKA or
EAP-AKA’) algorithm that uses Kwlan as input and outputs AK, RAND, AUTN,
XRES, MSK (Master Session Key), and EMSK (Extended Master Session Key), as

shown In Fig. 8.

[00133] EAP is an authentication framework that supports multiple authentication
methods called EAP methods. AKA and AKA™ are processes according to 3GPP
that utilize credentials stored on the USIM and on the HSS. EAP-AKA and EAP-
AKA' Is an authentication process that can be applied. EAP-AKA’ is similar to EAP-
AKA except that EAP-AKA’ provides a binding of derived keys to an access network
identity. EAP-AKA' is described in RFC 5448, entitled “Improved Extensible
Authentication Protocol Method for 3rd Generation Authentication and Key
Agreement (EAP-AKA'),” dated May 2009.

[00134] The performance of the EAP-AKA or EAP-AKA'’ process in task 704 can
Include requesting an AKA vector, and the return of an AKA vector containing
various content, such as the output of key derivation functions shown in Fig. 8
(discussed further below). In some implementations, the request of the AKA vector
can be sent from the MeNB 108 to the HSS 118, possibly via an MME 116 and/or a
3GPP AAA Server 402, after which the HSS 118 responds with the AKA vector. In
other implementations in which the MeNB 108 performs the authentication tasks

autonomously, the MeNB 108 can produce the AKA vector. Further details
regarding EPA-AKA' is provided by 3GPP TS 33.402 and RFC 54438.
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[00135] Figs. 7A-7B also show a task 706 at the UE 106 that includes running
AKA using Kwlan, verifying AUTN, and generating RES and MSK.

[00136] In Figs. 7A-7B, the MeNB 108 generates the RADIUS Access-Challenge
message (message 22) before configuring the UE Iin the LTE-WLAN aggregation
mode. To facilitate this, all the contents of the RADIUS Access-Challenge message
are generated at the MeNB 108. The contents of the RADIUS Access-Challenge
message are generated by MeNB 108 using Kwlan as the secret key as shown In
Fig. 8.

[00137] Fig. 8 depicts an example of how the MeNB can derive the set of
parameters to enable the UE and network to mutually authenticate. KDFs (Key
Derivation Functions) 802, 804, 806 are used In producing keys in response to
various inputs. The output of the KDF 802 is provided as an input to the KDF 804,
the output of the KDF 804 Is provided as an input to the KDF 806. The output of the
KDF 806 includes MSK and EMSK which are keys that may for example be used In
the encryption of WLAN traffic. A number of other functions are also provided to
derive other parameters used as part of the process by which the UE and the
network mutually authenticate. Function F1 810 provides a Message Authentication
Code which is checked by the UE to determine the authenticity of the authentication
message from the network. Function F3 is used to produce an Authentication Token
which the UE can also derive and use in a comparison check in order to authenticate
the network. Function F2 812 Is used to produce XRES (expected result) which Is
also the value that the UE Is expected to derive and then provide to the network In
the RES parameter so that the network can authenticate the UE. Parameters
iIncluding String 1 String 2, String 3, which are the so-called KDF-INPUT parameters
and the identity of the KDF (Key Derivation Function) are supplied by the network to
the UE except in cases where the UE Is capable of reliably determining them

autonomously.
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[00138] The following table compares parameters used in the key generation
algorithm depicted in Fig. 8 with parameters used in the key generation used in a
traditional EAP-AKA’™ algorithm.

Parameter used in EAP- Parameter used in Fig. 8 Solution
AKA'" algorithm

K Kwlan

IMSI UEID

This can be any UE ID known at the RAN, e.g. RNTI,
UE's MAC address used for the WLAN, etc.

SQN (Sequence Number) String 1

This can be a string that the network has created
randomly and which can be signalled to the UE.
Alternatively String 1 can be a string that includes a
component which changes in a way which is known
to both UE and MeNB such as a string which is

derived from an RRC message counter.

SQN, AK (Anonymity Key) String 2

This can be a string that the network has created
randomly and which can be signalled to the UE.
Alternatively String 1 can be a string that includes a
component which changes in a way which is known
to both UE and MeNB such as a string which is

derived from an RRC message counter.

SQN, AMF (Authentication String 3

and key Management Field) | This can be a string that the network has created
randomly and which can be signalled to the UE.
Alternatively String 3 can be a string that includes a
component which changes in a way which is known
to both UE and MeNB such as a string which is

derived from an RRC message counter.

Access Network ldentity SSID of WLAN
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[00139] One can note, with reference to Fig. 6, that the key Kasme Is used as the
secret key input for the algorithm that is used to derive Kwlan. Alternatively, any
other key such as the KeNB may also be used as the input. In other words, the

above algorithm may be run by replacing Kasme with KeNB In Fig. ©.

[00140] If KeNB is used, since a new KeNB is generated when the MeNB
changes, this algorithm can then be re-executed upon handover using the new
KeNB (i.e. KeNB after handover). The rest of the algorithm remains the same. The

assumption here Is that at handover (i.e. MeNB change), a WLAN Is removed and
added again (by the new MeNB).

[00141]  Another alternative technique is to derive Kwlan at the HSS 116 and at
the USIM (i.e. at the same security hierarchy level that Kasme is derived), by using
the same key derivation function and inputs as are used in deriving Kasme but with a
different serving network identity (SN ID string). The SN ID string can be a fixed
string that is to be used whenever the device is using a WLAN in LTE-WLAN

aggregated mode when cellular attached to a given PLMN.
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[00142] Options for Transporting Authentication Messages Between WLAN and
MeNB

[00143] This solution can be used for addressing Issue 1.

[00144] There are a number of ways by which information used to complete
authentication over the WLAN can be conveyed between the WLAN and the MeNB

108. The following are examples of ways of transporting authentication messages:

e T[ransport an EAP message in a DIAMETER or RADIUS message using
Stream Control Transmission Protocol/Internet Protocol (SCTP/IP) between
the WLAN and the MeNB. A DIAMETER message is according to the
Diameter Base Protocol, while a RADIUS message is according to the
RADIUS protocol.

o Use an X2-AP transparent container for conveyance of DIAMETER or
RADIUS message between the WLAN and the MeNB.

o Use an X2-AP transparent container for direct conveyance of an EAP
message between the WLAN and the MeNB.

o Extract content of an EAP messages and place the extracted content in an
X2-AP message between the WLAN and the MeNB.

[00145] Further details on the foregoing ways of transporting authentication

messages are provided below.

[00140] EAP Message Conveyed Using DIAMETER or RADIUS on SCTP/IP

[00147] DIAMETER and RADIUS are protocols that support the conveyance of
EAP messages. The RADIUS protocol is more prevalent in WLANS, whereas
DIAMETER is used by 3GPP.

[00148] Fig. 9 is a block diagram of protocol layers in the MeNB 108 and the
WLAN 104 (either a WLAN AP or a combination of a WLAN AP and a WLAN
gateway). The protocol layers in each of the MeNB 108 and the WLAN 104 include
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layer 1 (physical layer), layer 2 (data link layer), an IP layer above layer 1, and an
SCTP layer above the IP layer. In addition, a DIAMETER layer and optionally an X2-
AP layer is included in each of the MeNB 108 and the WLAN 104. Using the
arrangement of Fig. 9, a DIAMETER message communicated between the
DIAMETER layers of the MeNB 108 and the WLAN 104 can encapsulate an EAP

message.

[00149] In other implementations of the present disclosure, RADIUS layers can be
provided in the MeNB 108 and the WLAN 104 to carry RADIUS messages that can

encapsulate EAP messages.

[00150] EAP Conveyed Using DIAMETER or RADIUS in an X2-AP
Transparent Container

[00151] In alternative implementations, as shown in Fig. 10, an EAP message Is
first encapsulated into a DIAMETER or RADIUS message, and the DIAMETER or
RADIUS message is in turn carried in an X2-AP message between WLAN node 202
and the MeNB 108.

[00152] The protocol layers of each of the MeNB 108 and the WLAN 104 include a
layer 1, a layer 2, an IP layer, an SCITP layer, and an X2-AP layer above the SCTP
layer. The X2-AP message that carries the DIAMETER or RADIUS message
supports what is referred to in 3GPP as a transparent container, which means that
the X2-AP layer itself does not interpret the contents of the transparent container, but
the contents (in this case a DIAMETER or RADIUS message) are made available to

the MeNB 108 for further processing.

[00153] Although Fig. 10 shows an example in which a DIAMETER message is
carried by an X2-AP transparent container, in other examples, a RADIUS message

instead can be carried by an X2-AP transparent container.
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[00154] EAP Message Conveyed Directly in an X2-AP Transparent Container

[00155] In this solution, an EAP message Is carried directly within the X2-AP
transparent container, rather than first encapsulated in a DIAMETER or RADIUS

message which is then in turn carried by an X2-AP transparent container.

[001506] Contents of EAP Message are Conveyed In X2-AP Message

[00157] In this solution, the contents of the EAP-AKA’ messaging are carried
directly as new information elements within a new X2-AP message. Contents of
EAP-AKA messaging which is to be supported in EAP messages include information
elements such as NAI, RAND, AUTN, MAC, and so forth.

[00158] System Architecture

[00159] Fig. 11 is a block diagram of an example system (or network node) 1100,
which can represent any one of: a UE, a cellular access network node, or a WLAN
node. The system 1100 can be implemented as a computing device or an

arrangement of multiple computing devices.

[00160] The system 1100 includes a processor (or multiple processors) 1102,
which can be coupled to a network interface (or multiple network interfaces) 1104 to
communicate with another entity, either wirelessly or over a wired link. A processor
can include a microprocessor, a microcontroller, a physical processor module or
subsystem, a programmable integrated circuit, a programmable gate array, or

another physical control or computing circulit.

[00161] The processor(s) 1102 can also be coupled to a machine-readable or
computer-readable storage medium (or storage media) 11006, such as a non-
transitory machine-readable or computer-readable storage medium (or storage
media), which can store machine-readable instructions 1108 that are executable on

the processor(s) 1102 to perform various tasks as discussed above.

[00162] The storage medium (or storage media) 1106 can include one or multiple

computer-readable or machine-readable storage media. The storage medium or
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storage media can include one or multiple different forms of memory including
semiconductor memory devices such as dynamic or static random access memories
(DRAMs or SRAMs), erasable and programmable read-only memories (EPROMSs),
electrically erasable and programmable read-only memories (EEPROMSs) and flash
memories; magnetic disks such as fixed, floppy and removable disks; other magnetic
media including tape; optical media such as compact disks (CDs) or digital video
disks (DVDs); or other types of storage devices. Note that the instructions discussed
above can be provided on one computer-readable or machine-readable storage
medium, or alternatively, can be provided on multiple computer-readable or
machine-readable storage media distributed in a large system having possibly plural
nodes. Such computer-readable or machine-readable storage medium or media is
(are) considered to be part of an article (or article of manufacture). An article or
article of manufacture can refer to any manufactured single component or multiple
components. The storage medium or media can be located either in the machine
running the machine-readable instructions, or located at a remote site from which

machine-readable instructions can be downloaded over a network for execution.

[00163] In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, implementations may be
practiced without some of these details. Other implementations may include
modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.
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CLAIMS:

1. A method comprising:

sending, by a user equipment (UE) to a wireless access node in a wireless
local area network (WLAN), a network access identifier (NAl) that includes an
iIdentifier for a cellular access network node; and

receiving, by the UE, an authentication challenge based on information in the
NAL.

2. The method of claim 1, wherein sending the NAI to the wireless access node
In the WLAN is to cause the wireless access node to send, based on the identifier for
the cellular access network node in the NAI, an authentication message to the

cellular access network node.

3. The method of claim 1 or claim 2, wherein the identifier for the cellular access

network node comprises a cell identifier or a cellular access network node identifier.

4. The method of any of claims 1 to 3, wherein the NAI including the identifier for

the cellular access network node comprises a root NAI.

5. The method of any of claims 1 to 3, wherein the NAI including the identifier for

the cellular access network node comprises a decorated NAlM.

0. The method of any of claims 1 to 5, wherein the NAI further comprises an

identifier corresponding to the UE.

! . The method of claim 6, wherein the identifier is selected from among an
International Mobile Subscriber Identity (IMSI), a Globally Unique Temporary
ldentifier (GUTI), a Radio Network Temporary ldentity (RNTI), and a Medium Access
Control (MAC) address.
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3. The method of any of claims 1 to 7, wherein the sending of the NAI comprises

sending the NAI in an Extensible Authentication Protocol (EAP) message.

9. The method of any of claims 1 to 8, further comprising receiving a network-
provided indication of whether a first type authentication procedure or a second type
authentication procedure is to be used, the first type of authentication procedure
routing authentication messages between a WLAN node and the cellular access
network node, and the second type of authentication procedure routing
authentication messages between the WLAN node and an Authentication,

Authorization, and Accounting (AAA) server.

10. A cellular access network node comprising:
a network interface to communicate with a wireless access node in a wireless
local area network (WLAN); and
at least one processor configured to:
receive, from the wireless access node, a first authentication message
to authenticate a user equipment (UE), the first authentication message being sent
responsive to receipt by the wireless access node of a network access identifier

(NAI) that includes an identifier for the cellular access network node.

11.  The cellular access network node of claim 10, wherein the at least one
processor Is configured to:

transmit a second authentication message to a core network node to perform
authentication of the UE, wherein the second authentication message is based on

the first authentication message.

12. The cellular access network node of claim 11, wherein the core network node
to which the authentication message is forwarded comprises an Authentication,

Authorization and Accounting (AAA) server.
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13.  The cellular access network node of claim 12, wherein the at least one
processor IS to select, based on an identifier corresponding to the UE in the NAI, the

AAA server from a plurality of AAA servers.

14.  The cellular access network node of claim 11, wherein the core network node
to which the authentication message is forwarded comprises a Long Term Evolution
(LTE) Mobility Management Entity (MME).

15.  The cellular access network node of any of claims 10 to 14, wherein the at
least one processor is configured to:

perform authentication of the UE In response to the authentication message.

16.  The cellular access network node of claim 15, wherein the authentication

comprises using a key to perform an authentication challenge of the UE.

17.  The cellular access network node of claim 16, wherein the at least one
processor Is configured to receive the key from a core network node, or to generate

the key.

18.  The cellular access network node of any of claims 10 to 17, wherein the at
least one processor is configured to send, to the UE, an indication of which of a
plurality of types of authentication is to be applied by the UE, wherein the plurality of
types of authentication comprises a first type of authentication and a second type of
authentication, the first type of authentication routing authentication messages
between a WLAN node and the cellular access network node, and the second type
of authentication routing authentication messages between the WLAN node and an

Authentication, Authorization, and Accounting (AAA) server.
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19.  The cellular access network node of any of claims 10 to 18, wherein the
cellular access network node is configured to transport information of an Extensible
Authentication Protocol (EAP) message using any of the following:

transport the EAP message encapsulated in a DIAMETER or RADIUS
message using Stream Control Transmission Protocol/Internet Protocol (SCTP/IP),

transport a DIAMETER or RADIUS message encapsulating the EAP message
IN an X2-AP transparent container,

transport the EAP message directly in an X2-AP transparent container, and

transport extracted content from the EAP message in an X2-AP message.

20. A user equipment (UE) comprising:
at least one wireless interface to communicate with a wireless access node in
a wireless local area node (WLAN) and with a cellular access network node; and
at least one processor configured to:
send, to the wireless access node in the WLAN, an authentication
request including a network access identifier (NAI), the NAI containing an identifier
for the cellular access network node; and
receive, from the cellular access network node, an authentication

challenge based on information in the NAI.

21. A computer-readable storage medium which stores machine-readable
Instructions that are executable by a processor to perform a method according to any

of claims 1 to 9.
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