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MEMORY BUS PROTECTION

BRIEF DESCRIPTION OF THE DRAWINGS

{001} The present disclosure will be understood more fully from the detailed description

given below and from the accompanying drawings of various implementations of the disclosure.

{002} FIG. 1 illustrates an example device with memory bus protection in accordance with

some embodiments of the present disclosure.

{603} FI1G. 2 15 a flow diagram of an example method to transmit data from memory
components to a memory controller by using memory bus protection in accordance with some

embodimenis.

j004] FIG. 3 illustrates a protection of a portion of a memory bus at which data is

transmitted in accordance with some embodiments of the present disclosure.

{005] FI1G. 4 1s a flow diagram of an example method to transmit data from a memory
controller to memory components by using memory bus protection in accordance with some

embodiments of the present disclosure.

[006] FIG. § illustrates a block diagram of an embodiment of a computer system in which

some embodiments of the disclosure may operate.
DETAILED DESCRIPTION

{007} Aspects of the present disclosure are directed to on-chip memory bus protection. A
semiconductor device may 1nclude a memory controller that transmits certain information to the
memory in order to retrieve data stored at the memory. A memory bus may be coupled between
the memory controller and the memory and may be used to transmit data between the memory
controller and the memory. For example, a first signal (or group of signals) of the memory bus
may be used to transmit at least one of a memory address along with 3 memory command
{collectively referred to below as a “command/address” signal) to the memory and a second
signal (or group of signals) of the memory bus may be used to return data stored at the memory

that corresponds to the memory address.

{008} The memory may store secret data such as cryptographic keys or other such
information. An attacker (e.g., an unauthorized entity) may seek to obtain the secret data stored

at the memory. For example, the atiacker may attempt to compromise the memory bus beiween
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the memory and the memory controller in order to retrieve the secret data. Such an attack may
involve a visual inspection of an integrated circuit to identify the memory bus between the
memory and the memory controller in the integrated circuit. For example, the physical
appearance of the memory controller in the integrated circuit may be distinet from the physical
appearance of the memory. For example, the memory may appear as an ordered or distinct
pattern at a region of the integrated circuit while the memory controller may appear as random
logic or connections at another region of the integrated circuit. From this region identification,
an attacker may readily identify the interface signals which include the memory bus that is

likely present between the two different regions of the integrated circuit.

{009} Once the attacker has identified the location of the memory bus, the attacker may
attempt various so-called “invasive attack” techniques to compromise the memory bus. For
example, the attacker may utilize a focused ion beam (“"FIB”) technique that utilizes a focused
beam of ions to remove portions or layers of the integrated circuit (“IC”) and to expose a
particular layer of the integrated circuit that corresponds to a signal of the memory bus. By use
of the FIB equipment, the attacker may then modity the IC by creating an opening to the signal
of interest and then adding a new signal probe which electrically attaches to the signal of
interest. The creation of the opening and the adding of a new signal probe may be performed for
each signal of the memory bus that is used to transmit the memory command/address from the
memory controller to the memory. The attacker may further create new openings and new signal
probes to one or more signals of the memory bus that s used to transmit the data from the
memory to the memory controller. Subsequently, the attacker may use the new signal probes to
transmit each memory command/address over the compromised memory bus to the memory
and retrieve the returned data from the memory as the data is transmitted back to the memory
controller. Thus, the secret data stored at the memory may be obtained by the attacker when the

rnemory bus has been compromised.

0010} Aspects of the present disclosure address the above and other deficiencies by
protecting the on-chip memory bus between the memory and the memory controller. For
example, the memory bus may include multiple groups of signals. An tnitial group of the signals
may be used to transmit a portion of at least one of a memory command and a memory address
from the memory controller to the memory. A final group of the signals may be used to transmit
a remaining portion of the memory command/address from the memory controller to the
memory. Furthermore, an intermediate group of signals may be physically located between the
initial group of the signals and the final group of the signals of the memory bus. The

intermediate group of signals may be used to transmit the data associated with the
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command/address from the memory to the memory controlier.

6611} Each of the different groups of signals may be present at a different fayer of the
integrated circuit. For example, an upper layer of the integrated circuit {e.g., for an IC
constructed with 7 layers of metal interconnect available, the upper layer for this memory
interface can be built using the 5™ metal layer, also known as “metal-5” in IC parlance) may
include the initial group of signals, an intermediate layer of the integrated circuit may include
the intermediate group of signals e.g., using the 4% metal layer, i.e. “metal-4”), and a lower
layer of the integrated circuit may include the final group of the signals {e.g., using the 3™ metal
layer, i.e. “metal-37). Each of the different groups of signals at the different layers may thus be
at different vertical positions or layers of the integrated circuit with respect to each other. For
example, the intermediate group of signals at the intermediate layer may be below the initial
group of signals at the upper laver and above the final group of signals at the lower layer. The
intermediate group of signals may be positioned to vertically overlap at the same location of the
intermediate layer as the initial and final groups of signals are at the upper and lower layers.
Thus, the intermediate group of signals may be surrounded (in vertical orientation) or

“shielded” by the initial and tinal groups of signals at different layers of the integrated circuit.

[0012] Since the memory address is separated and different portions are transmitted via the
groups of signals at the upper layer and the lower layer, the signals used to transmit the memory
address may be considered to shield the intermediate layer that includes the signals used to
transmit the corresponding data. As such, an attacker that utilizes the FIB technique may need to
create multiple openings and multiple new signal probes for the groups of signals at both the
upper laver and the lower layer while also creating an opening and new signal probe for the
group of signals at the intermediate layer. Also, due to the vertical alignment of the electrical
traces, any exposure of the intermediate layer necessarily results in a disruption to either the
upper or lower layer. Thus, in order to transmit all potential memory addresses (and, optionally,
memory commands) over the memory bus to retrieve all of the corresponding data at the
memory, the attacker would need to use a large number of new signal probes to correct for these
disruptions and to insert each of the potential memory addresses into the memory bus. However,
the FIB technique may only be able to insert a limited number of new signal probes at any given
time. Thus, since the memory address 1s split between different layers of the integrated circuit,
the number of new signal probes that are needed to compromise the memory bus may exceed
the capacity to add new signal probes by the FIB technigue. Thus, the attacker would not be
able to compromise the memory bus by inserting each memory address (and, optionaily,

memory commands) into the memory bus and would not be able to retrieve all of the data stored
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at the memory.

[6013] In some embodiments, the data transmiited on the memory bus may further be
encoded. For example, a random value (i e., a “number used once” value, also known as a
“nonce” value in cryptographic parlance) may be provided with the different portions of the
memory address and the data that s retumed via the memory bus may be encoded based on the
random value. The data may be encoded based on a different random value each time that the
data ts transoitted from the memory 1o the memory controller. Thus, the data fransmitted over
the memory bus may be further protected from an attack as the attacker would need to further

retrieve the random value in order to compromise the memory bus.

{601 4] Advantages of the present disclosure include, but are not imited to, an increase in
the security of the integrated circuit or a device that includes the integrated circuit. For example,
the protection of the memory bus may prevent or substantially delay the attacker from
compromising the memory bus and retrieving the secret data stored at the memory.
Furthermore, since the secret data may be used during the operation of a device (e.g., as a
cryptographic key), then the operations of the device may also be considered more secure from
the attacker as the cryptographic key may not he retrieved and subsequently duplicated at

another device used by the attacker

[0015] Fig. 1 illustrates an example device 100 with memory bus protection. As shown, the
device 100 may include a memory bus represented by various groups of signals 131, 132, and
133. The device 100 may include an integrated circuit with memory components 110 and a
memory controller 120 that are coupled by the memory bus represented by the group of signals

131, 132, and 133,

{0016} As shown in Fig. 1, the memory controller 120 may include an address encoder 121
and a descrambler component 122. The memory controller 120 may receive a request to retrieve
data stored at the memory 111 of the memory components 110, For example, the request may
identify a particular memory address of the memory 111 for which data at the particular
memory address is to be retrieved. In response to receiving the request, the memory address of
the request may be encoded by the address encoder 121, The memory controller 120 may then
separate the encoded memory address into two separate portions. A first portion of the encoded
memory address may then be transmitted over the group of signals 131 and a second remaining

portion of the encoded memory address may be transmitted over the group of signals 133.

[60617] The memory components 110 may include the memory 111, address decoder 112,
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and a scrambler component 113, The memory 111 may be a non-volatile memory. An example
of the non-volatile memory is a one-time programmable (OTP) memory. An OTP memory may
be a type of digital memory where the setting of each bit of the OTP memory is locked by a fuse
(e.g., an electrical fuse associated with a low resistance and designed to be permanently break
an electrically conductive path after the programming or setting of a corresponding bit) or an
anti-fuse (e.g., an electrical component associated with an initial high resistance and designed to
permanently create an electrically conductive path after the programming or setting of a
corresponding bit). As such, the bits of the OTP memory may be programmed once and may not
be changed once programmed. Although an OTP memory is described, the memory 111 may be

any other type of memory or component that stores data.

{0018} The address decoder 112 may receive the first portion of the encoded memory
address from the group of signals 131 and the second portion of the encoded memory address
from the group of signals 133. The portions may be combined and the address decoder 112 may
decode the encoded memory address to retrieve the memory address. Subsequently, the address
decoder 112 may provide an instruction to the memory 111 to retrieve data at the memory
address. In some embodiments, the memory 111 may store different data at different memory
addresses. The memory 111 may return the data stored at the particular memory address that
matches the decoded memory address from the address decoder 112, The scrambler component
113 may subsequently encode the data from the memory 111. As further described below, the
data may be encoded based on a random value that is provided from the memory controtler 120,
The encoded data may then be transmitted over the group of signals 132 of the memory bus to
the descrambler component 122 of the memory controlier 120. Subsequently, the descrambler
122 may decode the encoded data based on the random value that was previously used to

encode the data.

[00619] Fig. 2 is a flow diagram of an example method 200 to transmit data from memory
components to a memory controller by using memory bus protection. The method 200 may be
performed by processing logic that may include hardware (e.g., processing device, circuitry,
dedicated logic, programmable logic, microcode, hardware of a device, integrated circuit, efc.),
software {(e.g., instructions run or executed on a processing device), or a combination thereof. In
some embodiments, the method 200 may be performed by the memory components 110 of the

device 100 of Fig. 1.

{0620} As shown in Fig. 2, the method 200 may begin, at operation 210, with the processing

logic receiving a first data indicative of a portion of a memory address from an upper signal bus.

(]
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The first data may be a first portion of an encoded memory address that has been transmitted by
a memory controller. In some embodiments, the first data can be further indicative of a portion
of a memory command. The upper signal bus may be located at a particular metal layer of an
integrated ctrcuit. At operation 220, the processing logic may receive a second data indicative of
ancther portion of the memory address from a lower signal bus. In some embodiments, the
second data can be further indicative of another portion of the memory command. The second
data may be a remaining second portion of the encoded memory address and a remaining
second portion of the memory command that has been transmitted by the memory countroller,
Furthermore, the lower signal bus may be located at a different metal layer of the integrated
circuit than the upper signal bus. In some embodiments, the lower signal bus may be located at
a metal layer that s below the metal fayer of the upper signal bus. For example, the lower signal
bus may be located within a metal layer that is two layers beneath the metal layer that includes
the upper signal bus (e.g., at least one additional metal layer is between the fayer with the lower

signal bus and the layer with the upper signal bus).

[0021] At operation 230, the processing logic may decode the memory address from a
combination of the first data and the second data. For example, an address decoder may
combine the first data received from the upper signal bus and the second data received from the
lower signal bus and may decode the combination of the first data and the second data to
generate a memeory address. At operation 240, the processing logic may retrieve data based on
the decoded memory address. For example, the data stored at the memory address of the
memory may be retrieved. In some embodiments, the data may be retrieved based on a
combination of the different portions of the memory command that have been received from the
upper signal bus and the lower signal bus. For example, the combination of the portions of the
memory command can specify a reading or retrieving of the data at the decoded memory
address. The data may be secret data such as a cryptographic key or other such information used
during the operation of a device. At operation 250, the retrieved data may be encoded based on
additional information received from the upper signal bus and the lower signal bus. The
additional information may be a random value (i.e, a nonce value) that is used to encrypt or
encode data. In some ermnbodiments, the random value may be received with the first data and
the second data. For example, a first portion of the random value may be received with the first
data from the upper signal bus and a second portion of the random value may be received with
the second data from the lower signal bus. The portions of the random value may then be

combined to generate the random value or nonce value that is used to encode the data.

[0022] Subsequently, at operation 260, the processing logic may transmit the encoded data



WO 2020/033428 PCT/US2019/045335

via an intermediate signal bus that is between the upper signal bus and the lower signal bus. For
example, the encoded data may be returned to the memory controller via the portion of the

memory bus that is vertically oriented between the upper signal bus and the lower signal bus.

{0023] Fig. 3 illustrates a protection of a portion of a memory bus 300 at which data is
transmitted. As shown, the memory bus 300 may include different portions or groups of signals
at different layers of an integrated circuit. Each layer of the memory bus 300 may be a layer that
i3 capable of transmitting or receiving data. For example, each layer may correspond to a
different metal layver with metal interconnect corresponding to different signals of the memory

bus 300.

j0024] As shown, the memory bus 300 may include portions or groups of signals at an
upper layer 310, an intermediate layer 320, and a lower layer 330. In some embodiments, each
of the different fayers may be adjacent layers of the same type. For example, the upper layer
310 may be a fifth metal layer of the integrated circuit (i.e., a metal-5), the intermediate layer
320 may be a fourth metal layer (i.e., metal-4), and the lower layer 330 may be a third metal
layer (i.e., metal-3.). In some embodiments, one or more other metal layers may be located
between the different layers of the mmemory bus 300. For example, the upper metal layer may be
the fifth metal layer, the fourth metal layer may be another layer that does not include any signal
of the memory bus 300, and the third metal layer may then be the intermediate layer 320 while

the second metal layer (1.e,, metal-2) carries the lower layer 330,

{0025] In some embodiments, the signals of each layer of the memory bus 300 may overlap
in the vertical direction of the integrated circuit. For example, each of the upper layer 310,
mtermediate layer 320, and lower laver 330 may tnclude the same number of signals that are 1o
the same or similar pattern. For example, each of the layers 310, 320, and 33 may include 32
signals (i.e., connections) to represent 32 bits of data and that each follows the same or similar
route or pattern {i.e., layout) on their respective layer between the memory controller and the
memory components. Thus, the layout of signals at each of the layers may be considered to
overlap {in vertical orientation, i.e., looking “top down” into the 1C) with respect to each other.
As aresult, the signals of the intermediate layer 320 may be considered to be shielded by the

signals of the upper layer 320 and the lower layer 330.

{0026] As shown in Fig. 3, the upper layer 310 is used to transmit command/address signals
between the controiler and memory, including a first portion of a memory command/address
and optionally a first random value. Similarly, the lower layer 330 is used to transmit

command/address signals between the controiler and memory, including a second portion of the
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memory command/address and optionally a second random value. Thus, each of the upper layer
310 and the lower layer 330 can be used to transmit a portion of a memory command and a
corresponding portion of a memory address. Each of the upper layer 310 and the lower layer
330 may be unidirectional to transmit data from the memory controller to the memory
components. The signals of the memory bus at the intermediate layer 320 may be used to
transmit data (i.e., data associated with the memory command/address) between the memory
controller and the memory components. For example, data retrieved from the memory as part of
a read command may be transmitied from the memory to the memory controller over the signals
of the memory bus 300 at the intermediate layer 320 while data to be stored at the memory as
part of a write command may be transmitted from the memory controller to the memory via the

signals at the intermediate layer 320 of the memory bus 300.

{0027} In some embodiments, the memory address may be split among the group of signals
at the upper layer 310 and the lower layer 330 (i.¢., the command/address signals). For example,
the command/address signals at the upper layer 310 may transmit a portion of the memory
address {e.g., even bits) and the address signals at the lower layer 330 may transmit the
remaining portions of the memory address (e.g., odd bits). Each bit may be transmitted over a
separate signal or wire, or the bits may be time-division multiplexed on the signal wires. In
some embodiments, the address signals at each of the upper layer 310 and the lower layer 330
may be based on a combination of a portion of the memory address and the random value that
has been generated. For example, the address signals of the upper layer 310 may transmit bats
that are based on the portion of the memory address (e.g., even bits) that are combined with an
encoding word. For example, an exclusive-OR (XOR) operation between the portion of the
memory address and the encoding word may be performed and each of the resulting bits may be
transmitted over as separate signal of the address signals. In this embodiment, the encoding
word may be based on the random value. Further details with respect to the encoding word are

described below.

[0028] In some embodiments, the command/address signals at the upper laver 310 and the
fower layer 330 may further include a cyclic redundancy check (CRC) value. The CRC
operation may be an error detection operation that detects any changes to data that has been
received. For example, the CRC value may be based on the upper-layer data before the data has
been transmitted. In some embodiments, the CRC value may be based on a combination of the
portion of the memory address for the respective address signals at the respective layer and the
respective random value The CRC value may be generated by the memory controller and

transmitted with the portion of the muemory address and the random value and the receiver (e.g.,
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a CRC circuit at the memory components) may generate another CRC value based on the
received portion of the memory address and the random value. If the generated CRC value
matches the CRC value that was recetved, then the data at the memory address may be
retrieved. Otherwise if the generated CRC value does not match the CRC value that was
received, then the data at the memory address may not be retrieved as the mismatching of the
CRC values may indicate that a portion of the memory bus has been compromised by an

attacker.

{0029] As such, the memory bus may include signals at different layers of the integrated
circuit. The layer that includes signals to transmit data between the memory and the memory
controller may be between layers that includes signals used to transmit memory address

mnformation from the memory controller to the memory,

{06630} Fig. 4 is a flow diagram of an example method 400 to transmit data from a memory
controller to memory components by using memory bus protection. The method 400 may be
performed by processing logic that may include hardware {e.g., processing device, circuitry,
dedicated logic, programmable logic, microcode, hardware of a device, integrated circuit, etc.),
software (e.g , instructions run or executed on a processing device), or a combination thereof. In
some embodiments, the method 400 may be performed by the memory controller 120 of the

device 100 of Fig. 1.

{6031} As shown in Fig. 4, the method 400 may begin, at operation 410, with the processing
logic receiving a request for a read operation to retrieve data stored at a memory. The read
operation may be received in response to a request to perform a particular operation at the
device that is to utilize secret data such as a cryptographic key stored at the memory. At
operation 420, the processing logic may encode an address of the memory that corresponds to
the read operation. For example, the read operation may specify an address of the data thatis to
be retrieved from the memory. The address may then be encoded and, at operation 430, the
processing logic may transmit a first portion of the encoded address and a first random value to
the memory via a first bus at a first fayer. The first bus may be a portion of a memory bus that is
distributed through multiple layers. The first bus may be referred to as a first address bus. The
first random value may be generated by a random number generator. At operation 440, the
processing logic may transmit a second portion of the encoded address and a second random
value to the memory via a second bus at a second layer. The second random value may be
generated by the random number generator. The second bus may be referred to as a second

address bus. In some embodiments, each of the first random value and the second random value
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may be stored at a memory of the controller. In some embodiments, a single random value may

be generated and separated into the first random value and the second random value.

{0032} At operation 450, the processing logic may receive encoded data from the memory
vig an intermediate bus at an intermediate layer that is between the first layer and the second
layer. The data may be encoded by using the first random value and the second random value
that was transmitted form the memory controller via the first bus and the second bus. The
intermediate bus may be referred to as a data bus. Subsequently, at operation 460, the
processing logic may decode the received encoded data based on the first random value and the
second random value. For example, the first random value and the second random value may be
stored in a memory of the memory controller and retrieved when the encoded data has been

received from the memory.

[0033] In some embodiments, the first random value and the second random value are
generated for each read operation that is transmitted from the memory controller. For example,
for a first read operation, a first encoded memory address and a first and second random value
may be transmitted over the memory bus. The first and second random value may then be used
to decode the received data. For a subsequent second read operation, a second encoded memory
address and a different first and second random value may be transmitted over the memory bus

and the different first and second random value may be used to decode the second data.

[0034] As previously described, an encoding function or operation may be used to generate
an encoding word. In some embodiments, the encoding function or operation may utilize a
linear tfeedback shift register (LFSR). For example, a quad Galois LFSR {e.g,, being based on
four LFSRs) way be utilized The random values generated by the memory controller may be
used to seed or provide an initial value to the quad LFSR. Eight LFSR operations may be
performed and the resulting states of each of the four LFSRs may be utilized as the encoding
word. Thus, the quad LFSR may be used to mix the bits of the random value before being
transmitted to the memory components. Furthermore, in some embodiments, the data bus
signals may be scrambled based on the cutput of the quad LFESR. For example, the data bus
signals may utilize the scrambling operation that performs an XOR operation between the data
and the resulting output or states of the quad LFSR.

{0035] Fig. 5 illustrates an example of a computer system 500 within which a set of
instructions, for causing the machine to perform any one or more of the methodologies

discussed herein, may be executed. In alternative implementations, the machine may be

connected (e.g., networked) to other machines in a LAN, an intranet, an extranet, and/or the

10
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Internet. The machine may operate in the capacity of a server or a client machine in client-
server network environment, as a peer machine in a peer-to-peer (or distributed) network
environment, of as a server or a client machine in a cloud computing infrastructure or

environment.

{(036] The machine may be a personal computer (PC), a tablet PC, a set-top box (§TB), a
Personal Digital Assistant (PDA), a cellular telephone, a web appliance, a server, a network
router, a switch or bridge, or any machine capable of executing a set of instructions {sequential
or otherwise) that specify actions to be taken by that machine. Further, while a single machine is
itlustrated, the term “machine” shall also be taken to include any collection of machines that
individually or jointly execute a set {or multiple sets) of instructions to perform any one or more

of the methodologies discussed herein.

{6637} The exarmople computer system 500 includes a processing device 502, a main
memory 304 {e.g., read-only memory (ROM}, flash memory, dynamic random access memory
(DRAM) such as synchronous DRAM (SDRAM) or Rambus DRAM (RDRAM), etc.), a static
memory 506 {e.g., flash memory, static random access memory (SRAM), etc.}, and a data

storage device 518, which communicate with each other via a bus 530.

[0038] Processing device 502 represents one or more general-purpose processing devices
such as a microprocessor, a central processing unit, or the like. More particularly, the processing
device may be complex instruction set computing (CISC) microprocessor, reduced instruction
set computing (RISC) microprocessor, very fong instruction word (VLIW) microprocessor, or
processor implementing other instruction sets, or processors implementing a combination of
straction sets. Processing device 502 may also be one or more special-purpose processing
devices such as an application specific integrated circuit (ASIC), a field programmable gate
array (FPGA), a digital signal processor (DSP), network processor, or the like. The processing
device 502 is configured to execute instructions 526 for performing the operations and steps

discussed herein.

{6639] The computer systern 500 may further include a network interface device 308 to
communicate over the network 520. The computer system 500 also may include a video display
unit 510 (e g, a hiquid crystal display (LCD) or a cathode ray tube (CRT)), an alphanumeric
input device 512 (e.g., a keyboard), a cursor control device 614 {e.g., a mouse), a graphics
processing unit 522, a signal generation device 516 (e.g., a speaker), graphics processing unit

522, video processing unit 528, and audio processing unit 532

11
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{0040} The data storage device 518 may include a machine-readable storage medium 524
(also known as a computer-readable medium) on which is stored one or more sets of
instructions or software 526 embodying any one or more of the methodologies or functions
described herein. The tnstructions 526 may also reside, completely or at least partially, within
the main memory 504 and/or within the processing device 502 during execution thereof by the
computer system 500, the main memory 504 and the processing device 502 also constituting

machine-readable storage media.

{0041 ] In one implementation, the instructions 526 include instructions to implement
functionality as described herein. While the machine-readable storage medium 524 is shown in
an example implementation to be a single medium, the term “machine-readable storage
medium” should be taken to include a single medium or multiple media (e.g., a centralized or
distributed database, and/or associated caches and servers) that store the one or more sets of
instructions. The term “machine-readable storage medium” shall also be taken to include any
medium that is capable of storing or encoding a set of instructions for execution by the machine
and that cause the machine to perform any one or more of the methodologies of the present
disclosure. The term “machine-readable storage medium” shall accordingly be taken to include,

but not be limited to, solid-state memories, optical media and magnetic media.

{0042 Some portions of the preceding detailed descriptions have been presented in terms of
algorithms and symbolic representations of operations ov data bits within a computer memory.
These algorithmic descriptions and representations are the ways used by those skilled in the

data processing arts to most effectively convey the substance of their work to others skilled in
the art. An algorithm is here, and generally, conceived to be a self-consistent sequence of
operations leading to a desired result. The operations are those requiring physical manipulations
of physical quantities. Usually, though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, combined, compared, and otherwise
manipulated. It has proven convenient at times, principally for reasons of common usage, to

refer to these signals as bits, values, elements, symbols, characters, terms, numbers, or the like.

[0043] It should be bome in mind, however, that all of these and similar terms are to be
associated with the appropriate physical quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as apparent from the above discussion, it is
appreciated that throughout the description, the present disclosure may refer to the action and
processes of a computer system, or similar electronic computing device, that manipulates and

transtorms data represented as physical (electronic) quantities within the computer system's
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registers and memories into other data similarly represented as physical quantities within the

computer system memories or registers or other such information storage devices.

[0044] The present disclosure also relates to an apparatus for performing the operations
herein. This apparatus may be specially constructed for the intended purposes, or it may
comprise a general purpose computer selectively activated or reconfigured by a computer
program stored in the computer. Such a computer program may be stored in a computer
readable storage medium, such as, but not limited to, any type of disk including floppy disks,
optical disks, CD-ROMs, and magnetic-optical disks, read-only memories (ROMs), random
access memories (RAMs), EPROMs, EEPROMs, magnetic or optical cards, or any type of

media suitable for storing electronic instructions, each coupled to a computer system bus.

{0045] The algorithms and displays presented herein are not inherently related to any
particular computer or other apparatus. Various general purpose systems may be used with
programs in accordance with the teachings herein, or it may prove convenient to construct a
more specialized apparatus to perform the method. The structure for a variety of these systems
will appear as set forth in the description below. In addition, the present disciosure is not
described with reference to any particular programming language. It will be appreciated that a
variety of programming languages may be used to implement the teachings of the disclosure as

described herein.

{3046] The present disclosure may be provided as a computer program product, or software,
that may include a machine-readable medium having stored thereon instructions, which may be
used to program a computer system (or other electronic devices) to perform a process according
1o the present disclosure. A machine-readable medium includes any mechanism for storing
information in a form readable by a machine {e.g, a computer). For example, a machine-
readable (e.g., computer-readable) medium includes a machine (e.g., a computer) readable
storage medium such as a read only memory (“ROM”), random access memory ("RAM”),

magnetic disk storage media, optical storage media, flash memory devices, etc.

{0047} In the foregoing disclosure, implementations of the disclosure have been described
with reference to specific example implementations thereof. It will be evident that various
modifications may be made thereto without departing from the broader spirit and scope of
implementations of the disclosure as set forth in the following claims. The disclosure and

drawings are, accordingly, to be regarded in an illustrative sense rather than a restrictive sense.
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CLAIMS
What is claimed is:
1. An integrated circuit comprising;

a memory,

a memory controller;

a first address bus located in an upper layer of the integrated circuit, wherein the first
address bus is to receive a first portion of @ memory address from the memory controller;

a second address bus located in a lower layer of the integrated circuit, wherein the
second address bus is to receive a second portion of the memory address from the memory
controller; and

a data bus located in an intermediate layer of the integrated circuit, wherein the data bus
is to receive data corresponding to the memory address from the memory and transmit the data
to the memory controller, and wherein the intermediate layer is between the upper layer and the
lower layer, and wherein a layout of the signals of the data bus vertically overlaps with a layout

of signals of the first address bus and a layout of signals of the second address bus.

2. The integrated circuit of claim 1, wherein the first address bus 1s further to receive a first
portion of a memory command and the second address bus is further to receive a second portion

of the memory command.

3. The integrated circuit of claim 1, wherein the first address bus is further to receive a first
random value from the memory controller, and wherein the second address bus is further to
receive a second random value from the memory controlier, and wherein the data transmitted to
the memory controller via the data bus is encoded based on the first random value and the

second random value.

4. The integrated circuit of claim 1, wherein the memory controller further comprises an
encoder to encode the first portion of the memory address and the second portion of the memory
address, and wherein the memory is associated with a decoder to decode the encoded first

portion of the memory address and the encoded second portion of the memory address.

S. The integrated circuit of claim 1, wherein the memory controlier is to generate a first
cyclic redundancy check {CRC) value based on the first portion of the memory address and a
second CRC value based on the second portion of the memory address, and wherein the first

CRC value is transmitted to the memory via the first address bus and the second CRC value is

14
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transmitted to the memory via the second address bus.

6. The integrated circuit of claim 1, wherein the memory is associated with receiving a first
random value with the first portion of the memory address from the first address bus located in
the upper layer and a second random value with the second portion of the memory address from
the second address bus located in the lower layer, and wherein the data transmitted via the data
bus in the intermediate layer is encoded based on a combination of the first random value and

the second random value.

7. The mntegrated circuit of claim 1, wherein the first address bus and the second address

bus correspond to a shielding for the data bus.

8. A method comprising:

receiving a memory address associated with a memory;

transmitting a first portion of the memory address to the memory, the first portion of the
memory address being transmitted via a first address bus located in an upper layer of an
integrated circuit associated with the memory;

transmitting, by a processing device, a second portion of the memory address to the
rnemory, the second portion of the memory address being transmitted via a second address bus
located in a lower layer of the integrated circuit; and

receiving data at the memory address from the memory via a data bus that is located at
an intermediate layer of the integrated circuit, wherein the intermediate layer is between the
upper layer and the lower layer of the integrated circuit, and wherein a layout of signals of the
data bus in the intermediate layer vertically overlaps with a layout of signals of the first address

bus and a layout of signals of the second address bus.

9. The method of claim 8, further comprising:
transmitting a first portion of a memory command via the first address bus; and

transmitting a second portion of the memory command via the second address bus.

10. The method of claim 8, further comprising:

generating a first random value, wherein the first random value is transmitted to the
memory via the first address bus; and

generating a second random value, wherein the second random value is transmitted to

the memory via the second address bus, and wherein the data received via the data bus is based
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on the first random value and the second random value.

11, The method of claim &, further comprising:

encoding the first portion of the memory address and the second portion of the memory
address, wherein the transmitting of the first portion of the memory address is based on the
encoded first portion of the memory address and the transmitting of the second portion of the

memory address is based on the encoded second portion of the memory address.

12. The method of claim B, further comprising:

generating a first cyclic redundancy check (CRC) value based on the first portion of the
memory address; and

generating a second CRC value based on the second portion of the memory address, and
wherein the first CRC value is transmitied to the memory via the first address bus and the

second CRC value 1s transmitied to the memory via the second address bus.

13 The method of claim 12, wherein the receiving of the data at the memory address from
the memory via the data bus that is located at the intermediate layer of the integrated circuitis

based on the first CRC value and the second CRC value.

14, The method of claim 8, wherein the first address bus and the second address bus

correspond to a shielding for the data bus.

15, A method comprising:

receiving a first portion of a memory address of a memory, the first portion of the
memory address being transmitted via a first address bus located in an upper layer of an
integrated circuit associated with the memory;

receiving a second portion of the memory address of the memory, the second portion of
the memory address being transmitted via a second address bus located in a lower layer of the
integrated circuit;

identifying, by a processing device, data corresponding to the memory address based on
the first portion of the memory address and the second portion of the memory address; and

transmitting the data at the memory address from the memory via a data bus that is
located at an intermediate layer of the integrated circuit, wherein the intermediate layer is

between the upper layer and the lower layer of the integrated circuit.

16
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16 The method of claim 15, wherein a layout of signals of the data bus in the intermediate
layer overlap with a layout of signals of the first address bus and a layout of signals of the

second address bus.

17. The method of claim 15, the memory address corresponding to the first portion and the
second portion 1s encoded, the method further comprising decoding the encoded memory

address.

18. The method of claim 15, further comprising;

receiving a first cyclic redundancy check (CRC) value with the first portion of the
memory address via the first address bus located in the upper layer;

receiving a second CRC value with the second portion of the memory via the second
address bus located in the lower layer; and

generating a corresponding CRC value for each of the first portion of the memory
address and the second portion of the memory address, and wherein the identifying of the data
is based on the corresponding CRC values matching the first CRC value and the second CRC

value.

19, The method of clairn 15, further comprising:

receiving a first random value with the first portion of the memory address via the first
address bus located in the upper layer;

receiving a second random value with the second portion of the memory via the second
address bus located in the lower layer; and

encoding the data based on the first random value and the second random value, wherein

the transmitting of the data via the data bus corresponds to transmitting the encoded data.

20. The method of claim 15, wherein the first address bus and the second address bus

correspond to a shielding for the data bus.

[
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