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DETECTING UNAUTHORIZED CARD 
SKIMMERS 

scope of the appended claims . Its sole purpose is to present 
some concepts of the example embodiments in a simplified 
form as a prelude to the more detailed description that is 
presented later . CROSS REFERENCE TO RELATED 

APPLICATIONS 

[ 0001 ] This application is a continuation of U . S . applica 
tion Ser . No . 14 / 206 , 429 filed on Mar . 12 , 2014 that claims 
the benefit under 35 U . S . C . $ 119 ( e ) of U . S . Provisional 
Application No . 6 / 851 , 682 filed Mar . 12 , 2013 . 

TECHNICAL FIELD 
[ 0002 ] This invention relates to banking system machines 
that operate responsive to data read from data bearing 
records such as user cards . 

BACKGROUND 
[ 0003 ] Automated banking machines may include a card 
reader that operates to read data from a bearer record such 
as a user card . The automated banking machine may operate 
to cause the data read from the card to be compared with 
other computer stored data related to the bearer . The 
machine operates in response to the comparison determining 
that the bearer is an authorized system user to carry out at 
least one transaction which is operative to transfer value to 
or from at least one account . A record of the transaction is 
also commonly printed through operation of the automated 
banking machine and provided to the user . A common type 
of automated banking machine used by consumers is an 
automated teller machine . An automated teller machine 
reads customer cards and enables customers to carry out 
banking transactions . Banking transactions carried out using 
automated teller machines may include the dispensing of 
cash , the making of deposits , the transfer of funds between 
accounts and account balance inquiries . The types of bank 
ing transactions a customer can carry out are determined by 
the capabilities of the particular banking machine and the 
programming of the institution operating the machine . 
[ 0004 ] Other types of automated banking machines may 
be operated by merchants to carry out commercial transac 
tions . These transactions may include , for example , the 
acceptance of deposit bags , the receipt of checks or other 
financial instruments , the dispensing of rolled coin or other 
transactions required by merchants . Still other types of 
automated banking machines may be used by service pro 
viders in a transaction environment such as at a bank to carry 
out financial transactions . Such transactions may include for 
example , the counting and storage of currency notes or other 
financial instrument sheets , the dispensing of notes or other 
sheets , the imaging of checks or other financial instruments , 
and other types of service provider transactions . For pur 
poses of this disclosure an automated banking machine , 
automated transaction machine , or an automated teller 
machine ( ATM ) shall be deemed to include any machine that 
may be used to automatically carry out transactions involv 
ing transfers of value . 

[ 0006 ] In accordance with an example embodiment , there 
is described herein an automated banking machine operable 
to obtain data representative of a bezel associated with an 
automated banking machine . The automated banking 
machine is further operable to obtain data representative of 
an image for the bezel associated with the automated bank 
ing machine and to display the image for the bezel associ 
ated with the automated banking machine on a display 
associated with the automated banking machine . Other 
embodiments include a computer readable medium of 
instructions and method to implement the functionality 
herein . 
[ 0007 ] In accordance with an example embodiment , there 
is described herein a server in data communication with an 
automated banking machine . The server is operable to obtain 
data representative of a bezel with a card slot that is 
associated with an automated banking machine from the 
automated banking machine . The server is further operable 
to receive image data of a bezel with a card slot mounted on 
the automated banking machine from a second source . The 
server is operable to retrieve image data for the bezel 
corresponding with the data representative of a bezel 
received from the automated banking machine and to com 
pare the image data received form the second source with the 
image data corresponding with the data representative of a 
bezel received from the automated banking machine to 
determine whether the image data received from the second 
source matches the image data corresponding with the data 
representative of a bezel received from the automated bank 
ing machine . Other embodiments include a computer read 
able medium of instructions and method to implement the 
functionality described herein . 

10008 ] In accordance with an example embodiment , there 
is described herein , a server that is in data communication 
with an automated banking machine . The server is operable 
to obtain data representative of a wireless device at a 
location near an automated banking machine and data rep 
resentative of the automated banking machine . The server is 
further operable to obtain data representative of an image of 
a bezel with a card slot associated with the automated 
banking machine based on the data representative of the 
automated banking machine . The server is still further 
operable to send the data representative of the image of the 
bezel with a card slot associated with the automated banking 
machine to the wireless device and obtain data indicating 
whether a bezel on the automated banking machine matches 
the image of the bezel send to the wireless device . Other 
embodiments include a computer readable medium of 
instructions and method to implement the functionality 
described herein . 
[ 0009 ] In accordance with an example embodiment , there 
is described herein a wireless device that is operable to 
obtain an image of a bezel associated with an automated 
banking machine and data identifying the automated bank 
ing machine . The device is further operable to send the 
image of the bezel and data identifying the automated 
banking machine to a remote server and receive data indi 
cating whether the bezel is valid for consumer usage from 

SUMMARY 
[ 0005 ] The following presents a simplified overview of the 
example embodiments in order to provide a basic under 
standing of some aspects of the example embodiments . This 
overview is not an extensive overview of the example 
embodiments . It is intended to neither identify key or critical 
elements of the example embodiments nor delineate the 
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the remote server . embodiments include a computer readable 
medium of instructions and method to implement the func 
tionality described herein . 
[ 0010 ] In accordance with an example embodiment , there 
is described herein a device , for example a wireless device 
such as a Smartphone , tablet , etc . that is operable to receive 
data representative of an image of a bezel with a card slot 
associated with an automated banking machine from a 
remote server . The device is further operable to display the 
image . The device is operable to obtain data representative 
of a confirmation indicating whether a bezel on the auto 
mated banking machine matches the image and to send the 
data representation of the confirmation to the remote server . 

BRIEF DESCRIPTION OF DRAWINGS 
[ 0011 ] FIG . 1 is an isometric external view of an example 
automated banking machine which incorporates some 
aspects and features of embodiments described in the pres 
ent application . 
[ 0012 ] FIG . 2 is a front plan view of the machine shown 
in FIG . 1 . 
[ 0013 ] FIG . 3 is a transparent side view showing sche 
matically some internal features of the machine . 
[ 00141 FIG . 4 is a schematic view representative of the 
software architecture of an example embodiment . 
[ 0015 ] FIG . 5 is a front view showing the fascia portion 
moved to access a first portion of an upper housing of the 
machine . 
[ 0016 ] FIG . 6 is a partially transparent side view of the 
machine . 
[ 0017 ] FIG . 7 is an isometric view of the machine shown 
in FIG . 1 with the components of the upper housing portion 
removed . 
[ 0018 ] FIG . 8 is a schematic side view of the housing 
showing schematically the illumination system for the trans 
action areas and representing in phantom the movement of 
the upper fascia portion so as to provide access for servicing . 
[ 00191 FIG . 9 is a schematic view of an illumination and 
anti - fraud sensing device which bounds a card reader slot of 
an example embodiment . 
10020 ] FIG . 10 is a schematic side view of an unauthorized 
card reading device in operative connection with a housing 
of the anti - fraud sensor . 
[ 0021 ] FIG . 11 is a schematic view of example logic for 
purposes of detecting the presence of an unauthorized card 
reading device in proximity to the card reader during opera 
tion of the machine . 
[ 0022 ] FIG . 12 is an example side , cross sectional view of 
a machine keypad . 
10023 ) FIG . 13 is a schematic representation of a sensor 
for sensing whether an unauthorized key input sensing 
device has been placed adjacent to the keypad . 
[ 0024 ] FIG . 14 is a view of a keypad similar to FIG . 12 but 
with an unauthorized key input sensing device attached . 
[ 0025 ] FIG . 15 is a schematic representation similar to 
FIG . 13 , but representing the change in reflected radiation 
resulting from the attachment of the unauthorized key input 
sensing device . 
[ 0026 ] FIG . 16 is a schematic view of an anti - fraud device 
disposed within a slot of a card reader . 
[ 0027 ] FIG . 17 is a schematic view of an unauthorized 
card reading device mounted adjacent the card reader . 

[ 0028 ] FIG . 18 is a schematic view of an alternate embodi 
ment utilizing radiation emitters to emit radiation detectable 
by an anti - fraud device . 
[ 0029 ] FIG . 19 is a schematic view of yet a further 
alternative embodiment of an anti - fraud device . 
[ 0030 ] FIG . 20 is a schematic view of an example appa 
ratus for detecting the presence of an unauthorized device in 
connection with a machine . 
[ 0031 ] FIG . 21 is a schematic of example gain circuitry 
used in connection with an example radiation sensing 
device . 
10032 ] FIG . 22 is a schematic view of example logic flow 
carried out in connection with the apparatus of FIG . 20 . 
[ 0033 ] FIG . 23 is a schematic view of an alternative 
example apparatus for detecting the presence of an unau 
thorized device in connection with a machine . 
[ 0034 ] FIG . 24 is a schematic of example circuitry used in 
connection with the example apparatus of FIG . 23 . 
[ 0035 ] FIG . 25 is a front view of a fascia of an alternative 
automated banking machine . 
[ 0036 ] FIG . 26 is a partial isometric view of a fascia of an 
automated banking machine showing the area of the card 
reader slot . 
[ 0037 ] FIG . 27 is an isometric view showing the bezel 
surrounding the card reader slot . 
[ 0038 ] FIG . 28 is an isometric view of a card reader bezel 
similar to FIG . 26 . 
100391 FIGS . 28A , 28B , and 28C show different views of 
a bezel that is similar to the bezel shown in FIG . 28 . 
10040 ] FIG . 29 is an exploded rear view of the card reader 
bezel assembly . 
10041 ] FIG . 30 is a front isometric view of an ATM fascia 
with an alternative card reader bezel . 
[ 0042 ] FIG . 31 is an isometric view of the card reader 
bezel shown in FIG . 30 . 
[ 0043 ] FIGS . 31A , 31B , and 31C show different views of 
a bezel that is similar to the bezel shown in FIG . 31 . 
[ 0044 ] FIG . 32 is an isometric view of an alternative card 
reader bezel . 
100451 . FIGS . 32A , 32B , and 32C show different views of 
a bezel that is similar to the bezel shown in FIG . 32 . 
10046 ] FIG . 33 is an isometric view of an alternative card 
reader bezel . 
[ 0047 ] FIGS . 33A , 33B , and 33C show different views of 
a bezel that is similar to the bezel shown in FIG . 33 . 
10048 ] FIG . 34 is an isometric view of an alternative card 
reader bezel . 
[ 0049 ] FIGS . 34A , 34B , and 34C show different views of 
a bezel that is similar to the bezel shown in FIG . 34 . 
[ 0050 ] FIG . 35 is an isometric view of an alternative card 
reader bezel . 
10051 ] FIGS . 35A , 35B , and 35C show different views of 
a bezel that is similar to the bezel shown in FIG . 35 . 
[ 0052 ] FIG . 36 is an isometric view of an alternative card 
reader bezel . 
[ 0053 ] FIGS . 36A , 36B , and 36C show different views of 
a bezel that is similar to the bezel shown in FIG . 36 . 
f0054 ] FIG . 37 is an isometric view of an alternative card 
reader bezel . 
[ 0055 ] FIGS . 37A , 37B , and 37C show different views of 
a bezel that is similar to the bezel shown in FIG . 37 . 
[ 0056 ] FIG . 38 is an isometric view of an alternative card 
reader bezel . 

reader De 
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[ 0087 ] FIG . 67 shows an example relationship that allows 
an automated banking machine to operate responsive to 
detection of a newly installed authorized bezel structure , to 
automatically communicate with a remote computer to 
access at least one bezel image that corresponds to the 
installed bezel structure . 
[ 0088 ] FIG . 68 shows an example arrangement that allows 
a potential machine user to use their smart mobile device to 
receive security advice from a remote computer with regard 
to whether the card reader slot area of an automated banking 
machine is deemed valid for usage . 
[ 0089 ] FIG . 69 shows an example arrangement in which 
both a machine ' s user display screen and a bezel ' s display 
screen visually output the same pattern or code of characters . 

[ 0057 ] FIGS . 38A , 38B , and 38C show different views of 
a bezel that is similar to the bezel shown in FIG . 38 . 
[ 0058 ] FIG . 39 is an isometric view of an alternative card 
reader bezel . 
10059 ] FIGS . 39 A , 39B , and 39C show different views of 
a bezel that is similar to the bezel shown in FIG . 39 reader . 
[ 0060 ] FIG . 40 is an exploded view of an alternative card 
reader bezel structure and a card 
[ 0061 ] FIG . 41 shows a front view of an example card 
reader bezel with a particular contour . 
10062 ] FIG . 42 shows a front view of an example bezel 
that includes a see - through window . 
[ 0063 ] FIG . 43 shows a top view of the interior of a card 
reader . 
10064 ) FIG . 44 shows a top view of an example rotatable 
bezel section having a substantially rectangular shape . 
[ 0065 ] FIG . 45 shows an angled side view of the bezel 
section shown in FIG . 44 . 
[ 0066 ] FIG . 46 shows a top view of an example rotatable 
bezel section having a substantially triangular shape . 
10067 ] FIG . 47 shows an angled side view of the bezel 
section shown in FIG . 46 . 
[ 0068 ] FIG . 48 shows a front view of the outer face of an 
example bezel . 
[ 0069 ] FIG . 49 shows a side view taken along A - A in FIG . 
48 , with projections retracted . 
[ 0070 ] FIG . 50 shows a side view taken along A - A in FIG . 
48 , with projections extended . 
[ 0071 ] FIG . 51 shows a top view of a bezel ’ s flexible outer 
surface in an expanded condition . 
[ 0072 ] FIG . 52 shows a front view of the bezel shown in 
FIG . 51 . 
[ 0073 ] FIG . 53 shows a top view of an example arrange 
ment that uses physical contact to outwardly stretch a 
portion of a bezel ' s flexible outer surface to create a moving 
dislodging wave across the surface . 
[ 0074 ] FIG . 54 shows an angled view of a wave creating 
component used in FIG . 53 . 
[ 0075 ] FIG . 55 is an exploded view of a portion of a 
machine fascia and a keypad cover . 
[ 0076 ] FIG . 56 shows the portion of the machine fascia of 
FIG . 55 including the keypad cover installed thereon . 
00771 . FIG . 57 is a schematic view of a portion of the 
fascia including the keypad cover including certain sensors 
for detecting fraud devices . 
[ 0078 ] FIG . 58 shows a coil emitter adjacent a card inlet 
slot . 
[ 0079 ] FIG . 59 shows directional emitters adjacent a card 
entrance slot . 
[ 0080 ] FIG . 60 shows corresponding relationships among 
a magnetic stripe , magnetic flux , bits , and waveform . 
[ 0081 ] FIG . 61 shows an example of an example jammer . 
0082 ] FIG . 62 shows an example of a waveform repre 

sentation caused by generation by an example jamming 
signal . 
[ 0083 ] FIG . 63 shows magnetic flux reversals caused by 
the example jamming signal . 
[ 0084 ] FIG . 64 shows false card data generated by the 
example jamming signal . 
[ 0085 ] FIG . 65 shows the false magnetic stripe segment 
which is imitated in the example jamming signal . 
[ 0086 ] FIG . 66 shows an example informational display 
window that can be presented to a potential machine user 
through a display device of an automated banking machine . 

DESCRIPTION OF EXAMPLE EMBODIMENTS 
[ 0090 ] This description provides examples not intended to 
limit the scope of the appended claims . The figures generally 
indicate the features of the examples , where it is understood 
and appreciated that like reference numerals are used to refer 
to like elements . Reference in the specification to " one 
embodiment ” or “ an embodiment ” or “ an example embodi 
ment ” means that a particular feature , structure , or charac 
teristic described is included in at least one embodiment 
described herein and does not imply that the feature , struc 
ture , or characteristic is present in all embodiments 
described herein . 
[ 0091 ] The following applications are incorporated herein 
by reference in their entirety : U . S . application Ser . No . 
12 / 288 , 333 filed Oct . 17 , 2008 ; Ser . No . 13 / 134 , 654 filed 
Jun . 13 , 2011 ; Ser . No . 13 / 199 , 106 filed Aug . 19 , 2011 ; Ser . 
No . 11 / 975 , 375 filed Oct . 19 , 2007 ; Ser . No . 11 / 454 , 257 
filed Jun . 16 . 2006 ; Ser . No . 10 / 832 , 960 filed Apr . 27 , 2004 ; 
and Ser . No . 10 / 601 , 813 filed Jun . 3 , 2003 ; and U . S . 
Provisional Applications 61 / 000 , 215 filed Oct . 24 , 2007 ; 
61 / 000 , 335 filed Oct . 25 , 2007 ; 60 / 429 , 478 filed Nov . 26 , 
2002 ; 60 / 560 , 674 filed Apr . 7 , 2004 ; 60 / 853 , 098 filed Oct . 
20 , 2006 ; 61 / 628 , 513 filed Nov . 1 , 2011 ; and 61 / 629 , 900 
filed Nov . 30 , 2011 . 
[ 0092 ] Referring now to the drawings and particularly to 
FIG . 1 , there is shown therein an example embodiment of an 
automated banking machine generally indicated 10 . In an 
example embodiment automated banking machine 10 is a 
drive up ATM , however the features described and claimed 
herein are not necessarily limited to machines of this type . 
The example machine includes a housing 12 . Housing 12 
includes an upper housing area 14 and a secure chest area 16 
in a lower portion of the housing . Access to the chest area 
16 is controlled by a chest door 18 which when unlocked by 
authorized persons in the manner later explained , enables 
gaining access to the interior of the chest area . 
[ 0093 ] The example machine 10 further includes a first 
fascia portion 20 and a second fascia portion 22 . Each of the 
fascia portions is movably mounted relative to the housing 
as later explained , which in an example embodiment facili 
tates servicing . 
[ 0094 ] The machine includes a user interface generally 
indicated 24 . The example user interface includes input 
devices such as a card reader 26 ( shown in FIG . 3 ) which is 
in operative connection with a card reader slot 28 ( FIG . 1 ) 
which extends in the second fascia portion . The card reader 
slot 28 can lead to a card accepting area ( e . g . , a card entrance 
or opening ) of the card reader 26 . The card reader 26 is 
operative to read data bearing records presented by machine 
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users . Such records can include data corresponding to at 
least one of the associated user , one or more user financial 
accounts , and / or other data . In some example embodiments 
the card reader may read the data from magnetic stripe cards . 
In other example embodiments the card reader may be 
operative to read data from other card or record types such 
as contactless cards . Of course these approaches are just 
examples . 

[ 0095 ] The user interface 24 can also include other reader 
devices , such as a biometric reader . A biometric reader can 
read user biometric data . For example , user biometric infor 
mation may involve one or more of a fingerprint , thumb 
print , hand scan ( e . g . , palm print or back of hand ) , iris scan , 
retina scan , fingernail print , spoken password , voice print , 
voice ( speech ) recognition , image data , face topography 
data , facial recognition , DNA scan , etc . , or combinations 
thereof . Read biometric data ( or indicia ) can be used for 
purposes of identifying a particular user and / or their 
account . For example , biometric data can be used to verify 
that a person is authorized to use a cash dispensing auto 
mated banking machine . Read biometric data can also be 
compared to read card data . Correlation of biometric data 
and card data can result in customer authorization . 
[ 0096 ] Other input devices of the example user interface 
24 include function keys 30 and a keypad 32 . The example 
machine 10 also includes a camera 34 which also may serve 
as an input device for biometric features and the like . The 
example user interface 24 also includes output devices such 
as a display 36 . Display 36 is viewable by an operator of the 
machine when the machine is in the operative condition 
through an opening 38 in the second fascia portion 22 . 
Further output devices in the example user interface include 
a speaker 40 . A headphone jack 42 also serves as an output 
device . The headphone jack may be connected to a head 
phone provided by a user who is visually impaired to 
provide the user with voice guidance in the operation of the 
machine . The example machine further includes a receipt 
printer 44 ( see FIG . 3 ) which is operative to provide users 
of the machine with receipts for transactions conducted . 
Transaction receipts are provided to users through a receipt 
delivery slot 46 which extends through the second fascia 
portion . Example receipt printers that may be used in some 
embodiments are shown in U . S . Pat . No . 5 , 729 , 379 and U . S . 
Pat . No . 5 , 850 , 075 , the disclosures of which are incorpo 
rated by reference herein in their entirety . It should be 
understood that these input and output devices of the user 
interface 24 are example and in other embodiments , other or 
different input and output devices may be used . 
[ 0097 ] In an example embodiment the second fascia por 
tion has included thereon a deposit envelope providing 
opening 48 . Deposit envelopes may be provided from the 
deposit envelope providing opening to users who may place 
deposits in the machine . The second fascia portion 20 also 
includes a fascia lock 50 . Fascia lock 50 is in operative 
connection with the second fascia portion and limits access 
to the portion of the interior of the upper housing behind the 
fascia to authorized persons . In an example embodiment 
fascia lock 50 comprises a key type lock . However , in other 
embodiments other types of locking mechanisms may be 
used . Such other types of locking mechanisms may include 
for example , other types of mechanical and electronic locks 
that are opened in response to items , inputs , signals , condi 
tions , actions or combinations or multiples thereof . 

[ 0098 ] The example machine 10 further includes a deliv 
ery area 52 . Delivery area 52 is in connection with a 
currency dispenser device 54 which is alternatively referred 
to herein as a cash dispenser , which is positioned in the chest 
portion and is shown schematically in FIG . 3 . The delivery 
area 52 is a transaction area on the machine in which 
currency sheets are delivered to a user . In an example 
embodiment the delivery area 52 is positioned and extends 
within a recessed pocket 56 in the housing of the machine . 
[ 0099 ] Machine 10 further includes a deposit acceptance 
area 58 . The deposit acceptance area is an area through 
which deposits such as deposit envelopes to be deposited by 
users are placed in the machine . The deposit acceptance area 
58 is in operative connection with a deposit accepting device 
positioned in the chest area 16 of the machine . Example 
types of deposit accepting devices are shown in U . S . Pat . 
No . 4 , 884 , 769 and U . S . Pat . No . 4 , 597 , 330 , the disclosures 
of which are incorporated herein by reference in their 
entirety . 
[ 0100 ] In an example embodiment the deposit acceptance 
area serves as a transaction area of the machine and is 
positioned and extends within a recessed pocket 60 . It 
should be understood that while the example embodiment of 
machine 10 includes an envelope deposit accepting device 
and a currency sheet dispenser device , other or different 
types of transaction function devices may be included in 
automated banking machines . These may include for 
example , check and / or money order accepting devices , 
ticket accepting devices , stamp accepting devices , card 
dispensing devices , money order dispensing devices and 
other types of devices which are operative to carry out 
transaction functions . 
( 0101 ] In this example embodiment the machine 10 
includes certain illuminating devices which are used to 
illuminate transaction areas , some of which are later dis 
cussed in detail . First fascia portion 20 includes an illumi 
nation panel 62 for illuminating the deposit envelope pro 
viding opening . Second fascia portion 22 includes an 
illumination panel 64 for illuminating the area of the receipt 
delivery slot 46 and the card reader slot 28 . Further , an 
illuminated housing 66 , later discussed in detail , bounds the 
card reader slot 28 . Also , in an example embodiment an 
illuminating window 68 is positioned in the recessed pocket 
56 of the delivery area 52 . An illuminating window 70 is 
positioned in the recessed pocket 60 of the deposit accep 
tance area 58 . It should be understood that these structures 
and features are example and in other embodiments other 
structures and features may be used . 
[ 0102 ] As schematically represented in FIG . 3 , the 
machine 10 includes one or more internal computers which 
are alternatively referred to herein as controllers . Such 
internal computers include one or more processors . Such 
processors may be alternatively referred to herein as com 
puters . Such processors may be in operative connection with 
one or more data stores . In some embodiments processors 
may be located on certain devices within the machine so as 
to individually control the operation thereof . Examples such 
as multi - tiered processor systems are shown in U . S . Pat . No . 
6 , 264 , 101 and U . S . Pat . No . 6 , 131 , 809 , the disclosures of 
which are incorporated herein by reference in their entirety . 
Alternatively in other embodiments , the at least one proces 
sor associated with the machine may operate in a remote 
server which is remotely located from the machine . Such a 
remote server may operate a virtual machine and control the 
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devices thereof in the manner described in U . S . patent 
application Ser . No . 13 / 066 , 272 filed Apr . 11 , 2011 , the 
disclosure of which is incorporated herein by reference in its 
entirety . 
[ 0103 ] For purposes of simplicity , an example embodi 
ment will be described as having a single controller which 
controls the operation of devices within the machine . How 
ever it should be understood that such reference shall be 
construed to encompass multi - controller and multiprocessor 
systems as well as remote systems as may be appropriate in 
controlling the operation of a particular machine . As a result , 
the example machine is associated with at least one com 
puter , which can include an internal and / or an external ( e . g . , 
remote ) computer ( s ) . 
[ 0104 ] In FIG . 3 a machine controller is schematically 
represented 72 . As schematically represented , the controller 
is in operative connection with one or more data stores 79 . 
Such data stores in an example embodiment are operative to 
store program instructions , values , and other information 
used in the operation of the machine . Although a controller 
72 is schematically shown in the upper housing portion of 
the machine 10 , it should be understood that in alternative 
embodiments controllers may be located within various 
portions of the machine . 
[ 0105 ] In order to conduct transactions the machine 10 
communicates with remote computers . The remote comput 
ers are operative to exchange messages with the machine 
and authorize and record the occurrence of various transac 
tions . This is represented in FIG . 3 by the communication of 
the machine through a network with a bank 78 , which has at 
least one computer which is operative to exchange messages 
with the machine through a network . For example , the bank 
78 may receive one or more messages from the machine 
requesting authorization to allow a customer to withdraw 
$ 200 from the customer ' s account . The remote computer at 
the bank 78 will operate to determine that such a withdrawal 
is authorized and will return one or more messages to the 
machine through the network authorizing the transaction . In 
example embodiments at least one processor in the machine 
is operative to cause the communication of data correspond 
ing to data read from a user ' s card from the machine to the 
remote computer as part of one or more messages . The 
machine may also communicate other data corresponding to 
user inputs such as a personal identification number ( PIN ) 
and requested transaction data to the remote computer . The 
remote computer operates to compare the data correspond 
ing to card data and / or PIN data to data corresponding to 
authorized users and / or financial accounts stored in at least 
one data store associated with the remote computer . Respon 
sive to the data corresponding to an authorized user or 
financial account and a permissible transaction request , the 
remote computer communicates at least one message to the 
machine which corresponds to authorization to carry out the 
requested transaction . After the machine conducts the func 
tions to accomplish a transaction such as dispensing cash , 
the machine will generally send one or more messages back 
through the network to the bank indicating that the transac 
tion was successfully carried out . Of course these messages 
are merely example . 
[ 0106 ] It should be understood that in some embodiments 
the machine may communicate with other entities and 
through various networks . For example as schematically 
represented in FIG . 3 , the machine will communicate with 
computers operated by service providers 80 . Such service 

providers may be entities to be notified of status conditions 
or malfunctions of the machine as well as entities who are 
to be notified of corrective actions . An example of such a 
system for accomplishing this is shown in U . S . Pat . No . 
5 , 984 , 178 , the disclosure of which is incorporated herein by 
reference in its entirety . Other third parties who may receive 
notifications from example machines include entities 
responsible for delivering currency to the machine to assure 
that the currency supplies are not depleted . Other entities 
may be responsible for removing deposit items from the 
machine . Alternative entities that may be notified of actions 
at the machine may include entities which hold marketing 
data concerning consumers and who provide messages 
which correspond to marketing messages to be presented to 
consumers . Various types of messages may be provided to 
remote systems and entities by the machine depending on 
the capabilities of the machines in various embodiments and 
the types of transactions being conducted . 
[ 0107 ] FIG . 4 shows schematically an example software 
architecture which may be operative in the controller 72 of 
machine 10 . The example software architecture includes an 
operating system such as for example Microsoft® Windows , 
IBM OS / 2® or Linux . The example software architecture 
also includes an ATM application 82 . The example applica 
tion includes the instructions for the operation of the auto 
mated banking machine and may include , for example , an 
Agilis® 91x application that is commercially available from 
Diebold , Incorporated which is a cross vendor software 
application for operating ATMs . Further examples of soft 
ware applications which may be used in some embodiments 
are shown in U . S . Pat . Nos . 6 , 289 , 320 and 6 , 505 , 177 , the 
disclosures of which are incorporated herein by reference in 
their entirety . 
0108 ] In an example embodiment middleware software 
schematically indicated 84 is operative in the controller . In 
an example embodiment the middleware software operates 
to compensate for differences between various types of 
automated banking machines and transaction function 
devices used therein . The use of a middleware layer enables 
the more ready use of an identical software application on 
various types of machine hardware . In an example embodi 
ment the middleware layer may be Involvex software 
produced by Nexus Software , or middleware software pro 
duced by Korala Associates Limited of Scotland . 
[ 0109 ] The example software architecture further includes 
a diagnostics layer 86 . The diagnostics layer 86 is operative 
as later explained to enable accessing and performing vari 
ous diagnostic functions of the devices within the machine . 
In an example embodiment the diagnostics operate in con 
junction with a browser schematically indicated 88 . 
[ 0110 ] The example software architecture further includes 
a service provider layer schematically indicated 90 . The 
service provider layer may include software such as WOSA 
XFS service providers or JXFS service providers which 
present a standardized interface to the software layers above 
and which facilitate the development of software which can 
be used in conjunction with different types of machine 
hardware . Of course this software architecture is example 
and in other embodiments other architectures may be used . 
[ 0111 ] As schematically represented in FIG . 4 , a controller 
72 is in operative connection with at least one communica 
tions bus 92 . The communications bus may in some example 
embodiments be a universal serial bus ( USB ) or other 
standard or nonstandard type of bus architecture . The com 
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mi munications bus 92 is schematically shown in operative 
connection with transaction function devices 94 . The trans 
action function devices include devices in the machine 
which are used to carry out transactions . These may include 
for example the currency dispenser 54 , card reader 26 , 
receipt printer 44 , keypad 32 , as well as numerous other 
devices which are operative in the machine and controlled 
by the controller to carry out transactions . 
10112 ] . Furthermore , communication between the control 
ler and the transaction function devices can be encrypted . 
For example , encryption codes ( or keys ) can be stored in a 
data store associated with the transaction function device 
( e . g . , a card reader ) . The transaction function device ( e . g . , a 
card reader ) can authenticate itself to the controller , and vice 
versa . Thus , the use of encryption allows data read from a 
card to be protected during a transaction with the machine . 
An encrypted read head can be used in the card reader . 
Examples of encryption applications which may be used in 
some embodiments are shown in U . S . patent application Ser . 
No . 12 / 802 , 496 filed Jun . 8 , 2010 , the disclosure of which is 
herein incorporated by reference in its entirety . 
[ 0113 ] In an example embodiment one of the transaction 
function devices in operative connection with the controller 
is a diagnostic article reading device 96 which may be 
operative to read a diagnostic article schematically indicated 
98 which may provide software instructions useful in ser 
vicing the machine . Alternatively and / or in addition , provi 
sion may be made for connecting the bus 92 or other devices 
in the machine computer device 100 which may be useful in 
performing testing or diagnostic activities related to the 
machine . 
[ 0114 ] In an example embodiment of machine 10 the first 
fascia portion 20 and the second fascia portion 22 are 
independently movably mounted on the machine housing 
12 . This is accomplished through the use of hinges attached 
to fascia portion 20 . The opening of the fascia lock 50 on the 
first fascia portion 20 enables the first fascia portion to be 
moved to an open position as shown in FIG . 5 . In the open 
position of the first fascia portion an authorized user is 
enabled to gain access to a first portion 102 in the upper 
housing area 14 . In an example embodiment there is located 
within the first portion 102 a chest lock input device 104 . In 
this embodiment the chest lock input device comprises a 
manual combination lock dial , electronic lock dial or other 
suitable input device through which a combination or other 
unlocking inputs or articles may be provided . In this 
embodiment , input of a proper combination enables the 
chest door 18 to be moved to an open position by rotating the 
door about hinges 106 . In an example embodiment the chest 
door is opened once the proper combination has been input 
by manipulating a locking lever 108 which is in operative 
connection with a boltwork . The boltwork which is not 
specifically shown , is operative to hold the chest door in a 
locked position until the proper combination is input . Upon 
input of the correct combination the locking lever enables 
movement of the boltwork so that the chest door can be 
opened . The boltwork also enables the chest door to be held 
locked after the activities in the chest portion have been 
conducted and the chest door is returned to the closed 
position . Of course in other embodiments other types of 
mechanical or electrical locking mechanisms may be used . 
In an example embodiment the chest lock input device 104 
is in supporting connection with a generally horizontally 
extending dividing wall 110 which separates the chest 

portion from the upper housing portion . Of course this 
housing structure is example of machine housing structures 
and in other embodiments other approaches may be used . 
[ 0115 ] An authorized servicer who needs to gain access to 
an item , component or device of the machine located in the 
chest area may do so by opening the fascia lock and moving 
the first fascia portion 20 so that the area 102 becomes 
accessible . Thereafter the authorized servicer may access 
and manipulate the chest lock input device to receive one or 
more inputs , which if appropriate enables unlocking of the 
chest door 18 . The chest door may thereafter be moved 
relative to the housing and about its hinges 106 to enable the 
servicer to gain access to items , devices or components 
within the chest . These activities may include for example 
adding or removing currency , removing deposited items 
such as envelopes or checks , or repairing mechanisms or 
electrical devices that operate to enable the machine to 
accept deposited items or to dispense currency . When ser 
vicing activity within the chest is completed , the chest door 
may be closed and the locking lever 108 moved so as to 
secure the boltwork holding the chest door in a closed 
position . Of course this structure and service method is 
example and in other embodiments other approaches may be 
used . 
[ 0116 ] In an example embodiment the second fascia por 
tion 22 is also movable relative to the housing of the 
machine . In an example embodiment the second fascia 
portion 22 is movable in supporting connection with a 
rollout tray 112 schematically shown in FIG . 3 . The rollout 
tray is operative to support components of the user interface 
thereon as well as the second fascia portion . The rollout tray 
enables the second fascia portion to move outward relative 
to the machine housing thereby exposing components and 
transaction function devices supported on the tray and 
providing access to a second portion 114 within the upper 
housing and positioned behind the second fascia portion . 
Thus as can be appreciated , when the second fascia portion 
is moved outward , the components on the tray are disposed 
outside the housing of the machine so as to facilitate 
servicing , adjustment and / or replacement of such compo 
nents . Further components which remain positioned within 
the housing of the machine as the rollout tray is extended 
become accessible in the second portion as the second fascia 
portion 22 is disposed outward and away from the housing . 
[ 0117 ] In an example embodiment the rollout tray 112 is in 
operative connection with a releasable locking device . The 
locking device is generally operative to hold the tray in a 
retracted position such that the second fascia portion rema . 
iru in an operative position adjacent to the upper housing 
area as shown in FIGS . 1 , 2 and 3 . This releasable locking 
mechanism may comprise one or more forms of locking type 
devices . In an example embodiment the releasable locking 
mechanism may be released by manipulation of an actuator 
116 which is accessible to an authorized user in the first 
portion 102 of the upper housing 14 . As a result an autho 
rized servicer of the machine is enabled to move the second 
fascia portion outward for servicing by first accessing por 
tion 102 in the manner previously discussed . Thereafter by 
manipulating the actuator 116 the second fascia portion is 
enabled to move outward as shown in phantom in FIG . 8 so 
as to facilitate servicing components on the rollout tray . 
Such components may include fol example a printer or card 
reader . After such servicing the second fascia portion may be 
moved toward the housing so as to close the second portion 
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114 . Such movement in an example embodiment causes the 
rollout tray to be latched and held in the retracted position 
without further manipulation of the actuator . However , in 
other embodiments other types of locking mechanisms may 
be used to secure the rollout tray in the retracted position . It 
should be understood that this approach is example and in 
other embodiments other approaches may be used . 
[ 0118 ] As best shown in FIG . 7 in which the components 
supported in the upper housing are not shown , the delivery 
area 52 and the deposit acceptance area 58 are in supporting 
connection with the chest door 18 . As such when the chest 
door 18 is opened , the delivery area 52 and the deposit 
acceptance area 58 will move relative to the housing of the 
machine . The example embodiment shown facilitates ser 
vicing of the machine by providing for the illumination for 
the transaction areas by illumination sources positioned in 
supporting connection with the rollout tray 112 . As best 
shown in FIG . 6 , these illumination sources 118 are movable 
with the rollout tray and illuminate in generally a downward 
direction . In the operative position of the second fascia 
portion 22 and the chest door 18 , the illumination sources 
are generally aligned with apertures 120 and 122 which 
extend through the top of a cover 124 which generally 
surrounds the recessed pockets 60 and 56 . As shown in FIG . 
10 aperture 120 is generally vertically aligned with window 
68 and aperture 122 is generally aligned with window 70 . In 
an example embodiment , apertures 120 and 122 each have 
a translucent or transparent lens positioned therein to mini 
mize the risk of the introduction of dirt or other contami 
nants into the interior of the cover 124 . 
[ 0119 ] As can be appreciated from FIGS . 6 and 8 , when 
the chest door 18 is closed and the second fascia portion 22 
is moved to the operative position , the illumination sources 
118 are positioned in generally aligned relation with aper 
tures 120 and 122 . As a result the illumination of the 
illumination devices is operative to cause light to be trans 
mitted through the respective aperture and to illuminate the 
transaction area within the corresponding recessed pocket . 
[ 0120 ] In operation of an example embodiment , the con 
troller executes programmed instructions so as to initiate 
illumination of each transaction area at appropriate times 
during the conduct of transactions . For example in an 
example embodiment if the user is conducting a cash 
withdrawal transaction , the controller may initiate illumina 
tion of the delivery area 52 when the cash is delivered 
therein and is available to be taken by a user . Such illumi 
nation draws the user ' s attention to the need to remove the 
cash and will point out to the user that the cash is ready to 
be taken . In an example embodiment the controller is 
programmed so that when the user takes the cash the 
machine will move to the next transaction step . After the 
cash is sensed as taken , the controller may operate to cease 
illumination of the delivery area 56 . Of course these 
approaches are example . 
[ 0121 ] Likewise in an example embodiment if a user of 
the machine indicates that they wish to conduct a deposit 
transaction , the controller may cause the machine to operate 
to initiate illumination of the deposit acceptance area 58 . 
The user ' s attention is drawn to the place where they must 
insert the deposit envelope in order to have it be accepted in 
the machine . In an example embodiment the controller may 
operate to also illuminate the illumination panel 62 to 
illuminate the deposit envelope providing opening 48 so that 
the user is also made aware of the location from which a 

deposit envelope may be provided . In an example embodi 
ment the controller may operate to cease illumination 
through the window 70 and / or the illumination panel 62 
after the deposit envelope is indicated as being sensed within 
the machine . 
0122 ] . In alternative embodiments other approaches may 
be taken . This may include for example drawing the cus 
tomer ' s attention to the particular transaction area by chang 
ing the nature of the illumination in the recessed pocket to 
which the customer ' s attention is to be drawn . This may be 
done for example by changing the intensity of the light , 
flashing the light , changing the color of the light or doing 
other actions which may draw a user ' s attention to the 
appropriate transaction area . Alternatively or in addition , a 
sound emitter , vibration , projecting pins or other indicator 
may be provided for visually impaired users so as to indicate 
to them the appropriate transaction area to which the cus 
tomer ' s attention is to be drawn . Of course these approaches 
are example and in other embodiments other approaches 
may be used . 
[ 0123 ] As previously discussed the example embodiment 
of machine 10 is also operative to draw a user ' s attention at 
appropriate times to the card reader slot 28 . Machine 10 also 
includes features to minimize the risk of unauthorized 
interception of card data by persons who may attempt to 
install a fraud device such as an unauthorized card reading 
device on the machine . As shown in FIG . 9 , the example 
card slot 28 extends through a card slot housing 66 which 
extends in generally surrounding relation of the card slot . It 
should be understood that although the housing 66 generally 
bounds the entire card slot , in other embodiments the 
principles described herein may be applied by bounding 
only one or more sides of a card slot as may be appropriate 
for detecting unauthorized card reading devices . Further , it 
should be understood that while the example embodiment is 
described in connection with a card reader that accepts a 
card into the machine , the principles being described may be 
applied to types of card readers that do not accept a card into 
the machine , such as readers where a user draws the card 
through a slot , inserts and removes a card manually from a 
slot , and other card reading structures . 
[ 0124 ] In an example embodiment the housing 66 includes 
a plurality of radiation emitting devices 126 . The radiation 
emitting devices emit visible radiation which can be per 
ceived by a user of the machine . However , in other embodi 
ments the radiation emitting devices may include devices 
which emit non visible radiation such as infrared radiation , 
but which nonetheless can be used for sensing the presence 
of unauthorized card reading devices adjacent to the card 
slot . In an example embodiment the controller operates to 
illuminate the radiation emitting devices 126 at appropriate 
times during the transaction sequence . This may include for 
example times during transactions when a user is prompted 
to input the card into the machine or alternatively when a 
user is prompted to take the card from the card slot 28 . In 
various embodiments the controller may be programmed to 
provide solid illumination of the radiation emitting devices 
or may vary the intensity of the devices as appropriate to 
draw the user ' s attention to the card slot . 
[ 0125 ] In an example embodiment the card slot housing 66 
includes therein one or more radiation sensing devices 128 . 
The radiation sensing devices are positioned to detect 
changes in at least one property of the radiation reflected 
from the emitting devices 126 . The sensing devices 128 are 
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in operative connection with the controller . The controller is 
operative responsive to its programming to compare one or 
more values corresponding to the magnitude and / or other 
properties of radiation sensed by one or more of the sensors , 
to one or more stored values and to make a determination 
whether the comparison is such that there is a probable 
unauthorized card reading device installed on the fascia of 
the machine . In some embodiments the controller may be 
operative to execute fuzzy logic programming for purposes 
of determining whether the nature of the change in reflected 
radiation or other detected parameters are such that there has 
been an unauthorized device installed and whether appro 
priate personnel should be notified . 
[ 0126 ] FIG . 10 shows a side view of the housing 66 . An 
example of a fraud device which comprises unauthorized 
card reading device 130 is shown attached externally to the 
housing 66 . The unauthorized card reading device includes 
a slot 132 generally aligned with slot 128 . The device 130 
also includes a sensor shown schematically as 134 which is 
operative to sense the encoded magnetic flux reversals 
which represent data on the magnetic stripe of a credit or 
debit card . As can be appreciated , an arrangement of the type 
shown in FIG . 10 enables the sensor 134 if properly aligned 
adjacent to the magnetic stripe of a card , to read the card data 
as the card passes in and out of slot 128 . Such an unauthor 
ized reading device may be connected via radio frequency 
( RF ) or through inconspicuous wiring to other devices 
which enable interception of the card data . In some situa 
tions criminals may also endeavor to observe the input of the 
user ' s PIN corresponding to the card data so as to gain 
access to the account of the user . 
[ 0127 ] As can be appreciated from FIG . 10 the installation 
of the unauthorized card reading device 130 changes the 
amount of radiation from emitting devices 126 and that is 
reflected or otherwise transmitted to the sensors 128 . 
Depending on the nature of the device and its structure , the 
amount or other properties of radiation may increase or 
decrease . However , a detectable change will often occur in 
the magnitude or other properties of sensed radiation 
between a present transaction and a prior transaction which 
was conducted prior to an unauthorized card reading device 
being installed . Of course the sensing of the magnitude of 
radiation is but one example of a property of radiation that 
may be sensed as having changed so as to indicate the 
presence of an unauthorized reading device . 
[ 0128 ] FIG . 11 demonstrates an example simplified logic 
flow executed by a controller for detecting the installation of 
an unauthorized card reading device . It should be under 
stood that this transaction logic is part of the overall opera 
tion of the machine to carry out transactions . The example 
logic flow is carried out through the execution of software 
instructions by at least one processor . The software instruc 
tions may be resident on any form of article which includes 
computer readable instructions such as a hard disk , floppy 
disk , semiconductor memory , flash memory , CD , DVD , 
ROM or other article . In this example logic flow the machine 
operates to carry out card reading transactions in a normal 
manner and to additionally execute the represented steps as 
a part of such logic each time a card is read . From an initial 
step 136 the controller in the machine is operative to sense 
that a card is in the reader within the machine in a step 138 . 
Generally in these circumstances the controller will be 
operating the radiation emitting devices 126 as the user has 
inserted their card and the card has been drawn into the 

machine . In this example embodiment the controller con 
tinues to operate the radiation emitting devices and senses 
the radiation level or levels sensed by one or more sensors 
128 . This is done in a step 140 . 
[ 0129 ] The controller is next operative to compare the 
signs corresponding to the sensed radiation levels to one or 
more values in a step 142 . This comparison may be done a 
number of ways and may in some embodiments execute 
fuzzy logic so as to avoid giving false indications due to 
acceptable conditions such as a user having the user ' s finger 
adjacent to the card slot 28 during a portion of the transac 
tion . In the case of a user ' s finger for example , the computer 
may determine whether an unauthorized reading device is 
installed based on the nature , magnitude and changes during 
a transaction in sensed radiation , along with appropriate 
programmed weighing factors . Of course various 
approaches may be used within the scope of the concept 
discussed herein . However , based on the one or more 
comparisons in step 142 the controller is operative to make 
a decision at step 144 as to whether the sensed value ( s ) 
compared to stored value ( s ) compared in step 142 have a 
difference that is in excess of one or more thresholds which 
suggest that an unauthorized card reading device has been 
installed . 
0130 If the comparison does not indicate a result that 
exceeds the threshold ( s ) , the transaction devices run nor 
mally as represented in a step 146 . For example , a customer 
may be prompted to input a PIN , and if the card data and PIN 
are valid , the customer may be authorized to conduct a cash 
dispensing transaction through operation of the machine . 
Further , in an example embodiment the controller may 
operate to adjust the stored values to some degree based on 
the more recent readings . Ibis may be appropriate in order to 
compensate for the effects of dirt on the fascia or loss of 
intensity of the emitting devices or other factors . Ibis is 
represented in a step 148 . in step 148 the controller operates 
the machine to conduct transaction steps in the usual manner 
as represented in a step 150 . 
10131 ] If in step 144 the difference between the sensed and 
stored values exceeds the threshold ( s ) , then this is indicative 
that an unauthorized card reading device may have been 
installed since the last transaction . In an example embodi 
ment when this occurs , the controller is operative to present 
a warning screen to the user as represented in a step 152 . 
This warning screen may be operative to advise the user that 
an unauthorized object has been sensed adjacent to the card 
reader slot . This may warn a user for example that a problem 
is occurring . Alternatively if a user has inadvertently placed 
innocently some object adjacent to the card reader slot , then 
the user may withdraw it . In addition or in the alternative , 
further logic steps may be executed such as the machine 
prompting a user to indicate whether or not they can see the 
radiation emitting devices being illuminated adjacent to the 
card slot and prompting the user to provide an input to 
indicate if such items are visible . Additionally or in the 
alternative , the illuminating devices within the housing 66 
may be operative to cause the emitting devices to output 
words or other symbols which a user can indicate that they 
can see or cannot see based on inputs provided as prompts 
from output devices of the machine . In some alternative 
embodiments , sensors or cameras may be utilized to observe 
the outputs through the fascia , and are connected to proces 
sors including suitable programming to determine if par 
ticular outputs are not sensed or perceivable . The absence of 
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the ability to perceive such signals may be indicative of the 
installation of an unauthorized interception device . This may 
enable the machine to determine whether an unauthorized 
reading device has been installed or whether the sensed 
condition is due to other factors . It may also cause a user to 
note the existence of the reading device and remove it . Of 
course various approaches could be taken depending on the 
programming of the machine . 
[ 0132 ] If an unauthorized reading device has been 
detected , the controller in an example embodiment will also 
execute a step 154 in which a status message is sent to an 
appropriate service provider or other entity to indicate the 
suspected problem . This may be done for example through 
use of a system like that shown in U . S . Pat . No . 5 , 984 , 178 
the disclosure of which is incorporated herein by reference 
in its entirety . Alternatively messages may be sent to system 
addresses in a manner like that shown in U . S . Pat . No . 
6 , 289 , 320 the disclosure of which is also incorporated herein 
by reference in its entirety . In a step 156 the controller will 
also operate to record data identifying for the particular 
transaction in which there has been suspected interception of 
the card holder ' s card data . In addition or in the alternative , 
a message may be sent to the bank or other institution 
alerting them to watch for activity in the user ' s card account 
for purposes of detecting whether unauthorized use is occur 
ring . Alternatively or in addition , some embodiments may 
include card readers that change , add , or write data to a 
user ' s card in cases of suspected interception . Such changed 
data may be tracked or otherwise used to assure that only a 
card with the modified data is useable thereafter . Alterna 
tively or in addition , in some embodiments the modified card 
may be moved in translated relation , moved irregularly , or 
otherwise handled to reduce the risk that modified data is 
intercepted as the card is output from the machine . 
10133 ] In other example embodiments , card readers may 
be provided which include features for reading a card 
inserted in a direction that is generally transverse to the 
direction of the extending magnetic stripe of the card . That 
is , instead of inserting a short edge of a card into a card input 
slot , a long edge of the card can be inserted first into the card 
slot . The card slot is wider than a typical slot , and the card 
reader read head is horizontally movable . This may be done 
in a manner described in U . S . Provisional Patent Applica 
tions Ser . Nos . 61 / 446 , 744 filed Feb . 25 , 2011 and 61 / 574 , 
594 filed Aug . 5 , 2011 , the disclosures of each of which are 
herein incorporated by reference in their entirety . Of course 
these approaches are example of many that may be 
employed 
[ 0134 ] In an example embodiment the machine is operated 
to conduct a transaction even in cases where it is suspected 
that an unauthorized card reading device has been installed . 
This is represented in a step 158 . However , in other embodi 
ments other approaches may be taken such as refusing to 
conduct the transaction . Other steps may also be taken such 
as capturing the user ' s card and advising the user that a new 
one will be issued . This approach may be used to minimize 
the risk that unauthorized transactions will be conducted 
with the card data as the card can be promptly invalidated . 
Of course other approaches may be taken depending on the 
programming of the machine and the desires of the system 
operator . In addition while the fraud device shown is an 
authorized card reading device , the principles described may 

also be used to detect other types of fraud devices such as for 
example false fascias , user interface covers and other 
devices . 
[ 0135 ] In some embodiments additional or alternative 
features and methods may be employed to help detect the 
presence of unauthorized card reading devices or other 
attempted fraud devices in connection with the machine . For 
example in some embodiments an oscillation sensor may be 
attached to the machine to detect changes in frequency or 
vibration that result from the installation of unauthorized 
devices on the machine . FIG . 10 shows schematically an 
oscillator 127 attached to the interior surface of the machine 
fascia . Oscillator 127 may be operative responsive to the 
controller and suitable vibration circuitry to impart vibratory 
motion to the fascia in the vicinity of the card reader slot . A 
sensor 129 is in operative connection with the fascia and is 
operative to sense at least one parameter of the motion 
imparted to the fascia by the oscillator 127 . Although 
oscillator 127 and sensor 129 are shown as separate com 
ponents , it should be understood that in some embodiments 
the functions of the components may be performed by a 
single device . 
[ 0136 ] The sensor 129 is in operative connection with the 
controller of the machine through appropriate circuitry . The 
controller selectively activates the oscillator and the sensor 
129 is operative to sense the resulting movement of the 
fascia caused by the oscillation . The installation of an 
unauthorized card reading device or other fraud device on 
the machine will generally result in a change in at least one 
property being sensed by the sensor 129 . This may include 
changes in amplitude , frequency or both . Alternatively or in 
addition , some embodiments may provide for the oscillator 
to impart vibration characteristics of various types or vibra 
tory motion through a range of frequencies and / or ampli 
tudes . Sensed values for various oscillatory driving outputs 
may then be compared through operation of the controller to 
one or more previously stored values . Variances from prior 
values may be detected or analyzed through operation of the 
controller and notifications given in situations where a 
change has occurred which suggests the installation of an 
unauthorized device . 
[ 0137 ] In some embodiments the controller may cause the 
oscillator and sensor to operate periodically to sense for 
installation of a possible unauthorized device . Alternatively , 
the controller may cause such a check to be made during 
each transaction . Alternatively in some embodiments oscil 
lation testing may be conducted when a possible unauthor 
ized device is detected by sensing radiation properties . The 
controller may operate to take various actions in response to 
sensing a possible unauthorized reading device through 
vibration , radiation or both . For example detecting a pos 
sible fraud device by both radiation and oscillation may 
warrant taking different actions than only detecting a pos 
sible fraud device through only one test or condition . 
[ 0138 ] In some embodiments the controller may be pro 
grammed to adjust the thresholds or other limits used for 
resolving the presence of a possible fraud device for 
responses to changes that occur over time at the machine . 
This may include for example adjusting the thresholds for 
indicating possible fraud conditions based on the aging of 
the oscillator or the sensor . Such adjustments may also be 
based on parameters sensed by other sensors which effect 
vibration properties . These may include for example , the 
fascia temperature , air temperature , relative humidity and 
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other properties . Of course readings from these and other 
sensors may be used to adjust thresholds of the oscillation 
sensor , radiation sensor or other fraud device sensors . Vari 
ous approaches may be taken depending on the particular 
system . 
[ 0139 ] In some embodiments the oscillator may addition 
ally or alternatively be used to prevent the unauthorized 
reading of card reader signals . This may be done for example 
when the banking machine has a device which takes a user 
card into the machine for purposes of reading data on the 
card . In such embodiments the controller may operate to 
vibrate the area of the fascia adjacent to the card reader slot 
when a user ' s card is moving into and / or out of the slot . In 
such cases the vibration may be operative to cause the 
generation of noise or inaccurate reading by an unauthorized 
card reading sensor so as to make it more difficult to 
intercept the card stripe data using an unauthorized reading 
device . In some embodiments such vibration may also serve 
to disclose or make more apparent the presence of unau 
thorized card reading devices . Of course these approaches 
are example and in other embodiments other approaches 
may be used . 
[ 0140 ] In some example embodiments provision may be 
made for detecting the presence of unauthorized input 
sensing devices for sensing a user ' s inputs through the 
keypad on the machine . Such unauthorized input sensing 
devices may be used by criminals to sense the PIN input by 
the user . Detecting unauthorized devices may be accom 
plished by providing appropriate sensing devices in or 
adjacent to the keypad . Such sensing devices may be opera 
tive to detect that a structure bas been placed over or 
adjacent to the keypad . Such sensors may be in operative 
connection with the controller in the machine or other 
devices which are operative to determine the probable 
installation of such an unauthorized input sensing device . In 
response to determining the probable installation of such a 
device , the controller may be operative in accordance with 
its programming to provide notification to appropriate enti 
ties , modify the operation of the machine such as to disable 
operation or prevent certain operations , or to take other 
appropriate actions . 
[ 0141 ] FIG . 12 shows the cross - sectional view of example 
keypad 32 . Keypad 32 is shown schematically , and it should 
be understood that not all of the components of the keypad 
are represented . Keypad 32 includes a plurality of keys 250 . 
Keys 250 are moveable responsive to pressure applied by a 
user ' s finger to provide an input corresponding to alphabeti 
cal or numerical characters . Extending between some of the 
keys 250 are areas or spaces 252 . Extending in spaces 252 
are sensors 254 . In an example embodiment the sensors 254 
are radiation type sensors , but as previously discussed , in 
other embodiments other approaches may be used . Overly 
ing the sensors 254 is an outer layer 256 . In an example 
embodiment , layer 256 is translucent or otherwise com 
prised of material so as to partially enable the transmission 
of radiation from the sensors therethrough . 
[ 0142 ] As represented in FIG . 13 , the example sensors 254 
include a radiation emitter 258 and a radiation receiver 260 . 
During operation the radiation emitter is operative to output 
radiation that is at least partially reflected from the inner 
surface of layer 256 . The reflected radiation is received by 
the receiver 260 . Corresponding electrical signals are pro 
duced by the receiver , and such signals are transmitted 
through appropriate circuitry so as to enable the controller to 

detect the changes in signals that correspond to probable 
presence of an unauthorized reading device . 
[ 0143 ] FIG . 14 is a schematic view of an unauthorized 
input intercepting device 262 that has been positioned in 
overlying relation of a keypad 32 . The input intercepting 
device 262 includes false keys 264 which are moveable and 
which are operatively connected to the corresponding keys 
250 of the keypad . In an example embodiment , input inter 
cepting device 262 includes sensors which are operative to 
detect which of the false keys 264 have been depressed by 
a user . Because the depression of the false keys is operative 
to actuate the actual keys 250 , the machine is enabled to 
operate with the device 262 in place . Input intercepting 
device 262 in example embodiments may include a wireless 
transmitter or other suitable device for transmitting the input 
signals to a criminal who may intercept such inputs . 
[ 0144 ] As represented in FIG . 19 , the input intercepting 
device 262 includes portions 267 which extend in the areas 
252 in overlying relation of layer 256 . As represented in 
FIG . 15 , the portion of the input intercepting device extend 
ing in overlying relation of the layer 256 is operative to 
cause a change in the amount of radiation from the emitter 
258 that is reflected and sensed by the receiver 260 of the 
sensor . This is because the overlying portion will have 
different radiation reflecting or absorbing characteristics 
which will change the radiation reflective properties of the 
layer 256 compared to when no such input intercepting 
device is present . Thus the installation of the unauthorized 
input intercepting device can be detected . 
[ 0145 ] In some example embodiments the controller may 
be operative to sense the level of reflected radiation at the 
sensors periodically . This may be done , for example , 
between transactions when a user is not operating the 
terminal . This may avoid giving a false indication that an 
unauthorized input intercepting device has been installed 
when a user is resting a hand or some other item adjacent to 
the keypad during a transaction . Of course in other embodi 
ments sensor readings can be taken and compared during 
transactions to prior values stored in a data store to deter 
mine if a change lasting longer than normal has occurred 
which suggests that an unauthorized input intercepting 
device has been installed rather than a user has temporarily 
placed their hand or some other item adjacent to the keypad . 
For example , in some example embodiments the controller 
may not resolve that there is a probable unauthorized input 
intercepting device on the machine until a significant change 
from a prior condition is detected in the radiation properties 
adjacent to the keypad on several occasions both during a 
transaction and thereafter . Alternatively or in addition , a 
controller may be operative to determine that an improper 
device has been installed as a result of changes that occur 
during a time when no transactions have occurred . Alterna 
tively in other embodiments , the controller may operate to 
sense and analyze signals from the sensors responsive to 
detecting inputs from other sensors , such as for example an 
ultrasonic sensor which senses that a person has moved 
adjacent to the machine but has not operated the machine to 
conduct a transaction . Of course these approaches are 
merely example of many approaches that may be used 
[ 0146 ] It should be understood that although in an 
example embodiment radiation type sensors are used for 
purposes of detection , in other embodiments other types of 
sensors may be used . These include , for example , inductance 
sensors , sonic sensors , RF sensors , or other types of sensing 
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approaches that can be used to detect the presence of 
material in locations that suggest an unauthorized input 
intercepting device being positioned adjacent to the keypad . 
Further , in some embodiments the controller or other cir 
cuitry associated with the sensors may be operative to make 
adjustments for normal changes that may occur at the 
machine . These may include , for example , changes with 
time due to aging of emitters , the build - up of dirt in the area 
adjacent to the keypad , weather conditions , moisture con 
ditions , scratching of the surface of the sensing layer , or 
other conditions which may normally occur . Appropriate 
programs may be executed by the controller or other cir 
cuitry so as to recalibrate and / or compensate for such 
conditions as may occur over time while still enabling the 
detection of a rapid change which is sufficiently significant 
and of such duration so as to indicate the probable instal 
lation of an unauthorized input intercepting device . Of 
course these approaches are example of many approaches 
that maybe used . 
[ 0147 ] In other embodiments other or additional 
approaches to detecting fraudulent reading or other improper 
activities may be used . For example , in some embodiments 
the fascia of the banking machine may be subject to obser 
vation within a field of view of one or more imaging devices 
such as camera 131 schematically represented in FIG . 10 . 
Camera 15 may be in operative connection with an image 
capture system of the type shown in U . S . Pat . No . 6 , 583 , 813 , 
the disclosure of which is incorporated herein by reference 
in its entirety . 
[ 0148 ] In some embodiments the controller and / or an 
image capture system may be operative to execute 
sequences of activities responsive to triggering events that 
may be associated with attempts to install or operate fraud 
devices . For example , the presence of a person in front of the 
banking machine may be sensed through image analysis , 
weight sensors , sonic detectors or other detectors . The 
person remaining in proximity to the machine for a selected 
period or remaining too long after a transaction may con 
stitute a triggering event which is operative to cause the 
system to take actions in a programmed sequence . Such 
actions may include capturing images from one or more 
additional cameras and / or moving image data from one or 
more cameras from temporary to more permanent storage . 
The sequence may also include capturing image data from 
the fascia to try to detect tampering or improper devices . 
Radiation or vibration tests may also be conducted as part of 
a sequence . Notifications and / or images may also be sent to 
certain entities or system addresses . Of course these actions 
are example . 
[ 0149 ] In some example embodiments the controller of the 
machine or other connected computers may be operatively 
programmed to analyze conditions that are sensed and to 
determine based on the sensed conditions that a fraud device 
is installed . Such a programmed computer may be operative 
to apply certain rules such as to correlate the repeated 
sensing of abnormal conditions with a possible fraud or 
tampering condition and to conduct tests for the presence of 
fraud devices . Such events may constitute soft triggers for 
sequences or other actions to detect and reduce the risk of 
fraud devices . Of course these approaches are merely 
example and in other embodiments other approaches may be 
used . 
[ 0150 ] In some embodiments the machine may include 
sensors adapted to intercept signals from unauthorized card 

readers or customer input intercepting devices . For example , 
some fraud devices may operate to transmit RF signals to a 
nearby receiver operated by a criminal . The presence of such 
RF signals in proximity to the machine may be indicative of 
the installation of such a device . Such signals may be 
detected by appropriate circuitry and analyzed through 
operation of the machine controller or other processor , and 
if it is determined that it is probable that such a device is 
installed , programmed actions may be taken . 
0151 ] For example , in some embodiments suitable RF 
shielding material may be applied to or in the fascia to 
reduce the level of RF interference from devices within the 
machine at the exterior of the fascia . Antennas or other 
appropriate radiation sensing devices may be positioned 
adjacent to or installed on the fascia . A change in RF 
radiation in the vicinity of the fascia exterior may result 
upon the installation of an unauthorized device . The RF 
signals can be detected by receiver circuitry , and signals or 
data corresponding thereto input to a processor . In some 
embodiments the circuitry may also determine the frequency 
of the radiation sensed to be used in resolving if it is within 
the range emitted by legitimate devices such as cell phones 
of users operating the machine . In other embodiments the 
circuitry may analyze the signals to determine if they are 
varying , and the circuitry and / or the processor may evaluate 
whether the changes in signal correspond to the input of a 
PIN or a card to the machine . 
[ 0152 ] In response to the sensed signal data , the processor 
may operate in accordance with its programming to evaluate 
the nature and character of the intercepted signals . For 
example , if the signals do not correspond to a legitimate 
source , such as a cell phone , the processor may operate to 
take actions such as to wholly or partially cease operation of 
the machine , capture images with a camera and digital video 
recorder , and / or notify an appropriate remote entity through 
operation of the machine . Alternatively , the processor may 
compare the sensed RF signals to transaction activity at the 
machine . If the sensed signals are determined to be varying 
in ways that correspond in a pattern or relationship to card 
or PIN inputs , for example , the processor may operate in 
accordance with its programming to cause the machine or 
other devices to take appropriate programmed steps . 
[ 0153 ] In still other example embodiments the processor 
may be in operative connection with a RF emitter . The 
processor may operate in accordance with its programming 
to cause the emitter to generate RF signals that interfere with 
the detected signals . This can be done on a continuing basis 
or alternatively only at times during user operation of the 
machine when user inputs are likely to be intercepted . For 
example , the processor controlling the emitter may operate 
the machine or be in communication with a controller 
thereof . In such situations , the processor may operate to 
control the emitter to produce outputs at times when a user ' s 
card is moving into or out of a card slot , and / or when the 
machine is accepting a user ' s PIN or other inputs . Thus , the 
emitter may be operative to produce interfering signals 
during relatively brief periods so as to not disrupt RF 
transmissions for an extended period in the event an incor 
rect determination is made and the RF signals are from a 
legitimate source . 
10154 ] In some embodiments an emitter may be a type that 
transmits on a plurality of frequencies intended to disrupt 
transmissions within the expected range of frequencies for a 
fraud device . In other embodiments the emitter may be 



US 2018 / 0046948 A1 Feb . 15 , 2018 

controlled responsive to the processor to match the fre - 
quency or frequencies of suspect signals that have been 
detected . Of course these approaches are example of 
approaches that may be used . 
[ 0155 ] In alternative example embodiments , the radiation 
may be generated to disrupt sensors that may attempt the 
reading of a magnetic stripe of a card as it passes through a 
card reader slot . This may be accomplished , for example , 
through the use of a suitable electrical coil or other device 
which produces electromagnetic radiation in the area adja 
cent to the exterior of the card slot where a skimming device 
would likely be located . Suitable driving circuitry may 
operate to produce radiation in the form of electromagnetic 
pulses which will be sensed as signals by a read head of the 
skimming device . Driving circuitry may operate to cause 
such electromagnetic radiation to be produced by a toroid or 
similar structure adjacent to the slot . In some example 
embodiments , the toroid may surround the card slot on the 
inside of the machine fascia and be configured so that the 
electromagnetic radiation is generally directed toward an 
area outside of the machine and adjacent to the slot . Further 
in example embodiments , suitable shielding material may be 
provided to further assure that the radiation acts in the area 
where a skimmer may be positioned and does not interfere 
with the operation of other devices in or on the machine . 
FIG . 41 shows an example of a card reader bezel 660 . Upper 
radiation emitters 664 are located adjacent to an upper 
portion of the card reader entry slot 662 of the bezel . Lower 
radiation emitters 666 are located adjacent to a lower portion 
of the slot 662 . 
[ 0156 ] In example embodiments , the strength of the radia 
tion may be limited to a level that does not damage the data 
recorded within the magnetic stripe of a card . For magnetic 
cards used in financial applications , generally the high 
coercivity stripe media will not be adversely impacted 
provided that the electromagnetic pulse that is produced is at 
or below 4 , 000 Gauss . Of course it should be understood that 
in other applications and particularly when other card types 
are used , different approaches may be taken . 
[ 0157 ] In example systems suitable driving circuitry may 
operate to cause radiation to be output from the toroid or 
other emitter at a frequency that will generally interfere with 
the signals that an unauthorized reading head would gener 
ate when sensing the magnetic stripe on a card . Such 
frequency will generally be of sufficiently high strength and 
at a frequency so as to produce so much noise in the signal 
from the unauthorized reader head that the information 
encoded on the magnetic stripe of the card cannot be 
determined from the signals . Alternatively or in addition , the 
driving circuitry may operate so as to vary the pulse fre 
quency and duration in a random or otherwise programmed 
manner so as to further attempt to interfere with the signals 
that would be generated by an unauthorized stripe reading 
device . Such signals may be varied , for example , in response 
to variations in speed and / or direction of the card as it is 
moved - through the reader slot of the fascia . Thus , for 
example , in a system that varies the speed and / or direction 
of the card , a suitable processor programmed to receive 
signals indicative of the operation of card reader motors or 
other moving devices , may operate to vary the interference 
radiation that is output so as to try to achieve the maximum 
interference to prevent the unauthorized interception of card 

f0158 ] The pulse frequency of interfering electromagnetic 
radiation which is intentionally output can be varied in a 
predetermined programmed pattern . The at least one pro 
cessor of the machine , by knowing the pattern , can cause the 
card reader to read the stripe data when the interfering noise 
is not being emitted . Alternatively , the at least one processor 
can resolve the actual magnetic stripe data from the total 
data read by the card reader . For example , the at least one 
processor can act to remove the data attributed to the 
generated noise from the total read data . Further , in some 
example embodiments , the output of electromagnetic radia 
tion can be operative to cause the inducement of changes to 
data encoded on counterfeit cards which may have magnetic 
stripe materials that are more readily modified than genuine 
cards . Thus , for example , in some embodiments the circuitry 
associated with the card reader may operate to determine if 
the data read from the card varies in ways that suggest that 
the radiation output has modified data written on the card . 
Thus , for example , the effect of the electromagnetic noise 
from the toroid or other emitter may have resulted in the 
recording of such noise on the stripe of a counterfeit card . 
Such noise may have impacted the recorded data on the card 
such that the magnetic flux reversals which correspond to 
the card data are substantially reduced or even substantially 
erased . Further , an area of a counterfeit card which have 
been exposed to the radiation for a longer period of time may 
have the level of noise included in the stripe increased for 
those areas having such extended exposure . Thus , for 
example , the last portion of the card to enter the card reader 
may exhibit the effects of more exposure to noise on the data 
encoded on the stripe . Thus through analyzing the signals 
that are received from the magnetic read head within the 
card reader , a low quality counterfeit card that has had its 
magnetic properties modified through operation of the anti 
skim device can be detected . Thus for example in some 
embodiments , the signals from the read heads of the 
machine card reader , including , for example , noise levels , 
the magnitude of the flux reversals , and other properties , 
may be analyzed for areas along the length of the stripe 
through operation of at least one processor to identify 
conditions which correspond to a counterfeit card . In 
response to detecting signals which suggest that the card 
may be counterfeit , the at least one processor may operate in 
accordance with its programming to not cause the requested 
transaction to be conducted . This may include , for example , 
not processing the transaction , capturing the card , or taking 
other appropriate steps . 
[ 0159 ] Further in some alternative embodiments , the 
detection of one or more conditions that correspond to a 
suspect counterfeit card may cause the at least one processor 
to operate the machine to operate the card reader to cause the 
card to be passed back out through the slot at least some 
distance so that it is exposed again to the radiation . The card 
can then be returned into the machine and read by the card 
reader so the effects of this additional exposure can be 
analyzed . The changes in the signals read from the card may 
further confirm that the card is a counterfeit Of course these 
approaches are example and in other embodiments , other 
approaches may be used . 
[ 0160 ] As can be seen , the example embodiments allow 
for outputting electromagnetic radiation to jam skimmers . 
An example system can cause electromagnetic radiation to 
be output ( directed ) into the area of the card slot when a card 
is ( expected to be moving into or out of the machine . This data . 
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electromagnetic radiation output can prevent a skimming 
device , which has been fraudulently attached to the outside 
of a machine at a position adjacent to the card input slot , 
from being able to read data that is encoded on the magnetic 
stripe of a card . 
[ 0161 ] As previously discussed , the example embodi 
ments also allow for modification of a counterfeit card ' s 
stripe data by outputting electromagnetic radiation . A coun 
terfeit card may be made using materials that are not as high 
quality as regular ( genuine ) cards . As a result , the magnetic 
stripe used on a card that is readily programmable by 
counterfeiters may be subject to having its encoded data 
changed by virtue of the outputted electromagnetic radiation 
designed to jam the signals from a counterfeit read head . 
[ 0162 ] As previously described , the output of electromag 
netic radiation by a machine can be viewed as providing 
" noise " . This noise can begin to change or reduce the signal 
strength that can be detected from a counterfeit card . If the 
radiation exposure is long enough then it may even serve to 
effectively erase data that was encoded on the counterfeit 
card ' s magnetic stripe . By analyzing the magnetic flux 
reversals that can be read from the card , and by determining 
that the signals produced by the read head from flux data has 
been reduced or modified as a result of exposure to the noise , 
a counterfeit card can be identified . In addition , if a suspect 
card is identified , the card reader can operate to send the card 
back out of the card slot part way , so that it is further exposed 
to the damaging electromagnetic radiation . The card can 
then be pulled back into the machine and reviewed again to 
see if the further ( additional ) exposure to the electromag 
netic radiation has further effectively impacted the data on 
the card ' s magnetic stripe . By effectively determining that 
the encoded data on the magnetic stripe was readily modi 
fied by outputted electromagnetic radiation that was 
intended to jam a card skimmer , the low ( poor ) quality of the 
magnetic stripe on a card can identify it as a potentially 
counterfeit card . 
[ 0163 ] As can be seen , the same electromagnetic radiation 
outputted by a machine can serve several ( e . g . , at least three ) 
fraud prevention functions . First , the electromagnetic radia 
tion can function to jam operation of a fraudulent card reader 
device . Second , this same electromagnetic radiation can 
function to modify data on a counterfeit card ' s ( low quality ) 
magnetic stripe , enabling the machine to detect the coun 
terfeit card . Third , because the counterfeit card ' s magnetic 
stripe data was damaged ( modified ) by the radiation , the 
physically structurally damaged card can be prevented 
from future successful use . That is , not only can the machine 
deny acceptance of the card for the currently attempted 
transaction , but the machine can also cause the card to be 
denied use in future transactions attempted at other 
machines . Thus , the example arrangement provides for 
prevention of future fraud . 
101641 In still other example embodiments , the automated 
banking machine can include an image capture device such 
as a small camera or similar sensors adjacent to the card slot . 
Such a camera can operate to capture images of the front 
and / or back of the card as the card passes through the card 
slot . Alternatively , such a camera or other sensor device 
suitable for capturing images on the cards may be positioned 
inside the machine or within the card reader itself . The 
image capture device can operate to capture visible images 
of the front and / or back of the card that is being and / or has 
been received by the machine . FIG . 41 also shows an 

example of cameras 668 located adjacent the card entry slot 
662 . Another camera 670 is located in at least part of a 
projection member 672 that extends outwardly from the face 
of the bezel 660 . 
[ 0165 ] The camera or other suitable image capture device 
can be in operative connection with one or more processors 
which operate to produce data corresponding to images 
captured through operation of the image capture device . 
Such images will correspond to the visible appearance of the 
face of the card toward which the camera is directed . The 
image data captured can be analyzed through the operation 
of at least one processor for the presence of one or more 
features which identify the particular card as a genuine card . 
Such features can include , for example , alphanumeric char 
acters corresponding to the name of the person to which the 
card is issued and / or the card ( account ) number . Such 
features can also correspond to the presence of certain 
words , logos , or trademarks . Such features can also relate to 
the specific locations of image data and / or text data that is 
normally present on a genuine card but is likely not to be 
present on a counterfeit card . Such image data and / or text 
data may correspond to logos , holograms , trademarks , sym 
bols , text , patterns , colors , bar codes , or other information . 
10166 ] . In example embodiments image data can be com 
pared to magnetic stripe data to determine if there is sub 
stantial correspondence ( e . g . , an acceptable amount of data 
matches ) . For example , the at least one processor can 
operate character recognition software which is operative to 
identify letters , numbers , symbols , or other items that are 
found in captured images that correspond to the face ( or a 
portion thereof ) of a card . Such character recognition soft 
ware is available from commercial sources such as A2ia and 
Carreker . 
[ 0167 ] For example , the at least one processor can be 
programmed to identify the letters included in the name of 
the individual that is on the card face . The at least one 
processor can then operate to compare the letters of the 
individual ' s name on the card face with data encoded on the 
card ' s magnetic stripe which corresponds to the user ' s name . 
The at least one processor can also operate to have the name 
data resolved from other stripe data , such as from an account 
number that is correlated in a data store with the name data . 
The magnetic stripe data can be read through operation of a 
card reader . 
10168 ] In some embodiments certain types of genuine 
cards can include embossed ( e . g . , raised ) numeric data . The 
at least one processor can operate to determine if a card has 
embossed numeric data . If so , then the at least one processor 
can further operate to determine if the embossed numeric 
data includes an account number which corresponds to the 
account number data encoded on the magnetic stripe . A 
failure to have data of either type ( e . g . , raised , account 
number on face , account number on stripe ) correspond may 
indicate that the card is not genuine . 
[ 0169 ] In alternative embodiments , the at least one pro 
cessor can operate to analyze the image data to detect the 
presence of certain symbols such as bank logos , card net 
work logos , holograms , or other visually identifiable items . 
The absence of such items ( or the presence of items that are 
not appropriate for the particular circumstances ) may cause 
the at least one processor to operate in accordance with its 
programming to identify the card as suspect counterfeit . 
[ 0170 ] The example embodiments also provide for situa 
tions where counterfeit cards are ( visually ) blank cards or 
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substantially blank . For example , a face of a card may only 
be of a single constant color ( e . g . , white ) . The at least one 
processor can operate in accordance with its programming to 
identify that images captured from a card contain little or no 
visible indicia ( or differences in color ) . The existence of 
such conditions may cause the card to be identified as a 
suspect counterfeit card . In response to making such a 
determination , example embodiments of one or more pro 
cessors can operate in accordance with their associated 
programming to prevent the carrying out of a transaction 
using the card . Further , the card may be captured , images of 
the particular user may be captured and identified through 
the use of external cameras or other devices , notifications 
may be given remotely to bank employees or law enforce 
ment authorities , operation of the machine may be sus 
pended or other appropriate steps taken depending on the 
programming associated with the particular machine . 
[ 0171 ] As can be seen , the example embodiments allow 
for the use of visual reading of card data to detect a 
counterfeit card . The example embodiments enable the 
detection of counterfeit cards which have a magnetic stripe 
but little or no other data printed thereon . This includes 
detection of a card that was originally produced for one 
purpose , but a criminal erased the card ' s image data and 
encoded different data onto the card1s magnetic stripe . As 
previously discussed , one way of identifying a counterfeit 
card is to capture an image of the front and / or back of the 
card , and then compare data included in the captured image 
to data read from the card ' s magnetic stripe . For example , an 
account number embossed on the front of a card can be 
resolved from an image captured by a small camera . The 
camera can be s positioned on the inside the machine 
adjacent to the card slot or positioned within the card reader . 
At least one processor can analyze the image data , and 
determine if the account number data read visually from the 
card corresponds to the account number data read from the 
magnetic stripe by the magnetic read head . If the account 
numbers do not substantially correspond ( or no visually 
perceivable account number can be determined ) , then the 
card can be determined as counterfeit . 
[ 0172 ] As previously discussed , another way of identify 
ing a counterfeit card is to look for the name of the card 
holder . The name is normally visibly embossed on the 
exterior surface of the card . The name is also normally 
magnetically recorded on the card at magnetic stripe track 1 . 
By comparing the name data from different locations and / or 
data formats ( or by finding that the card ' s visual appearance 
does not include such name data ) , a counterfeit card can be 
identified . As previously discussed , a further way of iden 
tifying a counterfeit card is to do a visual analysis for logos , 
holograms , or other data that would normally be present on 
a genuine card . 1bis might include , for example , looking for 
the presence of a Visa or MasterCard logo . It might also 
include looking for a hologram in an appropriate place ( e . g . , 
a specific expected location on a card face ) . Such analysis 
can also involve searching for the name of a particular bank 
on the card face , and determining whether the name of the 
bank ( on the card face ) corresponds with the bank account 
data that can be read from the magnetic stripe . Similar 
comparable data features may also be resolved from using 
the back side of the card . Also , correspondence between data 
on the front and the back of the card as read visually can also 
help to identify counterfeit cards . An alternative or addi 
tional approach includes visually reading ( or otherwise 

sensing ) whether a card has many ( or any ) visible markings 
on it at all . A visible marking can involve colors , scratches , 
etc . For example , determination of a totally white card can 
be equated as an indication that the card is counterfeit . A 
card having no ( or a very small amount of ) scratches can 
also be associated with a counterfeit card , or be an indication 
that additional scrutiny should be undertaken . As previously 
discussed , all of these approaches can be implemented 
through appropriate programming of at least one processor 
associated with the machine ( e . g . , a computer within the 
machine and / or a computer in operative connection with the 
machine ) to analyze the visual data that can be read from a 
card . Furthermore , it should be understood that the various 
methods described herein for determining whether a card is 
genuine or counterfeit can be used in combination with each 
other . 
[ 0173 ] It should be understood that the example embodi 
ments allow for use of card data that is stored in data storage 
formats other than a magnetic stripe . Such card data storage 
formats can include ( but are not limited to ) smart card chip 
features , radio frequency identification ( RFID ) tags , near 
field communication ( NFC ) chips , infrared ( IR ) , wireless 
type cards , wireless communication , bar codes , electronic 
ink , etc . For example , specific image data ( e . g . , a name , 
account number , etc . ) read from a face of a card can be 
compared to similar data ( e . g . , a name , account number , etc . ) 
read from a RFID tag ( or bar code , NFC chip , etc . ) of the 
same card . An alternate example embodiment is described 
with particular reference to FIGS . 16 and 17 . In an example 
embodiment , card reader 26 , also shown schematically in 
FIG . 3 , includes a card reader slot 28 defining a predeter 
mined opening as indicated by arrow 300 . The card reader 
includes component 310 , such as a magnetic read head , 
operative to read data included on the magnetic stripe of a 
card such as a debit or credit card . The embodiment shown 
in FIG . 16 is merely example , and it should be understood 
that the principles described herein are applicable to card 
readers that accept a card into the machine and to card 
readers that do not accept a card into the machine . 
[ 0174 ] At least one sensing device also referred to as a 
sensor , schematically indicated 312 , is positioned within an 
interior of the machine adjacent the card slot 28 . In one 
example embodiment , the sensing device 312 is able to 
sense at least one property of radiation passing through the 
card reader slot 28 to the interior of the machine and 
reaching the sensing device . For example , the sensing device 
312 may be positioned so as to sense the intensity of ambient 
light that enters the slot from outside the machine housing , 
as indicated by arrows 316 . Of course it should be under 
stood that the positioning of the sensing device is schematic 
only and in some embodiments the sensing device may 
comprise multiple sensing devices and may be located 
outside the card path . Alternatively , one or more radiation 
sensors may be mounted on a moving member that moves 
into the card path when a card is not present . 
[ 0175 ] As represented in FIG . 17 , in the event that an 
unauthorized card reading device 320 is positioned adjacent 
the card reader 26 , the property sensed by the sensing device 
312 will be altered . For example , a sensing device enabled 
to sense the intensity of ambient light entering the slot will 
detect a change in that property . 
[ 0176 ] The unauthorized card reading device 320 may be 
positioned such that at least a portion of the unauthorized 
device extends in the slot 28 which effectively narrows the 
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opening defined by the card reader slot 28 , as illustrated by 
arrow 324 . In the illustrated embodiment , the unauthorized 
card reading device 320 includes a fraudulent magnetic read 
head 326 used to skim data from a passing card stripe . The 
unauthorized card reading device 320 defines a narrower 
opening than the legitimate card slot 28 to cause the inserted 
card to be kept close to the fraudulent magnetic read head 
326 . 
( 0177 ] The narrowed opening reduces the amount of 
ambient light entering the slot 28 , and ultimately the amount 
of light that passes through the slot and is detected by 
sensing device 312 . The decrease in intensity of ambient 
light detectable by the sensing device is illustrated in FIGS . 
16 and 17 by arrows 328 , 330 , respectively . In an example 
embodiment , the sensing device 312 includes at least one 
photocell which is used to sense light as an integrator over 
area . The example sensor configuration is generally not 
sensitive to dust due to its position within the machine 
interior . Of course , in other embodiments other approaches 
may be used 
[ 0178 ] In other embodiments an unauthorized card read 
ing device may not necessarily have a narrower slot than the 
machine ' s card reader slot . However the placement of the 
unauthorized card reading device will often result in a 
greater distance between the card opening to the unauthor 
ized device outside the machine , and the at least one sensor 
inside the banking machine housing . This increased distance 
of the overall card slot , and longer light path results in the 
amount of light reaching the at least one sensor being 
reduced . Such a reduction in ambient light or other radiation 
can be monitored and sensed between transactions or at 
other times to detect when such a device is installed , for 
example . Of course , these approaches are example . 
[ 0179 ] In an alternate embodiment , illustrated in FIG . 18 , 
the property sensed by the sensing device 312 may be 
intensity of radiation emitted by one or more radiation 
emitters 334 , such as LEDs , which are positioned to enable 
radiation emitted thereby to enter the slot 28 and be detected 
by sensing device 312 . As will be readily appreciated , 
placement of an unauthorized card reading device adjacent 
the card reader impacts the detectable radiation . The one or 
more radiation emitters 334 may operate substantially con 
tinuously , intermittently , or in accordance with transaction 
instructions as previously described . For example , the radia 
tion emitters 334 may emit radiation responsive to operation 
of at least one controller in the machine when a user is 
instructed by the machine to insert a card into the card 
reader . The radiation is sensed by the sensing device . If an 
unauthorized card reading device has been positioned adja 
cent the card reader slot subsequent to a prior transaction , 
there is a detectable change in the property sensed by the 
sensing device . Further , in some embodiments a radiation 
guide , such as a fiber optic strand may extend from an area 
adjacent at least one emitter to an area adjacent the detector . 
Having the outside end of the strand located in the area 
where an unauthorized device would be attached may result 
in a greater change in sensed radiation to indicate the 
installation of an unauthorized card reading device . Of 
course this approach is example . 
[ 0180 ] In an example embodiment , the sensing device 312 
is in operative connection with at least one controller in the 
machine , as in previously described embodiments . With 
reference again to FIG . 11 , the controller is operative 
responsive to its programming to compare one or more 

values corresponding to the sensed property to one or more 
stored values and make a determination as to the probability 
that an unauthorized card reading device 320 has been 
installed on the machine . Numerous factors and conditions 
may be used in making the determination . If an unauthorized 
card reading device is likely present , the controller generates 
at least one signal or otherwise enables the machine to take 
at least one action responsive to a change in the sensed 
property , as previously described . In an example embodi 
ment , the responsive action may include the activation of an 
oscillator 127 , as shown in FIG . 10 and previously 
described . Alternatively , the controller may sense for an 
unauthorized source of Radio Frequency ( RF ) signals at the 
machine . Of course this is merely example . 
[ 0181 ] In still other embodiments the automated banking 
machine may include at least one light operated externally , 
such as a fascia light . The fascia light may provide a light 
level that is used to calculate a threshold of minimum light 
that can be expected to pass through the card slot when no 
card is present in the slot . The threshold can be used by the 
at least one controller to determine if the amount of radiation 
reaching the sensor is below the threshold . In such circum 
stances the at least one controller may be operative in 
accordance with its programming to generate at least the 
signal which can be used to indicate the likely presence of 
an unauthorized card reading device . 
[ 0182 ] Of course in some embodiments the programming 
of the at least one controller is operative to compare the 
amount of light received at different times , such as between 
card reading transaction steps , to detect a change that 
corresponds to installation of an unauthorized card reading 
device . Alternately or in addition , the at least one controller 
may operate to monitor signals from the at least one sensor 
at times between transactions for changes which correspond 
to the installation of an unauthorized card reading device . In 
still other embodiments the at least one controller may be 
programmed to not identify certain changes as correspond 
ing to the installation of an unauthorized reading device . 
This may include , for example , changes in radiation for card 
insertion , changes due to fingers placed against the slot by 
a user , such as a blind user , and other conditions that may 
cause a temporary drop in radiation sensed . In some embodi 
ments the programming of the controller may disregard 
certain conditions based on the then - current operational 
status of the machine , such as receiving or delivering a card , 
for example . In some embodiments the at least one control 
ler may execute fuzzy logic to determine events that corre 
spond to installation of an unauthorized card reading device . 
Of course these approaches are merely example . 
10183 ] . In still other embodiments the card slot may be 
bounded by one or more light reflecting surfaces . Such light 
reflecting surfaces may be configured to facilitate detecting 
the installation of an unauthorized card reading device . For 
example , in some embodiments , multiple opposed side 
surfaces bounding a card slot may be comprised of reflective 
material . Such material may be operative to normally con 
duct more radiation through the slot from outside the 
machine to the at least one sensor within the machine 
housing . Therefore , in some embodiments this configuration 
may cause a greater reduction in radiation reaching the at 
least one sensor when an unauthorized card reading device 
is installed . 
[ 0184 ] In still other embodiments the reflective surfaces 
may be tapered or otherwise contoured to facilitate detection 
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of changes in radiation that result from an unauthorized card 
reading device . For example , in some embodiments one or 
more reflective surfaces may be contoured to increase the 
amount of light that passes through the card slot to the at 
least one sensor . However , in some embodiments one or 
more reflective surfaces may be contoured to reflect at least 
some light falling on the card slot so it does not reach the 
sensor . This may be useful in embodiments where the card 
slot is subject to exposure to a wide range of radiation levels , 
and restricting the radiation that reaches the at least one 
sensor facilitates identifying a change that indicates the 
installation of an unauthorized card reading device . In still 
other embodiments , reflective surfaces may facilitate direct 
ing radiation to at least one sensor within the machine . This 
may include using a contoured mirror surface that focuses 
visible radiation for example . Further , in some embodiments 
a mirror surface may be used on only one side of the slot . 
Tills may be done , for example , to provide reflection of 
radiation on a side of a slot opposite the slot side adjacent 
magnetic stripes of cards . Thus an unauthorized card reading 
device is likely to be positioned at least on the slot side 
opposite of the reflective surface , which may reduce radia 
tion reading the reflective surface . Tills may help in detect 
ing certain types of unauthorized card reading devices . An 
example is shown in FIG . 19 which includes a fascia surface 
336 through which a card reader housing 338 extends . The 
card reader housing includes a card slot 340 through which 
cards pass . The card reader includes within the machine , a 
card reader mechanism 342 , which includes a read head 344 . 
The mechanism operates responsive to at least one controller 
to selectively move magnetic stripe cards by engagement 
with the rollers shown , so that data in the stripe is read by 
the read head . 
[ 0185 ] In this example embodiment , at least one reflective 
surface 346 is positioned on a side of the slot opposed of the 
side of the slot which is adjacent the stripe on cards which 
pass through the slot . At least one sensor 347 is positioned 
on the side of the slot opposite the reflective surface . As can 
be appreciated , an unauthorized reading device will gener 
ally be positioned ahead of the opening to the card slot and 
will extend at least on the side of the slot on which magnetic 
stripes of cards are positioned . As can be appreciated from 
the arrow shown in phantom , an unauthorized card reading 
device in this position will generally reduce the amount of 
light reflected from surface 346 to the sensing device . As a 
result , signals from the sensing device can be used by at least 
one controller to determine when an unauthorized card 
reading device has been installed . 
[ 0186 ] Of course these approaches are merely example of 
approaches that maybe used . 
[ 01871 . FIG . 20 shows an alternative embodiment which 
includes apparatus for detecting the presence of an unau 
thorized device adjacent a user transaction location on an 
automated banking machine . In some embodiments the user 
transaction location may include the area adjacent the card 
reader slot as previously discussed . Alternatively or in 
addition , the user transaction location may include all or a 
portion of a keypad on the automated banking machine . In 
still other embodiments the user transaction location moni 
tored may include a cash outlet of the cash dispenser in the 
machine and through which cash is delivered to users . Other 
example user transaction locations monitored may include a 
deposit opening through which deposits , envelopes , checks , 
cash or other items are accepted into the machine . In still 

other embodiments other user transaction locations may be 
monitored through use of the example apparatus for the 
presence of an unauthorized device . Various user transaction 
locations on the automated banking machine that are moni 
tored may include locations where items are input to the 
machine by users or delivered from the machine to users . 
[ 0188 ] The example apparatus 350 shown in FIG . 20 
includes a radiation output device 352 . The radiation output 
device emits radiation responsive to signals from control 
circuitry schematically indicated 354 . In an example 
embodiment the radiation output device includes an infrared 
( IR ) light emitting diode ( LED ) . It should be understood that 
although one radiation output device is shown which is of a 
particular type , alternative embodiments may include mul 
tiple radiation output devices of the IR type or radiation 
output devices of other types . The apparatus also includes a 
radiation sensing device 356 . In an example embodiment the 
radiation sensing device comprises a photo diode suitable 
for sensing IR radiation . Of course it should be understood 
that in other embodiments other types and numbers of 
radiation sensing devices may be used . 
101891 . The radiation sensing device 356 is also in opera 
tive connection with control circuitry 354 . In an example 
embodiment the control circuitry includes gain control cir 
cuitry schematically indicated 358 . As discussed later in 
greater detail , the example gain control circuitry is operative 
to amplify signals from the radiation sensing device in a 
manner which provides greater signal amplification when 
lower ambient light levels are being sensed . The example 
control circuitry also includes circuitry 360 which is opera 
tive to convert the amplified analog signals to digital signals . 
The example control circuitry also includes at least one 
controller 362 . The controller includes at least one processor 
that operates in accordance with its associated program 
ming . In some embodiments the controller may cause opera 
tion of other devices in the machine while in other embodi 
ments the controller may be associated only with the 
radiation detection functions . Of course it should be under 
stood that the gain control circuitry 354 is example and in 
other embodiments other approaches may be used . 
[ 0190 ] In an example embodiment the infrared LED 352 
in the photo diode 356 are positioned on the machine 
physically close to each other and both face outward from 
the surface of the machine at the user transaction location 
generally indicated 364 . In an example embodiment the 
control circuitry operates to cause the LED to output infra 
red pulses which have a duration of about 20 to 100 
milliseconds . In an example embodiment these pulses are 
output on an intermittent and regular periodic basis . Of 
course in other embodiments other approaches may be used . 
[ 0191 ] In operation the example control circuitry is opera 
tive to determine data corresponding to a level of radiation 
sensed by the photo diode 356 when the LED is off . The 
control circuitry is also operative to determine data corre 
sponding to the magnitude of radiation that reaches the 
photo diode when the LED 352 is on . In this particular 
arrangement the amount of radiation generated by the LED 
352 that is reflected to the photo diode 356 increases when 
an unauthorized device , schematically indicated 366 is 
installed on the machine . Such a device may include for 
example an unauthorized card reading device of the types 
previously discussed . 
( 0192 ] If an unauthorized device is present , the radiation 
pulses are generally reflected from the unauthorized device 
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and are sensed by the photo diode . The amount of radiation 
reflected is often dependent on the distance that the unau 
thorized device is disposed from the radiation output device . 
The amount of reflected radiation is often also dependent on 
the material reflectivity of the unauthorized device as well as 
the particular geometry of the unauthorized device in the 
area adjacent the user transaction location . As a general 
proposition the closer the unauthorized device is positioned 
to the photo diode , the more infrared radiation that will be 
reflected to the photo diode . The greater magnitude of 
reflected radiation results in a larger output from the radia 
tion sensing device 356 . 
[ 0193 ] In an example embodiment the probable presence 
of the unauthorized device is determined by the control 
circuitry comparing the magnitude of the signal that results 
from the reflected radiation pulse , as well as such signal 
having an elevated magnitude that continues through a 
plurality of cycles and / or for at least a set time . In an 
example embodiment if the elevated level of reflected radia 
tion continues for a predetermined time period , then the 
control circuitry is operative to cause the automated banking 
machine to take at least one action . These actions may be of 
the type previously described , such as to conduct further 
analysis as to whether an unauthorized device is present . 
Alternatively or in addition , the control circuitry may be 
operative to provide at least one output indicative of an 
abnormal condition at the automated banking machine . Of 
course it should be understood that these approaches are 
example . 
[ 0194 ] FIG . 22 shows an example schematic logic flow 
executed through operation of the at least one processor that 
is included with the control circuitry . The processor operates 
responsive to computer executable instructions . Prior to 
operation the at least one processor has stored in a memory 
associated therewith , at least one threshold value . This at 
least one threshold value is indicative of the level of radia 
tion being reflected to the radiation sensing device relative 
to the ambient level of radiation , corresponding to a prob 
able abnormal condition . The programming of this at least 
one threshold value is represented by a step 268 . Also prior 
to operation , the memory associated with the at least one 
processor is programmed to include at least one timer value . 
This at least one time value corresponds to at least one time 
period . If during this time period the level of reflected IR 
radiation relative to the level of ambient IR radiation 
exceeds a threshold , the control circuitry is operative to 
determine that there is an abnormal condition which corre 
sponds to the probable installation of a fraud device . This is 
represented in a step 370 . Of course it should be understood 
that these steps are example and in other embodiments data 
corresponding to radiation sensed by the radiation sensing 
device may be compared to multiple threshold values or 
conditions . Likewise in other embodiments other or addi 
tional time periods or logic values may be used to determine 
the probable presence of an abnormal condition . In still other 
embodiments time periods and threshold values may be 
variable and calculated by the at least one processor respon 
sive to one or more sensed values or parameters . 
[ 0195 ] In an example embodiment , after loading the initial 
values in the memory the control circuitry operates in the 
manner discussed . The control circuitry determines data that 
corresponds to the level of ambient radiation reaching the 
photo diode at a time when the LED is not operating . This 
is represented in a step 372 . The control circuitry through 

this step is operative to determine data at a first level that 
corresponds to the then current level of ambient radiation . 
The control circuitry then is operative to determine data that 
corresponds to the level of reflected radiation at a time while 
the LED is operated . This is represented by a step 374 . The 
control circuitry then operates to determine in a step 376 if 
the data corresponding to the reflected radiation is at least as 
great as the level of ambient radiation . If not , the at least one 
processor returns to the logic flow step 372 . 
10196 ) If in step 376 the level of radiation determined 
when the LED is operating is at least as great as the level of 
ambient radiation sensed , the control circuitry is operative to 
calculate a difference value . This is represented in a step 
378 . In an example embodiment the difference value corre 
sponds to the data corresponding to the level of radiation 
when the LED is operating minus the value corresponding to 
the level of radiation when the LED is not operating . In an 
example embodiment , the calculation is done using the two 
immediately preceding values . However , it should be under 
stood that in other embodiments other approaches may be 
used such as using averages of a plurality of preceding 
cycles , using a portion of the difference in magnitude values 
and / or using adjusted values that discard certain single 
abnormal data points ( for example ) for purposes of carrying 
out the calculation which corresponds to the difference in the 
radiation sensed compared to the level of ambient radiation . 
[ 0197 ) In an example embodiment the difference value 
calculated in step 378 is then compared to the programmed 
threshold stored in connection with the control circuitry in 
step 368 . This comparison is executed in a step 380 . In the 
example step 380 the at least one processor is operative to 
determine if the difference value is at least as great as the 
threshold value . If so the at least one processor of the control 
circuitry checks in a step 382 , to determine if a countdown 
timer function has been started . If not , the control circuitry 
operates to start the countdown timer in a step 384 . In an 
example embodiment the countdown timer is operative to 
determine if the difference value remains at least as great as 
the threshold for the stored set period of time . If it does then 
the control circuitry is operative to determine that an abnor 
mal condition likely exists . Of course it should be under 
stood that while in an example embodiment time values are 
used for purposes of determining an abnormal condition . In 
other embodiments other approaches may be taken . These 
may include for example counting the number of cycles 
during which one or more difference values exceed one or 
more thresholds . These approaches may include for example 
a number of consecutive radiation output cycles , or alterna 
tively the determination could be based on radiation values 
during a number of cycles within a given sample being in 
excess of a particular threshold . Also as previously dis 
cussed determinations may be based on multiple different 
thresholds and / or other parameters . Of course these 
approaches are example . 
[ 0198 ] As shown in FIG . 22 , if in step 380 the difference 
value is not at least as great as the threshold , the control 
circuitry determines in a step 386 if the countdown timer has 
been started . If not , the process repeats and the ambient 
value is again determined . However , if in step 386 the 
countdown timer has been previously started and the differ 
ent value is not above the threshold , a step 388 is executed 
in which the countdown timer is stopped . In these circum 
stances the control circuitry is no longer calculating a time 
period in which a condition exists continuously which 
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suggests an abnormal condition . For example , it can be 
appreciated that in cases where users are operating devices 
on an automated banking machine , the user ' s fingers or other 
objects may cause radiation levels that are sensed to vary 
during relatively limited periods of time . However , in gen 
eral these conditions which effect the sensed radiation levels 
are soon removed and the sensed radiation levels will return 
to a level consistent with normal operation of the machine . 
The example embodiment of the control circuitry is able to 
deal with such circumstances by providing that a suspect 
condition must exist for a sufficient period of time before an 
abnormal condition at the machine is indicated . Of course 
this approach is example . 
[ 0199 ] In circumstances where in step 380 the difference 
value is at least as great as the threshold value , it is 
determined in step 382 that the countdown timer has already 
been started . In response to this condition a step 390 is 
carried out . In step 390 the control circuitry is operative to 
determine if the time period which corresponds to an abnor 
mal condition has been reached . If not , the sensing process 
continues . However , if the difference value has been at least 
as great as the threshold value for the set time period as 
determined in step 390 , the control circuitry is operative to 
set an alarm condition event . This is represented in a step 
392 . In an example embodiment step 392 also includes the 
control circuitry operating to cause the machine to take at 
least one action . The at least one action may include for 
example , causing the at least one controller in the machine 
to take steps to determine if an improper device has been 
attached to the machine . Alternatively and / or in addition the 
control circuitry may operate to generate one or more signals 
which cause the banking machine to provide at least one 
output to indicate an abnormal condition . This at least one 
output may include for example , taking steps to make the 
machine inoperative or provide one or more outputs to 
inform users of the presence of a possible fraud device . 
Alternatively or in addition the at least one output may 
include the machine sending a message to another location 
or to an operator such as a bank or to a servicer entity that 
there is a problem with the machine . Of course these 
approaches are example . 
[ 0200 ] In operation of the example control circuitry , even 
after an abnormal condition has been indicated , the control 
circuitry continues to operate to evaluate the radiation levels 
reaching the radiation sensing device . This is represented by 
a step 394 . Thereafter the control circuitry is operative to 
determine a value corresponding to the level of radiation 
sensed while the LED is operating . This is represented in a 
step 396 . 
[ 0201 ] In an example embodiment the control circuitry 
continues to operate to compare the data corresponding to 
the ambient values and the values while the emitter operates 
to determine if the data corresponding to the reflected value 
is at least as great as the ambient value . This is indicated in 
a step 398 . A difference value is then calculated in a step 400 
through subtraction of the data corresponding to the ambient 
value from the data corresponding to the sensed value when 
the LED is operating . Thereafter the difference value is 
compared to the threshold value to determine if the differ 
ence value is at least as great as the threshold . This is 
represented in a step 402 . 
10202 ] In an example embodiment the control circuitry is 
operative to provide at least one output to indicate that the 
abnormal condition which was previously determined has 

been cleared responsive to a negative determination in step 
402 . This is represented in a step 404 . Of course in some 
example embodiments at least one controller may operate to 
continue to send messages and provide outputs to indicate 
the probable abnormal condition . Likewise in still other 
example embodiments , the at least one controller may 
operate responsive to other inputs or tests that it has carried 
out , to determine that an abnormal condition does not exist . 
Thereafter the at least one controller may operate in accor 
dance with its programming to take steps to inform a remote 
servicer or other entity that there is not an abnormal condi 
tion at the machine . The remote servicer may check the 
machine remotely through messages that cause the machine 
to carry out additional tests for the presence of fraudulent 
devices and / or may view images from cameras adjacent to 
the machine . In still other example embodiments other steps 
or actions may be taken to determine and / or clear the 
presence of unauthorized devices . Of course these 
approaches are example . 
[ 0203 ] FIG . 21 shows an example form of the control 
circuitry 358 . In an example embodiment the LED 352 is 
driven by a square wave signal responsive to the controller 
362 . As previously discussed , in an example embodiment 
the radiation output device is operative to provide regular 
periodic intermittent pulses . These pulses are determined 
through the programming of the controller and may be of 
various durations . However , in an example embodiment the 
pulses are set at a fixed duration . A suitable length of the 
duration for this particular embodiment has been found to be 
in a range of about 20 to 100 milliseconds . 
[ 0204 ] In an example embodiment a dual gain approach is 
used to provide greater sensitivity during times when the 
ambient radiation levels are relatively low . This may include 
for example operation of the automated banking machine in 
indoor or nighttime environments . The gain circuitry of 
example embodiments includes a selectable dual gain tran 
simpedence amplifier schematically indicated 406 . In an 
example embodiment , the gain which corresponds to the 
amount of amplification of the signal from the radiation 
sensing device is determined by selectively switching one of 
two possible gain impedences with the transimpedence 
amplifier feedback circuit . An electronic switch 407 is 
selectively operative responsive to the controller 362 to 
cause the dual gain transimpedence amplifier to provide 
higher gain and greater amplification of the signals from the 
photo diode responsive to the photo diode sensing ambient 
light levels at or below a particular threshold . Similarly 
responsive to the level of ambient light being determined as 
above the threshold the switch 407 is operated responsive to 
the controller to cause the lower gain for the photo diode 
signals to be provided . 
[ 0205 ] This example approach provides appropriate 
amplification based on the level of currently sensed ambient 
radiation and helps to assure that the presence of unauthor 
ized devices may be more readily detected in lower ambient 
light level conditions . It should be understood however that 
the approach shown as example . For example in other 
embodiments , other types of gain circuitry may be used such 
as those that provide a plurality of levels of gain responsive 
to ambient light and / or other parameters that are sensed . 
These may include for example , several different levels of 
amplification which correspond to particular conditions at 
the machine . Alternatively or in addition , other sensors may 
be used for purposes of determining radiation levels in other 
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areas of the machine . Such signals from other sensors may 
be used by one or more controllers in the machine to make 
further evaluations as to possible abnormal conditions . Of 
course these approaches are example and in other embodi 
ments other approaches may be used . 
[ 0206 FIG . 23 shows an alternative form of control cir 
cuitry generally indicated 410 which may be used in alter 
native embodiments of an automated banking machine 
which detects an unauthorized device at a transaction loca 
tion on the machine . In an example embodiment the circuitry 
may be part of the circuitry which is operative to control 
operation of an automated banking machines of the types 
previously described . Of course it should be understood that 
aspects of the example embodiment may be used in other 
devices as well . The example arrangement includes at least 
one radiation output device which includes an infrared LED 
412 . The arrangement further includes at least one radiation 
detecting device which in an example embodiment includes 
a photo diode 414 . The photo diode 414 is operative to sense 
infrared radiation of the type output by LED 412 . As 
represented schematically in FIG . 23 the example embodi 
ment includes driver circuitry that is operative to cause the 
LED 412 to output radiation . The driver circuitry of the 
example embodiment is a square wave oscillator 416 . The 
square wave oscillator causes the LED to output radiation 
periodically and on a fifty percent duty cycle . In an example 
arrangement the LED is driven by a square wave signal and 
operates at a frequency of IO KHz . Of course this approach 
is example and in other embodiments other approaches may 
be used . 
[ 0207 ] In an example embodiment the photo diode is 
operative to output at least one signal corresponding to the 
magnitude of radiation sensed , to amplifier circuitry sche 
matically indicated 418 . The amplifier circuitry of the 
example embodiment amplifies the signals from the photo 
diode , and the level of amplification determines sensitivity 
of the controller circuitry . 
[ 0208 ] The example amplifier 418 is operative to output 
one or more signals corresponding to radiation sensed , to 
phase sensitive detector circuitry schematically indicated 
420 . The phase sensitive detector circuitry is synchronized 
with a square wave oscillator 416 . Circuitry 420 operates in 
an example embodiment as a full wave rectifier that is 
sensitive to phase alignment of the input signal with the 
reference square wave that drives LED 412 . As a result the 
circuitry 420 is operative to produce signals that correspond 
to the magnitude of radiation sensed during the time period 
that the LED is operating to output radiation . In addition , in 
an example embodiment circuitry 420 is operative to attenu 
ate the signals output therefrom in accordance with radiation 
that is sensed directly from the LED by the photo diode . This 
aspect is later discussed and enables the example embodi 
ment to produce sensed signals for each cycle that corre 
sponds to radiation reflected from a possible unauthorized 
sensing device and to minimize the effects of possible direct 
sensing of radiation output from the LED . Of course these 
approaches are example . 
[ 0209 ] The sensor signals that are output from circuitry 
420 are passed to circuitry 422 . In an example embodiment 
circuitry 422 includes an integrator / low pass filter . The 
integrator / low pass filter is operative to integrate sensed 
values corresponding to each of the sensor signals output 
from circuitry 420 . Example circuitry 422 integrates the 
demodulated signals over a defined time period . The defined 

time period in an example embodiment comprises a plurality 
of cycles of the LED . The number of cycles over which the 
values are integrated may be selectively set for the particular 
circuitry to suit the particular machine arrangement and / or 
transaction location in which the sensing is conducted . 
[ 0210 Circuitry 422 provides the values corresponding to 
the integrated output to an analog to digital converter 
schematically indicated 424 . The analog to digital converter 
provides digital outputs to at least one processor 426 . In an 
example embodiment the processor is operative to compare 
the integrated value of the sensed values over a plurality of 
cycles , to one or more thresholds that are stored in memory 
associated with the processor . In situations where the at last 
one value received from the analog to digital converter 424 
is in excess of a threshold , the at least one processor 426 
operates in accordance with its programming to provide at 
least one output . This at least one output causes the con 
troller or other devices in the automated banking machine to 
take at least one action . The at least one action may include 
for example , providing an alarm signal , notifying remote 
locations or taking other steps of the types previously 
described . 
[ 0211 ] FIG . 24 shows example circuitry which corre 
sponds to the schematic shown in FIG . 23 . In this example 
embodiment the LED 412 operates to emit radiation inter 
mittently during a desired period of operation in accordance 
with a fifty percent duty cycle . The transconductance ampli 
fier 418 operates to amplify the signals from photo diode 
414 . This circuitry further includes a first stage amplifier 428 
that is used to bias the signal . The first stage amplifier also 
has its input signal conditioned so as to subtract out the 
effect of radiation that is sensed directly from the LED by 
the further diode 414 . This is accomplished in the example 
circuitry through the use of a connection through the resistor 
designated 430 . The circuitry helps to assure that the total 
output voltage swing is available for the signal output . The 
value of resistor 430 is selected to remove that portion of the 
" cross talk ” that occurs between the particular configuration 
of the LED and photo diode . In an example embodiment this 
avoids the need for light pipes or other devices to reduce the 
incidence of radiation directly from the LED reaching the 
photo diode . Of course this approach is example and in other 
embodiments other approaches may be used . 
0212 . In an example embodiment the at least one con 

troller in the automated banking machine operates to cause 
the machine to carry out transactions . A transaction location 
such as the card reader slot , to which the LED and photo 
diode are adjacent , is utilized in the operation of the machine 
to carry out a transaction function . As in the case of the other 
described embodiments , placement of an unauthorized 
device schematically indicated 432 in FIG . 23 causes the 
level of radiation output from the LED and reflected to the 
photo diode 414 to increase . This is a function of the 
particular configuration of the transaction location at which 
the system is used . The control circuitry is operative in this 
example embodiment to produce signals corresponding to 
the sensed radiation only during the time periods that the 
LED operates to output radiation . The phase sensitive detec 
tor circuitry 420 operates to output a plurality of sensor 
signals , each corresponding to a particular cycle in which the 
LED outputs radiation . The values corresponding to the 
sensor signals is integrated by the circuitry 422 over a set 
comprising a plurality of cycles . This integration produces a 
value that is then output to the analog to digital converter 
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424 . The comparison of this value is then made through 
operation of the processor 426 to at least one threshold . 
When the value is below the threshold the amount of 
reflected radiation is considered to be indicative that no 
abnormal condition exists because no unusual amount of 
radiation is being reflected to the photo diode . 
[ 0213 ] In circumstances where the amount of reflected 
radiation increases , the at least one value produced by the 
circuitry will be in excess of a threshold . The processor 426 
operates in accordance with its programmed instructions to 
output at least one signal . The at least one signal then causes 
at least one action by the ATM of the types previously 
discussed . While in an example embodiment the control 
circuitry operates to integrate sensed values for a plurality of 
sets of cycles which are gathered sequentially , in other 
embodiments other approaches to gathering data may be 
used . This may include for example , integrating sensed 
values for a plurality of cycles in which the cycles in the sets 
may substantially overlap . Thus for example if the period of 
integration is ten cycles , each set may overlap the other set 
by a plurality of cycles . Indeed in some embodiments the 
immediately succeeding set may overlap the immediately 
preceding set by all but one cycle . In this way some 
embodiments may provide for monitoring such that an 
abnormal condition is more rapidly detected . 
[ 0214 ] In other example embodiments provision may be 
made for including in a set sensed values , data correspond 
ing to cycles that are not immediately adjacent . For example 
in some embodiments , sampling circuitry may be included 
such that values corresponding to one of each of several 
cycles , may be included in a set for purposes of producing 
at least one value . In this way the amount of data analyzed 
may be reduced , and in some embodiments the effects of 
temporary fluctuations in the amount of reflected radiation 
may be minimized so as to reduce the possibility of false 
alarms . As referred to herein however , in cases where a 
sampling of cycles is described as conducted for sensed 
values , those values that are sampled shall be considered 
immediately adjacent cycles even though the driving cir 
cuitry may operate to produce numerous radiation output 
cycles intermediate of those cycles for which radiation 
sensed is sampled . 
[ 0215 ] Further while in an example embodiment only one 
radiation output device and radiation sensing device are 
shown , other embodiments may include a plurality of either 
output devices and / or input devices . Also while in an 
example embodiment the attenuation of sensed signals is 
accomplished through circuitry providing a fixed resistance , 
other embodiments may provide for variable resistance and 
more active attenuation . This may be done for example by 
including one or more sensors that operate to sense a degree 
of radiation which moves along a path directly between the 
one or more radiation output devices and radiation sensing 
devices . The outputs of such sensors may be used to provide 
active variable attenuation of the sensed signal . Of course 
other approaches may also be used . 
( 0216 ) In an example embodiment the ATM 10 is provided 
with enhanced diagnostic capabilities as well as the ability 
for servicers to more readily perform remedial and preven 
tive maintenance on the machine . This is accomplished in an 
example embodiment by programming the controller and / or 
alternatively distributed controllers and processors associ 
ated with the transaction function devices , to sense and 
capture diagnostic data concerning the operation of the 

various transaction function devices . In an example embodi 
ment this diagnostic data may include more than an indica 
tion of a disabling malfunction . In some embodiments and 
with regard to some transaction function devices , the data 
may include for example instances of speed , intensity , 
deflection , vacuum , force , friction , pressure , sound , vibra 
tion , wear , or other parameters that may be of significance 
for purposes of detecting conditions that may be developing 
with regard to the machine and the transaction function 
devices contained therein . The nature of the diagnostic data 
that may be obtained will depend on the particular transac 
tion function devices and the capabilities thereof as well as 
the programming of the controllers within the machine . 
[ 0217 ] Still example embodiments may include other or 
additional features . Such features of example embodiments 
are described in connection with an automated banking 
machine generally indicated 510 in FIG . 25 . Machine 510 
includes a fascia generally indicated as component 512 . The 
fascia 512 is generally positioned in supporting connection 
with a machine housing and / or other machine components 
of the type previously described . In this example embodi 
ment , fascia 512 extends through a wall 514 or other similar 
fascia supporting structure . Of course this approach is 
example , and in other embodiments other approaches may 
be used . 
[ 0218 ] Automated banking machine 510 includes a card 
reader positioned within the machine that is associated with 
a card reader slot 516 which extends through the fascia . A 
card reader bezel 517 includes and is in generally surround 
ing relation of the card reader slot . The card reader can also 
have an appropriate indicator and sensors adjacent to the 
card reader slot such as those that have been previously 
discussed . The machine includes a keypad 518 of the type 
previously described through which a user may provide 
manual inputs . Further , the example embodiment includes a 
plurality of function keys 520 which are positioned adjacent 
to a display 524 . Function keys 520 may be actuated to 
provide inputs corresponding to selections that are output on 
the display . 
[ 0219 ] The example embodiment further includes a cam 
era 522 which may be used to capture images of users of the 
machine . Camera 522 may also or alternatively serve as a 
biometric input device for purposes of recognizing users via 
appearance features such as through facial recognition in the 
manner discussed in the incorporated disclosure . 
[ 0220 ] An area above the fascia generally indicated 515 
includes speaker openings 526 . The speaker openings enable 
audible outputs from speakers included in the machine to be 
output to users . A headphone jack 528 enables users to 
connect headphones or other audible output devices to the 
machine . This enables blind users or persons who may have 
disabilities that require operation of the machine through 
voice guidance , to receive audible outputs concerning opera 
tion of the machine . 
[ 0221 ] The example machine further includes a depository 
such as a check acceptor . The check acceptor has an asso 
ciated check accepting opening 530 in the fascia . A light 
indicator 531 is positioned adjacent to the opening 53 . 0 so 
as to indicate the status of the check acceptor . Thus , for 
example , in example embodiments when a user indicates 
that they wish to deposit a check into the machine , the light 
indicator 531 may operate to provide a visible indication of 
the location of the check reader slot . Alternatively or in 
addition , the light indicator may provide a green indicator to 



US 2018 / 0046948 A1 Feb . 15 , 2018 

indicate in such circumstances that the check acceptor is 
operational . Alternatively in some embodiments , the indi 
cator may provide a yellow or red indication to indicate 
other conditions such as that the check acceptor is operating 
and cannot process further checks , or that the check acceptor 
has malfunctioned . Of course these approaches are example 
and in other embodiments , other approaches may be used . 
[ 0222 ] In an example embodiment the machine includes a 
cash dispenser which operates to dispense cash to users 
through a cash outlet opening 542 . The cash outlet opening 
includes a gate 538 which operates to open when cash is to 
be dispensed therefrom . A visual indicator 543 is positioned 
adjacent to the cash outlet opening . The visual indicator may 
operate to provide an indication of when cash is being 
dispensed or has been presented to a user . For example , the 
visual indicator may operate to indicate to a machine user 
the location at which they may take the cash dispensed from 
the machine . Alternatively or in addition , the indicator 543 
may operate to indicate conditions such as that the cash 
dispenser has malfunctioned or is not available , so as to 
provide an indication that the machine cannot carry out cash 
dispensing transactions . 
[ 0223 ] In an example embodiment , the machine 510 fur 
ther includes an envelope depository . The fascia includes an 
opening 540 through which envelopes may be accepted for 
deposit into the machine . Access through the opening 540 is 
controlled through a movable gate 544 . The gate 544 is 
opened through operation of the machine at appropriate 
times in transaction sequences when a deposit envelope can 
be accepted . An indicator 541 is positioned adjacent to the 
envelope accepting opening 540 . The indicator may operate 
in example embodiments in the manner of the other indica 
tors so as to indicate to users when the envelope accepting 
depository can accept envelopes therein . Likewise the indi 
cator may also or alternatively indicate conditions that the 
envelope accepting opening is inoperative or is otherwise 
not available . 
[ 0224 ] The example fascia further includes a receipt dis 
pensing opening 545 . The receipt dispensing opening 545 is 
operative to deliver receipts produced by a receipt printer 
within the machine . The receipt dispensing opening 545 
further has an indicator adjacent thereto which can be 
operated to indicate that a receipt has been presented and can 
guide the user to the opening so they may take the receipt . 
Like the other indicators , the indicator adjacent to the receipt 
opening may also operate to indicate that the receipt printer 
is not available due to a malfunction or other conditions . 
[ 0225 ] It should be appreciated that in some example 
embodiments , the indicators may operate in a flashing 
manner to indicate various conditions . The indicators may 
provide various color outputs so as to indicate various 
conditions . This may include , for example , a yellow indi 
cation when a function is being performed by the corre 
sponding device ; a green indication when the device is ready 
to operate ; and a red indication when the device has mal 
functioned or is unavailable . Of course alternative 
approaches may be used . It should be appreciated that the 
programming associated with the at least one processor 
included in the machine may be operative to control the 
indicators so as to provide the programmed indications to 
machine users . 
[ 0226 ] In an example embodiment , the machine fascia 512 
includes several bezels . An example bezel is a removable 
component of an outer fascia portion which covers at least 

part of the user side ( front ) of a function device of an 
automated banking machine . A fascia bezel can have an 
opening that leads to its associated function device . An 
example fascia can have plurality of distinct bezels , includ 
ing a card reader bezel , display device bezel , cash outlet 
bezel , deposit input bezel , receipt bezel , keypad bezel , etc . 
The card reader bezel 517 has an opening ( i . e . , card slot 516 ) 
that leads to the card reader . A display device bezel can have 
an opening ( which may have a transparent cover ) that allows 
a machine user to see the user display screen 524 . The cash 
outlet bezel has the cash outlet opening 542 through which 
cash can be dispensed by the machine . A deposit input bezel 
can have a slot ( e . g . , check accepting opening 530 ; envelope 
accepting opening 540 ) through which a deposit ( e . g . , 
checks , currency bills , envelopes , etc . ) can be received by 
the machine ( or an acceptor device thereof ) . The receipt 
bezel has the receipt dispensing opening 545 that leads from 
a transaction receipt printer . A keypad bezel can have an 
opening through which a machine user can provide manual 
inputs to the keypad 518 . As can be seen , an individual bezel 
can be a part of a fascia ' s bodywork that surrounds ( either 
physical or visual ) user access to an individual function 
device of the machine . 
[ 0227 ] An example machine includes a user data reader 
and a bezel having a user data receiving area . The user data 
reader is operable to read user data provided to the user data 
receiving area . In an example , a card reader ( i . e . , a user data 
reader ) is operable to read card data inserted through a 
bezel ' s card slot ( i . e . , a user data receiving area ) . In a further 
example , a wireless reader ( i . e . , a user data reader ) is 
operable to wirelessly read user data that is placed adjacent 
to a designated reading area ( i . e . , a user data receiving area ) 
of a bezel . An example machine includes at least one 
wireless reader that can read a smart card chip data , RFID 
data , NFC data , magnetic data , IR data , bar code data , 
electronic ink data , and / or radioactive data , etc . 
[ 0228 ] A machine fascia bezel may function as interme 
diate structure ( or a component ) between the machine user 
and the user function device . The machine bezel may also be 
shaped to enhance user utilization of the function device . For 
example , a card reader bezel can have a tapered ( or narrow 
ing ) slot that guides a user ' s card toward a correct orienta 
tion for proper entry into the card reader . A card accepting 
area ( e . g . , a slot ) of a card reader may be aligned with a card 
reader bezel ' s slot . The ( parallel ) alignment of two slots can 
encompass several different slot relationship arrangements , 
including having : ( 1 ) a card reader ' s slot extending at least 
partly into a bezel ' s slot ; ( 2 ) a bezel ' s slot extending at least 
partly into a card reader ' s slot ; or ( 3 ) the two slots being set 
end - to - end in either abutting or non - abutting relation ) . 
When a first slot extends into a second slot , then at least part 
of the second slot surrounds at least part of the first slot . Of 
course each bezel slot is formed by bezel structure , and each 
card reader slot is formed by card reader structure ( or other 
structure operatively associated therewith ) . 
[ 0229 ] The various types of bezels may be supported by 
the machine fascia , by the housing , by its associated func 
tion ( or transaction ) device , by a combination thereof , or by 
other structure associated with the machine . A bezel may 
also function to retain or provide some support to its 
associated function device . Other types of bezels are known 
in other fields . For example , with regard to a typical tele 
vision , a display bezel can be the front surround of the TV 
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screen . With regard to an automotive vehicle , a particular 
bezel can be the bodywork structure that surrounds a par 
ticular light . 
[ 0230 ] As discussed in more detail later , an automated 
banking machine is configured to use exchangeable ( or 
interchangeable ) bezels for a specific function device . For 
example , each of a plurality of differently - shaped replace 
able card reader bezels can be individually used in succes 
sion or randomly ) as the current card reader bezel of the 
machine . The machine is configured for easy exchange of 
the card reader bezels . Frequent replacement of the current 
card reader bezel with another card reader bezel that has a 
differently - shaped outer surface leading to the bezel ' s card 
slot can act to deter attachment of a fraudulent card reader . 
That is , the fixed shape of a particular fraudulent card reader 
may not be clandestinely usable ( or structurally attachable ) 
with each of the differently - shaped card reader bezels . 
[ 0231 ] In an example embodiment , the machine fascia 512 
includes a bezel 517 as shown in FIGS . 26 - 28 . FIG . 26 
shows an isometric view including the card reader bezel 517 
of the example embodiment . The card reader bezel 517 
includes the card reader slot 516 . The card reader slot 516 
has in surrounding relation thereof a transparent yoke or 
donut 430 , as shown in FIG . 28 . The donut portion 430 ( of 
the card reader bezel ) surrounds the bezel ’ s card reader slot 
516 . The donut of the example embodiment is configured to 
be positioned in adjacent relation with visible and infrared 
sensors and emitters of the type previously discussed , so that 
the presence of unauthorized devices adjacent thereto can be 
detected . In an example embodiment , the translucent or 
transparent nature of the donut 430 operates to enable 
radiation to pass therethrough from the emitters and sensors 
that are positioned within the machine behind the donut so 
that unauthorized devices and other conditions can be 
detected . FIG . 28 also shows a fastening member 519 that 
can be securely fastened to bezel supporting structure of the 
machine . 
[ 0232 ] FIGS . 28A , 28B , and 28C show different ( angled ) 
views of a card slot bezel that is similar to the bezel shown 
in FIG . 28 , but without the fastening member . Thus , for ease 
of understanding , the bezel in FIGS . 28A , 28B , and 28C has 
also been labeled with reference numeral 517 . As can be 
seen , the bezel in FIGS . 28A , 28B , and 28C has an exterior 
surface 521 . The exterior surface 521 comprises a contoured 
( shaped ) profile 523 . The profile 523 can include protru 
sions , curves , angles , indents , slots , and topographical 
( physical ) features of various extensions , lengths , and 
heights , etc . The contoured profile surrounds the entrance 
525 to the card slot 516 of the bezel 517 . That is , the card 
slot entrance 525 extends through a outer surface area that 
is topographically non uniform ( e . g . , not horizontally level , 
irregular surface ) . The surface is non uniform ( in physical 
form ) in the outward direction ( e . g . , direction away from the 
machine ) . That is , respective different portions 521A , 521B 
of the outer surface vary in the outward / inward length ( or 
distance ) they extend 
[ 0233 ] The card slot entrance 525 also has at least one 
portion ( or section ) 525A that is further outward / inward than 
at least one other portion 525B of the card slot entrance . The 
card slot entrance 525 can be part of the bezel ' s exterior 
surface 521 . At least a portion of the card slot entrance 525 
can be tangible to the machine user . As can be seen , outer 
surface portions of the bezel profile that are adjacent to ( or 

bound or surround ) the card slot entrance 525 can vary in 
their outwardly extending distance . 
[ 0234 ] In an example embodiment , a bezel can be of an 
integral , one - piece , unitary structure . An example bezel may 
comprise plastic , polymer , rubber , and / or fiberglass material . 
The bezel can also be made of the same material as the 
remainder of the machine fascia . The bezel can have an 
exterior color or pattern that matches the rest of the fascia 
front . As discussed , the example bezel 517 is configured so 
that its card reader slot ( or entrance thereto ) does not present 
a generally uniform horizontal outer surface . Rather as 
shown , the bezel outer surface includes at least two gener 
ally horizontally offset portions connected by an intermedi 
ate section . This outer surface configuration makes it more 
difficult to attach a skimming device to the exterior of the 
card slot bezel . This is because the irregular outer surface 
would require a skimmer device to have a similar corre 
sponding complex surface so as to attach thereto in a way 
that would be unnoticed . 
10235 ] In some example embodiments , the exterior sur 
face of the bezel can include an anti - stick coating . This can 
include , for example , a paint or powder coating that includes 
a silicone material which makes it difficult to attach an 
unauthorized device thereto via an adhesive or other similar 
sticky materials . The coating makes it difficult for criminals 
to attach a skimming device to the bezel . In another embodi 
ment , a bezel ' s outer surface can comprise spun fiberglass 
strands that are coated with tetrafluoroethylene ( TFE ) fluo 
rocarbon polymer or a fluorinated ethylene - propylene ( FEP ) 
resin . For example , the anti - stick coating can comprise 
Teflon® . Further in example embodiments , the bezel 517 
can include multiple colored elements such as elements 432 
and 434 shown in FIG . 27 . Elements 432 and 434 can differ 
in color from the surrounding bezel . Such elements and the 
contrasting colors thereof may make it difficult for a skim 
mer to be attached in a way that does not cause it to be 
noticeable because of the color contrast . Further , such ele 
ments can include logos , designs , or other indicia that 
further make it difficult for any skimming device to be 
attached in the area thereof without being noticed . In addi 
tion , the inclusion of such indicia provide a visible indicator 
to an exterior camera or other detecting device which 
enables a determination to be made that a bezel has been 
subject to modification via analysis of captured images of 
the fascia of the machine . The transparency of the yoke 430 
also makes it easier to notice a ( non - transparent ) fraudulent 
device attached or adjacent thereto . Of course these 
approaches are example , and in other embodiments other 
approaches can be used . 
[ 0236 ] In some example embodiments , the fascia of the 
machine can incorporate different card surrounding bezel 
configuration designs . Such card surrounding bezel designs 
can be made readily manually changeable or interchange 
able by authorized service persons who have authorization 
to remove / replace the bezel . In some bezel support arrange 
ments , accessing the bezel may only be feasible through an 
interior area of the machine . As shown in FIG . 29 , an 
example bezel 517 includes fastener accepting openings 
436 , 442 which are operatively configured to accept fasten 
ers that extend through internal bezel - supporting structure of 
the machine . For example , the fastener accepting openings 
442 are configured to receive removable fasteners 440 ( e . g . , 
bolts , screws , pins , etc . ) that extend through corresponding 
openings 441 in a card reader holder assembly 438 of the 
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machine . The fasteners 440 allow the bezel 517 to be 
generally readily engaged and disengaged from the card 
reader holder assembly 438 ( and the machine and the 
fascia ) . The other fastener accepting openings 436 are 
configured to receive other fasteners that operatively con 
nect the bezel to other bezel - supporting structure , such as a 
card reader , a fascia portion , or other machine structure . As 
can be seen , FIG . 29 shows at least one fastener 440 
releasibly holding a card slot bezel 517 in fixed operatively 
supported engagement with a bezel support structure 438 of 
an automated banking machine . Furthermore , the at least 
one fastener 440 is manually movable to release the respec 
tive bezel 517 from fixed operatively supported engagement 
with the bezel support structure 438 . 
[ 0237 ] The bezel fastener arrangements enable authorized 
service personnel to relatively readily remove a bezel and 
replace it with another bezel that has a different configura 
tion yet has similarly arranged fastener accepting openings . 
That is , the machine can be used with a plurality of differ 
ently configured card reader bezels , where each bezel would 
share the same bezel - support arrangement of the machine . 
The approach allows a single automated banking machine to 
separately use differently configured card reader bezels 
without requiring any changes to the machine ' s bezel 
support structure . Different bezels can be attached in the 
same manner to the same machine . In an example embodi 
ment , an automated transaction machine can individually 
use a plurality of card reader bezels , with each bezel having 
an exterior surface of a different ( unique ) contoured profile , 
where the contoured profile surrounds the bezel ' s card slot . 
The differing contoured profiles are configured to reduce the 
probability of having a same type of fraudulent card reader 
be attachable adjacent to different card slots of differently 
configured card reader bezels . The discussed approaches at 
a common supporting arrangement for plural bezels are 
example , and in other embodiments other bezel support 
arrangements can be used . In an example embodiment a card 
reader holder and gate assembly ( generally indicated 438 ) is 
releasibly attachable to the card reader bezel 517 via the 
fasteners 440 which engage the fastener openings 442 in the 
bezel . Gate assembly 438 includes a movable gate 444 
which is operative to block the slot 516 at the back of the 
bezel 517 when the card reader mechanism within the 
machine is moved relatively away from the 1 ; > ack of the 
bezel for servicing . The blocking by the gate 444 can prevent 
user cards from being inserted through the bezel slot 516 
during absence of the card reader from the machine . Like 
wise , the gate 444 is operative to move and open as the card 
reader assembly is operatively positioned adjacent to the 
back ( rear side ) of the bezel 517 . Of course these approaches 
are example and in other embodiments other approaches can 
be used . 
[ 0238 ] FIG . 40 shows an alternative bezel fastening 
arrangement . A bezel includes a bezel housing 446 and a 
bezel insert 448 . The bezel insert 448 includes a card reader 
slot 450 which enables a card to pass therethrough to a card 
reader 452 . The bezel housing 446 is releasibly engageable 
with bezel - supporting structure in the machine . The bezel 
insert 448 is releasibly engageable with the bezel housing 
446 . Thus , both the bezel housing 446 and the bezel insert 
448 can be supported by the bezel - supporting structure . 
Some arrangements allow the bezel insert to be releasibly 
engaged with the bezel housing before they are attached to 
the machine . In some embodiments a plurality of differently 

configured ( and interchangeable ) bezel inserts can be fit 
tingly used with the same bezel housing . Thus , in some 
arrangements the bezel housing can remain attached in the 
machine while the bezel insert is being replaced . That is , 
only the bezel insert would need to be replaced . In other 
arrangements the bezel housing would first need to be 
disconnected ( unattached , unfastened ) from the machine 
before the bezel insert could be disconnected from the bezel 
housing . In other embodiments a bezel housing and a 
corresponding bezel insert can only be ( uniquely ) fastened 
to each other . Thus , replacement of one would likewise 
require replacement of the other . 
[ 0239 ] Also , in some bezel arrangements both a bezel 
housing and a bezel insert can be manually touchable by 
( tangible to ) the machine user . This results in both bezel 
components contributing to the bezel ' s outer surface con 
figuration . Such a dual component surface configuration 
may cause additional interference against successful attach 
ment of a fraudulent reading device . Suitable fasteners ( e . g . , 
like fasteners 440 ) and other features can be used to hold the 
bezel insert 448 in releasibly engaged relation with the bezel 
housing 446 . Some bezel arrangements may require that the 
fasteners be manually released only from the interior of the 
machine , which interior accessing may be performed by 
authorized service personnel . Fasteners are usable to fasten 
an interior support and a bezel or a bezel housing . Fasteners 
are also usable to a fasten a bezel insert and a bezel housing . 
Such fasteners that are usable in bezel fastening can include 
bolts , screws , pins , hooks , recesses , male / female connec 
tions , flexible parts , telescopic components , snap fit pieces , 
etc . Also , a bezel support structure may include at least one 
fastener integral therewith . For example , the integral fas 
tener can comprise a movable screw or a snap fit connector . 
The snap fit connector can be removably received in a 
connection slot of a bezel . Alternatively , a bezel can have 
snap fit connectors that are removably fitted into connection 
slots of a bezel support . 
[ 0240 ] In another arrangement for securing a bezel , a key 
actuating type of lock can be used to fasten the bezel to a 
bezel support structure ( e . g . , machine housing ) . The key 
lock can be arranged so that it is accessible to a mechanical 
key that is used outside of the machine . Thus , the removable 
bezel can be locked / unlocked to the housing by a service 
person located outside of the machine . In still other arrange 
ments , an exterior located key lock can be used in combi 
nation with a bezel fastener connection that is located inside 
the machine housing . As can be appreciated , various 
approaches can be taken to provide different configurations 
of bezel fastening so as to minimize the risk of unauthorized 
removal of a bezel . 
[ 0241 ] Different bezels can respectively have differently 
configured ( or shaped ) exterior ( outer ) faces . That is , the 
bezels ' outer surfaces , which are touchable by customers , 
can have a shape vary with regard to dimensions in height , 
length , and width . Different bezel shapes can respectively 
have a different number and / or different positions of indents , 
recesses , comers , curves , points , lengths , patterns , molds , 
forms , trims , contours , outlines , profiles , delineations , char 
acteristics , frames , cutouts , peaks / valleys , physiques , rises , 
slopes , gradients , projections , angles , materials , colors , etc . 
Shapes other than donuts can also be used , including 
C - shapes , U - shapes , L - shapes , 1 - shapes , T - shapes , 
V - shapes , X - shapes , rectangular shapes , unique shapes , etc . 
The bezel 660 of FIG . 41 additionally has an outer contour 
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comprising four walls 682 , 684 , 686 , 688 tapering inwardly 
to the card entry slot 662 . The upper 682 and lower 684 
walls each have three raised projections ( upper projections 
672 , 674 , 676 ; lower projections 692 , 694 , 696 ) that extend 
away from the base of their wall face . The two side walls 
686 , 688 each have a single trapezoidal shaped outward 
extending raised projection 678 , 680 . The rise of the projec 
tions can vary in outward height . The intentional non 
uniform outer surface assists in preventing skimmer attach 
ment to the bezel 660 . 
[ 0242 ] In some example embodiments , bezels including 
card slots of different designs can be readily changed on the 
same model of machine . Periodically changing bezel con 
figurations may help to deter the installation of fraudulent 
reader components , such as data skimming devices . This is 
because criminals cannot readily develop skimming devices 
which can be attached without observation to a plurality of 
different configurations of bezels and card slots . Thus , by 
having different colors and contours of bezel designs , and by 
having machines of the same type but with different card 
reader bezel configurations , criminals will find it more 
difficult to deploy and operate card skimming devices . As 
can be seen , example embodiments increase the difficulty of 
criminals to produce a generic skimming device that can be 
used on an entire ( bank ) fleet of machines , especially when 
machines of the same type ( model ) can respectively have 
different bezel configurations at different times . 
[ 0243 ] The different bezel configurations can also have 
differently sized card slots ( e . g . , slots of different widths ) . As 
previously discussed ( e . g . , with regard to U . S . Provisional 
Application 61 / 574 , 594 filed Aug . 5 , 2011 ) , some card slots 
( card input openings ) can be of a larger ( horizontal ) width to 
allow a long edge ( side ) of a card to be inserted first into the 
card slot . That is , the card can be inserted sideways into the 
slot . The card reader can be arranged so that a read head is 
horizontally movable to read the magnetic stripe of the 
long - edge inserted card . The card reader may be horizontally 
mounted . In alternative card reading embodiments , a card 
reader may be vertically mounted to receive and read a card 
inserted vertically upward ( or downward ) into a card slot , 
where the card slot can be of a width configured to receive 
a long - edge inserted card . FIGS . 30 - 39 show examples of 
example bezels which can be installed on automated bank 
ing machine fascias . Each of these bezels has a different 
exterior contour which makes it difficult to attach an unrec 
ognizable skimming device . As can be appreciated , a sole 
skimming ( fraudulent card reading ) device would be even 
further difficult to use with each of the differently configured 
bezels . As can be appreciated , each example includes similar 
internal attachments mechanisms so that the bezels can be 
interchanged and mounted in operative engagement with an 
example automated banking machine fascia mounting struc 
ture . As further expressed in FIGS . 30 - 39 , each of these 
example bezels can include a translucent donut of the type 
previously discussed that can be used for purposes of 
detecting the installation of an authorized card reading 
device . Of course it should be understood that these bezel 
configurations are example and in other embodiments , other 
configurations can be used . 
[ 0244 ] FIG . 30 shows a card reader bezel 651 , a receipt 
bezel 653 , a keypad bezel 655 , and a display bezel 657 . FIG . 
30 also shows a wireless reader bezel 659 . The machine 
includes a wireless data reader which is operatively posi 
tioned ( within reading range ) to wirelessly read user data 

that is placed adjacent to the wireless reader bezel 659 by a 
machine user . As previously discussed , an automated bank 
ing machine can have at least one wireless data reader that 
can wirelessly read smart card chip data , RFID data , NFC 
data , magnetic data , IR data , and / or bar code data , etc . For 
example , a wireless NFC data reader of the machine is 
operable to read NFC data from a mobile phone ( or card , 
wallet , etc . ) that has engagingly contacted ( e . g . , bumped 
against ) the wireless reader bezel 659 . In another embodi 
ment a RFID data reader of the machine can read RFID data 
from an object ( phone , card , wallet , etc . ) that is positioned 
by a machine user within the reading range of the RFID data 
reader , which reading range includes the area adjacent the 
wireless reader bezel . In still other embodiments a wireless 
biometric data reader of the machine can wirelessly read 
biometric data from a machine user . For example , a biomet 
ric feature of the user can be read when the feature is 
properly positioned near ( or in contact with ) the wireless 
reader bezel . As previously discussed , a biometric feature 
that can be wirelessly read can include any of a fingerprint , 
iris scan , retina scan , facial feature , etc . When a camera is 
used as a wireless biometric data reader to read a facial 
feature of a machine user for use in facial recognition , then 
the wireless reader bezel can bound ( surround ) a visual 
opening that leads from the fascia to the camera . 
10245 ] FIG . 31 is an isometric view of the card reader 
bezel 651 shown in FIG . 30 . FIGS . 31A , 31B , and 31C show 
different ( angled ) views of a card slot bezel that is similar to 
the bezel 651 shown in FIG . 31 , but without the fastening 
member . Thus , for ease of understanding , the bezel in FIGS . 
31A , 31B , and 31C has been labeled like the bezel of FIG . 
31 . The bezel 651 of FIG . 31 has a card entry area 661 that 
is tapered on four sides . The tapering guides the card to a 
card slot 663 that passes through the bezel . The card slot 663 
has a continuous straight ( horizontal ) entry opening . Alter 
natively , the bezel 651 can be viewed as having a card slot 
that includes the area 661 , where the card slot tapers smaller 
toward the card reader . The FIG . 31 bezel comprises a 
fastening arrangement which includes at least one fastening 
member 665 . 
[ 0246 ] FIGS . 32 - 39 respectively show differently config 
ured card slot bezels 902 , 904 , 906 , 908 , 910 , 912 , 914 , and 
916 . Each of these respective bezels includes at least one 
fastening ( attaching ) member that is useable to removably 
attach the respective bezel to a machine . Fastening members 
903 , 905 , 907 , 909 , 911 , 913 , 915 , and 917 are shown . As 
can be seen , each of these fastening members has similarly 
arranged attachment points ( e . g . , fastener receiving holes ) or 
connections ( e . g . , male / female snap - in connector compo 
nent ) . The common usage of similarly configured attach 
ment points allows each bezel to be engagingly supported by 
the same support structure of the machine . Thus , each of the 
differently configured bezels of FIGS . 32 - 39 can be inter 
changeably used with the same automated banking machine . 
[ 0247 ] FIGS . 32A - 39A , 32B - 39B , and 32C - 39C respec 
tively show different angled views of card slot bezels that are 
similar to the respective bezels shown in FIGS . 32 - 39 , minus 
the bezel fastening members . That is , FIGS . 32A , 32B , and 
32C show different views of a bezel that is similar to the 
bezel shown in FIG . 32 . Likewise , FIGS . 39A , 39B , and 39C 
show different views of a bezel that is similar to the bezel 
shown in FIG . 39 . Thus , for ease of understanding , similar 
reference numerals have been used for similarly ( like ) 
configured ( shaped ) bezels . 
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[ 0248 ] As can be seen , an automated banking machine can 
have structure where a bezel area surrounding a card reader 
slot can be readily replaced from a position inside of the 
machine . Other arrangements can allow card reader bezel 
replacement from outside the machine , such as through use 
of a fascia key lock . Still other bezel fastening arrangements 
can required a service person to both access an outside 
securing feature and an inside securing feature of a bezel 
fastening arrangement . Further , the outside and inside 
accessing may have to be performed in a specific order of 
service steps . For example , a first bezel securing feature 
which can only be manually accessed inside of the machine 
housing may have to be released before another ( second ) 
bezel securing feature which is accessible outside of the 
machine housing can be released , and vice versa . Thus , the 
fastening and / or removing of a bezel may require that the 
authorized person perform ( in a particular sequential order ) 
both interior an exterior operations . 
[ 0249 ] As discussed , an outer surface of a bezel area can 
include one or more diagonal faces , including faces of 
different ( outwardly extending ) heights . For example , the 
faces can slope or taper in an inwardly direction toward the 
card slot . Thus , a bezel configuration can act to guide ( or 
funnel ) a card toward the card entry slot . As discussed , 
example embodiments allow for different card reading area 
bezels with different configurations to be installed and 
periodically changed on different machines . 
[ 0250 ] In other example embodiments an interchangeable 
integral bezel unit can have a translucent or transparent view 
window . The window is of a configuration ( size ) and posi 
tion ( location ) that allows a customer to view their card 
while it is inside the card reader . Thus , the customer can be 
in visual possession of their card at all times during a 
transaction with the machine . An inability of a customer to 
see their card can be an indication that an unauthorized 
component is blocking their ( direct line of sight ) view to the 
card . FIG . 42 shows a bezel unit 700 including card slot 702 
and a ( transparent or translucent ) window 704 . FIG . 43 
shows a card reader 800 , which has a shutter 802 and an 
open top portion 804 . At least one read head 806 and card 
sensors 808 are also shown . The shutter 802 is aligned with 
the slot 702 . The window 704 allows a customer to see into 
the interior of the reader 800 . 
[ 0251 ] The card reader ' s entrance shutter ( door ) 802 can 
be moved from a closed position ( or a locked condition ) to 
an open position ( or an unlocked condition ) to allow a user 
card to enter into the interior of the card reader 800 . In an 
example embodiment the shutter 802 is normally locked in 
a closed position to keep non card material out of the card 
reader . With the shutter 802 unlocked during a card reading 
operation , a card entering the card reader pushes against the 
biased shutter 802 causing it to be moved to an open 
position . For example , the shutter 802 can be pivoted 
upward about an upper hinge or axis . Upon exit of the card 
from the card reader , the shutter 802 is biased back to its 
closed position where it can again be placed in a locked 
condition . It should also be understood that other arrange 
ments for opening / closing a shutter can also be used , includ 
ing arrangements that use drive ( e . g . , mechanical , electrical , 
etc . ) devices to cause the shutter to be moved ( driven ) from 
the closed position to an open position independent of card 
insertion . 
[ 0252 ] In other example embodiments , operation of a 
shutter of a card reader is linked to one or more visual 

indicators situated on the bezel ( or on the fascia ) . The bezel 
has at least one sensor positioned in an area adjacent to ( or 
in , the card input slot . The at least one sensor can sense the 
presence of a card entering the card slot . The at least one 
sensor can also sense whether the card is properly oriented 
to allow reading of the card data ( e . g . , magnetic stripe data ) 
by the card reader . Both the at least one sensor and the 
shutter position / condition controlling device can be in 
operative connection with at least one processor ( e . g . , con 
troller ) of the machine . The magnetic stripe of a card can be 
used to determine the card ' s orientation . For example , if a 
magnetic property of a magnetic stripe can be sensed ( by the 
at least one sensor ) , then it is determined that the card is 
correctly oriented . That is , the at least one sensor can be 
positioned relative to the card entry slot so that it can only 
read a magnetic property from a properly oriented magnetic 
stripe . 
10253 ] A visual indicator ( e . g . , a light emitter which can 
change colors ) on the bezel ( or on the fascia ) can alert a 
customer whether their card was correctly or incorrectly 
inserted . For example , a visual indicator comprising an LED 
can emit a green light if the card was determined to be 
properly oriented upon its entry into ( or adjacent to ) the card 
input slot . In response to the magnetic ) sensing of a 
properly oriented card , the shutter can be opened to allow 
the card to enter the card reader . In contrast , the LED can 
emit a red light if a sensed card is determined to be 
improperly oriented . The shutter will remain closed in 
response to the sensing of an improperly oriented card . 
[ 0254 ] As can be seen , the example embodiments allow 
for use of shutter locking control in combination with visual 
indicators during a machine transaction . The computer con 
trol that oversees the unlocking of the card reader shutter is 
dependent on verification that the card is correctly oriented . 
Furthermore , visual indicators ( e . g . , LEDs ) can be used to 
identify ( confirm ) to a customer an authenticated proper card 
orientation . 
10255 ) The bezel unit of FIG . 42 also includes a visual 
indicator 706 and at least one sensor 708 operable to both 
sense the presence of a card and sense a magnetic property . 
In an example embodiment , the at least one sensor includes 
two sensors , both a separate proximity sensor and a separate 
magnetic field sensor . In another example embodiment , the 
at least one sensor comprises a single combination sensor . It 
should be understood that in other example examples more 
or fewer sensors can be used . 
[ 0256 ] It should also be understood that a card reader 
shutter arrangement that is ( at least partly ) controlled by 
bezel sensor operation is applicable to both short - edge and 
long - edge card insertion configurations . In the bezel 
example of FIG . 42 the at least one sensor 708 is positioned 
adjacent to a lower ( bottom ) edge of the slot 702 . This 
position allows the at least one sensor to detect a proper 
orientation for a card that is being inserted short - edge first , 
has its magnetic stripe facing downward , and has its mag 
netic stripe at the lower right side of the card . The proper 
orientation enables the right side read head 806 in FIG . 43 
to read data from the magnetic stripe . However , the at least 
one sensor shown in FIG . 42 may also be viewed as being 
positioned to detect a proper orientation for a card that is 
being inserted long - edge first and has its magnetic stripe 
facing downward . It should be understood that the sensor 
position is example , and in other embodiments other sensor 
positions can be used . 
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[ 0257 ] Further , in some example embodiments authorized 
bezels can have embedded therein at least one indicator that 
can comprise radio frequency identification ( RFID ) tags , 
near field communication ( NFC ) chips , and / or other wired 
or wireless indicators which can be detected through opera 
tion of suitable sensors positioned within the machine . FIG . 
29 shows a bezel indicator 456 . For example , a bezel 
indicator can comprise an RFID tag which indicates that the 
bezel is a genuine and authorized bezel . The data in the 
RFID tag may include a suitable serial number or other data 
or value which indicates to the machine that an authorized 
bezel is present . 
[ 0258 ] As discussed in further detail later , in some 
arrangements a bezels ' s RFID tag is programmable , and the 
machine is operable to store bezel updated data in the RFID 
tag of an authorized bezel . The stored bezel data can be later 
read by the machine ’ s RFID reader to verify that an autho 
rized bezel is still present . Updating of bezel data may occur 
after each transaction . Similarly , the machine may store 
authorization data in a programmable NFC chip of a bezel . 
A new bezel being attached to the machine for the first time 
can have bezel data that identifies it to a machine - associated 
computer as a bezel that is designated ( approved ) for use 
with the machine . 
[ 0259 ] In an example embodiment , at least one bezel 
indicator reader ( or sensor ) is positioned within ( or adjacent 
to ) the machine . A reader of a bezel indicator can comprise 
a wireless reader . FIG . 3 shows such a wireless reader 77 . 
The wireless reader 77 is operable to wirelessly receive 
bezel data transmitted by a bezel positioned adjacent the 
machine housing . For example , the bezel data can be usable 
to identify the bezel as a bezel authorized for use with the 
machine . 
[ 0260 ] The bezel data reader 77 can comprise an RFID 
reader and / or an NFC reader . For example , an RFID reader 
can detect signals from a RFID tag or other RFID indicator 
on or in the bezel . The presence of an appropriate bezel data 
( or indicator ) may be monitored through operation of at least 
one computer associated with the machine to assure that an 
authorized bezel is installed on a machine . Thus , removal of 
a bezel can be detected . 
[ 0261 ] Alternatively , an RFID signal strength or other 
signal properties may be used by at least one computer to 
determine that an authorized bezel is adjacent the machine 
housing , and it is also in its proper operating location . The 
failure to detect an authorized bezel may be indicative that 
an unauthorized bezel has been installed by criminals on the 
machine . Likewise , a failure to detect appropriate signal 
strength or other properties can be an indication that a 
skimming device is installed . That is , a change in the signal 
strength from an RFID tag ( or from an NFC chip ) can be an 
indication of tampering . For example , the signal strength 
may be decreased because of the new presence of unauthor 
ized structure . The signal strength may also be decreased 
because the bezel is not properly positioned ( e . g . , due to 
unauthorized movement of the bezel from its normal oper 
ating position ) . Signal strength may also be decreased ( or 
absent ) because the current bezel is unauthorized ( e . g . , due 
to unauthorized replacement of the prior bezel ) . 
[ 0262 ] In response to the detection arrangement indicating 
the absence of the expected bezel indicator , or improper 
signal properties , the at least one processor can operate in 
accordance with its programming to take appropriate action . 
This can include , for example , disabling further operation of 

the machine , giving an indication to a remote computer of a 
possible fraud condition , notifying authorities , causing a 
display device to output a message ( warning ) to potential 
customers , and / or other appropriate steps . 
f0263 ] . In alternative embodiments , a bezel indicator can 
include a programmable RFID tag or other structure / com 
ponent which can receive signals ( messages ) , such as from 
the machine . The indicator can alter its stored data in 
response to the messages from the machine . For example , a 
bezel indicator ' s programmable RFID tag ( or a similar 
wireless indicator including a memory ) may receive data 
( such as from the machine ) , which is then stored in asso 
ciation with the indicator . This data may be output ( sent ) by 
a suitable wireless output device of the machine with each 
transaction , or upon other events that occur at the machine . 
That is , with each transaction the current data being stored 
by the indicator can be updated . For example , after a 
transaction the machine may provide the bezel indicator new 
data that corresponds to a code or value , such as the next 
transaction number or identifier . 
[ 0264 ] The machine includes at least one wireless reader 
( e . g . , an RFID tag reader ) that can read data from the bezel ' s 
stored data ( e . g . , an RFID tag ) . The machine can operate in 
accordance with its programming to check the data stored in 
connection with the bezel indicator with each transaction or 
on a periodic basis . That is , a computer associated with the 
machine can determine if the bezel ' s currently stored data 
matches the latest data sent to the bezel . If the stored data 
associated with the bezel indicator does not correspond with 
the data that was last sent by the machine to be stored in the 
bezel indicator , then at least one processor of the machine 
will determine this discrepancy . The processor of the 
machine can further resolve that there is a possible fraud 
situation occurring at the machine . This may result in the 
processor causing the machine to no longer operate or to 
give an indication of a fraud condition to a remote computer . 
0265 ) Further in other embodiments , security features 
( such as data encryption ) can be used in association with the 
transmission of data to / from the indicator and with data 
storage to make it more difficult to intercept and replicate the 
data used in association with the indicator . This can include , 
for example , the use of public key encryption or similar 
security so as to assure that communications between an 
emitter / receiver of the machine and the storage device of 
( within ) the indicator cannot be intercepted or readily rep 
licated in a counterfeit bezel device . Of course these 
approaches are example and in other embodiments other 
approaches can be used . 
f0266 ] Furthermore , each of the bezel configurations pre 
viously discussed can be used with bezel indicators of the 
type described to assure that the replaceable / changeable 
bezels installed on a machine are authorized , and that a 
counterfeit bezel has not been installed on the machine . 
f0267 ] . As can be seen , example arrangements allow for a 
feature to be associated with a replaceable authorized bezel 
in order to determine if the authorized bezel has been 
removed and replaced with another ( fraudulent ) bezel 
installed by the a criminal . An example system of this type 
can involve a series of sensors or other switches that can 
detect when the bezel has been removed from its normal 
surroundings . If a processor ( associated with the sensors ) 
determines a situation where the bezel has been changed , 
then the machine may be automatically shutdown . A 
machine servicer may need to provide special inputs to the 
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shutdown machine , cause a message to be downloaded to the 
machine , or other procedures in order to again make the 
machine operable for customers . 
[ 0268 ] As can be seen , example examples of sophisticated 
approaches for determining if the authorized bezel has been 
removed have been provided . For example , some of these 
approaches include providing programmable RFID tags or 
other chips within the authorized bezel . An RFID receiver / 
reader within the machine can determine if the data output 
by the RFID tag in the bezel corresponds to a value for an 
authorized bezel ( i . e . , a bezel authorized to be used with that 
particular machine ) . As previously discussed , the machine 
itself ( or a processor associated therewith ) can be used to 
provide the bezel with an updated value . 
[ 0269 ] Other approaches for authorized bezel verification 
may analyze signal strength to verify that the bezel is in its 
proper ( expected ) position . This can include analyzing the 
signal strength received by the ( remainder of the ) machine 
from an RFID tag or NFC chip embedded in the bezel . If the 
authorized bezel has been moved from its normal position 
but still remains within the machine , then the change ( e . g . , 
decrease in the signal strength can be an indicator that the 
authorized bezel is not in the proper operating position . As 
a result , changes in the sensed signal from the RFID tag ( or 
NFC chip ) can be an indication that the bezel has been 
moved from its authorized position , and that criminals have 
installed a skimming bezel on the machine . 
[ 0270 ] As previously discussed , other detection methods 
for detecting the presence of an unauthorized bezel can also 
be implemented . These can include having an RF emitter / 
transmitter of the machine communicate with the program 
mable RFID component ( or NFC chip ) of a given bezel with 
every transaction . The communication can cause the RFID 
tag to store a different value ( or secret code ) after completion 
of each transaction . Before allowing the machine to carry 
out a subsequent transaction , the processor / sensors associ 
ated with the machine can determine if the machine can 
receive ( from the bezel ) the prior value that was communi 
cated to the RFID tag . If the value does not correspond 
( match ) , or cannot be recovered ( received from the bezel ) , 
then a fraud condition that the bezel has been replaced with 
an unauthorized bezel can be determined . 
[ 0271 ] As previously discussed , encryption features can 
be employed in connection with the communicating and 
storing of data within a data store associated with the RFID 
tag or NFC chip of the bezel . Thus , the data stored in the 
bezel data store ( e . g . , RFID tag ) may be encrypted to make 
it harder for criminals to produce counterfeit bezels to install 
on machines . Example encrypted communication 
approaches can use asymmetric public key encryption for 
purposes of transmitting a new value to the bezel . This can 
include having a data store in association with the RFID tag 
( or NFC chip ) in the bezel . The data store can have a public 
and private key . Similarly , the processor associated with the 
machine ' s RFID reader and transmitter can have its own 
public and private key pair . The machine ' s emitter can 
communicate wirelessly to the bezel its public key , and 
cause the bezel to provide its public key to the machine ' s 
processor . A value that is encrypted using a given private key 
can be decrypted using the corresponding public key . Thus , 
the A TM is able to determine that it is communicating with 
the genuine bezel . Likewise , the genuine bezel is able to 
determine that it is communicating with the authorized 
emitter and processor associated with the machine . In this 

example arrangement , data can be securely stored within the 
data store of the bezel that can authenticate the particular 
bezel as genuine . 
[ 0272 ] In still other embodiments , card reader bezel struc 
tures can be made further resistant to fraud by having 
movable components included therein or therewith . For 
example , bezels may be comprised of flexible plastic or 
other material that allow the flexing and movement of 
surfaces thereof . Such flexible materials can include embed 
ded therein or mounted adjacent thereto , movable members 
which are in operative connection with actuators so as to 
provide periodic movement of the bezel structures . Such 
movement may be achieved by actuating devices , such as 
shape memory alloy structures that move in response to 
applied electrical energy . Alternatively , such bezel structures 
may move in response to applied pressure , such as internal 
fluid ( air ) bladders , pneumatic cylinders , or other similar 
pressure providing devices . Further , alternative embodi 
ments may include panels or pieces that are moved in 
response to solenoid actuators , motors , or other electrical 
devices . 
[ 0273 ] In an example embodiment , control circuitry can 
operate in response to at least one processor in the machine 
to cause the periodic movement of the actuator included 
within the card reader bezel ( or other machine bezel that is 
used to receive user input ) . Movement of the actuator 
changes the exterior contour of the bezel . Changing of the 
exterior contour will generally cause the dislodgement of ( or 
the readily visibly exposing of ) an unauthorized reading 
device that may have been mounted thereon by a criminal . 
In example embodiments the exterior surface of the bezel ' s 
contour adjacent to the area of the donut can be periodically 
moved in response to the actuator . Such movement can 
include , for example , producing a periodic single temporary 
bulge or wave in the outer surface contour of the bezel . In 
some example embodiments , a plurality of such temporary 
bulges , waves , or other contour changes can be produced . 
The outward waves can also be of various sizes ( wave 
lengths and frequencies ) and can be continually produced 
for various lengths of time . Such contour changes can be 
produced ( before and / or after ) each time that the user data 
reading device ( e . g . , a card reader ) is operated , at other 
periodic intervals , after proximity detection of a potential 
customer , etc . 
[ 0274 ] As can be appreciated , such repeated periodic 
contour surface changes will generally be effective , particu 
larly in areas where skimmers are likely to be attached , to 
cause such skimmers to ( at least partly ) be disengaged or 
dislodged from the moving underlying bezel structure . Thus , 
such skimmers will be made more readily visibly apparent 
to machine users and machine owners . Furthermore , when 
combined with the use of anti - stick coatings ( of the types 
previously discussed ) , the use of bezels having changeable 
outer contour surfaces will be further effective to prevent the 
continual ( retained ) attachment of unauthorized devices 
thereto . Of course these approaches are example and in other 
embodiments , other approaches can be used . 
[ 0275 ] Still other example embodiments can change the 
presented outer surface of a bezel by movement of indi 
vidual bezel components . For example , a bezel can have 
plural different faces . The bezel can be rotated about an axis 
by a service person to change the bezel face that is to be 
currently presented to the machine users . FIG . 44 shows a 
top view of a box shaped bezel section 810 having four 
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differently configured ( substantially square or rectangular ) 
outer faces 812 , 814 , 816 , 818 . The bezel section 810 can be 
moved ( rotated ) ninety degrees about its axis 828 to cause an 
adjacent ( next ) face to be presented to a customer area 
adjacent the machine . FIG . 45 shows an angled side view of 
the bezel section shown in FIG . 44 . Some fixed protrusions 
820 , 822 that are common to both Figures are also shown . 
10276 ] In an example embodiment a bezel comprises both 
an upper section and a lower section . These two sections are 
independently rotatable . The arrangement allows for an 
upper section of one complete bezel face to be used ( mixed 
and / or matched ) with the lower section of another complete 
bezel face . Thus , the arrangement enables the generation of 
even more different combinations ( configurations ) of usable 
bezel faces . As shown in FIG . 45 , each of the four sides 812 , 
814 , 816 , 818 of the upper bezel section 810 can include a 
cutout 824 , 826 that comprises one - half of the ( total area of 
the ) card slot . In other arrangements one of the upper or 
lower bezel sections can have a cutout that forms substan 
tially the entire slot . A cutout can also be a portion ( per 
centage ) that is less than half of a slot . 
[ 0277 ] FIG . 46 shows a top view of another multi - faced 
upper bezel section 830 . The triangular shaped section has 
three differently configured outer faces 832 , 834 , 836 . The 
bezel section 830 can be rotated ( in either direction ) 120° 
degrees about its axis 838 to cause a different face to be 
presented to a customer . A drive device 840 can be used to 
perform the rotation . FIG . 47 shows an angled side view of 
the bezel section 830 shown in FIG . 46 . Protruding outward 
from the face 832 are two parallel vertically - extending 
raised members 842 , 844 . The face 832 also has a slot cutout 
portion 846 . A raised member 848 extending from face 834 
is also shown in both Figures . 
[ 0278 ] In an example arrangement a key lock is used to 
hold a bezel ( or a bezel section ) of a transaction machine in 
its desired rotational position . The key lock can be posi 
tioned inside the machine . Alternatively , the key lock can be 
positioned so that it is accessible from the front ( exterior ) 
customer side of the machine . Thus , a bank employee who 
daily adds cash to the machine can also daily manually rotate 
the bezel to a new position . An unlocked rotatable bezel can 
also be easily removed and replaced ( exchanged ) by the 
bank employee . This allows for use of a plurality of multi 
faced bezels , where no two faces are the same . In other 
arrangements , a machine computer can cause a multi - faced 
bezel to be rotated ( by a computer controlled drive ) to a new 
face immediately following each transaction . The rotation 
( and the time of rotation ) can be predetermined to follow a 
set rotational pattern . Alternatively , the amount of rotations 
for any single face change can be randomly determined . As 
can be seen , bezel movement ( or movement of a portion of 
a bezel ) such as by rotation or pivoting , provides increased 
protection against successful fraudulent device installation 
and operation . 
[ 0279 ] FIG . 48 shows a front view of another example 
bezel 850 . The bezel 850 includes a plurality of outwardly 
extendable projections 852 , 854 , 856 , 858 . A card reader 
entry slot 860 is also shown . A bezel ’ s pattern of projections 
can be based on several variables , including the number of 
projections being used versus the effectiveness of the pat 
tern . For example , it may not be cost effective to cover an 
entire bezel face in closely spaced projections . An example 
embodiment includes a computer program that can calculate 
effective different patterns of movable face members ( pro 

jections ) based on changeable factors such as configuration 
( e . g . , security contributing angles ) of the bezel face , the 
bezel face material ( e . g . , strength , thermal expansion prop 
erties , etc . ) , bezel size , other security features employed 
( e . g . , non - stick coating ) , climate , assessment of fraud risk 
for the intended geographic location , cost , etc . 
[ 0280 ) FIG . 49 shows a side view of an upper portion of 
the bezel 850 taken along A - A in FIG . 48 . The upper portion 
includes the projections 852 , 854 located above the card slot 
860 . In FIG . 49 the projections 852 , 854 are in their 
non - extended ( flush ) position . FIG . 50 also shows a side 
view of an upper portion of the bezel 850 taken along A - A 
in FIG . 48 . However , in contrast to FIG . 49 , the projections 
852 , 854 in FIG . 50 are in a fully extended position . That is , 
the outer surface of the projections 852 , 854 can be moved 
from a position ( FIG . 49 ) that is substantially flush with the 
bezel face to another position ( FIG . 50 ) that is extended 
outward a predetermined distance from ( relative to the 
bezel face . The card entry slot 860 is also shown in the FIGS . 
49 and 50 . 
[ 0281 ] In an example embodiment an electric motor 862 
drives a screw rod 864 connected to a plate 866 . The plate 
866 connects to the projections . The motor 862 can be 
operated to move the projections outward and inward rela 
tive to their guide housings 868 . The fixed housings 868 
each include at least one slot through which the plate 866 
can respectively move . In one example embodiment all of 
the projections ( including those located above and below the 
card slot 860 ) are connected to the plate 866 and driven by 
a drive device ( e . g . , motor ) . In other example embodiments 
all projections located above the card slot are operatively 
connected to a first plate and a first drive device , whereas all 
projections located below the card slot are operatively 
connected to a second plate and a second drive device . 
10282 ] It should be understood that other arrangements for 
operatively connecting a plurality of projections ( or a single 
projection ) to a drive device can be used . It should also be 
understood that other drive devices and / or arrangements can 
be used to cause the projections to be moved ( driven ) in an 
outward direction ( toward a customer area ) . For example , a 
mechanical , electrical , electro mechanical , fluid , or mag 
netic drive member can be used . Biasing arrangements can 
also be used to move ( push or pull ) the bezel face compo 
nents ( projections ) either outward or inward . The example 
embodiments also allow for changing the distance which 
certain movable surface portions ( projections ) are outwardly 
moved . That is , the projecting distance can be periodically 
varied . Some movable portions may be moved only part of 
their maximum distance , whereas other movable portions 
may simultaneously be moved their maximum distance . As 
can be appreciated , the varying of outward movement 
results in different bezel face configurations . By periodically 
changing the outer contour of a bezel face , an attached 
fraudulent device ( such as a card skimmer ) may become 
dislodged from the bezel surface . Alternatively , a changed 
contour may cause a skimmer to be rearranged so that the 
skimmer becomes more noticeable , either visually by a 
person or by machine sensors or cameras . The novel ability 
to outwardly / inwardly move bezel portions allows for 
machine computer programming to cause a different facial 
configuration to occur after every customer transaction 
session . 
[ 0283 ] In other example embodiments a bezel includes a 
display screen device . A computer associated with the auto 
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mated banking machine controls the data that is output by 
the bezel display . For example , the outputted data can 
comprise data that a potential machine user can verify as 
correct , such as the current time and / or date , bank name , 
bank branch address , etc . 
[ 0284 ] The data output through the bezel display screen 
can also be correlated by a computer with information this 
is concurrently output through the ( larger ) user display 
screen , such as the user display screen 36 shown in FIG . 1 . 
For example , the user display screen may notify the potential 
machine user to check whether the bezel display is currently 
displaying a specific code . That is , for normal operation the 
specific code is visible ( or indicated or identified ) on both 
the user display and the bezel display . The absence of the 
code on the bezel display , or an inability of the potential user 
to see the code on the bezel display , can be an indication of 
the presence of a ( view blocking ) card skimmer or an 
unauthorized bezel . The code can be predetermined or 
randomly generated . A new code or password can be pro 
vided after each transaction . The sophisticated computer 
programming that causes the two displays to simultaneously 
output the same code would act as another deterrent to 
success of a fraud device attached to the machine . 
[ 0285 ] In other embodiments other ( non - identical ) data 
can be correlated . For example , the user display can be used 
to inform a person ( via a displayed text message ) to verify 
that the correct date / time is displayed on the bezel display 
before inserting their card into a card slot . In another 
example the bezel can have an indicator ( e . g . , an indicator 
light such as an LED ) . The indicator can be in addition to or 
alternative to the bezel display . The machine can cause a 
plurality of different colors to be individually output by the 
bezel ' s indicator . The color being output through the indi 
cator should be visible to a customer . The user display can 
then ask a person to verify whether a specific color is being 
output by the bezel indicator . 
[ 0286 ] In still other embodiments card entry into a valid 
card slot can be normally blocked by the machine . The 
potential machine user may be required to verify through 
user input ( e . g . , to a touch screen user display ) that the 
accessible card slot is closed . For example , the machine can 
( via displayed instructions ) request the user to try to insert 
only a non - stripe portion of their upside down card into the 
accessible card slot ( which may be a fraudulent slot ) . The 
potential machine user may also be required to verify other 
data , such that the current date / time is correct and / or that the 
displayed codes match . Following user input corresponding 
to the required verifications , the card slot can then be opened 
( unblocked ) by the machine . The user can then insert their 
card into the deemed - valid card slot to enable reading of user 
data from the card . It should be understood that combina 
tions of arrangements involved with customer validation of 
the accessible ( visible ) card slot can be used . A plurality of 
validation steps can be conducted and / or required by the 
machine . Additionally , the combinations and arrangements 
are also applicable to customer validation of other reading 
devices ( e . g . , a biometric reader ) . 
[ 0287 ] As previously discussed , a bezel can be positioned 
in an area relatively close to a card reader of an automated 
banking machine . In another example embodiment an outer 
surface portion of the bezel can comprise a flexible material , 
such as plastic or rubber . An actuator can be operated to 
cause the contour of the flexible outer surface of the bezel to 
be changed . The actuator can be mounted on the bezel . 

Alternatively , the actuator can be mounted in the machine at 
a location adjacent to the bezel . 
[ 0288 ] Suitable driving circuitry can move the actuator so 
that the outer contour of an outer surface of the bezel is 
physically changed . The change can be temporarily , with the 
flexible material returning to its original shape ( e . g . , its 
shape prior to being flexed ) . By periodically changing an 
outer surface portion of a bezel , a skimmer that was attached 
to the bezel outer surface portion may be dislodged . Thus , 
the ability of example bezels to have their external form 
modified by flexing can also assist in reducing fraud at 
automated banking machines . 
[ 0289 ] An outer surface portion of the bezel can also 
comprise other shape - changing materials , such as shape 
memory alloys , piezoelectrics , electroactive polymers ( EP 
As ) , superelastic carbon nanotube aerogel , etc . Additional 
materials can include Mylar® , etc . Flexible elastic packag 
ing materials may also be used . The materials may also be 
covered by a loose layer of a protective stronger material , 
such as Kevlar . Combinations of materials are also useable . 
10 In an example embodiment a flexible outer skin portion 
( e . g . , a flexible plastic or rubber portion ) of a bezel can be 
expanded / contracted through operation of an actuator that 
provides an increase / decrease in pressure applied against the 
portion . For example , air may be added to a sealed chamber 
to provide the increase in pressure . The chamber can act as 
a bellows or baffle . The baffle can have separate chambers 
that sequentially expand to cause a wave ( or 15 ripple ) effect 
on the flexible material ( skin ) of a bezel . Alternatively , a 
drive piston may be used to force cylinder fluid ( e . g . , liquid , 
air ) against the flexible material . 
[ 0290 ] FIG . 51 shows an example of a bezel 870 with its 
outer skin 872 expanded by fluid pressure from an air 
providing ( pneumatic ) actuator 874 . The skin ( which can 
have a balloon like expanding property ) is inflated by the 
increased air pressure . As shown in FIG . 52 the 20 continu 
ous sealed skin 872 surrounds the card slot 876 of the bezel 
870 . Thus , a single actuator can be used to changed the shape 
of the bezel ' s outer surface both above and below the card 
slot 876 . In other embodiments plural actuators can be used 
to respectively inflate separately segregated ( independent ) 
sealed partial sections of the total outer skin surface . 
[ 0291 ] In other example embodiments a movable member 
may be mechanically slid or rolled 25 against the flexible 
( elastic ) bezel outer surface to push ( stretch ) the bezel skin 
in an outward direction ( e . g . , toward the customer area ) . For 
example , a roller ( or ball ) can have an outer surface that 
extends further outward than the face of the skin when the 
roller is rolled ( horizontally ) across the skin . The movement 
of the ( outwardly pushing ) roller causes a wave ( of expan 
sion and contraction ) to move across the skin . That is , the 
wave is at its peak where the roller contacts ( and pushes 
outward ) the skin . As the roller continues to move , the peak 
correspondingly continues to move . Thus , the moving roller 
creates a moving wave . The skin at a specific skin area 
returns ( flexes back ) to its normal ( non stretched ) condition 
after the roller has passed that specific skin area . 
[ 0292 ] FIG . 53 shows an example of an example wave 
creating arrangement applicable to a bezel surface . A cylin 
drical roller 880 is used to apply a pressure force against the 
interior side of a bezel skin 882 . An angled side view of the 
roller 880 is shown in FIG . 54 . As can be seen , as the roller 
880 horizontally moves ( in a direction of the arrow ) across 
the flexible skin 882 it creates an outwardly directed wave 
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884 at the point of contact . In the example 10 embodiment 
the roller 880 is attached to a slide housing 886 that slides 
on at least one rail 888 . The housing 886 can be pushed , 
pulled , or driven along the rail 888 . At least one biasing 
component 890 ( e . g . , a spring ) acts to push the roller 880 
away from the housing 886 in a direction toward the skin 
882 . End ramps 892 can be used to keep the roller 880 
positioned inward ( against the spring force ) toward the 
housing 886 when a wave run is completed . In other 15 
example embodiments the force pushing the roller 880 
outward ( toward the skin ) can be provided through use of a 
conventional drive member ( e . g . , screws , motors , magnets , 
etc . ) , which can then act to release / remove the applied force . 
[ 0293 ] In still other example embodiments , the surface 
contours ( including surface angles ) of a bezel body structure 
can be such that users of the machine are forced to insert 
cards into the card slot in particular ( intended ) ways . For 
example , bezel structures can be configured so as to make it 
highly awkward for a machine user to insert the card using 
anything other than their right hand . Implementing this bezel 
configuration provides predictability regarding the areas 
adjacent the fascia in which a user ' s hand will be positioned 
when inserting a card into the machine . By forcing the use 
of the right hand of the user for card insertion , this also 
indicates where the hand 25 structure will be positioned 
during normal machine / user operation . 
[ 02941 In example embodiments , radiation or other types 
of detectors of the types previously discussed are operative 
in conjunction with one or more suitably programmed 
processors to detect the presence of the user ' s hand adjacent 
thereto . Further , sensors located in other areas of the fascia 
where a user ' s hand would not normally be positioned may 
be used to detect conditions which correspond to a current 
attempt to install an unauthorized card reading device . 
[ 0295 ] A bezel configuration can have a particular 
recessed area that leads to the card slot . Thus , because a user 
is required to manually insert their hand / fingers into the 
recessed area during . insertion of their card into the card slot , 
the configuration generally assures that the user ' s ( card 
gripping ) handfingers will not be positioned in / at a different 
area of the bezel that is located away from the recessed area 
during card insertion / removal . For example , this different 
area of the bezel may be outwardly located from the ( nor 
mal ) card slot . Thus , detecting card insertion without sens 
ing that a hand was moved into the recessed area ( e . g . , 
moved in expected close 10 proximity to the card slot ) 
during the card insertion can be an indication that a fraud 
device was present between the hand and the ( normal ) card 
slot during the card insertion . 
[ 0296 ] Card insertion may be based on proximity sensors 
which detect the presence of the card in the card slot . Card 
insertion may also be based on magnetic stripe detection . 
For example , in circumstances where the magnetic stripe of 
a card is detected , sensors of the type previously described 
can be operative to sense the presence of structures that are 
adjacent the slot and outside of the normal area where the 
user ' s hand would be expected to be positioned . Thus the 
sensing of structures in these areas can be analyzed to more 
reliably provide an indication of an abnormal condition , 
such as the installation of a skimmer . This can be done in the 
manner previously discussed or using other types of sensors . 
[ 0297 ] In other embodiments , a user ' s card ( or magnetic 
stripe thereof ) can be detected while it is still located exterior 
of the bezel ' s ( hand receiving ) recessed area . At the approxi 

mate time of this card detection , sensing of structure adja 
cent the card slot or in the recessed area can also be 
indicative of the structure being unauthorized . That is , if the 
card is not yet in the recessed area ( or adjacent the card slot ) , 
then the user ' s hand also would not yet be in the recessed 
area . 
f0298 ] When conditions corresponding to the installation 
of a skimmer are detected , appropriate steps can be taken , 
such as ceasing operation of the machine , sending messages 
to a remote security computer , and the like . It should be 
understood that the approach of configuring the bezel so that 
a user ' s particular hand and fingers are generally forced to 
be positioned in a particular location and not in another 
location when inserting or removing a card from the slot , is 
example of approaches that can be taken to facilitate the 
detection of the presence of unauthorized reading devices . In 
other embodiments , other approaches can be used . 
[ 02991 . As previously discussed , example embodiments 
allow for the bezel which includes the area surrounding the 
card reader slot to be periodically changed . In additional 
example embodiments , the presence of an unauthorized 
skimming device adjacent this card slot reader area may be 
detected by having a potential customer visually review 
( check ) the fascia of the automated banking machine ( e . g . , 
an A TM ) . That is , a potential customer can be used to 
confirm that the machine only has the correct ( valid ) card 
slot reader area . 
[ 0300 ] An example automated banking machine can be 
associated with a security service program that causes a 
picture of a valid card - reader device to be displayed on a 
display screen device of the machine . The picture is view 
able by the potential customer before they insert their card 
into the machine . The security service program helps the 
customer ( consumer ) make a decision as to whether the 
physical card - reader setup resembles the one shown in the 
picture . Hence , a pre - insertion determination can be made as 
to whether the physical card - reader device is valid or fraudu 
lent . As a result , card - skimming occurrences can be reduced . 
[ 0301 ] The security service program enables a machine to 
be programmed to warn customers to look out for suspected 
fraudulent devices , such as card skimmers , before the illegal 
capture of personal data occurs . The machine also provides 
the customer with the necessary information required to 
identify ( distinguish between ) valid and fraudulent devices . 
Thus , the security service program aids in the detection of 
unauthorized data capturing devices . 
[ 0302 ] The customer ( e . g . , a potential user of the machine ) 
can view on the machine display screen what the valid card 
reader bezel configuration ( which includes the card entry 
slot ) is supposed to look like . The customer can be warned 
that if the actual card reader area does not look like the area 
expressed in the picture ( e . g . , bezel image ) shown on the 
display screen , then there may be an unauthorized device 
( e . g . , a card reader skimmer ) installed on the machine . That 
is , if the tangible card reader slot design does not look like 
the card reader slot design being displayed in the image , then 
the customer knows that there is a possible problem , and 
thus can avoid using the machine . In some example embodi 
ments the customer is also able to report the potential 
problem to authorities by providing specific input to the 
machine . 
[ 0303 ] Both customer instructions ( on how to check for 
fraudulent devices ) and the warning may be part of an 
instruction screen that is displayed by the machine . The 

lent 
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instruction screen may be a same welcome display screen 
that is presented to all potential users of the machine . 
Alternatively , the instruction screen may be a separate 
display screen that only gets displayed in response to a 
request from the customer . The request can be made by 
particular customer input to the machine . For example , the 
request may be provided by manual input to a select key or 
a specific touch screen area . The welcome display screen can 
be used to inform customers how to make the request . The 
request can be part of an additional safety feature that is 
made available for the benefit of concerned ( or VIP ) cus 
tomers . 
[ 0304 ] In some embodiments , the machine can be config 
ured to not carry out a transaction until receiving customer 
( input ) feedback which indicates that the correct bezel 
arrangement is visible . The customer feedback ( input ) may 
be provided through a machine keypad , a machine touch 
display screen , a banking application program , etc . 
[ 0305 ] For example , a machine can have a movable gate 
that can block the card entry slot . The blocking denies card 
access to the card reader . Thus , the machine can prevent an 
entire reading of a card by the card reader . After visually 
verifying that the tangible bezel corresponds to the displayed 
bezel image , the customer can provide the needed confir 
mation ( feedback ) input to the machine . Upon receiving this 
confirmation input , the machine can then open the gate . With 
the gate in its open position , the user card can then be 
presented through the card entry slot to the card reader of the 
machine . 
[ 0306 ] The example embodiments also provide a relation 
ship which ensures that the displayed graphic ( s ) of a card 
reader area correctly match the ( tangible ) card reader area 
that is currently installed on the machine . When the 
machine ' s card reader bezel is changed then the displayed 
graphic ( one or more images ) is correspondingly automati 
cally changed to visually represent the newly installed card 
reader bezel . The programming arrangement allows for a 
potential machine user to always be provided a card reader 
bezel graphic that corresponds to the most recently installed 
card reader bezel . The example embodiment includes pro 
gramming that is able to automatically change the bezel 
display to ensure that the correct bezel graphic is being 
shown , regardless of how often the machine gets a different 
( replacement ) card reader bezel . 
[ 0307 ] In an example embodiment , the graphic represen 
tations of numerous differently configured bezels are stored 
in a machine data store of the automated banking machine . 
Each respective physical bezel configuration corresponds to 
a respective graphical bezel representation in the machine 
data store . As previously discussed , a program operating in 
a machine processor can cause identifier data to be wire 
lessly read ( e . g . , via an RFID tag , NFC chip , etc . ) from a 
bezel that is being newly installed ( as a replacement bezel ) 
on the machine . The read bezel ID data can be used to 
determine the particular configuration of the replacement 
bezel . Thus , the machine can use the determined configu 
ration of the new bezel to find the correct bezel graphic in 
the machine data store . Therefore , in addition to verifying 
that the replacement bezel is an authorized bezel , the 
machine processor can also retrieve from the machine data 
store the correct graphic data which corresponds to the 
appearance of the replacement bezel . The machine can then 
output this corresponding bezel graphic on its display 
screen . It should be understood that the bezel graphic may 

comprise one or more images ( including video ) , including 
different viewing angles of the currently installed bezel . 
f0308 ] Instructional audio that corresponds to the dis 
played bezel graphic images can also be provided to a 
potential user of the machine . For example , the audio can 
instruct the user concerning key structural features that 
should be visible on the valid bezel . These key features may 
be features that would likely be covered ( visually blocked ) 
by an installed unauthorized device . Similar to a stored 
relationship between a bezel image and a physical bezel 
configuration , each respective audio presentation can also be 
linked to a respective physical bezel configuration in the 
machine data store ( or in an accessible remotely located data 
store ) . 
[ 0309 ] In an example embodiment , the automated banking 
machine is programmed to display the bezel graphic during 
its idle state ( e . g . , a time period between different user 
sessions ) . The displayed ( bezel image ) output allows a 
potential user to know what configuration the correct bezel 
is to have before the potential user provides any confidential 
user data ( e . g . , card data , PIN data , etc . ) to the machine . 
Having this knowledge before any user input can prevent 
data loss . 
[ 0310 ] Again , programming associated with an automated 
banking machine can cause identifying data to be read from 
a replacement bezel that is to be installed on the machine . A 
machine processor can use the read bezel identifying data to 
determine whether the replacement bezel is an authorized 
( valid ) bezel for a network of machines , and if authorized 
then if it is also authorized for use with the particular 
machine . The identifying data can also specify the replace 
ment bezel ' s configuration , arrangement , style , form , or 
shape , etc . The machine processor can then access from the 
data store , the one or more bezel graphics ( images ) which 
are correlated with that specific bezel configuration . The 
machine processor can then cause the display screen to 
output these bezel graphics during a machine idle state . 
[ 0311 ] In another example embodiment , the data store can 
be remotely located from the machine . The data store 
respectively correlates bezel configurations ( or bezel IDs ) 
with bezel graphics . The machine processor can cause bezel 
data to be read from the replacement bezel . The read bezel 
data can indicate the replacement bezel ' s configuration ( or 
the bezel ' s ID ) . The machine processor can then send the 
read bezel data to a remote server that is associated with the 
data store . The server can determine from the data store 
which bezel graphic is assigned to the replacement bezel ' s 
configuration ( or the bezel ' s ID ) . The server can then send 
the corresponding bezel graphic to the machine . The 
machine processor can then cause the received bezel graphic 
to be stored in machine memory . During machine idle times , 
the machine processor can cause the received bezel graphic 
to be output as part of a welcome display screen . Commu 
nication between the machine and the server can be secure 
so that criminals cannot load onto the machine any fraud 
graphics that correspond to a fraudulent bezel that has been 
installed . 
[ 0312 ] It should be understood that more than one data 
store may be used to store the bezel graphics . Different bezel 
graphics may also be correlated with different bezels in 
different manners . The correlations can also allow the same 
bezel graphic to be simultaneously displayed at different 
automated banking machines which each currently have the 
same bezel configuration . 
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[ 0313 ] Examples of different correlations of stored bezel 
graphics will not be provided . In a first embodiment , read 
bezel data can be used by at least one computer to ( dual ) 
identify both the bezel ' s type and the bezel ' s configuration . 
For example , the read bezel data may indicate that the type 
of installed bezel is a card reader area bezel . The bezel data 
may also indicate that the configuration of the bezel is a 
shape “ seven ” , where the machine is only authorized for use 
with a card reader area bezel configuration that is within the 
range of shape “ one ” through shape “ ten ” . At least one 
computer can then use the read bezel data to determine from 
the data store which specific bezel graphic corresponds to a 
card reader area bezel having a shape “ seven ” . The at least 
one computer can also be used to verify ( e . g . , because 7 is 
within the range of 1 - 10 ) that such a bezel is authorized for 
use with that particular machine . 
[ 0314 ] The correlations can also be used with different 
types of bezels . For example , different bezel data may 
indicate that the bezel type corresponds to a display screen 
bezel ( instead of a card reader area bezel ) . The different 
bezel data may also indicate that the bezel configuration 
corresponds to a shape “ four ” , where the machine is only 
authorized for use with a display screen bezel configuration 
that is within the range of shapes " one ” through “ five ” . 
[ 0315 ] . In a second embodiment , read bezel data may 
directly correspond to a specific bezel graphic . For example , 
bezel data may indicate the specific character code 123 . The 
data store may indicate that this code 123 corresponds to a 
configuration " six ” card reader area bezel . The data store 
may also indicate that the code 124 corresponds to a 
configuration “ two " display screen bezel , and the code 125 
corresponds to a configuration “ three ” cash outlet slot bezel . 
[ 0316 ] The at least one data store can also be used to keep 
track of which bezels were installed on which machines of 
a plurality of automated banking machines . Thus , same type 
replacement bezels can be repeatedly installed on the same 
machine is a predetermined order . For example , replacement 
card reader area bezels may follow the repeating order of 
shapes “ one ” through “ ten ” . Alternatively , the next bezel 
configuration to be installed may be randomly determined . 
[ 0317 ] FIG . 66 shows a bezel image or graphic 710 that 
can be output as part of an initial ( welcome ) screen 712 that 
is displayed at an automated banking machine , such as an 
ATM . The ( card slot ) bezel image 710 corresponds to a 
visual representation of the valid card slot bezel that is 
currently installed on the machine . As can be seen , some 
warning instructions for a potential customer are also pro 
vided on the welcome screen . It should be understood that 
the welcome screen shown is example , and in other embodi 
ments other welcome screens can be displayed . 
[ 0318 ] The bezel image 710 shown in FIG . 66 is correlated 
in at least one data store with the card slot bezel 916 shown 
in FIG . 39 . However , it should be understood that in other 
embodiments other types of bezels can be displayed instead 
of ( or in addition to ) a card slot bezel . As previously 
discussed , these other types of bezels can relate to display 
device , cash outlet , cash inlet , envelope acceptor , keypad , 
touch screen , a user input device , etc . 
[ 0319 ] As previously discussed , the automated banking 
machine can obtain ( e . g . , wirelessly read ) bezel configura 
tion data that is associated with the card slot bezel 916 . The 
data store can then be used to determine that the bezel image 
710 is to be used with the card slot bezel 916 . Thus , the 
example arrangement can automatically cause the bezel 

image 710 to be displayed by the machine when the card slot 
bezel 916 is installed on the machine . 
[ 0320 ] FIG . 67 shows an automated banking machine 714 , 
a wireless data reader 716 , a bezel 718 with bezel data 720 , 
and a remote computer ( server ) 722 associated with a data 
store 724 . The bezel 718 can be similar to the card slot bezel 
shown in FIG . 39A . The wireless data reader 716 is operable 
to wirelessly obtain the bezel data 720 from the bezel 718 . 
A processor associated with the machine 714 can cause the 
obtained bezel data 720 to be wirelessly sent the server 722 . 
The data store 724 correlates respective bezel images with 
respective bezel data . The server 722 can determine ( and 
retrieve ) the correct bezel image which is assigned to the 
received bezel data 720 . The server 722 then sends the 
retrieved bezel image to the machine 714 . The machine 714 
can then display the retrieved bezel image , such as during 
idle time . Thus , the bezel image that gets displayed can 
properly match the installed valid bezel 718 . 
[ 0321 ] As can be appreciated , the security service program 
can function as a card - skimming prevention service . It 
allows a customer ( consumer ) to be provided with an early 
( pre - insertion of a card ) warning system . The consumer is 
provided with the information they need and at the time they 
need it , especially before inserting their card into a poten 
tially compromised card reader arrangement . The security 
service program also allows a consumer to immediately 
report any suspected compromised machine device . Thus , 
the example embodiments can help to facilitate preventative 
fraud detection rather than reactive fraud detection . 
[ 0322 ] The noted security service program allows a con 
sumer to be provided with pertinent information which 
empowers the consumer to detect if a fraudulent device has 
been installed on an automated banking machine the con 
sumer is considering using . The security service program 
can comprise computer executable instructions that are 
readable by at least one computer ( processor ) . Furthermore , 
the security service program can be installed on an auto 
mated banking machine , a machine host , a server , a cus 
tomer device , a cloud computing environment , or any com 
bination thereof . 
[ 0323 ] An example of how the security service program 
can be used during a consumer visit to an automated banking 
machine ( e . g . , an ATM ) will now be further discussed . 
Initially , the machine is in an idle state . For example , the 
machine may be awaiting detection of a user . The detection 
may be via a proximity detector . User detection also may be 
made through sensing insertion of a user card . The machine 
( while in the idle state ) can continuously display in the 
welcome screen , a picture of what its valid card slot area 
should look like . The welcome screen can also request that 
the consumer , before inserting their card , check whether the 
machine ' s card slot area configuration looks like the one in 
the picture . 
[ 0324 ] In an alternative arrangement , a machine ( while in 
its idle state ) can display advertisements . The machine has 
a proximity detector . Detection of a consumer causes the 
machine to then display a picture of its valid card - reader . 
Again , the consumer can be asked to visually check ( con 
firm ) whether the machine ' s card slot area looks like the one 
in the picture , before inserting their card . 
[ 0325 ] In a further alternative arrangement , a machine 
( while in its idle state ) can display the picture and the 
confirmation request in sub - sections of the welcome screen , 
while advertisements are displayed in the remainder of the 
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screen . That is , other data ( e . g . , advertisements , news , stock 
quotes , etc . ) are output along with the picture . 
[ 0326 ] In another alternative arrangement the picture is 
not displayed when the consumer approaches the machine . 
Rather , the display ( welcome ) screen during idle time pro 
vides the consumer an option to choose to see the picture of 
the valid card slot area . The option may be selected ( chosen ) 
by consumer input ( e . g . , by pressing a specific key ) to the 
machine . Regardless of how and when the picture of the 
valid card slot area is displayed to the consumer , once 
displayed the consumer can decide if the machine ’ s of the 
card slot area configuration looks like the one being dis 
played . 
[ 03271 . The example arrangement also provides one or 
more manners in which a consumer can notify a relevant 
authority about a suspect card slot area configuration being 
installed on the machine . For example , the same display 
screen that displays the picture can also provide a telephone 
number to call to report the suspect card slot area configu 
ration . 
[ 0328 ] It should be understood that the security service 
program is not limited to helping consumers only detect 
fraudulent card reader devices . Rather , it can also be used to 
assist in the detection of other fraudulent devices . For 
example , the security service program is able to cause 
machine - related images to be displayed which help consum 
ers detect the presence of fraudulent cameras , which may be 
used to secretly record manually entered PINs . The images 
can include different angles and viewpoints of the machine ' s 
valid user fascia area . The consumer can compare these 
images to the current ( tangible ) machine fascia area . The 
consumer can decide if the current machine fascia area does 
not match the displayed ) valid user fascia area . For 
example , the consumer may identify that the current 
machine fascia area includes an extra component ( e . g . , a 
suspect camera item ) . As a result , the consumer can formally 
report the suspect item and avoid using the machine . 
[ 0329 ] Thus , as described herein , an example embodiment 
can help a consumer identify one of more fraudulent devices 
which have been clandestinely and illegally installed on an 
automated banking machine . As a result of providing addi 
tional tools to assist consumer vigilance against fraudulent 
devices , the security and protection of personal information 
can be enhanced . 
[ 0330 ] Further example embodiments provide further 
arrangements which allow for verification that a fraudulent 
bezel or other structure has not been installed on an auto 
mated banking machine ( e . g . , an ATM ) . In some embodi 
ments the verification can be performed by one or more 
computer processors , instead of by the consumer . 
[ 0331 ] An example embodiment involves a mobile com 
munication device having a verification application pro 
gram . The verification application software can be accessed 
from an entity ( e . g . , a financial institution ) associated with 
automated banking machines . For example , the software 
may be downloaded from a web site . 
[ 0332 ] The mobile ( or portable ) communication device 
can comprise a personal ( smart ) device such as a smart 
phone , a tablet , a slate , a PDA , a portable music device , a 
laptop computer , an ebook reader , an Internet access device , 
etc . The customer can use the portable communication 
device ( e . g . , a smart phone ) to capture an image of a 
machine bezel ( or machine fascia , or machine portion , or 
component thereof , etc . ) . The smart phone can also be used 

to obtain machine identifying data that can be used to 
identify the particular machine . The verification application 
can allow the phone to communicate ( e . g . , via the Internet ) 
with at least one remote computer ( e . g . , a server ) . The 
verification application can cause the captured bezel image 
and the machine identifying data to be sent from the phone 
to the server . 
[ 0333 ] The server can use the machine identifying data to 
identify the particular machine . The server is associated with 
a data store that has stored bezel image data ( e . g . , at least one 
image ) which corresponds to a physical machine bezel that 
is assigned as being currently installed on that particular 
machine . The server is operable to compare the captured 
bezel image to the stored bezel image . If the images do not 
correspond , then the server determines that a fraudulent 
device has been installed . The server can notify the customer 
( via the phone ) whether the machine has been verified as 
safe to use . Thus , the verification application can facilitate 
verifying that a particular machine bezel is the proper bezel 
for that particular machine . 
[ 0334 ] The personal smart device can obtain the machine 
identifying data in many different methods . For example , a 
smart phone could read NFC , RFID , or other wireless data 
from the machine in order to obtain the machine identifying 
data . The machine may also include visible identifying data , 
which the phone camera can capture in an image . The image 
of the identifying data can then be sent from the phone to the 
server . The server may then operate in a manner as previ 
ously discussed . 
[ 0335 ] The verification application that is installed on the 
personal smart device can employ " augmented reality ” to 
direct the customer to capture the right image of a particular 
machine bezel . This augmented reality can cause the screen 
of the smart phone to provide overlaying instructions and / or 
arrows , which guide the user on what images ( and at what 
distance , angle , pixels , etc . ) to capture for purposes of 
evaluating whether a fraudulent element is present . The 
augmented reality feature allows for the recognition of alien 
devices installed on a machine . 
[ 0336 ] The server can have programming which compares 
the bezel image data which the customer captured to stored 
image data representative of the actual bezel which is 
supposed to be on the machine . This server software can also 
be operated in a cloud computing environment . The arrange 
ment may be a private cloud operated by a particular entity 
( e . g . , a financial institution such as a bank ) . Use of a private 
cloud can prevent public disclosure of which bezels are 
supposed to be on which particular machines . Because the 
bezel data is not stored publically , criminals would have 
difficulty gaining access to the stored bezel data in order to 
change it so that it corresponds to the bezel configuration 
they have illegally installed on a machine . 
[ 0337 ] In an alternative embodiment , a mobile communi 
cation device ( e . g . , a customer ' s smart phone ) can be used 
to obtain machine identifying data from a particular 
machine , as previously discussed . The verification applica 
tion installed on the phone can cause the machine identify 
ing data to be communicated from the phone to the server . 
The server can use the received machine identifying data to 
identify the particular machine . The server can use the data 
store to access the bezel image data that is correlated with 
that particular machine . The server can cause this bezel 
image data to be communicated to the phone . The verifica 
tion application causes one or more bezel images ( which 
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correspond to the received bezel image data ) to be displayed 
on a display screen of the phone . The customer can then 
compare the valid configuration ( contour ) of each displayed 
bezel image to the physical configuration of the bezel 
currently on the machine . 
[ 0338 ] Also , the received bezel image data may include 
images for several different types of bezels ( e . g . , card slot 
bezel , display device bezel , etc . ) that are supposed to be on 
the machine . Thus , the customer can make respective com 
parisons for the respective different bezels . 
[ 0339 ] In an alternative version , the verification applica 
tion allows the automated banking machine to wirelessly 
obtain ( e . g . , via NFC , RFID , etc . ) an address ( e . g . , a phone 
number , an Internet address , etc . ) associated with the cus 
tomer ' s phone while the customer is near the machine . The 
machine then sends the phone address ( an a machine ID ) to 
the server . The server can then send the appropriate bezel 
image data to the phone . An image of a valid bezel can then 
be shown through the display screen of the phone . The 
customer can then determine whether the displayed image of 
the valid bezel substantially corresponds to the tangible 
bezel on the machine . 
[ 0340 ] FIG . 68 shows an automated banking machine 730 , 
a smart mobile device 732 operating the verification appli 
cation program , a remote computer ( server ) 734 , and a data 
store 736 that has stored image data corresponding to images 
of differently configured bezels ( or other machine compo 
nents ) . The server 734 and the data store 736 can be part of 
a cloud environment . As previously discussed , in an 
example embodiment a consumer can use an image captur 
ing device of the smart device 732 to capture an image of the 
machine ' s card slot bezel ( or some other type of bezel ) . The 
consumer can also operate the smart device to obtain 
machine ID data , such as by wireless communication ( e . g . , 
NFC ) . The phone ' s verification application can format the 
captured image data and the obtained ID data so that it can 
be recognized ( received ) by the server 734 . 
[ 0341 ] The server 734 can be programmed to receive such 
data that is associated with a plurality of automated banking 
machines . That is , the server can act as an independent 
verification host with regard to many machines . The server 
734 can use the received ID data to access from the data 
store 736 , the valid bezel image data that is currently 
correlated with the particular machine 730 . The server 734 
can then compare the received image data with the accessed 
valid image data . The server 734 can advise the consumer 
( via the verification application program ) whether the 
machine ' s card reader slot area is deemed valid for con 
sumer usage . 
[ 0342 ] It should be understood that in other embodiments 
the smart device 732 can receive the valid bezel image data 
from the server 734 , as previously discussed . The verifica 
tion application ( or the consumer ) can then compare the 
received valid image data with the captured image data ( or 
the machine structure ) . Again , it should also be understood 
that in different embodiments different types of bezels can be 
verified instead of ( or in addition to ) a card slot bezel . 
[ 0343 ] As can be appreciated , the verification application 
can help a consumer identify a potentially fraudulent device 
( e . g . , a card - skimmer , a pin - hole camera , etc . ) attached to an 
automated banking machine ( e . g . , an A 1M ) before the 
consumer provides confidential data to the machine . As a 
result , occurrences of fraud at automated banking machines 
can be reduced . 

[ 0344 ] An example of detecting and reporting a suspected 
fraudulent device located on an automated banking machine 
will now be further discussed . The machine is in its idle 
state , awaiting an action by a consumer ( e . g . , insertion of a 
card ) . A consumer approaches the machine . The consumer 
possesses a smart mobile device ( e . g . , a mobile communi 
cation device that also includes a processor , memory , a 
camera , a display screen , etc . ) . The smart mobile device is 
installed with the verification application , which can operate 
in a cloud environment . 
[ 0345 ] To check the validity of the automated banking 
machine ' s devices before using them , the consumer starts 
the verification application on their mobile device . The 
verification application may be run due to consumer suspi 
cion or as a matter of consumer routine . Alternatively , the 
verification application may be automatically activated in 
response to the mobile device being made aware of the 
machine , such as by receiving ( detecting ) a specific signal 
from the machine . 
[ 0346 ] The consumer can then point the mobile device ' s 
camera at the machine ' s ( user ) fascia . The augmented reality 
feature of the verification application can help to guide / 
direct the consumer so as to ensure that the camera captures 
the required quality and quantity of picture / video of the 
fascia . As previously discussed , the augmented reality fea 
ture can cause assisting overlaying instructions / arrows to 
appear on the mobile device ' s display screen . The aug 
mented reality feature can also cause devices or areas of 
interest that appear in a captured image to be specifically 
distinguished , such as by causing them to be highlighted , 
circled , and / or colored . This visual distinguishing of specific 
components can help guide the consumer to move the 
camera into the optimum position for obtaining the correct 
angle / zoom for the picture / video . The verification applica 
tion is also operable to inform the consumer when satisfac 
tory ( sufficient ) image data has been captured with the 
camera . The sufficient image data allows captured picture / 
video of the machine ' s fascia to be adequately compared 
with pre - stored picture data stored in the cloud ( which 
includes at least one server , at least one data store , etc . ) . 
[ 0347 ] The pre - stored picture data can be correlated in at 
least one data store with specific ( unique ) information 
regarding that machine . For example , the specific informa 
tion may comprise machine location data ( or a unique 
machine identifier ) . The verification application ( or mobile 
device ) can include a GPS location obtaining feature . The 
mobile device ' s GPS location equates to the machine ' s GPS 
location . Thus , the verification application can send the 
mobile device ' s GPS location data to the cloud . Using the 
received GPS location data , the pre - stored picture data can 
then be determined from the correlated data stored in the 
cloud data store . 
[ 0348 ] In one embodiment the mobile device can send the 
captured image data to the cloud . Thus , comparison of the 
pre - stored picture and the captured picture / video can occur 
in the cloud . Alternatively , the cloud can send the pre - stored 
picture to the mobile device . Thus , the comparison can be 
performed by the verification application ( or by the con 
sumer ) . The comparison can include comparison of pixel 
color , intensity , shade , pattern , arrangement , etc . 
[ 0349 ] If the comparison determines that the captured 
image data does not substantially resemble or correspond to 
the pre - stored picture , then the consumer is notified by 
( through ) the verification application . The verification appli 



US 2018 / 0046948 A1 Feb . 15 , 2018 
35 

cation is also operable to point out any image discrepancies 
to the consumer via the mobile device ' s display screen . The 
verification application can use its augmented reality fea 
tures to visually indicate ( designate ) a suspected fraudulent 
device to the consumer . This visual indication can occur in 
many different formats . For example , the suspected fraudu 
lent device in the displayed ( comparison ) image could be 
highlighted in a distinguishing color , such as red . The 
displayed suspect device can also be visually pointed to , 
such as with one or more arrows . The displayed suspect 
device can also be visually encircled . Also , a distinguishing 
mark ( e . g . , a cross ) could be overlaid on the displayed 
suspect device . Text may also be used to indicate or describe 
the suspect device to the consumer . 
[ 0350 ] The verification application also allows an image 
of the captured image data to be overlaid onto the valid 
picture image , or vice versa . The overlay allows the mobile 
device operator to visually see any differences between the 
images . Again , the verification application can cause the 
differences to be specifically indicated , such as by highlight 
ing . 
[ 0351 ] The verification application includes programming 
that is configured to automatically report ( in real time ) the 
detection of a suspected fraudulent device to an authority 
entity ( e . g . , a financial institution , police , etc . ) and any other 
relevant entities . The example arrangements allow remedial 
action to be immediately taken by the authority entity . For 
example , after being notified , a financial institution can 
disable the automated banking machine ( e . g . , an ATM ) to 
prevent any potential for future fraud . The results of com 
parisons can also be set ( linked with machine operation ) so 
that a negative report ( i . e . , a suspect device is present ) 
automatically causes real time shutdown of the machine . 
[ 0352 ] It should be understood that although certain 
embodiments referred to a consumer , the verification appli 
cation tool can also be used by other entities associated with 
automated banking machines , such as authorized servicers 
of a machine . Furthermore , a financial institution may also 
have an automated system that periodically automatically 
performs comparisons of images to ensure that a fraudulent 
device is not installed on a machine . For example , one or 
more cameras can be positioned so that they can operate to 
capture images of the user fascia . The captured user fascia 
images can be sent to a remote server which can compare the 
captured images with stored valid user fascia images for the 
machine . The automated system allows the machine to be 
thoroughly automatically scanned for fraudulent devices , 
where the scans can follow a predetermined time schedule . 
[ 0353 ] The automated system can also be setup so that the 
financial institution constantly updates in the cloud data 
store ( repository ) , images of its most recently installed 
( valid ) machine bezels ( or components ) . For example , upon 
verification by an authorized machine servicer that the user 
fascia is free of fraudulent devices , the camera can be caused 
to capture images of the user fascia These images may be 
captured at a specific angle looking toward the user fascia . 
These captured images can then be added to the data store 
as valid images for the machine . Later , these valid images 
can be compared to new images of the user fascia that were 
newly captured by the same camera ( and at the same angle ) 
during a periodic verification review of the user fascia by the 
automated system . 
[ 0354 ] In other arrangements , a bezel can have its own 
bezel display device . The machine computer can cause a 

same ( randomly ) generated code to be output through both 
a user display screen and the bezel ' s display screen . A 
potential user can then check ( verify ) whether both dis 
played codes visually match . For example , a fraudulent 
device may block a code on a bezel ' s display screen from 
being seen . If there is no match , then the user can avoid 
using the machine . The common code can be frequently 
changed on an automatic basis , such as after a predetermined 
time period ( e . g . , after one , two , or five minutes ; after each 
user session , etc . ) . For example , before a first user session 
both the bezel ' s display screen and the machine ' s user 
display screen can output the same code 25KP48 . After the 
first user session , the code may automatically get changed to 
Y4QQ . 
[ 0355 ] FIG . 69 shows a machine ' s user display screen 750 
electronically displaying a pattern that includes the charac 
ters Y4QQ . A tangible bezel structure 740 is also simulta 
neously electronically displaying the same characters 
Y4QQ . The bezel 740 includes a plurality of spaced display 
screens 742 , 744 , 746 , 748 , on which the characters are 
respectively shown . Alternatively , the shown characters may 
be displayed on a single display screen of the bezel . In other 
embodiments a same image can be displayed on both 
screens . For example , one or more ( moving ) images of an 
animal ( e . g . , horse ) , a flower ( e . g . , yellow rose ) , etc . may be 
shown . Animation video and / or unique images can also be 
displayed . Thus , what item is displayed to a potential user is 
not limited to configurations of a machine component ( e . g . , 
bezel ) . Rather , codes , colors , images , drawings , video , etc . , 
or any combination thereof can be simultaneously displayed 
on both screens to enable a potential customer to quickly 
determine whether a fraudulent device has been attached to 
the machine . 

[ 0356 ] For a card entry slot type of bezel , the bezel ' s 
display screen can be in the area near ( adjacent ) the card 
entry slot . The display screen may even abut ( or surround ) 
the card slot . Installation of a fraudulent reader device may 
cause the bezel ' s display screen to be blocked from view of 
the potential user . Furthermore , even if a fraudulent bezel 
display screen was also installed , the frequently changing 
graphics that are caused by the machine would be difficult to 
replicate on the fraudulent screen , especially within the short 
time between changes of graphics . 

[ 0357 ] In still other embodiments , automated banking 
machines can be operative to detect conditions where crimi 
nals may have tampered with the machine so as to install 
unauthorized user input interception devices . FIG . 55 shows 
a portion of a machine fascia generally indicated 647 which 
includes the machine keypad 638 . Keypad 638 may be of the 
type previously discussed and includes a plurality of keys 
636 . In an example embodiment the keys of the keypad are 
positioned generally inwardly relative to a front surface of 
the fascia 632 . 
[ 0358 ] . In an example embodiment , pockets 650 are posi 
tioned in the fascia portion on each side of the keypad . 
Pockets 650 of the example embodiment include recesses 
which are adapted to engage leg portions 644 of a keypad 
cover 640 . In an example embodiment the pockets are 
configured to hold / receive adhesive or other suitable mate 
rial for engaging the leg portions 644 of the keypad cover 
640 to the fascia portion 647 . Alternatively , the pockets can 
receive mechanical connecters / fasteners for securing the leg 
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portions 644 to the fascia portion 647 . Of course these 
approaches are example , and in other embodiments other 
approaches may be used . 
[ 0359 ] In an example embodiment the attached keypad 
cover 640 is configured to extend generally above the 
keypad so as to prevent the unauthorized observation of 
inputs therethrough by criminals , either directly ( e . g . , direct 
line of sight ) or indirectly such as through the use of 
miniature cameras installed in an area adjacent the machine . 
FIG . 56 shows the keypad cover 640 installed to the fascia 
portion 647 . That is , FIG . 55 shows a potentially fraud 
condition in which the keypad cover has been removed , 
whereas FIG . 56 shows a fascia operating condition in which 
the keypad cover is installed in its proper ( normal ) position 
overlying the keypad . Of course FIG . 55 can also be viewed 
as condition where the keypad cover has not yet been 
installed to the fascia portion . 
[ 0360 ] The example keypad cover 640 includes a body 
630 which is generally comprised of a flexible resilient 
material . The body 630 includes a pair of inward extending 
sidewalls 642 . The upper portion of the keypad cover 
includes an opening 634 . The opening 634 is generally 
configured to enable viewing of the keys of the keypad by 
a user positioned adjacent to the machine . 
[ 0361 ] In an example embodiment , a user is able to extend 
their fingers into the attached keypad cover to engage the 
keys of the keypad while simultaneously visually observing 
the location of the keys so as to provide the desired finger 
inputs . The body 630 of the keypad cover 640 can be 
comprised of resilient material having a resilient nature that 
allows flexing of the cover to accommodate the movement 
of the user ' s hand therein . Thus , the resilient material 
facilitates the user ' s engagement with the keys . These 
approaches are example , and in other embodiments other 
approaches may be used . 
[ 0362 ] In order to provide enhanced security , some 
example embodiments include sensors that are operable to 
determine if the keypad cover 640 has been removed from 
its area above the keypad . This condition is determined 
because criminals who may wish to install a false keypad 
overlay often cannot install such a overlay with the keypad 
cover in place . In example embodiments , one or more 
sensors 458 are installed adjacent one or more of the pockets 
650 positioned on each side of the keypad . The sensors 458 
are able to detect properties that are indicative of whether the 
keypad cover 640 has been removed relative to the sensors 
or pockets . In some example embodiments , the sensors 458 
may include a photo sensor , infrared sensor , ultrasonic 
sensor , contact sensor , and / or another suitable sensor that is 
operative to sense a change in conditions if the adjacent leg 
portion 644 is no longer in adjacent relation thereto . 
[ 0363 ] In an example embodiment the sensors 458 are in 
operative connection with suitable interface circuitry 460 
which operates to receive signals from the sensors . The 
interface circuitry 460 provides one or more outputs to 
circuitry that includes at least one processor 462 . The at least 
one processor 462 includes associated programming therein 
that is operative to analyze signals representative of the 
conditions detected by the at least one keypad cover sensor 
458 . The processor 462 is operative to determine when the 
signals correspond to a change which is indicative of 
removal of the keypad cover 640 . Upon determining that 
such a removal has occurred , the at least one processor 
circuitry 462 operates to send at least one message to a 

terminal controller 464 . The terminal controller is operative 
to take steps in accordance with its programming , like those 
previously discussed . Such steps may include , for example , 
operating to cause the machine to no longer operate to 
perform transactions . Alternatively or in addition , the ter 
minal controller 464 may operate to send one or more 
notification ( alert ) messages to a remote computer so as to 
notify bank personnel , law enforcement , or other individuals 
that potential tampering with the machine has occurred . 
[ 0364 ] In other example embodiments , one or more sen 
sors 646 may be positioned generally beneath the keypad 
cover . Sensor 646 is in operative connection with suitable 
interface circuitry 466 that receives the signals from the 
sensor so as to evaluate signals received therefrom . In 
example embodiments , the sensor 646 may include an 
infrared sensor that includes an emitter and receiver , and is 
operative to sense a distance to an interior surface of the 
keypad cover . Such a sensor may be operative in conjunction 
with interface circuitry 466 to determine the distance to an 
interior surface of the overlying keypad cover 640 . Thus , for 
example , if the keypad cover has been removed , there will 
generally be no overlying surface sensed , especially at the 
expected distance based on a prior distance determination . 
This cover - removed condition can be determined through 
operation of at least one processor , such as processor 462 . 
[ 0365 ] Furthermore , if an unauthorized overlay has been 
positioned above the keypad ( regardless of whether the 
keypad cover is present or absent ) , then the total distance 
sensed by the at least one sensor 646 will be small and / or 
reduced relative to a prior distance reading ( i . e . , the expected 
distance ) . As a result , such detected changes can also be 
identified as corresponding to a possible fraud condition . 
[ 0366 ] In an example embodiment , signals from the at 
least one sensor 646 are analyzed through operation of 
interface circuitry . In an example embodiment the interface 
circuitry 462 , which includes at least one processor , is 
combined with the interface circuitry 460 associated with 
sensor 458 . However , it should be understood that in other 
embodiments separate interface circuitry and processors 
may be provided for analyzing signals from the various 
sensors 458 , 646 that may be used for sensing possible fraud 
conditions . 
[ 0367 ] As previously discussed , the at least one processor 
of the interface circuitry 462 can also be used to detect when 
signals corresponding to conditions sensed by at least one 
sensor 646 correspond to either removal of the keypad cover 
and / or the installation of an overlying keypad overlay . 
Responsive to such a risk determination , the processor of 
circuitry 462 is operative to send an indication thereof to the 
terminal controller 464 . 
[ 0368 ] The terminal controller 464 interfaces with the 
circuitry 462 so that analysis for potential fraud conditions 
is done at times when a user ' s fingers should not be in a 
position to be sensed within the keypad cover . This may 
include , for example , times when no transaction is being 
conducted at the machine . 
[ 0369 ] In other embodiments , at least one sensor 646 may 
include an inductance sensor which may work in conjunc 
tion with the other connected circuitry to sense a change in 
inductance in an area of the keypad cover . Such a change can 
be indicative of keypad cover removal . Alternatively or in 
addition , such a change in inductance may correspond to the 
installation of an overlay so as to intercept PIN inputs . The 
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inductance sensing arrangement can allow for a user ' s 
member being within the keypad cover to be taken into 
consideration . 
10370 ] As can be seen , various example embodiments 
have been provided for using sensors to sense the removal 
of a keypad cover . These embodiments include situating 
sensors in the two ) leg areas where the keypad cover legs 
respectively attach to the fascia in the side areas adjacent to 
the keypad . The leg sensors can sense when a keypad cover 
leg has been removed from its normal attachment position . 
These embodiments also include positioning at least one 
sensor so as to sense the distance to an overlying surface 
above the keypad . The sensor ( s ) can be used in verifying that 
the inside surface of the authorized keypad cover is present . 
The sensor ( s ) can also be used in verifying that the inside 
surface is in its expected position . For example , the sensor 
can sense whether the inside surface is much closer than 
normal . A determination of a closer ( or further outward ) 
cover can be an indication of a fraudulent cover . The 
sensing / detection of distances can be done during times 
when a user ' s fingers would not be expected to be present 
adjacent to the keypad . 
[ 0371 ] As previously discussed , inductance sensors and 
other types of sensors can also be used to verify if a keypad 
cover is present , absent , or out of normal position ( e . g . , a 
pre - measured and stored distance or position ) . Thus , 
example arrangements discussed herein can provide for 
immediate detection and automatic notification ( via a com 
puter message / warning ) regarding removal of a keypad 
cover . The example ability to detect removal of a keypad 
cover can help thwart a criminal from clandestinely attach 
ing a fraudulent keypad overlying structure , which structure 
may be capable of detecting ( skimming ) a customer ' s key 
pad inputs . Again , the example arrangements can assist in 
reducing fraud at automated banking machines . 
[ 0372 ] An inductance sensor adjacent to the keypad may 
also be operative to sense changes in the makeup of the 
structure of ( or associated with ) the keypad cover . For 
example , criminals may attempt to attach a micro - camera 
within the interior area of the keypad cover so as to view 
finger contacts with the keys . Such a micro - camera is 
represented schematically as 468 in FIG . 57 . The installation 
of a micro - camera within the keypad cover will generally 
cause a change that is detectable by an inductance sensor or 
other sensor type . Such a change may be determined through 
operation of the at least one processor in the circuitry 462 . 
The circuitry may operate responsive to the determination to 
provide at least one notifying output that corresponds to an 
indication of a probable fraud event . 
[ 0373 ] In still other embodiments , sensor 646 may com 
prise one or more imaging sensors . Such imaging sensors 
may include sensors which are operative to capture image 
data corresponding to objects within the interior area of the 
keypad cover . Such sensors may include a complementary 
metal oxide semiconductor ( CMOS ) sensor or a micro / 
miniature camera . Such imaging sensors may determine 
visual changes to the interior of the keypad cover which may 
correspond to the installation of a camera or other device 
intended to intercept user inputs . In some example embodi 
ments , the image data can be captured and analyzed through 
operation of one or more processors in the analysis circuitry 
so as to detect conditions during times when no user ' s 
fingers are present within the interior area . Changes which 
may correspond to an unauthorized camera installation 

within the keypad cover can be determined through opera 
tion of one or more processors and signals corresponding to 
the determination sent to the terminal controller . Of course 
these approaches are example , and in other embodiments 
other approaches employing the principles described may be 
used to determine conditions which correspond to probable 
tampering and / or the installation of criminal devices 
designed to accept user inputs 
[ 0374 ] As can be seen , various example embodiments 
have been provided for detecting the presence of a camera 
( or other fraudulent structure ) installed within a keypad 
cover . As previously discussed , an inductance sensor can be 
positioned in the area of the keypad . The inductance sensor 
can sense a change in the properties of the keypad cover if 
a camera has been inserted therein . As previously discussed , 
another example approach is to have an authorized camera 
( or other imaging sensor ) looking upward from the keypad 
toward the keypad cover . The camera is associated with a 
processor that can identify a structural and / or visible change 
within the inside of the keypad cover . By being able to 
determine a change in the appearance of the interior of the 
keypad cover , the presence of an unauthorized device can be 
determined . 
[ 0375 ] As can be seen from the above discussions , an 
example embodiment includes an apparatus comprising an 
automated banking machine , wherein the machine is asso 
ciated with at least one computer , wherein the machine 
includes a card reader , wherein the card reader includes a 
card entry opening , wherein the card reader is operable to 
read from user cards , user data that corresponds to financial 
accounts , wherein the card reader is in operative connection 
with the at least one computer , wherein the at least one 
computer is operative to cause the card reader to read user 
data from user cards , wherein the machine also includes a 
cash dispenser , wherein the cash dispenser is operable to 
dispense cash from the machine , wherein the cash dispenser 
is in operative connection with the at least one computer , 
wherein the at least one computer is operative , responsive at 
least in part to a determination that user data read by the card 
reader corresponds to a financial account with which a cash 
dispense transaction is authorized to be carried out with the 
machine , to cause the cash dispenser to dispense cash , 
wherein the at least one computer is also operative to cause 
the financial account to be assessed a value associated with 
the cash dispensed , wherein the machine also includes a 
housing , wherein the housing bounds an interior area , 
wherein the housing is associated with bezel support struc 
ture , wherein the bezel support structure is configured to 
operatively support different card slot bezels only one at a 
time , wherein the different card slot bezels are interchange 
able with the machine , wherein the different card slot bezels 
include at least a first card slot bezel and a second card slot 
bezel , wherein the first card slot bezel includes a first card 
slot , wherein the first card slot bezel also includes a first 
exterior surface , wherein the first exterior surface comprises 
a first contoured profile , wherein the first contoured profile 
surrounds the first card slot , wherein the second card slot 
bezel includes a second card slot , wherein the second card 
slot bezel also includes a second exterior surface , wherein 
the second exterior surface comprises a second contoured 
profile , wherein the second contoured profile surrounds the 
second card slot , wherein the second contoured profile 
differs from the first contoured profile , wherein the differing 
contoured profiles are configured to reduce ability of a same 
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fraudulent card reader being attachable adjacent to each of 
the first card slot and the second card slot , wherein the 
machine also includes at least one lock , wherein the at least 
one lock is in operative connection with the housing , 
wherein the at least one lock is operable to control access to 
the interior area , wherein when a respective card slot bezel 
of the different card slot bezels is operatively supported by 
the bezel support structure , then at least one fastener relea 
sibly holds the respective card slot bezel in fixed operatively 
supported engagement with the bezel support structure , and 
the at least one fastener is manually movable to release the 
respective card slot bezel from fixed operatively supported 
engagement with the bezel support structure , wherein when 
the first card slot bezel is operatively supported by the bezel 
support structure , then the first card slot is aligned with the 
card entry opening , which enables a user card to be moved 
in the first card slot to the card entry opening , wherein when 
the second card slot bezel is operatively supported by the 
bezel support structure , then the second card slot is aligned 
with the card entry opening , which enables a user card to be 
moved in the second card slot to the card entry opening . 
[ 0376 ] Furthermore , in an example embodiment the 
machine includes a wireless reader , wherein the wireless 
reader is operable to wirelessly receive bezel data transmit 
ted by a card slot bezel positioned adjacent the housing , 
wherein the at least one computer is operative to determine 
based at least in part on bezel data received by the wireless 
reader , whether an authorized card slot bezel is positioned 
adjacent the housing . Each of the different card slot bezels 
is an authorized card slot bezel , wherein each of the different 
card slot bezels is operative to wirelessly transmit bezel data , 
wherein the at least one computer is operative to determine 
based at least in part on bezel data received by the wireless 
reader , whether one of the different card slot bezels is 
positioned adjacent the housing . The at least one computer 
is operative to determine based at least in part on the bezel 
data received by the wireless reader , whether an authorized 
card slot bezel was removed from machine . The machine 
also includes at least one sensor , wherein the at least one 
sensor is operable to detect a card slot bezel operatively 
supported by the bezel support structure , wherein the at least 
one computer is in operative connection with the at least one 
sensor , wherein the at least one computer is operative to 
determine based at least in part on detection of a respective 
card slot bezel by the at least one sensor , whether the 
respective card slot bezel is properly positioned relative to 
the bezel support structure . When the first card slot bezel is 
operatively supported by the bezel support structure , then at 
least one first fastener releasibly holds the first card slot 
bezel in fixed operatively supported engagement with the 
bezel support structure , wherein the at least one first fastener 
is manually movable to release the first card slot bezel from 
fixed operatively supported engagement with the bezel sup 
port structure . The at least one first fastener is only acces 
sible from within the interior area . When the second card slot 
bezel is operatively supported by the bezel support structure , 
then the at least one first fastener releasibly holds the second 
card slot bezel in fixed operatively supported engagement 
with the bezel support structure . The first card slot bezel can 
include the at least one first fastener , wherein the at least one 
first fastener is an integral part of the first card slot bezel . 
The bezel support structure includes at least one connection 
slot , wherein the at least one first fastener is resilient , 
wherein the at least one first fastener is configured to snap 

fit into the at least one connection slot , wherein the bezel 
support structure includes the at least one first fastener . The 
first card slot bezel includes at least one connection slot , 
wherein the at least one first fastener is resilient , and the at 
least one first fastener is configured to snap fit into the at 
least one connection slot . When the second card slot bezel is 
operatively supported by the bezel support structure , then 
the at least one first fastener releasibly holds the second card 
slot bezel in fixed operatively supported engagement with 
the bezel support structure . The at least one first fastener can 
be removably attachable to both the first card slot bezel and 
the bezel support structure , wherein the at least one first 
fastener comprises at least one screw . The at least one first 
fastener can include a bezel lock , wherein the at least one 
bezel lock is in operative connection with the first card slot 
bezel , wherein the at least one bezel lock is operable to lock 
the first card slot bezel to the bezel support structure , and 
wherein the at least one bezel lock is accessible from outside 
of the machine . Each respective different card slot bezel can 
comprise a bezel insert and a bezel housing , wherein for 
each respective different card slot bezel ; the bezel housing is 
configured to be held in fixed operatively supported engage 
ment with the bezel support structure ; the bezel insert is 
removable attachable to the bezel housing ; and the bezel 
insert includes the contoured profile ; wherein the contoured 
profile differs from every other contoured profile of the 
different card slot bezels . 
[ 0377 ] As can be seen from the above discussions , another 
example embodiment includes an apparatus comprising an 
automated banking machine , wherein the machine includes 
a user data reader , wherein the user data reader is operable 
to read user data that corresponds to financial accounts , 
wherein the machine also includes a cash dispenser , wherein 
the cash dispenser is operable to dispense cash from the 
machine to an authorized user of the machine during a cash 
dispense transaction , wherein the machine also includes a 
housing , wherein the housing bounds an interior area , 
wherein the machine also includes a bezel , wherein the bezel 
is removably attached to the housing , wherein the bezel 
includes a user data receiving area , wherein the user data 
reader is operable to read user data provided to the user data 
receiving area , wherein the bezel includes an exterior sur 
face , wherein the exterior surface has a contoured profile , 
wherein the contoured profile is adjacent the user data 
receiving area , wherein the bezel also includes bezel data , 
wherein the bezel data is usable to identify the bezel as a 
bezel authorized for use with the machine , wherein the 
machine also includes a bezel data reader , wherein the bezel 
data reader is operable to wirelessly read the bezel data from 
the bezel . 
[ 0378 ] Furthermore , in another example embodiment the 
user data reader comprises a card reader , the card reader 
includes a card accepting area ( or card reader entry open 
ing ) , and the user data receiving area comprises a card slot . 
The machine includes at least one of : ( i ) the bezel including 
an RFID tag , wherein the RFID tag includes the bezel data , 
the bezel data reader comprising an RF reader , wherein the 
RF reader is operable to wirelessly read the bezel data from 
the RFID tag ; and ( ii ) the bezel including an NFC chip , 
wherein the NFC chip includes the bezel data , the bezel data 
reader comprising an NFC reader , wherein the NFC reader 
is operable to wirelessly read the bezel data from the NFC 
chip . The bezel can include an RFID tag , wherein the RFID 
tag includes the bezel data , wherein the bezel data reader 
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comprises an RF reader , wherein the RF reader is operable 
to wirelessly read the bezel data from the RFID tag , wherein 
the RFID tag is programmable , wherein the machine is 
operable to store bezel data in the RFID tag , and wherein the 
machine is operable to update bezel data stored in the RFID 
tag after each transaction . The bezel can include an NFC 
chip , wherein the NFC chip includes the bezel data , wherein 
the bezel data reader comprises an NFC reader , wherein the 
NFC reader is operable to wirelessly read the bezel data 
from the NFC chip , wherein the NFC chip is programmable , 
and wherein the machine is operable to store bezel data in 
the NFC chip , and wherein the machine is operable to update 
bezel data stored in the NFC chip after each transaction . The 
machine includes an attachment arrangement with which 
respective different bezels are respectively individually 
removably attachable to the housing , wherein the bezel 
comprises a first bezel that is attached to the housing via the 
attachment arrangement , wherein the apparatus further com 
prises a second bezel , wherein the second bezel is attachable 
to the housing via the attachment arrangement , wherein the 
second bezel includes a user data receiving area , wherein the 
user data reader is operable to read user data provided to the 
user data receiving area of the second bezel , wherein the 
second bezel includes an exterior surface , wherein the 
exterior surface of the second bezel has a different contoured 
profile that differs from the contoured profile of the first 
bezel , wherein the different contoured profile is adjacent the 
user data receiving area of the second bezel , wherein the 
second bezel includes different bezel data , wherein the 
different bezel data is usable to identify the second bezel as 
a bezel authorized for use with the machine , and wherein 
when the second bezel is attached to the housing via the 
attachment arrangement , the bezel data reader is operable to 
wirelessly read the different bezel data from the second 
bezel . 
[ 0379 ] As previously discussed , different embodiments 
can provide different methods for interfering with or jam 
ming fraudulent card readers ( e . g . , skimmers ) . In some 
embodiments ( e . g . , FIG . 41 ) electromagnetic radiation is 
directed toward an area outside of and adjacent to the card 
entry slot . An electrical coil or toroid may be used to emit 
the electromagnetic radiation . The emitted radiation can be 
in the form of electromagnetic pulses . The pulses may be 
randomly varied in frequency and duration . In some 
embodiments the emitters can transmit signals on a plurality 
of different frequencies to produce so much noise that the 
information encoded on the magnetic stripe of the card 
cannot be determined by a skimmer . The emitters can also 
vary their emitted signals in correspondence with variations 
in speed and / or direction of the card as it is moved toward 
the card entry slot . For example , a processor , based on 
received card speed data , can vary the interference radiation 
being output so as to achieve maximum jamming to prevent 
unauthorized interception of valid card data . 
[ 0380 ] Further example embodiments allow for jamming a 
fraudulent card reader from properly reading valid card data . 
For example , example jamming can further include an 
ability to : transmit harmonically related frequencies ; trans 
mit magnetic signals in binary ; transmit various wave forms ; 
transmit random frequencies ; transmit pulses that hide a 
card ' s reversal of direction ; transmit jamming signals by use 
of resonant antennas ; and / or transmit the jamming signals 

earlier . Additional jamming can be provided by transmitting 
at least one frequency that matches at least one speed of the 
card . 
[ 0381 ] A card skimmer may have a coil that can convert a 
magnetic field into electrical signals . A read head can then 
read card data from these electrical signals . The example 
jamming signals are configured to interfere with the ability 
of the skimmer to read data in the clear ) from a magnetic 
field . 
[ 0382 ] The jamming can be provided by use of a jammer 
( which may also be referred to herein as a jamming device 
or a jamming system ) . The jammer can comprise at least one 
emitter , at least one processor , sensors , and at least one data 
store . The emitter is controlled by the processor . The pro 
cessor is in operative connection with the sensors and the 
data store . The sensors can be used to notify the processor 
when a card is being inserted toward the machine ' s card 
reader . Upon detection of a user card , the processor can 
cause the emitter to produce magnetic field jamming signals . 
Alternatively , an emitter may be operated to continuously 
produce the jamming signals , regardless of any card detec 
tion . 
[ 0383 ] Different sensor arrangements can be used to sense 
the presence of a card . The sensors may be proximity 
sensors , and / or magnetic stripe sensors , etc . For example , 
one or more sensors can be located adjacent to the card entry 
slot . Other arrangements may have sensors located outwards 
from the slot , such as in a fascia portion that leads to the slot . 
Another arrangement may have sensors that detect the 
opening of a path gate that provides card access to the card 
reader . Different arrangements and methods for sensing 
cards may be of the manner described in U . S . patent 
application Ser . No . 13 / 404 , 643 filed Feb . 24 , 2012 and Ser . 
No . 13 / 667 , 620 filed Nov . 2 , 2012 , the disclosures of which 
are herein incorporated by reference in their entirety . In 
example embodiments , the magnetic field jamming signals 
are configured to have a strength that is sufficient to interfere 
with the reading ability of a skimmer . However , the jamming 
signals are not sufficient to erase data from a high - coercivity 
magnetic stripe ( or damage the stripe ) . 
[ 0384 ] The jamming signals can also be directional . That 
is , they can be purposely pointed to the location ( s ) where a 
skimmer would likely be attached . As a result , the jamming 
signals would not be presented ( active ) in an area that would 
cause interference with the reading ability of the machine ' s 
card reader . 
[ 0385 ) FIG . 58 shows a magnetic field emitter 900 in the 
form of a coil . The coil emitter 900 can surround a card entry 
slot 902 to a card reader . The coil is operable to convert 
electrical ( jamming ) signal ( s ) into a magnetic field ( s ) . The 
generated magnetic field can cover an area outwardly adja 
cent to the slot and also at least a portion of the slot area . The 
slot can part of a single bezel component 904 . The coil can 
be located inside ( integral with the bezel structure . Alter 
natively , the coil can be attached to the rear side of the card 
entry slot bezel 904 . The bezel can be part of a machine has 
a card reader . For example , the bezel may be a replaceable 
part of a user fascia for an automated banking machine . 
[ 0386 ] FIG . 59 shows a card entry slot arrangement 908 
that is similar to the arrangement shown in FIG . 58 , but a 
different type of emitter is employed . For example , direc 
tional magnetic field emitters 910 can be used . The emitters 
may have the shape of a cylindrical tube . Each emitter 910 
is operable to generate a magnetic field that directionally 














