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(57) Abstract: There is described a digital agent for monitoring of cyber-
security-related events in an industrial control system, said digital agent
being residable in a host and comprising: - a module for monitoring beha-
vioral data of said host, such as violation of security policy, system usage
metric, etc. - a module for recording behavior baseline of said host, such
as operating system, operating system version, firewall status etc. - an
agent state machine for monitoring the CPU load and/or memory usage of
said host; and - an agent communication module for transmitting mon-
itored data to an analysis unit external to the industrial control system.
There is also discussed a cybersecurity system including an agent accord -
ing to the invention, a method for operating an agent as well a computer
program for executing the method.
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NON-INTRUSIVE DIGITAL AGENT FOR BEHAVIORAL MONITORING OF CYBERSECURITY-
RELATED EVENTS IN AN INDUSTRIAL CONTROL SYSTEM

Background of the invention

The present invention is related to cybersecurity in industrial control systems, and in particular to

monitoring of cybersecurity threats to industrial control systems.

Operational technology environments are the backbone of a nation’s and the industrial critical in-
frastructure and contains a myriad of industrial control systems that operate in real-time. Industrial
control systems refer to the general class of devices including supervisory control and data acquisi-
tion (SCADA) systems, distributed control systems, programmable logic control devices, and single
board computers and some combination of these types of equipment. Industrial control systems
provide the automation in critical infrastructure assets including the electric power generation,
transmission, and distribution; nuclear power plant generation; oil and gas and mining exploration,
drilling, production, and transportation; large-scale shipping and transportation whether done by
land, sea, or air; large-scale water pumping; and waste water and sewage treatment. Industrial
control systems perform functions such as collecting and transmitting data from sensors; opening
or closing valves, breakers, or pumps; starting operations of devices or terminating operations of
devices; or monitoring the operational technology environment for abnormal conditions to alert the

operator and possibly sound alarms.

Digital agents, interchangeably also called logical agents or software agents, are used extensively
in all types of computer networked systems, in both information technology and operational tech-
nology environments. Typically, these digital agents are categorized as “intelligent” meaning that
the digital agent itself performs some level of analysis and makes logic decisions based on algo-
rithms or heuristics. As a result of the analysis and decision making, the digital agents then perform
actions to control the networked devices. One example is managing equipment, such as disclosed
in US 5655081 A. Because these digital agents perform higher level functions, the digital agents
often use an artificial intelligence paradigm in performing that functionality. The data collected by
the digital agent may reside within software database digital agents and is not passed in its form as

collected outside of the digital agent. Rather, the data is processed by the digital agent itself.
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These “intelligent digital agents” inventions function in a number of ways including by inputting and
analyzing information by the software in the digital agent using logic trees or a set of rules; by cal-
culating scores or metrics to guide the decisions; or by calculating on and comparing the inputted
data to predefined values. Regardless of the functionality of intelligent digital agents, these digital
agents have one computational aspect in common: Intelligent digital agents analyze the data within
that software on the digital agent requiring the digital agent to have decision power and control
within the digital agent to perform some action which alters the computer network system which is

why these digital agents are categorized as “intelligent.”

Industrial control systems are a special type of networked systems and used in operational tech-
nology environments. Digital agents used in industrial control systems perform some level of auto-
mation in systems and are used in systems such as manufacturing facilities, power system substa-
tions, or chemical processing plants. The digital agents according to the prior art used in these
industrial control systems monitor, manage, and control the industrial control systems, such as
disclosed in US 20060117295 A1. Often the industrial control system contains digital agents with
different, specific functions such as retrieving data, maintaining a localized database, controlling
other digital agents, controlling equipment, etc. The overall industrial control system typically com-
prises networks of these different types of digital agents to create the knowledge used within the

system to make decisions.

Within the domain of cybersecurity, intelligent digital agents may be used to detect security alerts,
such as disclosed in US 6182249 B1, search for network vulnerabilities, such as disclosed in WO
2000070463 A1, by building a complex vulnerability analysis network; or against an established
database of existing, static metrics. These digital agents exhibit some level of intelligence and have

specialized functions.

Industrial control systems are increasingly the target of cyber-attacks by criminals, terrorists, and

hacktivists for their own respective motives to disrupt or threaten to disrupt operations.

The current cyber threats to the industrial control systems are the advanced persistent threat (APT)
attacks or the “low-and-slow” attacks that escape more conventional methods for detecting cyber-
security attacks such as perimeter security, intrusion detection systems, or virus and mal-
ware/spyware removers. However, industrial control systems are also exposed and the target for

other cyber-attacks than APTs, both sophisticated and non-sophisticated.

The real-time nature of industrial control systems requires precise synchronization of processes
such as reading and transmitting data from sensors, managing the automation process, or perform-
ing mechanical or electrical functions based on the current status and state of the industrial control
systems. There are two timing issues for any technology inserted into industrial control systems.
The timing within industrial control system must be precise within milliseconds and sometimes mi-

croseconds. As a consequence, first, monitoring functionality cannot introduce latency or delays
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into the industrial control system because of the overhead required by the digital agents. This leads
to the requirement that the digital agent is non-intrusive and operates in a non-intrusive manner.
Cybersecurity technology used to monitor, detect, respond, or remediate a cyber-attack may slow
the system down, an unperceivable delay to the human user, but unacceptable in an industrial
control system. Latency, no matter how minute in an information technology environment, cannot
be tolerated within an operational environment. Secondly, monitoring the system to detect a cyber-
attack must not directly interfere with the timing of the control system and possibly risk causing
additional damage. That is, the monitoring functionality cannot arbitrarily interfere with the function-
ality of the industrial control systems such as turning on or off values, reading from sensors, etc. to
the detriment of the industrial control system. Any action by the monitoring system must be careful-
ly planned with a realization of possible consequences when executed in the industrial control sys-

tems.

The most effective and sophisticated monitoring and detection functionality is executed by or as-
sisted by software modules that monitor the system continuously to detect anomalous behavior,
analyze the data efficiently and effectively, and correlate activities related to anomalous behavior

over a time span to detect that a cyber-attack incident is underway or imminent.

Due to the intelligent nature of the digital agents according to the prior art, there is a significant risk
that the agent may interfere with processes ongoing in the industrial control system in an unac-

ceptable way or induce unacceptable delays and latencies in the ongoing processes.

It is therefore an object of the invention to provide an agent and a system for monitoring an indus-

trial control system without interfering with ongoing processes.

The invention has for its general object to remedy or to reduce at least one of the drawbacks of the

prior art, or at least provide a useful alternative to prior art.

The object is achieved through features, which are specified in the description below and in the

claims that follow.

The invention is defined by the independent patent claims. The dependent claims define advanta-

geous embodiments of the invention.

The paradigm behind this invention rests on the observation that successfully countering APT at-
tacks, and other security-related attacks, requires collecting behavior directly on the attacked de-
vices and analyzing this data externally from the agent. The data may be analyzed in its totality by
analyzing the data from a plurality of digital agents, and even comparing data across different in-

dustrial control systems.

An agent according to the present invention incorporates features that circumvent at least two as-

pects of the industrial control environments according to the prior art that limit the efficacy of solu-
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tions; namely that the agents according to prior art introduces either system overhead, in terms of

computational processing time or resources, or timing issues into the industrial control system.

In a first aspect the invention relates to a digital agent for monitoring of cybersecurity-related events
in an industrial control system, said digital agent being residable in a host and comprising:

- a module for monitoring behavioral data of said host, such as violation of security policy, system
usage metric, etc.

- a module for recording behavior baseline of said host, such as operating system, operating sys-
tem version, firewall status, etc.

- an agent state machine module for monitoring the CPU load and/or memory usage of said host;
and

- an agent communication module for transmitting monitored data to an analysis unit external to the

industrial control system.

In a second aspect, the invention relates to a system for monitoring of cybersecurity-related events
in an industrial control system said system comprising:

- one or more digital agents according to the first aspect of the invention;

- one or more hosts wherein said one or more agents reside; and

- an analysis unit, external from said industrial control system, adapted to receive data transmitted

from said digital agent(s) and to analyse said transmitted data.

In a third aspect, the invention relates to a method for operating a digital agent according to the first
aspect of the invention, the method comprising the steps of:

(a) monitoring behavioral data;

(b) monitoring behavioral baseline recordings; and

(c) verifying if either of step (a) or step (b) imposes a load on the host that is above a predeter-

mined threshold.

Finally, in a fourth aspect the invention relates to a computer program for executing the method
according to the third aspect of the invention. The computer program may be running on one or

multiple pieces of hardware, virtual machines (VMs), or similar

It should be noted that the agent, system and method according to the present invention, may be a
part of a larger system and a method for monitoring an industrial control system as disclosed in
WO 2014/109645 which hereby is incorporated to the present description by reference. How to
actually respond to a detected cyberattack was disclosed in European Patent Application

15157569.3 which is also hereby incorporated by reference to the present description.

In contrast to cybersecurity industrial monitoring systems according to the prior art, a system ac-
cording to the present invention utilizes one or more digital agents that do not perform any higher

level functionality other than collecting, storing, and sending data. The benefits of this are enor-
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mous for the industrial control system industry. Many industrial control systems are legacy systems
that may be decades old and once placed into operation, may not be maintained or updated. Be-
cause the functionality of the digital agent is streamlined and performs no analysis, the invention
digital agents could be installed within the industrial control system and would never require
maintenance because the intelligence would never need to be updated because all intelligence
needing to be updated is located in an analysis unit, external to the agent and potentially also ex-
ternal to the industrial control system itself. Any changes in the functionality for the analysis to in-
corporate new technologies or emerging cybersecurity domain knowledge may be performed by
the external analysis unit, outside of the industrial control system, meaning that the analysis unit
may not be embedded into the industrial control system and may operate separately from the core

industrial control functions and not necessarily the actual physical location.

An agent according to the present invention has two main functions:
- (1) collecting data from the device/host; and

- (2) transmitting that data out of the industrial control system.

The data collection performed by the non-intrusive digital agent is believed to be novel at least
because it conducts deep monitoring of the system, collecting data on certain behaviors within the
device, such as CPU usage and out of range i/o operations. Because the digital agent according to
the invention is limited to data collection, by design the digital agent lacks capability for analysis
and executes only the minimal computational functioning or processing by the digital agent. As
such, it may be described as a non-intelligent agent. Once the digital agent collects the data on the
assigned CPU, it transmits that data to the analysis unit external to the industrial control system for
analysis and decision making. The unique aspects of the agent according to the invention are thus
believed to be e.g. using simple, non-intrusive digital agents that monitors and collects data and
transmits the collected data to the external analysis unit. In addition, the system may incorporate a
mechanism for a graceful fallback in case the digital agent exceeds a certain threshold limit in gen-

erating too much overhead in the system.

The system according to the second aspect of the present invention comprises two main compo-
nents, one of which is the non-intrusive digital agent according to the first aspect of the invention
and the host within which it resides. In addition, the system comprises an analysis unit that will be
discussed in further detail below. The non-intrusive digital agents are localized digital agents on
each connected processing unit, such as programmable logic control devices, single board com-
puters, virtual machines, routers etc., in the industrial control system. Said non-intrusive agents
collect data relative to the behavior of that connected processing unit as discussed above. The
collected data is passed to the external analysis unit, a computer system preferably located outside
of the industrial control system, for analysis and decision making. The digital agent is non-intrusive
because it creates no significant system overhead or interferes with the timing constraints of the

industrial control system. The digital agent is not “intelligent” in that it performs no reasoning and
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makes no decisions on the data it collects. Any higher level computational functionality is per-

formed by the external analysis unit and not on the localized digital agents.

The non-intrusive digital agent according to the first aspect of the invention may in one embodiment
comprise the following modules:

(1.1) Behavioral data monitoring module;

(1.2) Behavior baseline recording module;

(1.3) Agent state machine module;

(1.4 Communication module; and

(1.5) Offline storage module

all of which will be described in the following.

1.1 Behavioral data monitoring module

The digital agents collect data indicative of anomalous behavior in the system. Examples of
anomalous behavior may be a violation of a security policy, such as not to connect certain devices
on the network, or a system usage metric that is not within its expected bounds, such as a signifi-
cant and unexplainable spike in either CPU usage or access to the hard drive. This anomalous
behavior may be part of a larger pattern or attack sequence that includes a series of seemingly
innocuous activities that when analyzed in their totality indicate that a cyber-attacker is performing
some activity, such as espionage, testing, infiltration of malware, exfiltration of data, before launch-
ing the intended full-scale attack. That knowledge can be detected and is beneficial to the respond-
ing to the cyber-attack. A non-intrusive digital agent according to the invention collects the data and
transmits it to a computer system, an analysis unit, separate from the industrial control system for

the analysis.

The digital agent resides in a monitored component/host/device. The agent is non-intrusive and
reports behavior and conditions that could indicate the presence of a cyber-attack. The external
analysis unit resides outside of the industrial control system; usually on a dedicated component
(hardware or virtual machine) within the monitored network or associated networks; and collects

and stores information reported by local digital agents as will be described in the following.

The digital agents installed in network nodes or other system entities within the industrial control
network and other relevant network segments, monitor their host local activity and report events
that may be part of a wider cyber security attack on the network. Such events include activities
defined as unexpected by the digital agent configuration and potential attack-related events such
as, for example: (1) insertions and removal of host local connected equipment (e.g. USB stick,
keyboard, mouse etc.); (2) activation and deactivation of processes within the monitored host; (3)
activation and deactivation of host local anti-virus and firewall; (4) excessive or unexpected proces-
sor load and memory utilization combined with unexpected open ports within the monitored host; or

(5) unexpected versions of host local operating systems and anti-virus versions or other software.
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1.2 Behavior baseline recording module

Within the digital agent is the functionality to identify and record the digital agent environment, i.e.
the monitored host/device, including one or more of the following: (1) operating system (e.g. Debi-
an linux); (2) operating system version or release identifier; (3) current status of the firewall (ena-
bled/disabled) if one exists on the monitored host; (4) current rules specified in the firewall if one
exists on the monitored host; (5) current status of anti-virus protection; (6) list of names and pro-
cess identifiers (PIDs) of all processes running in the monitored system and their memory usage;
(7) list of all Internet Protocol (IP) ports opened on the monitored host; (7) the contents of the digital

agent’s configuration file; (8) list of all activities in the memory.

1.3 Agent state machine module

If the CPU load and/or memory usage in the monitored host processor exceeds a configurable,
usually high, limit, the digital agent will enter a graceful fallback to a “degraded mode” during which
it will monitor only CPU load and/or memory usage without reporting/transmitting data until one or
both measurements fall below their target limits again. During this period, the measurement of CPU
load and/or memory usage may be carried out less frequently than in normal operation. A minimum
message header may be transmitted to the external analysis unit at configurable intervals as an

indication that the digital agent is operational during this period.

The USB device and keyboard/mouse events (i.e. non-USB), may be included in the digital agent
configuration to allow for deactivation for instance to avoid a digital agent using host resources to
check connection points not present on the host, e.g. to check for non-USB connections on a sin-
gle-board computer without such connectors. Definition of CPU and memory threshold that indus-
trial control systems exceeded/normal events are configurable since it may be individual for each
monitored host what is considered “normal” for the host during normal operation. If any of the
thresholds are exceeded, the digital agent goes into the “degraded mode” and only monitor CPU
and/or memory use without reporting anything until it can report load level back to normal, i.e. be-
low threshold. This is to prevent, as far as practically possible, that the digital agent contributes to
the load issue. The digital agent load defined threshold ensures that if a digital agent utilize CPU
load above a defined threshold from the monitored host, the digital agent is deemed compromised
and will shut itself down to avoid adverse effects towards the operational monitored host. Critical
processes may be different between hosts and are configured individually for each digital agent.
When the list contains processes, the ability to generate events for start/termination of critical pro-
cesses is also active. Digital agent alive and identifier messages are used to determine the security

status of the monitored host and the status of component connectivity.

Herein the phrase “non-intrusive agent” shall be defined as an agent NOT possessing or generat-
ing load on the monitored host and network that affects the operational behavior of the industrial
control system, that is, the delicate timing requirements as an industrial control system is a real-
time system. For example: assuming a monitoring host, such as a controller, taking part in a pro-

cess requiring real-time processing of instructions. In the example, for the controller to operate
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normally, the total CPU load must be under 95%. If the controller is running at 90%, the agent can-
not affect the processing by more than 3%, preferably not more than 2% to not cause a degrada-
tion of the system. Tests have been run that show that the agent load on CPU is less than 2% of
the total available CPU capacity and even down to 1% according on newer equipment. The agent
load on memory has been shown to be less than 1 MB in some embodiments, though in other em-
bodiment the load was more than 1MB. It should be emphasized that this is just one specific ex-
ample, and that a person skilled in the art, once presented with the functional definition, would be
able to understand the necessary requirements for an agent to be operating non-intrusively in a

variety of different embodiments.

In addition to the digital agent event configuration outlined above, digital agent baseline behavior
recording performed by the digital agent on the monitored host system on regular timed basis may

collect and transmits additional information to the external analysis unit.

The digital agent may operate in a plurality of modes depending on the situation in the monitored
host. In one embodiment the digital agent may operate in four different modes:(1) minimum operat-
ing mode, (2) normal operating mode, (3) degraded mode, and (4) discovery mode as will be de-

scribed in the following.

Minimum operating mode: Where the digital agent only performs a subset of the behavioral moni-

toring, such as checking for the presence or insertion of a USB stick and/or memory and/or CPU
usage. That is, the digital agent only performs a subset of the behavioral monitoring of the normal

operating mode.

Normal operating mode: Where the digital agent performs behavioral monitoring according to the

defined monitoring configuration for the specific digital agent.

Degraded mode: This mode is enabled when some performance parameters on the monitored host

passes specific thresholds as described above, such as CPU load and/or memory usage above a
predefined threshold. In most cases in a degraded mode the agent only checks CPU and memory
usage, and will return to normal mode whenever the parameters are below the threshold again.

In the degraded mode, the agent only performs the absolute necessary basic functionality to de-
termine if the monitoring can be returned to either the normal operating mode or the minimum op-
erating mode. There may be number of possible degraded modes depending on the various
thresholds of the monitored parameters. Graceful fallback refers to how the system moves to de-

graded mode without disrupting the system.

Discovery mode: In the discovery mode, the baseline behavior of the monitored host is captured
when the agent records the install base and performance data (baseline behavior) on the moni-

tored host. This baseline behavior includes parameters such as the operating system and its patch
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level, the applications installed and running and their CPU and memory usage, etc. This is used for

the baseline behavioral analysis in the external analysis unit.

1.4 Communication module

In the communication module, data associated with each monitored event and each baseline be-
havior recording is converted to a format suitable for transmission to the external analysis unit and
then sent via a secure link or communicated using some other means, such as offline communica-

tion where data is extracted to an external device and then imported into the external analysis unit.

1.5 Offline storage module

In cases where the network bandwidth is limited or where there are needs for offline communica-

tion means, monitored data and behavioral recordings may be stored locally on the monitored cost.

A system according to the second aspect of the present invention comprises both an agent accord-
ing to the first aspect of the invention, a host in which the agent resides as well as an analysis unit

external to the industrial control system.

The external analysis unit may in one embodiment include one or more of the following modules:
2.1 Communication module;

2.2 Baseline behavior analysis module;

2.3 Agent status module; and

2.4 Security analysis module,

all of which will be described in the following.

2.1 Communication module

In the communication module, data received from a digital agent may be categorized as either a
security event or a behavioral recording and each is analyzed to determine: (1) that it has arrived

from a valid digital agent, and (2) that it is in a readable and valid form.

The data received on each digital agent behavioral recordings report and each digital agent securi-
ty event report is stored in an external analysis unit database. A behavioral recording may contain
some or all of the following information: (1) operating system name; (2) operating system version;
(3) anti-virus (AV) digital identity; (4) AV pattern version; (5) firewall status (enabled/disabled); (6)
firewall rules including a list of all IP ports opened on the monitored device; (7) list of all processes

running in the monitored device; (8) contents of the digital agent’s configuration file.

2.2 Baseline behavior analysis module

In the baseline behavior analysis module, the external analysis unit may perform a number of anal-
yses on the received behavioral recordings from the digital agents, including analysis on potential
deviations in the list of applications running on the associated monitored host and whether anti-

virus software or operating system are up to date.
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2.3 Agent status module

In the agent status module, the external analysis unit may maintain a configurable watchdog timer

for each digital agent that reports to it. The timer is started when either the analysis unit or the digi-
tal agent is initiated and reset whenever the analysis unit receives data from the digital agent. If the
timer expires, a digital agent lost event is generated by the analysis unit, stored in the analysis unit

databases and distributed to relevant entities within the external analysis unit.

2.4 Security analysis module

In the security analysis module the external analysis unit may perform a number of security anal-
yses, including virus, malware and spyware analysis to detect whether there is a potential cyberat-
tack on any of the monitored hosts. Reference is also made to the above-mentioned WO
2014/109645.

In the following is described an example of a preferred embodiment illustrated in the accompanying

drawings, wherein:

Fig. 1 shows an agent according to the first aspect of the invention;

Fig. 2 shows an analysis unit external to the industrial control system;

Fig. 3 shows a system according to the second aspect of the invention; and

Figs. 4a-b show a flow diagram representing a cybersecurity monitoring process in an agent

according to the first aspect of the invention.

In the following the reference numeral 1 will indicate an agent according to the first aspect of the
invention, whereas the reference numeral 10 indicates a system according to the second aspect of

the invention. The figures are shown simplified and schematic.

Fig. 1 shows an agent 1 according to the first aspect of the invention. In the shown embodiment,
the agent comprises a communication module 11, a behavioral baseline recording module 12, a
behavioral data monitoring module 13, an agent state machine module 14 and an offline storage
module 15, all of which were discussed above. The agent 1 resides in a not shown host in a not

shown industrial control system.

Fig. 2 shows an analysis unit 2 external to the not shown industrial control system. In the shown
embodiment, the analysis unit comprises a communication module 21, a baseline behavior analy-
sis module 22, an agent status module 23 and a security analysis module 24, all of which were

discussed above.

The analysis unit 2 is adapted to receive data from the agent 1 by the agent communication mod-

ule 11 transmitting data to the analysis unit communication module 21 as indicated in Fig. 3. The
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agent 1, the analysis unit 2 and the not shown host are included in a system 10 according to the

second aspect of the invention.

Figs. 4a and 4b show a typical workflow in an agent 1 according to the first aspect of the present
invention, wherein Fig. 4a shows the internal agent workflow and Fig. 4b shows the workflow re-

garding communication between the agent and the external analysis unit.

As shown in Fig. 4a, the agent state machine is the entity that keeps track of the state of the moni-
tored host and determines whether the monitored host is operating below or above a predefined
threshold. This threshold is configurable, but most often associated with CPU load and memory
usage. An example threshold could be 95% of CPU load and Memory usage. There might also be
other parameters as part of the threshold definition. In case the monitored host is operating below
the threshold, the agent is performing continuous behavior baseline recording and performing con-
tinuous behavioral monitoring. If the monitored host is operating at a level above the predefined
threshold, the agent only monitors the predefined threshold parameters, such as CPU load and
Memory usage. In case the load is below the threshold, the agent is recording data, and there is
sufficient and/or available bandwidth or communication link, the data is sent from the agent to the

external analysis unit as indicated by the dotted line.

Fig. 4b shows an example workflow for sending data from the agent to the external analysis unit.
The dotted lines in Figs. 4a and 4b are meant to be connected and indicate the connections be-
tween the workflows shown in the two figures. In the example, whenever there are data to be sent,
the agent will evaluate whether there is sufficient or available bandwidth and only send data if that

is the case. In case of non-sufficient bandwidth, the data will not be sent but be stored offline.

It should be noted that the above-mentioned embodiments illustrate rather than limit the invention,
and that those skilled in the art will be able to design many alternative embodiments without depart-
ing from the scope of the appended claims. In the claims, any reference signs placed between
parentheses shall not be construed as limiting the claim. Use of the verb "comprise" and its conju-
gations does not exclude the presence of elements or steps other than those stated in a claim. The
article "a" or "an" preceding an element does not exclude the presence of a plurality of such ele-

ments.

The mere fact that certain measures are recited in mutually different dependent claims does not

indicate that a combination of these measures cannot be used to advantage.

The method according to the invention may be implemented by means of hardware comprising
several distinct elements, and by means of a suitably programmed computer. In the device claim
enumerating several means, several of these means may be embodied by one and the same item

of hardware.
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Claims

Digital agent for monitoring of cybersecurity-related events in an industrial control system,
said digital agent being residable in a host and comprising:

- a module for monitoring behavioral data of said host, such as violation of security policy,
system usage metric, etc.

- a module for recording behavior baseline of said host, such as operating system, oper-
ating system version, firewall status, etc.

- an agent state machine module for monitoring the CPU load and/or memory usage of
said host; and

- an agent communication module for transmitting monitored data to an analysis unit ex-

ternal to the industrial control system.

Digital agent according to claim 1, wherein the digital agent further comprises an offline

storage module.

Digital agent according to claim 1 or 2, wherein said agent state machine module further
is adapted to switch between operating modes of the digital agent based on said moni-

tored CPU load and/or memory usage of the host.

Digital agent according to claim any of the preceding claims, wherein said agent state
machine module is adapted to operate in a discovery mode to record baseline behavior of

said host.

Digital agent according to claim 3 or 4, wherein said agent state machine module is
adapted to switch between a normal operating mode or a minimum operating when said
monitored CPU load and/or memory usage is below a predetermined threshold and a de-
graded operating mode when said monitored CPU load and/or memory usage is above a

predetermined threshold

Digital agent according to claim 5, where in said normal or minimum operation mode said
digital agent is adapted to occupy 5% or less of the available CPU load and/or memory
usage of said host, preferably 3% or less of the available CPU load and/or memory usage
of said host, or even more preferably 2% or less of the available CPU load and/or

memory usage of said host.

System for monitoring of cybersecurity-related events in an industrial control system said
system comprising:

- one or more digital agents according to claim 1;

- one or more hosts wherein said one or more agents reside; and

- an analysis unit, external from said industrial control system, adapted to receive data

transmitted from said digital agent(s) and to analyse said transmitted data.
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System according to claim 7, wherein said analysis unit further comprises a system
communication module adapted to:

- receive monitored data from said digital agent(s);

- categorize said data either as a security event or as a behavioral recording; and

- determine whether said data arrived from a valid digital agent and that it is in readable

and valid form.

System according to claim 7 or 8, wherein said analysis unit further comprises a baseline

analysis module for analysing said recorded behavior baseline from the digital agent.

System according to any of the claims 7-9, wherein said analysis unit further comprises a
security analysis module for analysing said recorded security events from the digital

agent.

System according to any of the claims 7-10, wherein said analysis unit further comprises
an agent status module including a configurable timer that is started whenever the analy-
sis unit and/or the digital agent is initiated and reset whenever the analysis unit receives

monitored data from the digital agent.

Method for operating a digital agent according to claim 1, the method comprising the
steps of:

(a) monitoring behavioral data;

(b) monitoring behavioral baseline recordings; and

(c) verifying if either of step (a) or step (b) imposes a load on the host that is above a pre-

determined threshold.

Method according to claim 12, wherein the method includes the step of verifying if data

from step (a) and step (b) is ready to be sent to the external analysis unit.

Method according to claim 13, wherein the method further includes the step of sending
data from steps (a) and (b) to the external analysis unit given that there is sufficient
bandwidth.

Method according to claim 13, wherein the method further includes the step of storing da-
ta from steps (a) and (b) locally on the digital agent if there is insufficient bandwidth for

sending said data to the external analysis unit.

Method according to claim 12, wherein the method further includes the following step if
either (a) or (b) imposes a load on the host that is above the predetermined threshold:
- running the agent state machine in order to find a degraded mode of operation for the

digital agent; and
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-continue running the agent state machine until said load falls under said predetermined
threshold.

17.  Computer program for executing the steps according to any of the claims 12-16.
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