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ACCESS CONTROL SYSTEM, ACCESS
CONTROL METHOD, AND
COMMUNICATION TERMINAL

The present application is the National Phase of PCT/
JP2009/067040, filed Sep. 30, 2009, which claims priority
based on Japanese patent application No. 2008-252681 filed
on Sep. 30, 2008.

TECHNICAL FIELD

The present invention relates to an access control system,
access control method, and communication terminal for con-
trolling access to data such as an application or content, and a
network.

BACKGROUND ART

Recently, it is becoming popular for communication ter-
minals to have a plurality of wireless communication means,
and switch and use the connection network, as needed. For
example, a communication terminal which has a means for
connecting to a cellular network and a means for connecting
to a wireless LAN, and connects to a cellular network out-
doors and a wireless LAN indoors has come into practical
use.

In this case, the communication terminal switches between
various networks or simultaneously uses them. There are
various networks to be connected, and the respective net-
works greatly differ in operation policy. For example, an IP
network provided by a cellular network provider and an office
intranet introduce authentication and encryption means, and
are regarded as very secure networks (high-security net-
work). To the contrary, a free wireless LAN spot has neither
an authentication nor encryption means, and even an unse-
cured network (low-security network) exists.

In this specification, a network such as an IP network
provided by a cellular network provider or an office intranet
mentioned above will be called a high-secure network, and a
network whose Web server or DNS may be spoofed or one on
which communication contents may be analyzed owing to
lack of encryption will be called a low-secure network.

Recent communication terminals can download data such
as an application or content from a server via a network, and
receive various services using the downloaded data. An
example of the application is a Java® application for cell
phones. When such a communication terminal switches
between high- and low-secure networks or simultaneously
uses them, a security threat occurs.

For example, assume that a malicious application exists on
a low-secure network, and a communication terminal down-
loads this application and executes it while connecting to a
high-secure network. Then, the malicious application may
attack the high-secure network, steal information, or execute
destruction within the network.

A Java applet application will be considered. As for the
Java applet application, this application can generally com-
municate with only a site from which it was downloaded. For
example, an application downloaded from “http://www.ex-
ample.com” can communicate with only “www.exam-
ple.com” under restrictions by “Java VM.

In this case, a DNS on a high-secure network is reliable, so
the application can communicate with an intended server
(www.example.com). However, on a low-secure network, not
only an application and Web server but also even a DNS are
unreliable. A malicious network administrator may set up a
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2

malicious DNS server, and cause a communication terminal
to download an application from the spoofed server.

For example, assume that a communication terminal
downloads an application from a Web server spoofed as
“http://www.some-secure-server.com”. This application is
permitted to communicate with “www.some-secure-ser-
ver.com”. If a server having the same DNS name as this exists
on a high-secure network, the malicious application can
undesirably communicate with this server and attack it. That
is, the application on the low-secure network can attack the
server on the high-secure network. This is a serious problem.

To the contrary, assume that a communication terminal
downloads an authentic application or content from “http://
wWww.some-secure-server.com” on a high-secure network. If
this communication terminal connects to the aforementioned
malicious network, the application or content is connected to
the spoofed server, and the communication contents may be
analyzed. That is, the communication contents of the appli-
cation or content on the high-secure network may be exposed
to the low-secure network and analyzed. This may be a seri-
ous problem especially for an application closed in the high-
secure network environment.

As a measure against such a security threat, an HTTPS
(Hypertext Transfer Protocol Security) server or the like may
be installed. However, a certificate needs to be acquired, and
server settings and the like are required, raising the cost. It is
difficult in terms of the cost to use the HT'TPS for freeware or
open information created by an individual, unlike a content
provider who can gain an income from an application or
content.

Considering this, for example, reference 1 (Japanese
Patent Laid-Open No. 2004-320369) discloses a method of
comparing a communication network corresponding to an
application with a communication network during connec-
tion, and if they do not coincide with each other, restricting
the application function.

By making an application to correspond to a communica-
tion network for use in this way, an application on a low-
secure network cannot access a high-secure network, and an
application on a high-secure network cannot access a low-
secure network. The security problem can therefore be
solved.

However, some applications can use both high-secure/low-
secure networks without any problem. An example is a com-
munication application residing on a server accessible via
both high-secure/low-secure networks. This application can
be accessed via a high-secure network, and at least the DNS
is reliable. Also, this application can be accessed via a low-
secure network and is not one closed in the high-secure net-
work environment. For this reason, this application does not
require the above restrictions originally.

However, the above solution inhibits this application from
using both of the networks. Also, this problem occurs simi-
larly even when an application is replaced with another data
such as a content in reference 1 described above.

DISCLOSURE OF INVENTION
Problems to be Solved by the Invention

Under the circumstance, a mechanism for authenticating a
server is required to enable the use of data such as an appli-
cation or content on a plurality of networks while maintaining
security. More specifically, the origin of data is checked, and
if it is certified that the server is not spoofed, i.e., if it is
certified that the network is not disguised, the use of a plural-
ity of networks can be permitted without any problem. How-



US 8,826,379 B2

3

ever, a mechanism for determining whether a network is
disguised has not existed conventionally.

The present invention has been made to solve the above
problems, and has as its exemplary object to provide an access
control system, access control method, and communication
terminal capable of determining whether a network is dis-
guised.

It is another exemplary object to provide an access control
system, access control method, and communication terminal
for enabling the use of data on a plurality of networks while
maintaining security.

Means of Solution to the Problems

To achieve the above object, according to the present inven-
tion, a communication terminal in an access control system
comprising a first network, a second network lower in secu-
rity than the first network, and a communication terminal
connectable to the first network and the second network,
comprises collation means for collating collation information
acquired for data from one network out of the first network
and the second network with data acquired from the other
network, and reliability information DB construction means
for constructing, based on a collation result of the collation
means, a reliability information DB as a database of informa-
tion indicating reliability of access to a resource.

According to the present invention, the communication
terminal collates collation information acquired for data from
either the first network (high-secure network) or second net-
work (low-secure network) with the data acquired from the
other network. Based on the result of collation between the
collation information of the data and the data, a reliability
information DB is constructed as the database of information
indicating the reliability of access to a resource. In the present
invention, “data” means all kinds of data acquired by a com-
munication terminal via a network, including an application
and content.

Effects of the Invention

According to the present invention, the communication
terminal collates collation information acquired for data from
either the first network (high-secure network) or second net-
work (low-secure network) with the data acquired from the
other network. Based on the collation result, a reliability
information DB is constructed as the database of information
indicating the reliability of access to a resource. This enables
determining whether the network is disguised, determining
whether to permit/inhibit access to downloaded data, and
determining whether to permit/inhibit access to a network.
Data can therefore be used on a plurality of networks while
maintaining security.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1is a view showing the configuration of an exemplary
embodiment (first exemplary embodiment) of an access con-
trol system according to the present invention;

FIG. 2 is a view for explaining the first method of the first
exemplary embodiment;

FIG. 3 is a view exemplifying write of reliability informa-
tion in a reliability information DB when the collation result
is “match” in the first method of the first exemplary embodi-
ment;

FIG. 4 is a view exemplifying write of reliability informa-
tion in the reliability information DB when the collation
result is “mismatch” in the first method of the first exemplary
embodiment;
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FIG. 5 is a view for explaining the second method of the
first exemplary embodiment;

FIG. 6 is a view exemplifying write of reliability informa-
tion in the reliability information DB when the collation
result is “match” in the second method of the first exemplary
embodiment;

FIG. 7 is a view exemplifying write of reliability informa-
tion in the reliability information DB when the collation
result is “mismatch” in the second method of the first exem-
plary embodiment;

FIG. 8 is a view exemplifying an access control system
when a plurality of low-secure networks exist;

FIG. 9A is a view showing a state in which the database of
reliability information is constructed in the reliability infor-
mation DB in the access control system shown in FIG. 8;

FIG. 9B is a view showing a state in which the database of
reliability information is constructed in the reliability infor-
mation DB in the access control system shown in FIG. 8;

FIG. 9C is a view showing a state in which the database of
reliability information is constructed in the reliability infor-
mation DB in the access control system shown in FIG. 8;

FIG. 10 is a view showing the configuration of another
exemplary embodiment (second exemplary embodiment) of
an access control system according to the present invention;

FIG. 11 is a flowchart showing a processing operation
within acommunication terminal in the access control system
according to the second exemplary embodiment;

FIG. 12 is a view exemplifying write of reliability infor-
mation in the reliability information DB when data is
acquired for the first time using a high-secure network in the
access control system according to the second exemplary
embodiment;

FIG. 13 is a view exemplifying write of reliability infor-
mation in the reliability information DB when the collation
resultis “match” in the access control system according to the
second exemplary embodiment;

FIG. 14 is a view exemplifying write of reliability infor-
mation in the reliability information DB when the collation
resultis “mismatch” in the access control system according to
the second exemplary embodiment;

FIG. 15 is a view showing the configuration of still another
exemplary embodiment (third exemplary embodiment) of an
access control system according to the present invention;

FIG. 16 is a flowchart showing a processing operation
within acommunication terminal in the access control system
according to the third exemplary embodiment;

FIG. 17 is a view exemplifying an attribute file in the access
control system according to the third exemplary embodiment;

FIG. 18 is a view showing a concrete example of collation
processing in the access control system according to the third
exemplary embodiment; and

FIG. 19 is a view exemplifying write of reliability infor-
mation in the reliability information DB when the collation
resultis “match” in the access control system according to the
third exemplary embodiment.

BEST MODE FOR CARRYING OUT THE
INVENTION

The present invention will be described below with refer-
ence to the accompanying drawings.

First Exemplary Embodiment

FIG.1 is a view showing the configuration of an exemplary
embodiment (first exemplary embodiment) of an access con-
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trol system according to the present invention. In FIG. 1,
reference numeral 1 denotes a communication terminal; and
2, a download server.

The communication terminal 1 includes a communication
control unit 11, collation unit 12, reliability information DB
13, reliability information DB construction unit 14, and stor-
age unit 15. The download server (to be simply referred to as
a server) 2 includes data 21 such as an application or content,
and collation information (e.g., hash value) 22 of the data 21.

The server 2 is connected to a high-secure network 3 and
low-secure network 4. The communication terminal 1 can
access the server 2 via the communication control unit 11
using at least either the high-secure network 3 or low-secure
network 4.

There are various networks, and they are roughly classified
into two types: the high-secure network 3 and the low-secure
network 4 lower in security than the high-secure network 3.
The high-secure network 3 is a network whose security is
ensured to a certain degree, and includes an IP network pro-
vided by a cellular network provider and an office LAN. In
these networks, servers such as a DNS server and Proxy
server present within them can be considered to be reliable.

In contrast, the low-secure network 4 includes a free wire-
less LAN spot and the like. In these networks, servers within
them are considered to be less reliable. For example, it is easy
to set a free wireless LAN spot where a DNS server is
installed with a DNS name intentionally spoofed by a mali-
cious person.

In the system of the first exemplary embodiment, the com-
munication control unit 11 of the communication terminal 1
acquires the collation information 22 via either the high-
secure network 3 or low-secure network 4, and acquires the
data 21 via the other network. The collation unit 12 of the
communication terminal 1 collates the acquired collation
information 22 and data 21.

A method of acquiring the collation information 22 via the
high-secure network 3 and acquiring the data 21 via the
low-secure network 4 is defined as the first method of'the first
exemplary embodiment. A method of acquiring the data 21
via the high-secure network 3 and acquiring the collation
information 22 via the low-secure network 4 is defined as the
second method of the first exemplary embodiment. These
methods will be explained.

First Method of First Exemplary Embodiment

In the first method of the first exemplary embodiment, the
communication control unit 11 of the communication termi-
nal 1 acquires the collation information 22 via the high-secure
network 3, and acquires the data 21 via the low-secure net-
work 4 (see FIG. 2). The communication control unit 11
simultaneously acquires the collation information 22 and data
21. More specifically, when acquiring the collation informa-
tion 22 first, immediately after the communication control
unit 11 acquires the collation information 22 via a collation
information acquisition unit 11-1, it acquires the data 21 via a
data acquisition unit 11-2.

In the communication terminal 1, the collation unit 12
collates the collation information (hash value in this example)
22 acquired via the high-secure network 3 with the data 21
acquired via the low-secure network 4. In this case, the col-
lationunit 12 generates a hash value from the data 21 acquired
via the low-secure network 4, and compares it with the col-
lation information (hash value) 22 acquired via the high-
secure network 3.

If the collation result is “match”, the collation unit 12
determines that the data 21 acquired from the low-secure
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6

network 4 is reliable. If the collation result is “mismatch”, the
collation unit 12 determines that the data 21 acquired from the
low-secure network 4 is unreliable.

Reliable data means data 21 acquired from the unspoofed
server 2, i.e., data 21 acquired from the undisguised low-
secure network 4. Unreliable data means data 21' acquired
from a spoofed server 2', i.e., data 21' acquired from a dis-
guised low-secure network 4.

Ifthe collation result is “match”, the collation unit 12 saves
the data 21 acquired from the low-secure network 4 in the
storage unit 15. If the collation result is “mismatch”, the data
21" acquired from the low-secure network 4 is unreliable, and
the collation unit 12 discards it without saving it in the storage
unit 15.

[Case in which Collation Result is “Match”]

The collation result in the collation unit 12 is sent to the
reliability information DB construction unit 14. If the colla-
tion result in the collation unit 12 is “match”, the reliability
information DB construction unit 14 uses the data 21
acquired from the low-secure network 4 as a resource, and
writes, as information indicating the reliability of access to
this resource in a table TB1 within the reliability information
DB 13, the correspondence between the identifier of the data
(data identifier), the identifier of the network (NW identifier)
used to acquire collation information of the data, and the
identifier of the network (NW identifier) used to acquire the
data. In this example, the data identifier #DA of the data 21,
the NW identifier HNW of the high-secure network 3, and the
NW identifier LNW of the low-secure network 4 are com-
bined and written in the table TB1 (see FIG. 3) within the
reliability information DB 13.

Ifthe collation result in the collation unit 12 is “match”, the
reliability information DB construction unit 14 uses the low-
secure network 4 as a resource, and writes the correspondence
between the identifier of the low-secure network 4 and con-
nection permission/inhibition information in a table TB2
within the reliability information DB 13 as information indi-
cating the reliability of access to this resource. In this
example, the NW identifier LNW of the low-secure network
4 and information (“O ) indicating permission of connection
are paired and written in the table TB2 (see FIG. 3).

[Access to Data]

By looking up the table TB1 (FIG. 3) in the reliability
information DB 13, a data access unit 16 permits access to the
data 21 in the storage unit 15 that has been downloaded via the
low-secure network 4, upon connection to the high-secure
network 3 and connection to the low-secure network 4. A data
access permission/inhibition determination unit 16-1 makes
this determination.

[Access to Network]

The communication control unit 11 permits access to the
low-secure network 4 by looking up the table TB2 (FIG. 3) in
the reliability information DB 13. A network access permis-
sion/inhibition determination unit 11-3 makes this determi-
nation. As for the high-secure network 3, reliability is con-
sidered to be high, and access to this network is always
permitted without referring to information in the reliability
information DB 13.

In this manner, according to the first method of the first
exemplary embodiment, when the collation result in the col-
lation unit 12 is “match”, i.e., when it is determined that the
low-secure network 4 is not disguised, the communication
terminal 1 can access both the high-secure network 3 and
low-secure network 4. Also, the communication terminal 1
can access the data 21 in the storage unit 15 upon connection
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to either network. The data 21 can be used on both the high-
secure network 3 and low-secure network 4 while maintain-
ing security.

[Case in which Collation Result is “Mismatch”]

The collation result in the collation unit 12 is sent to the
reliability information DB construction unit 14. If the colla-
tion result in the collation unit 12 is “mismatch”, the reliabil-
ity information DB construction unit 14 writes, in the table
TB1 within the reliability information DB 13, the correspon-
dence between the identifier of the data 21' (data identifier)
acquired from the low-secure network 4 and information
indicating that there is no available network. In this example,
the data identifier #DA of the data 21' and information (“-"
indicating that there is no available network are made to
correspond to each other, and written in the table TB1 within
the reliability information DB 13 (see FIG. 4).

Ifthe collation result in the collation unit 12 is “mismatch”,
the reliability information DB construction unit 14 uses the
low-secure network 4 as a resource, and writes the correspon-
dence between the identifier of the low-secure network 4 and
connection permission/inhibition information in the table
TB2 within the reliability information DB 13 as information
indicating the reliability of access to this resource. In this
example, the NW identifier ZNW of the low-secure network
4 and information (“x”) indicating inhibition of connection
are paired and written in the table TB2 (see FIG. 4).

[Access to Network]

The communication control unit 11 inhibits access to the
low-secure network 4 by looking up the table TB2 (FIG. 4) in
the reliability information DB 13. The network access per-
mission/inhibition determination unit 11-3 makes this deter-
mination. As for the high-secure network 3, reliability is
considered to be high, and access to this network is always
permitted without referring to information in the reliability
information DB 13.

In this fashion, according to the first method of the first
exemplary embodiment, when the collation result in the col-
lation unit 12 of the communication terminal 1 is “mismatch”,
i.e., when it is determined that the low-secure network 4 is
disguised, access to the disguised low-secure network 4 is
inhibited. Only access to the high-secure network 3 is permit-
ted, ensuring security.

In the above description, when the collation result in the
collation unit 12 is “mismatch”, the data 21'acquired from the
low-secure network 4 is discarded. Alternatively, the data 21'
acquired from the low-secure network 4 may be saved in the
storage unit 15. In this case, the data 21' is unreliable, but can
be checked later by saving it in the storage unit 15 of the
communication terminal 1. When the data 21' is saved in the
storage unit 15, the use of the data 21' on the high-secure
network 3 and low-secure network 4 is inhibited by looking
up thetable TB1 (FIG. 4) in the reliability information DB 13.
The data access permission/inhibition determination unit
16-1 makes this determination.

Second Method of First Exemplary Embodiment

In the second method of the first exemplary embodiment,
the communication control unit 11 of the communication
terminal 1 acquires the data 21 via the high-secure network 3,
and acquires the collation information 22 via the low-secure
network 4 (see FIG. 5). The communication control unit 11
simultaneously acquires the collation information 22 and data
21. More specifically, when acquiring the data 21 first, imme-
diately after the communication control unit 11 acquires the

20

25

30

35

40

45

50

55

60

65

8

data 21 via the data acquisition unit 11-2, it acquires the
collation information 22 via the collation information acqui-
sition unit 11-1.

In the communication terminal 1, the collation unit 12
collates the collation information (hash value in this example)
22 acquired via the low-secure network 4 with the data 21
acquired via the high-secure network 3. In this case, the
collation unit 12 generates a hash value from the data 21
acquired via the high-secure network 3, and collates it with
the collation information 22 (hash value) acquired via the
low-secure network 4.

If the collation result is “match”, the collation unit 12
determines that the collation information 22 acquired from
the low-secure network 4 is reliable. If the collation result is
“mismatch”, the collation unit 12 determines that the colla-
tion information 22 acquired from the low-secure network 4
is unreliable.

Reliable collation information means collation informa-
tion 22 acquired from the unspoofed server 2, i.e., collation
information 22 acquired from the undisguised low-secure
network 4. Unreliable collation information means collation
information 22' acquired from the spoofed server 2, i.e.,
collation information 22' acquired from the disguised low-
secure network 4.

Inthis case, the collation unit 12 saves the data 21 acquired
from the high-secure network 3 in the storage unit 15 regard-
less of whether the collation result is “match” or “mismatch”.
Since the high-secure network 3 is highly reliable, even if the
collation result in the collation unit 12 is “mismatch”, the data
21 acquired from the high-secure network 3 is saved in the
storage unit 15.

[Case in which Collation Result is “Match”]

The collation result in the collation unit 12 is sent to the
reliability information DB construction unit 14. If the colla-
tion result in the collation unit 12 is “match”, the reliability
information DB construction unit 14 uses the data 21
acquired from the high-secure network 3 as a resource, and
writes, as information indicating the reliability of access to
this resource in the table TB1 within the reliability informa-
tion DB 13, the correspondence between the identifier of the
data (data identifier), the identifier of the network (NW iden-
tifier) used to acquire collation information of the data, and
the identifier of the network (NW identifier) used to acquire
the data. In this example, the data identifier #DA of the data
21, the NW identifier HNW of the high-secure network 3, and
the NW identifier LNW of the low-secure network 4 are
combined and written in the table TB1 (see FIG. 6) within the
reliability information DB 13.

Ifthe collation result in the collation unit 12 is “match”, the
reliability information DB construction unit 14 uses the low-
secure network 4 as a resource, and writes the correspondence
between the identifier of the low-secure network 4 and con-
nection permission/inhibition information in the table TB2
within the reliability information DB 13 as information indi-
cating the reliability of access to this resource. In this
example, the NW identifier LNW of the low-secure network
4 and information (“O ) indicating permission of connection
are paired and written in the table TB2 (see FIG. 6).

[Access to Data]

By looking up the table TB1 (FIG. 6) in the reliability
information DB 13, the data access unit 16 permits access to
the data 21 in the storage unit 15 thathas been downloaded via
the high-secure network 3, upon connection to the high-se-
cure network 3 and connection to the low-secure network 4.
The data access permission/inhibition determination unit
16-1 makes this determination.
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[Access to Network]

The communication control unit 11 permits access to the
low-secure network 4 by looking up the table TB2 (FIG. 6) in
the reliability information DB 13. The network access per-
mission/inhibition determination unit 11-3 makes this deter-
mination. As for the high-secure network 3, reliability is
considered to be high, and access to this network is always
permitted without referring to information in the reliability
information DB 13.

In this way, according to the second method of the first
exemplary embodiment, when the collation result in the col-
lation unit 12 is “match”, i.e., when it is determined that the
low-secure network 4 is not disguised, the communication
terminal 1 can access both the high-secure network 3 and
low-secure network 4. Further, the communication terminal 1
can access the data 21 in the storage unit 15 upon connection
to either network. The data 21 can be used on both the high-
secure network 3 and low-secure network 4 while maintain-
ing security.

[Case in which Collation Result is “Mismatch”]

The collation result in the collation unit 12 is sent to the
reliability information DB construction unit 14. If the colla-
tion result in the collation unit 12 is “mismatch”, the reliabil-
ity information DB construction unit 14 uses the data 21
acquired from the high-secure network 3 as a resource, and
writes the correspondence between the identifier of the data
(data identifier) and the identifier of the network (NW iden-
tifier) used to acquire the data in the table TB1 within the
reliability information DB 13 as information indicating the
reliability of access to this resource. In this example, the data
identifier #DA of the data 21 and the NW identifier HNW of
the high-secure network 3 used to acquire the data 21 are
made to correspond to each other, and written in the table TB1
within the reliability information DB 13 (see FIG. 7).

Ifthe collation result in the collation unit 12 is “mismatch”,
the reliability information DB construction unit 14 uses the
low-secure network 4 as a resource, and writes the correspon-
dence between the identifier of the low-secure network 4 and
connection permission/inhibition information in the table
TB2 within the reliability information DB 13 as information
indicating the reliability of access to this resource. In this
example, the NW identifier LNW of the low-secure network
4 and information (“x”) indicating inhibition of connection
are paired and written in the table TB2 (see FIG. 7).

[Access to Data]

By looking up the table TB1 (FIG. 7) in the reliability
information DB 13, the data access unit 16 permits access to
the data 21 in the storage unit 15 that has been downloaded via
the high-secure network 3, only upon connection to the high-
secure network 3. The data access permission/inhibition
determination unit 16-1 makes this determination.

[Access to Network]

The communication control unit 11 inhibits access to the
low-secure network 4 by looking up the table TB2 (FIG. 7) in
the reliability information DB 13. The network access per-
mission/inhibition determination unit 11-3 makes this deter-
mination. As for the high-secure network 3, reliability is
considered to be high, and access to this network is always
permitted without referring to information in the reliability
information DB 13.

In this manner, according to the second method of the first
exemplary embodiment, when the collation result in the col-
lation unit 12 is “mismatch”, i.e., when it is determined that
the low-secure network 4 is disguised, access to the disguised
low-secure network 4 is inhibited. Hence, only access to the
high-secure network 3 is permitted, ensuring security. Only
upon connection to the high-secure network 3, access to the
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data 21 in the storage unit 15 is permitted, and the data 21 can
be used only on the high-secure network 3.

Note that the above-described first and second methods of
the first exemplary embodiment always permit access to the
high-secure network 3 without referring to information in the
reliability information DB 13. However, as for the high-se-
cure network 3, similar to the low-secure network 4, the NW
identifier HNW and information (““O”") indicating permission
of connection may be paired and written in the table TB2, and
whether to permit/inhibit access to the high-secure network 3
may be determined by looking up the table TB2.

The above-described second method of the first exemplary
embodiment simultaneously acquires the data 21 via the
high-secure network 3 and acquires the collation information
22 via the low-secure network 4. Alternatively, after the data
21 acquired via the high-secure network 3 is saved in the
storage unit 15, when, for example, the communication ter-
minal 1 enters the communication area of the low-secure
network 4, the collation information 22 may be acquired via
the low-secure network 4 to collate the acquired collation
information 22 with the data 21 saved in the storage unit 15.

The first and second methods of the first exemplary
embodiment have been described using an example in which
the number of low-secure networks 4 is one. In practice, a
plurality of low-secure networks 4 exist. FIG. 8 shows a case
in which three low-secure networks 4-1, 4-2, and 4-3 exist.

In the access control system shown in FIG. 8, for example,
when the first method of the first exemplary embodiment is
employed, the database of reliability information is con-
structed as follows in the reliability information DB 13 of the
communication terminal 1.

Referring to FIG. 8, the NW identifier of the low-secure
network 4-1 is LNW1, that of the low-secure network 4-2 is
LNW?2, and that of the low-secure network 4-3 is LNW3. The
server 2 has data 21-1, 21-2, and 21-3 such as an application
and content, and has collation information 22-1, 22-2, and
22-3 as the hash values of the data 21-1, 21-2, and 21-3. The
data identifier of the data 21-1 is #DA, that of the data 21-2 is
#DB, and that of the data 21-3 is #DC.

In this case, the communication terminal 1 acquires the
collation information 22-1 via the high-secure network 3,
acquires the data 21-1 via the low-secure network 4-1, and
collates the acquired collation information 22-1 and data
21-1.

If the collation result is “match”, it is determined that the
data 21-1 acquired from the low-secure network 4-1 is reli-
able, and the NW identifier HN'W of the high-secure network
3 and the NW identifier LNW1 of the low-secure network 4-1
are written in the table TB1 within the reliability information
DB 13 in correspondence with the data identifier #DA of the
data 21-1 (see FIG. 9A). The NW identifier LNW1 of the
low-secure network 4-1 and information (“O”) indicating
permission of connection are paired and written in the table
TB2 (see FIG. 9A).

Then, the communication terminal 1 acquires the collation
information 22-2 via the high-secure network 3, acquires the
data 21-2 via the low-secure network 4-2, and collates the
acquired collation information 22-2 and data 21-2.

If the collation result is “mismatch”, it is determined that
the data 21-2 acquired from the low-secure network 4-2 is
unreliable, and information (“~") indicating that there is no
available network is written in the table TB1 within the reli-
ability information DB 13 in correspondence with the data
identifier #DB of'the data 21-2 (see F1G. 9B). Further, the NW
identifier LNW2 of the low-secure network 4-2 and informa-
tion (“x”) indicating inhibition of connection are paired and
written in the table TB2 (see FIG. 9B).
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After that, the communication terminal 1 acquires the col-
lation information 22-3 via the high-secure network 3,
acquires the data 21-3 via the low-secure network 4-3, and
collates the acquired collation information 22-3 and data
21-3.

If the collation result is “mismatch”, it is determined that
the data 21-3 acquired from the low-secure network 4-3 is
unreliable, and information (“~") indicating that there is no
available network is written in the table TB1 within the reli-
ability information DB 13 in correspondence with the data
identifier #DC of the data 21-3 (see FIG. 9C). The NW iden-
tifier LNW3 of the low-secure network 4-3 and information
(“x”) indicating inhibition of connection are paired and writ-
ten in the table TB2 (see FIG. 9C).

As described above, this system can prevent an attack on a
server on a high-secure network. This is because data and
collation information can be downloaded from a plurality of
networks and collated to determine that data is not malicious
one on a disguised server.

The reason for this is 1) the server can be reached from a
plurality of networks and thus is the same one on the Internet,
or 2) the server is disguised but data is not tampered and is not
malicious one. This can prevent an attack on a high-secure
network by malicious data on a low-secure network.

This system can also prevent access to a network whose
DNS is spoofed. This is because whether to permit/inhibit
access to a network is determined using reliability informa-
tion in the reliability information DB.

In addition, this system can reduce the server installation
cost. Conventionally, installing a reliable server requires the
cost of certificate acquisition and the like. However, this
system can improve the security level by only storing colla-
tion information on the server side without any other prepa-
rations.

Note that the first method of the first exemplary embodi-
ment acquires the collation information 22 via the high-se-
cure network 3, and the second method of the first exemplary
embodiment acquires the collation information 22 via the
low-secure network 4. However, it is also possible to acquire
the data 21 from both the high-secure network 3 and low-
secure network 4, generate hash values from the respective
data 21 acquired from the high-secure network 3 and low-
secure network 4, and compare the generated hash values
(hash comparison). In this case, hash comparison need not
always be executed, and binary comparison may be done to
compare the binary values of the acquired data 21. This
method will be called the third method of the first exemplary
embodiment.

Second Exemplary Embodiment

Example which Adopts Third Method of First
Exemplary Embodiment

FIG. 10 is a view showing the configuration of another
exemplary embodiment (second exemplary embodiment) of
an access control system according to the present invention.
In the second exemplary embodiment, the communication
terminal 1 will be referred to as 1A in order to discriminate it
from a communication terminal used in an access control
system according to the third exemplary embodiment (to be
described later).

The communication terminal 1A includes a communica-
tion control unit 11, collation unit 12, reliability information
DB 13, reliability information DB construction unit 14, stor-
age unit 15, and data access unit 16.
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In the access control system of the second exemplary
embodiment, the communication control unit 11 of the com-
munication terminal 1A is a control unit which connects to a
network and communicates with it. The communication con-
trol unit 11 includes an NW identification unit 111 and com-
munication unit 112.

The NW identification unit 111 is a means for identifying
a connected network. Referring to FIG. 10, the NW identifi-
cation unit 111 determines which of a high-secure network 3
and low-secure network 4 is connected to the communication
terminal 1A. For example, the NW identification unit 111
determines a connected network based on the name of a
connected network for 3G wireless communication, or based
on the BSSID or ESSID of a connected access point for a
wireless LAN.

The communication unit 112 is a means for acquiring data
such as an application or content from a server 2 via either the
high-secure network 3 or low-secure network 4. Examples
are a 3G wireless network, Ethernet®, wireless LAN
(IEEE802.11), and Bluetooth®.

The communication unit 112 has a function of delivering
acquired data to the collation unit 12 together with the iden-
tifier of the data (data identifier) and the identifier of the
network (NW identifier). The data identifier is, e.g., a URL,
and can be represented by “http://foo.bar.com/sample.exe” or
the like. Further, the communication unit 112 has a function
of referring to reliability information in the reliability infor-
mation DB 13 to determine whether to permit/inhibit access
when the communication terminal 1 is to access a network.
This function of the communication unit 112 corresponds to
a network access permission/inhibition determination means
in the present invention.

The collation unit 12 collates data based on the data, data
identifier, and NW identifier which have been delivered from
the communication unit 112. More specifically, the collation
unit 12 determines whether the data matches downloaded
data, and updates information in the reliability information
DB 13 via the reliability information DB construction unit 14
in accordance with the collation result.

The storage unit 15 is a means for storing acquired data.
When no data exists in the communication terminal 1 upon
downloading data 21 from the server 2, the collation unit 12
regards the data as data downloaded for the first time, and
stores it in the storage unit 15.

The reliability information DB 13 is a database which
stores, as reliability information, correspondence between the
data identifier and the NW identifier (table TB1), and the
correspondence between the NW identifier and connection
permission/inhibition information (table TB2).

The reliability information DB construction unit 14 is a
means for updating the contents of the tables TB1 and TB2 in
the reliability information DB 13 based on the data identifier,
NW identifier, and collation result information which have
been delivered from the collation unit 12.

The data access unit 16 has a function of determining
whether to permit/inhibit access to data stored in the storage
unit 15, by referring to the NW identifier (acquired from the
NW identification unit 111) of a currently connected network
and information in the reliability information DB 13 upon
receiving a data access request from the user or application of
the communication terminal 1. This function of the data
access unit 16 corresponds to a data access permission/inhi-
bition determination means in the present invention.

[Download of Data]

An operation when the user downloads the data 21 from the
server 2 using the communication terminal 1A will be
explained with reference to a flowchart shown in FIG. 11.
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The communication terminal 1A acquires the data 21 from
the server 2 using the communication unit 112 (step S101). At
this time, the communication unit 112 acquires an NW iden-
tifier from the NW identification unit 111. That is, the com-
munication unit 112 acquires the NW identifier of the net-
work used to acquire the data 21. The communication unit
112 delivers, to the collation unit 12, the acquired data, the
identifier of the data, and the NW identifier of the network
used to acquire the data.

The collation unit 12 searches the storage unit 15 and
reliability information DB 13, and checks whether data hav-
ing the same data identifier has already existed (step S102).
When the data 21 is acquired for the first time, information
corresponding to the data identifier ofthe data 21 has not been
stored yet in the storage unit 15 and reliability information
DB 13.

In this case, in response to NO in step S103, the collation
unit 12 saves the data 21 in the storage unit 15 (step S104).
Also, the collation unit 12 writes the correspondence between
the data identifier and the NW identifier in the table TB1
within the reliability information DB 13 via the reliability
information DB construction unit 14 (step S105). If the NW
identifier is the identifier of a low-secure network, the colla-
tion unit 12 writes the correspondence between the NW iden-
tifier and connection permission/inhibition information in the
table TB2 within the reliability information DB 13 via the
reliability information DB construction unit 14 (step S106).

In this example, assume that the data 21 is acquired first
using the high-secure network 3. In this case, the NW iden-
tifier HNW of the high-secure network 3 is written in the table
TB1 within the reliability information DB 13 in correspon-
dence with the data identifier #DA of the data 21, as shown in
FIG. 12.

Making data correspond to a network when the data is
downloaded for the first time means that the data can run
using the network “used for download”. In other words, the
operation of data during connection to a network other than
one used for download is restricted (e.g., communication is
rejected).

A case in which the same data (one having the same data
identifier) is to be downloaded for the second and subsequent
times will be explained. In this example, assume that the same
data (one having the same data identifier) is to be acquired
using the low-secure network 4. Also in this case, the com-
munication unit 112 delivers the data, data identifier, and NW
identifier to the collation unit 12.

The collation unit 12 searches the storage unit 15 and
reliability information DB 13, and checks whether data hav-
ing the same data identifier has already existed (step S102).
Since this download is the second one, data having the same
data identifier is detected.

In response to YES in step S103, the collation unit 12
determines whether data (previously downloaded data)
which is saved in the storage unit 15 and has the same data
identifier is the same as the currently acquired data (step
S107). In this case, various collation methods are conceiv-
able, including hash comparison of comparing the hash val-
ues of data, and binary comparison of comparing the binary
values of data.

This is identical to collation of previously downloaded data
and currently acquired data. That is, data acquired from the
high-secure network 3 is collated with one acquired from the
low-secure network 4.

If the data completely match each other in this collation
(YES in step S108), it can be guaranteed that the currently
acquired data is completely the same as the previously
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acquired data. In other words, the data has been acquired from
the same server as that from which the data was acquired
previously.

In this case, the collation unit 12 adds, to the table TB1 in
the reliability information DB via the reliability information
DB construction unit 14, the correspondence between the
data identifier #DA of the currently acquired data 21 and the
NW identifier LNW of'the network used to acquire the data 21
(step S105: see FIG. 13). Also, the collation unit 12 writes, in
the table TB2 within the reliability information DB 13 via the
reliability information DB construction unit 14, the corre-
spondence between the NW identifier LNW ofthe low-secure
network 4 and information (“O) indicating permission of
connection (step S106: see FIG. 13).

If the acquired data do not match each other (NO in step
S108), the collation unit 12 discards the currently acquired
data 21' (step S109). Further, the collation unit 12 writes, in
the table TB2 within the reliability information DB 13 via the
reliability information DB construction unit 14, the corre-
spondence between the NW identifier LNW ofthe low-secure
network 4 and information (“x”) indicating inhibition of con-
nection (step S106: see FIG. 14).

[Access to Downloaded Data]

Processing when accessing data downloaded in the storage
unit 15 of the communication terminal 1 will be explained.
Assume that a request to access the data 21 in the storage unit
15 is received from the user or application of the communi-
cation terminal 1.

At this time, the data access unit 16 searches the reliability
information DB 13 using the data identifier #DA of the
requested data 21 and an NW identifier acquired from the NW
identification unit 111, and determines whether the data 21
saved in the storage unit 15 is accessible.

For example, assume that the contents of the table TB1 in
the reliability information DB 13 are in a state as shown in
FIG. 13. In this case, the data identifier #DA corresponds to
the NW identifiers HNW and LNW in the table TB1 within
the reliability information DB 13. Thus, the data access unit
16 permits access to the data 21 in the storage unit 15 upon
connection to the high-secure network 3 and connection to the
low-secure network 4.

To the contrary, when the contents of the table TB1 in the
reliability information DB 13 are in a state as shown in FIG.
14, the data identifier #DA corresponds to only the NW iden-
tifier HN'W in the table TB1 within the reliability information
DB 13. The data access unit 16 therefore permits access to the
data 21 in the storage unit 15 only upon connection to the
high-secure network 3.

[Access to Network]

Processing when the communication terminal 1 is to con-
nect to a network will be explained. When connecting to a
network, the communication unit 112 acquires an NW iden-
tifier from the NW identification unit 111. The communica-
tion unit 112 searches the reliability information DB 13 using
the acquired NW identifier, and determines whether to per-
mit/inhibit access to the network.

For example, assume that the contents of the table TB2 in
the reliability information DB 13 are in a state as shown in
FIG. 13. In this case, the NW identifier LNW corresponds to
information (“O) indicating permission of information in
the table TB2 within the reliability information DB 13. Thus,
the communication unit 112 permits access to the low-secure
network 4.

In contrast, when the contents of the table TB2 in the
reliability information DB 13 are in a state as shown in FIG.
14, the NW identifier LNW corresponds to information (“x”)
indicating inhibition of information in the table TB2 within
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the reliability information DB 13. Hence, the communication
unit 112 inhibits access to the low-secure network 4.

Third Exemplary Embodiment

Example which Adopts First Method of First
Exemplary Embodiment

The third exemplary embodiment will be described in
detail below with reference to the accompanying drawings. In
the second exemplary embodiment, when data is down-
loaded, the storage unit 15 and reliability information DB 13
are searched, and if data having the same data identifier exists,
it is determined in step S108 of FIG. 11 whether these data are
identical to each other. To the contrary, in the third exemplary
embodiment, part of data is downloaded from a different
network and collated to determine whether these data are
identical.

FIG. 15 is a view showing the configuration of an access
control system according to the third exemplary embodiment.
In the third exemplary embodiment, the communication ter-
minal 1 used will be referred to as 1B. In the communication
terminal 1B, an attribute analysis unit 113 is added to a
communication control unit 11, and a collation information
generation unit 121 and data collation unit 122 are added to a
collation unit 12.

A communication unit 112 acquires an attribute file 23 of
data 21 from a server 2 via a high-secure network 3 (step S201
in FIG. 16). The attribute analysis unit 113 determines
whether collation information is contained in the acquired
attribute file 23 (step S202).

In the third exemplary embodiment, collation information
is data for specitying data, and may be a key issued by a
download source or the hash value of data as described above.
Also, collation information may be an irreversible value
derived by a one-way function, like the hash value, but is not
particularly limited. In this example, collation information is
the hash value of data.

It no collation information is contained (NO in step S203),
the body of the data 21 is acquired from the high-secure
network 3 (step S204). If collation information is contained
(YES in step S203), the body of the data 21 is acquired via a
different network based on a URL described in the attribute
file 23 (step S205). In this example, the body of the data 21 is
acquired from a low-secure network 4 in accordance with the
description (to be described later) of a network for use that is
contained in the attribute file 23.

Then, the processing shifts to data collation processing.
The collation information generation unit 121 generates col-
lation information from the acquired data 21 (step S206). In
this case, the collation information generation unit 121 cal-
culates the hash value of the data 21, as described above.

The data collation unit 122 compares the hash value gen-
erated by the collation information generation unit 121 with
the hash value acquired in step S202 (step S207). This means
that data acquired from the high-secure network 3 is collated
with one acquired from the low-secure network 4.

If the hash values do not match each other (NO in step
S208), data is considered to have been acquired from an
unintended server, and the acquired data is discarded (step
S209). Subsequent processing is the same as processing in
step S105 and subsequent steps of FIG. 11.

If'the hash values match each other (YES in step S208), the
data is regarded as the data 21 acquired from the same server
2. That s, itis determined that the data is not data 21' acquired
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from a spoofed server 2' on the low-secure network 4. Sub-
sequent processing is the same as processing in step S104 and
subsequent steps of FIG. 11.

The operation in the third exemplary embodiment will be
described in more detail. In this example, download of a Java
application in a mobile terminal (communication terminal)
will be explained. Assume that the mobile terminal is con-
nected to a cellular network serving as a high-secure network
and awireless LAN network serving as a low-secure network.
The downloaded Java application assumes communication
with the server 2 in FIG. 15 using either network during
execution.

First, Java application download processing will be
explained. In general, download of a Java application begins
with download of an attribute file called an ADF file or JAB
file. The mobile terminal verifies attributes such as the size
and creating source of the Java application, and if necessary,
inquires the user of the mobile terminal whether to download
the Java application. If it is determined to download the Java
application, the body of'the Java application is downloaded to
the mobile terminal. Processing will be explained according
to this flow.

Referring to FIG. 15, the user of the communication ter-
minal 1B selects a Java application to be downloaded by using
an input device or the like (not shown). At this time, the
communication unit 112 of the communication terminal 1B
acquires the attribute file 23 of the selected Java application
from the server 2. The attribute file 23 is acquired via the
cellular network 3.

The acquired attribute file 23 is delivered to the attribute
analysis unit 113. FIG. 17 shows the attribute file 23 in the
third exemplary embodiment. The attribute file 23 describes
the URL of the data body and the type of network for use
(cellular/wireless LAN in this example) in addition to the data
name. Further, the attribute file 23 describes the hash value of
the data body as the collation information 22. A hash function
for generating a hash value is not particularly limited, and
may be one determined in advance between the server 2 and
the communication terminal 1B, or one defined by a commu-
nication provider who manages the cellular network 3. The
hash function may be described in the attribute file 23.

The attribute analysis unit 113 verifies the attribute file 23
and determines whether to use the wireless LAN network 4.
In the third exemplary embodiment, the hash value is
described as the collation information 22, and the wireless
LAN is described as a network for use, as shown in FIG. 17.
Thus, the attribute analysis unit 113 determines that the Java
application is one using the wireless LAN network 4. The
communication unit 112 stores the acquired attribute file 23 in
a storage unit 15.

Then, the body (application A) of the data 21 is acquired
via the wireless LAN network 4 based on the data URL in the
attribute file 23. The collation information generation unit
121 calculates the hash value of the acquired application A,
and the data collation unit 122 collates it with the hash value
in the attribute file 23. FIG. 18 shows this state.

If the hash value in the attribute file 23 matches the calcu-
lated hash value, the data collation unit 122 determines that
the acquired application A has not been tampered and is
reliable, and thus permits the use on both the cellular network
3 and wireless LAN network 4.

More specifically, the NW identifier CELN of the cellular
network 3 and the NW identifier WLAN1 of the wireless
LAN network 4 are written in a table TB1 of a reliability
information DB 13 in correspondence with the data identifier
#A of the application A. Also, the correspondence between
the NW identifier WLANI1 of the wireless LAN network 4
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and information (“O”) indicating permission of information
is written in a table TB2 of the reliability information DB 13.
FIG. 19 shows this state. The acquired application A is saved
in the storage unit 15.

Next, processing when executing the downloaded applica-
tion A will be explained. A data access unit 16 accepts a
request to access the application A, searches the reliability
information DB 13 using the data identifier #A of the appli-
cation A and an NW identifier acquired from the NW identi-
ficationunit 111, and determines whether the application A in
the storage unit 15 is accessible.

In this case, the data identifier #A corresponds to the NW
identifiers CELN and WLANT in the table TB1 within the
reliability information DB 13. Thus, the data access unit 16
permits access to the application A in the storage unit 15 upon
connection to the cellular network 3 and connection to the
wireless LAN network 4.

The communication unit 112 acquires an NW identifier
from the NW identification unit 111, searches the reliability
information DB 13 using the acquired NW identifier, and
determines whether to permit/inhibit access to the network. In
this case, the NW identifier WLAN1 corresponds to informa-
tion (“O”) indicating permission of connection in the table
TB2 within the reliability information DB 13. Hence, the
communication unit 112 permits access to the wireless LAN
network 4. As for the cellular network 3, access to this net-
work is always permitted.

Accordingly, the communication terminal 1B can use the
application A in the storage unit 15 by using the cellular
network 3 and wireless LAN network 4 simultaneously or by
switching.

Note that the third exemplary embodiment has exemplified
a case in which the first method of the first exemplary embodi-
ment is employed. Similarly, the third exemplary embodi-
ment can also adopt the second method of the first exemplary
embodiment. In this case, the communication unit 112
acquires the attribute file 23 from the server 2 via the low-
secure network 4, and acquires the data 21 from the server 2
via the high-secure network 3.

In the above-described first to third exemplary embodi-
ments, the downloaded data 21 communicates with only the
server 2, but the present invention is not limited to this. That
is, when it is determined that the server 2 is reliable, it is
determined that even a server within the same subnet or
domain is reliable, and communication may be permitted. In
this case, the data 21 can communicate with a plurality of
servers.

When it is determined that a server different from the server
2 is reliable, communication with this server may be permit-
ted. In this case, the data 21 can communicate not only with
the server 2 but also with a plurality of servers.

In the above-described first to third exemplary embodi-
ments, when a mismatch occurs in collation processing,
access to a low-secure network having the NW identifier is
inhibited, but the present invention is not limited to this. That
is, return processing may be done such that collation process-
ing is executed again after the lapse of an arbitrary time, and
if a match occurs, access is permitted.

In the above-described first to third exemplary embodi-
ments, determination of whether to permit/inhibit access to
data and determination of whether to permit/inhibit access to
a network are combined and executed. However, whether to
permit/inhibit access to data may be singly determined, or
whether to permit/inhibit access to a network may be singly
determined.

When singly determining whether to permit/inhibit access
to a network, the data 21' acquired from the spoofed low-
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secure network 4 may be used on a high-secure network, and
is discarded without saving it in the communication terminal
1.

INDUSTRIAL APPLICABILITY

The access control system, access control method, and
communication terminal according to the present invention
are available in various fields as an access control system,
access control method, and communication terminal for con-
trolling access to data such as an application or content, and a
network.

The invention claimed is:

1. An access control system comprising a first network, a
second network lower in security than said first network, a
communication terminal connectable to said first network
and said second network, and a server which is connected to
said first network and said second network, transmits colla-
tion information which is information generated from data
and identifies the data to said communication terminal via one
of said first network and said second network, and transmits
the data to said communication terminal via another one of
said first network and said second network, said communica-
tion terminal comprising:

a communication control unit that acquires, from the server
via one of the first network and the second network, the
collation information, and acquires the data from the
server via another one of the first network and the second
network;

a collation unit that collates the collation information and
the data which are acquired by the communication con-
trol unit; and

a reliability information DB construction unit that con-
structs, based on a collation result of said collation unit,
areliability information DB as a database of information
indicating reliability of access to a resource.

2. An access control system according to claim 1, wherein
said communication terminal comprises a data access permis-
sion/inhibition determination unit that uses, as a resource,
data downloaded via one network out of said first network and
said second network, and refers to information in the reliabil-
ity information DB to determine whether to permit/inhibit
access to the resource.

3. An access control system according to claim 1, wherein
said communication terminal comprises a network access
permission/inhibition determination unit that uses at least
said second network as a resource, and refers to information
in the reliability information DB to determine whether to
permit/inhibit access to the resource.

4. An access control system according to claim 1, wherein
said communication terminal comprises:

a data access permission/inhibition determination unit that
uses, as a resource, data downloaded via one network out
of said first network and said second network, and refers
to information in the reliability information DB to deter-
mine whether to permit/inhibit access to the resource;
and

a network access permission/inhibition determination unit
that uses at least said second network as a resource, and
refers to information in the reliability information DB to
determine whether to permit/inhibit access to the
resource.

5. An access control system according to claim 1, wherein
said collation unit of said communication terminal collates a
hash value of data acquired from one network out of said first
network and said second network with a hash value of data
acquired from the other network.
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6. An access control method comprising the steps of:

acquiring, from a server via one of a first network and a
second network lower in security than the first network,
collation information generated from data and identifies
that data, wherein the server is connected to said first
network and said second network, transmits the colla-
tion information to a communication terminal via one of
said first network and said second network, and trans-
mits the data to said communication terminal via another
one of said first network and said second network;

acquiring the data from the server via another one of the
first network and the second network;

collating the collation information and the acquired data;
and

constructing, based on a result of the collation, a reliability
information DB as a database of information indicating
reliability of access to a resource.

7. An access control method according to claim 6, further
comprising the step of using, as a resource, data downloaded
via one network out of the first network and the second
network, and referring to information in the reliability infor-
mation DB to determine whether to permit/inhibit access to
the resource.

8. An access control method according to claim 6, further
comprising the step of using at least the second network as a
resource, and referring to information in the reliability infor-
mation DB to determine whether to permit/inhibit access to
the resource.

9. An access control method according to claim 6, further
comprising the steps of:

using, as a resource, data downloaded via one network out
of the first network and the second network, and refer-
ring to information in the reliability information DB to
determine whether to permit/inhibit access to the
resource; and

using at least the second network as a resource, and refer-
ring to information in the reliability information DB to
determine whether to permit/inhibit access to the
resource.

10. An access control method according to claim 6,
wherein the step of collating the collation information
acquired for the data from said one network with the data
acquired from the other network includes collating a hash
value of data acquired from said one network with a hash
value of data acquired from the other network.

11. A communication terminal comprising:

a communication control unit that acquires, from a server
via one of a first network and a second network lower in
security than the first network, collation information that
is generated from data and identifies said data, and
acquires the data from the server via another one of the
first network and the second network, wherein the server
is connected to said first network and said second net-
work, transmits the collation information to said com-
munication terminal via one of said first network and
said second network, and transmits the data to said com-
munication terminal via another one of said first network
and said second network;
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a collation unit that collates the collation information and
the data which are acquired by the communication con-
trol unit; and

a reliability information DB construction unit that con-
structs, based on a result of the collation, a reliability
information DB as a database of information indicating
reliability of access to a resource.

12. A communication terminal according to claim 11, fur-
ther comprising a data access permission/inhibition determi-
nation unit that uses, as a resource, data downloaded via one
network out of the first network and the second network, and
refers to information in the reliability information DB to
determine whether to permit/inhibit access to the resource.

13. A communication terminal according to claim 11, fur-
ther comprising a network access permission/inhibition
determination unit that uses at least the second network as a
resource, and refers to information in the reliability informa-
tion DB to determine whether to permit/inhibit access to the
resource.

14. A communication terminal according to claim 11, fur-
ther comprising:

a data access permission/inhibition determination unit that
uses, as a resource, data downloaded via one network out
of'the first network and the second network, and refers to
information in the reliability information DB to deter-
mine whether to permit/inhibit access to the resource;
and

a network access permission/inhibition determination unit
that uses at least the second network as a resource, and
refers to information in the reliability information DB to
determine whether to permit/inhibit access to the
resource.

15. A communication terminal according to claim 11,
wherein said collation unit collates a hash value of data
acquired from one network out of the first network and the
second network with a hash value of data acquired from the
other network.

16. A communication terminal comprising:

communication control means for acquiring, from a server
via one of a first network and a second network lower in
security than the first network, collation information that
is generated from data and identifies said data, wherein
the server is connected to said first network and said
second network, transmits the collation information to
said communication terminal via one of said first net-
work and said second network, and transmits the data to
said communication terminal via another one of said
first network and said second network;

data acquisition means for acquiring data from the server
via another one of the first network and the second
network;

collation means for collating the collation information and
the data which are acquired; and

reliability information DB construction means for con-
structing, based on a result of the collation, a reliability
information DB as a database of information indicating
reliability of access to a resource.
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