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METHOD AND APPARATUS FOR 
PROTECTING MEMORY STACKS 

FIELD OF THE INVENTION 

The present invention relates to method and apparatus for 
protecting memory Stacks, and is particularly concerned 
with preventing buffer overflow attacks. 

BACKGROUND OF THE INVENTION 

There are currently a number of Serious Security Vulner 
abilities that are associated with buffer overflow attacks with 
most existing Software. An attacker exploits these existing 
Software Vulnerabilities to gain root control of, or denial of 
use to, a target computer System. A buffer overflow attack 
relies on the lack of boundary checking in Software lan 
guages and lack of programmer discipline that allows the 
interjection and execution of malicious code by an attacker. 
Buffer overflow exploit rely on corrupting the processing 
element (microprocessor or microcomputer) Software Stack 
So that the malicious code can be executed by the processing 
element, thereby giving the attacker control of the target 
computer. Buffer overflow attacks are the dominant mode of 
hacker attack for existing computer Systems. 

Normally, when a buffer overflow vulnerability is found, 
a software vendor will create software patches to fix the 
particular buffer overflow vulnerability. Applying software 
patches however is costly, time consuming, and ineffective 
overall Since it always happens after the Vulnerability has 
been discovered and most often has already been exploited. 

Buffer overflow attacks have the following characteris 
tics: 

Very widespread vulnerability and dominant mode of 
attack for computer Systems. (e.g. Well publicized 
distributed denial of service (DdoS) attacks on Yahoo, 
Ebay and others); 

Attacker gains root control of a target computer System; 
Buffer overflows result from a lack of boundary checking 

and lack of programmer discipline that allows the 
interjection and execution of malicious code, 

Relies on corrupting the processor Stack So that the 
malicious code can be executed, thereby giving the 
attacker control of the target computer. 

How a buffer overflow attack works is described with 
reference to FIGS. 1a-1d. 

Referring to FIG. 1a, there is illustrated how a normal 
processing element execution occurs for a Stack 10, with a 
Stack pointer (SP) 12 pointing to the top of the used Stack in 
an external memory for Storing data 14. The Stack is 
typically either a static random access memory (SRAM) or 
a dynamic random access memory (DRAM) that normally 
resides external to a processing element using it. 

Referring to FIG. 1b, when a Subroutine is called via a 
jump to Subroutine command (JSR), the processor pushes 
the current program execution address onto the Stack to be 
used as the return address 16 for when the Subroutine has 
completed executing. The Stack pointer 12 is incremented to 
point to the top of the used Stack. 

Referring to FIG. 1c, the called Subroutine executes, and 
gets any input/output variables requested by the Subroutine 
and places these on the Stack, as indicated at 18 again 
incrementing the Stack pointer to point to the top of the used 
Stack. The Subroutine most often gets input/output variables 
by means of a string copy command strcpy(). Once the 
Subroutine has executed, a return command (RET) is issued. 
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2 
Execution then continues normally from the return address 
that was previously pushed onto the Stack when the Subrou 
tine was originally called. The previously pushed return 
address is placed into the program counter to allow execu 
tion to continue at the correct place after the Subroutine has 

. 

Referring to FIG. 1d, there is illustrated a typical stack 
overflow attack. If the called Subroutine does not properly 
check the quantity of data being placed on the Stack (most 
often it does not), the data can overwrite the original return 
address, as indicated by 20. When the return command 
(RET) is now called, program execution jumps to Some 
location other than intended location caused by “New 
Return Address.” During a buffer overflow attack, an 
attacker Submits data to the program, which are actually 
malicious Software instructions, with the last piece of data 
coordinated to overwrite the original return address with a 
pointer to a location in the Stack itself, as indicated by 22. 
These data are Submitted in many ways depending on the 
particular program and buffer overflow attack. One typical 
example is on a web page where the user is requested to 
input data into a form. When the return command (RET) is 
now called, program execution Starts from the instruction 
the attacker has placed into the Stack, e.g. "Instruction 1 
and the attacker now has complete control over the target 
computer. 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide an 
improved method and apparatus for protecting memory 
stacks from buffer overflow attacks. 

In accordance with an aspect of the present invention 
there is provided a method and apparatus for protecting 
processing elements from buffer overflow attacks are pro 
Vided. The apparatus includes a memory Stack for, upon 
execution of a jump to Subroutine, Storing a return address 
in a first location in a Stack memory. A Second location 
Separate from the Stack memory for Storing an address of the 
first location and a third location Separate from the Stack 
memory for Storing the return address itself are included. A 
first comparator upon completion of the Subroutine, com 
pares the address Stored in the Second location to the first 
location in the Stack memory and a first interrupt generator 
provides an interrupt signal if locations are not the same. A 
Second comparator looks at the return address Stored in the 
third location and the return address stored in the first 
location in the Stack memory and has a Second interrupt 
generator for generating an interrupt signal if addresses are 
not the same. 

In accordance with an aspect of the present invention 
there is provided a further method and apparatus for pro 
tecting processing elements from buffer overflow attacks 
includes a memory Stack for, upon execution of a jump to 
Subroutine in a first processor, Storing a return address in a 
first location in a Stack memory and a Second location 
Separate from the Stack memory for Storing results for the 
Subroutine operation. Also included is a Second processor 
including routines for data manipulation associated with the 
Subroutine, Separate from the first processor and for Storing 
any resultant data in the Second location, which is readable 
by the first processor Separate from the Stack memory. 
The Solutions proposed in the present invention prevent 

buffer overflow attacks from occurring by preventing Stack 
corruption from occurring directly at the hardware level. 
The methods proposed in the present invention prevents 

buffer overflow vulnerabilities from occurring in the first 
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place, and as Such is a much better Solution than applying 
Software patches after the fact. 
An advantage of the present invention is buffer overflow 

attacks are prevented at a fundamental processing element 
level. Software programmerS do not require knowledge of 
buffer overflow attack methodology and protection provided 
is fully transparent to the programmer. Neither training nor 
change in behavior is required on the programmer's part. 
The present invention is compatible with existing compilers 
and development environments, and no modifications are 
required to Software languages. Since this invention pre 
vents buffer overflow attacks right at the fundamental hard 
ware level, future buffer overflow attacks will be prevented 
as well as known existing exploits. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be further understood from the 
following detailed description with reference to the draw 
ings in which: 

FIGS. 1a–1d illustrate how a processing element execu 
tion occurs for a stack and how typical buffer overflow 
attacks are effected; 

FIG. 2 illustrates a Stack protection Subsystem in accor 
dance with an embodiment of the present invention; 

FIG. 3 illustrates a Stack protection Subsystem in accor 
dance with a Second embodiment of the present invention; 
and 

FIG. 4 illustrates a functional block diagram operation of 
the buffer overflow protection co-processor of FIG. 3. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Referring to FIG. 2 there is illustrated a stack protection 
Subsystem in accordance with an embodiment of the present 
invention. The stack protection Subsystem 100 resides on a 
processing element and is coupled to an external random 
access memory (RAM) 102. The stack protection subsystem 
100 includes a stack protection logic (SPS Logic) 104 
having inputs for a stack pointer register (SP) 106 and a 
program counter (PC) 108. The stack protection subsystem 
100 also includes a plurality of SPS address registers 
110a–110n, an address comparator 112 having a correspond 
ing plurality of inputs and an address bus input 113, a 
plurality of SPS data registers 114a–114n, and a data com 
parator 116 having a corresponding plurality of inputs and 
an data bus input 115. The registers 110 and 114 are 
hardware registers that may be implemented as latches, 
flip-flops or other Similar devices within the processing 
element. In contrast, the external memory, which contains a 
Stack 118, comprises Static or dynamic random access 
memory that does not reside within the processing element. 

In operation, under normal circumstances, whenever a 
Subroutine is called, the processing element executes a jump 
to Subroutine (JSR) instruction, or another similar instruc 
tion depending upon the particular processing element 
involved. This triggers the placement of the contents (data 
bits) of the program counter (PC) 108 onto the external stack 
118 to be used as the future return location after Subroutine 
execution as illustrated in FIG. 1b. The stack pointer register 
(SP) 106 points to the external memory location where the 
top of the Stack is located. AS part of the normal operation 
of the jump to subroutine (JSR) instruction, the internal 
circuitry of the microprocessor loads the program counter 
(108) with the address of the subroutine so that the program 
can continue executing with the Subroutine instructions that 
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4 
are stored. (That is, the program counter points to the 
memory location where the next instructions are located.) 
The program counter 108 is subsequently loaded with the 
address of the Subroutine, and Subroutine execution com 
CCCS. 

With the stack protection Subsystem, whenever a subrou 
tine is called, the content of program counter (PC) is placed 
in a Stack protection System data register (SPS data register) 
114a-n as well as being placed in the normal fashion into the 
external memory stack 118. The particular address in the 
external Stack 118 where the contents of the program counter 
is Stored is also loaded into a Stack protection System address 
register (SPS address register) 110a-n associated with each 
particular SPS data register. For example, a program counter 
content stored in SPS data register 114b has its correspond 
ing external Stack address Stored in SPS address register 
110b. In this fashion, whenever the content of the program 
counter is loaded to external Stack memory 118, the address 
of this stack location is recorded in the SPS address register 
and the actual data placed into the Stack is recorded in the 
SPS data register, all being internal Storage registers within 
the processing element. Consequently, no matter what hap 
pens to the external Stack memory, the addresses and con 
tents of particular Stack memory locations associated with 
Subroutine return addresses are Stored Safely within the 
processor element itself. 
AS discussed previously, after a particular Subroutine has 

executed the return address is retrieved from the external 
memory stack 118 and loaded into the program counter (PC) 
register 108 within the processing element to allow execu 
tion to continue. If the stack has been corrupted by a buffer 
overflow attack, the execution address will not be correct 
and malicious instructions can be run. With the new Stack 
protection System however, whenever a return instruction is 
executed by the processing element, or whenever the pro 
gram counter (PC) register 108 is loaded with data from an 
external Stack location, a new Series of events occur: 
The stack protection system logic (SPS logic) 104 detects 

that the PC register 108 is being requested to be loaded with 
data from an external Stack location. Either a return instruc 
tion (RET) has been executed or an instruction attempts to 
load the PC with data referenced by the stack pointer (SP). 

1. The SPS logic 104 enables an address comparator 
circuit 112 to compare the address of the external Stack 
location, which is being accessed, with those addresses 
previously stored in the SPS address registers 110a-n. 

2. The address comparator logic 104 should find a match 
with those addresses previously stored in the SPS 
address registers 110a-n. If no match is found there is 
an error in program execution and an interrupt excep 
tion is generated to the processor element, int 1 at an 
output 120. Note that this interrupt would indicate an 
error in program execution Since the correct addresses 
are not stored properly and this interrupt is not expected 
to occur often. 

3. When the address comparator logic 104 finds a match 
with an address stored in the SPS address registers, for 
example SPS address register 110b, an output enable 
Signal is generated to allow the data Stored in the 
associated SPS data register 114b to be placed at the 
input of the data comparator logic 116. 

4. The data comparator logic 116 compares the data Stored 
in the particular SPS data register 114b with that on the 
data bus 115, i.e. data contained in the external memory 
stack. If the data on the data bus 115 is the same as the 
data stored in the SPS data register 114b, then the 
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instruction for moving data to the program counter 
(PC) 108 is allowed to complete. If however, the data 
comparator indicates different data, the instruction to 
move data to the PC register 108 is aborted, and an 
interrupt exception is generated to the processing 
element, int 2 at an output 122. Note that this interrupt 
would indicate Stack corruption most likely due to 
buffer overflow, and this interrupt will occur during a 
buffer overflow attack. 

An alternate method would be to allow the SPS data 
register place the correct data into the PC and continue 
execution, however it is better to generate an exception Since 
the extent of the Stack corruption is not known. 

In this manner, any time data are attempted to be moved 
into the program counter register 108 from external Stack 
memory 118, the integrity of that data is checked by the 
stack protection system 100 before the data is allowed to be 
moved and change program execution. 

Please note that there are multiple SPS address registers 
110a-n and SPS data registers 114a-n, as indicated by the 
range a-n. These are required as Subroutines can be nested 
within other Subroutines, and thus multiple return addresses 
are placed and retrieved from the external Stack memory. 
The exact numbers of SPS address registers and SPS data 
registers required depends upon the particular processing 
element and Software language used. Use of greater than 100 
SPS address registers and SPS data registers is 
recommended, and with modern Small geometry integrated 
circuits this amount of hardware is very Small and negligible 
compared to all the other processing element circuitry. For 
example, even if greater than 1000 SPS registers are 
provided, the amount of hardware would still be relatively 
Small. 

All aspects of this invention can be implemented via new 
hardware added to the processing element Such as a micro 
processor or microcomputer itself, or through the use of new 
hardware which works in conjunction with an existing 
processing element Such as a microprocessor or microcom 
puter. Various portions of this invention can be implemented 
in processing element micro code or Software instead of, or 
in conjunction with, a hardware implementation. 

Referring to FIG. 3 there is illustrated a stack protection 
Subsystem in accordance with a Second embodiment of the 
present invention. The hardware Stack protection Subsystem 
described with regard to FIG. 2 is integrated internally to the 
processing element. In a Second embodiment of the present 
invention, buffer overflow protection is provided in a copro 
ceSSor element 140, Separate from the main processor, in 
order that the buffer overflow protection may be provided 
with existing processing elements. The co-processor 140 
includes an input/output (I/O) 142 and a buffer memory 144. 
The co-processor 140 implements the stack protection Sub 
System as an element Separate from main processing ele 
ments. The co-processor 140 prevents Stack corruption, 
which occurs during buffer overflow attacks by handling, on 
behalf of the main processor 101, all buffer and string 
operations from the main processing element. The 
co-processor utilizes additional registers, memory, other 
hardware functions, and an associated Software library to 
prevent Stack corruption that occurs during a buffer overflow 
in an unprotected processing element. 

In addition to warning the main processing element by 
generating an exception interrupt when a buffer overflow 
becomes immanent, the coprocessor returns properly termi 
nated data to the main processor, within the Specified bounds 
of the calling architecture. The co-processor physically 
prevents a buffer overrun from reaching the main processing 
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6 
element thereby preventing Stack corruption from occurring 
and thus a buffer overflow attack from being possible. This 
Stack protection co-processor does not guarantee that legiti 
mate data will be input to a program; however it does 
prevent attempts to input malicious data in a manner that 
would cause a buffer overflow and Subsequent access to 
System resources. The coprocessor does guarantee that all 
String data processed by the main processor will be properly 
formatted and terminated for the invoking routine. 
The buffer overflow protection co-processor 140 com 

prises a Series of hardware implemented String processing 
functions. These generic functions perform most common 
String manipulation, and data input procedures. These func 
tions are created by hardware Such as latches, flip-flops or 
other Such hardware within the co-processing element itself 
and are not contained in memory external to either the main 
processor 101 or the coprocessor 140. A suitably size buffer 
memory 144 is resident within the co-processor 140 itself. 
The buffer overflow protection co-processor 140 does not 

allow external input data to access the main processors 
stack in main memory (not shown in FIG. 3) until after it has 
been processed and bounded. The coprocessor 140 provides 
finite length Strings back to the calling main processor 
routine from a separate memory array 144 that is not 
contained on the Stack but is contained in the coprocessor 
140. In this way the buffer overflow protection co-processor 
prevents the return address for Subroutines from becoming 
corrupted. 

Referring to FIG. 4, there is illustrated in a functional 
block diagram operation of the buffer overflow protection 
co-processor of FIG. 3. Advantageously, at the time of 
Software routine development, no change is necessary in the 
development language. The native language definitions for 
routines that perform String manipulation and data input 
procedures are used. 
The routines that perform these native language routines 

for String manipulation and data input procedures are pro 
Vided as precompiled programming elements called librar 
ies. To use the functions of the buffer overflow co-processor, 
a replacement precompiled programming library is provided 
that replaces the precompiled programming library provided 
by the programming language manufacture. In this way 
instead of the program using the Standard String manipula 
tion and input procedures, the program uses String manipu 
lation and input procedures that make use of the buffer 
overflow protection co-processor. 
The buffer overflow protection co-processor uses finite 

length strings 150. The lengths of these strings are defined 
as the first two bytes of the data type 152, as shown in FIG. 
4. The end of a string is indicated by the null value (OX00 
hexadecimal) being Stored in a memory location 154 after 
the string. The coprocessor 140 ensures that the null value 
(OX00 hexadecimal) is stored at the location corresponding 
to the String length value. To ensure compatibility with all 
programming languages and to add maximum Security, a 
OXOO is also placed by the coprocessor 140 into the 
(maximum String length-1) location 156, which ensures that 
any String is definitely be terminated. 
The buffer overflow protection processor 140 is invoked 

by Software in the following manner: 
1. A routine calls a String processing or buffer manipula 

tion procedure or function (e.g., String copy or 
“strepy'); 

2. The parameters associated with the procedure or func 
tion (e.g. a return address) are placed on the main 
processor stack 118 in memory 102 and a JSR (jump to 
Subroutine). Operation Code is executed to transfer 
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control to the overflow protection co-processor inter 
face routines, 

3. The buffer overflow protection co-processor 140 begins 
to process the String manipulation procedure or data 
input function; 

4. The buffer overflow protection co-processor 140 allo 
cates its internal memory for the results of the opera 
tion; 

5. The buffer overflow protection co-processor 140 con 
verts the called String or buffer parameters into its 
internal string/buffer representation 150, with finite, 
defined length; 

6. The buffer overflow protection co-processor 140 per 
forms the desired operation; 

7. The buffer overflow protection co-processor 140 places 
the results in its internal memory, which are accessible 
to the main processor, 

8. The controlling software now performs a RTS (return 
from Subroutine), returning control to the calling Soft 
ware on the main processor 101 that then retrieves the 
return address from its stack 118; 

Since the data is never placed on the main memory Stack 
118, but rather is handled by the coprocessor 140, the data 
is bounded in length. The main memory Stack data cannot be 
corrupted and a buffer overflow attack thus is avoided. 

Thus, the co-processor acts as an intelligent Stack 
memory, which enforces rules for what is entered in the 
"Stack', thereby preventing overflow attacks. The Stack 
co-processor allocates its internal memory to take the place 
of the external Stack memory, but only for the String and 
buffer manipulation commands, which are associated with 
buffer overflow attacks. The storing of return addresses and 
other information still occurs on the external stack 118 
contained in memory 102. The coprocessor 140 takes over 
when String copy commands, buffer manipulation 
commands, or other risky data input commands are issued, 
thereby preventing the external stack 118 from being cor 
rupted by these commands in a buffer overflow attack 
Scenario. 
What is claimed is: 
1. A method of protecting processing elements from buffer 

overflow attacks, the method comprising the Steps of: 
upon execution of a jump to Subroutine, Storing a return 

address in a first location in a Stack memory; 
Storing an address of the first location in a Second location 

Separate from the Stack memory; 
Storing the return address itself in a third location Separate 

from the Stack memory; 
upon completion of the Subroutine, comparing the address 

Stored in the Second location to the first location in the 
Stack memory; 

if equal, comparing the return address Stored in the third 
location to the return address Stored in the first location 
in the Stack memory; and 

if equal, returning to the return address. 
2. A method as claimed in claim 1 wherein if the address 

Stored in the Second location and the first location address in 
the Stack memory are not equal, generating a first interrupt 
Signal to the processing element. 

3. A method as claimed in claim 1 wherein if the return 
address stored in the third location and contents of the first 
location in the Stack memory are not equal, generating a 
Second interrupt Signal to the processing element. 

4. Apparatus for protecting processing elements from 
buffer overflow attacks, comprising: 
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8 
a memory Stack for, upon execution of a jump to 

Subroutine, Storing a return address in a first location in 
a Stack memory; 

a Second location Separate from the Stack memory for 
Storing an address of the first location; 

a third location Separate from the Stack memory for 
Storing the return address itself; 

a first comparator for, upon completion of the Subroutine, 
comparing the address Stored in the Second location to 
the first location in the Stack memory and having a first 
interrupt generator for generating an interrupt signal if 
locations are not the same; and 

a Second comparator for comparing the return address 
stored in the third location to the return address stored 
in the first location in the Stack memory and having a 
Second interrupt generator for generating an interrupt 
Signal if addresses are not the same. 

5. A method of protecting processing elements from buffer 
overflow attacks, the method comprising the Steps of: 
upon execution of a jump to Subroutine, Storing a return 

address in a first location in a Stack memory; 
Storing the return address itself in a Second location 

Separate from the Stack memory; 
comparing the return address Stored in the Second location 

to the return address stored in the first location in the 
Stack memory; and 

if equal, returning to the return address. 
6. A method as claimed in claim 5 wherein if the address 

Stored in the Second location and the first location in the 
Stack memory are not equal, generating an interrupt Signal to 
the processing element. 

7. Apparatus for protecting processing elements from 
buffer overflow attacks, comprising: 

a memory Stack for, upon execution of a jump to 
Subroutine, Storing a return address in a first location in 
a Stack memory; 

a Second location Separate from the Stack memory for 
Storing the return address itself; 

a comparator for comparing the return address Stored in 
the Second location to the return address Stored in the 
first location in the Stack memory; and 

an interrupt generator for generating an interrupt signal if 
addresses are not the Same. 

8. A method of protecting processing elements from buffer 
overflow attacks, the method comprising the Steps of: 
upon execution of a jump to Subroutine in a first 

processor, Storing a return address in a first location in 
a Stack memory; 

processing a data manipulation associated with the Sub 
routine in a Second processor, Separate from the main 
processor and Storing any resultant data in a Second 
location, which is readable by the first processor Sepa 
rate from the Stack memory; 

upon completion of the Subroutine, returning control to 
the first processor for reading of the return address 
Stored in the first location in the Stack memory. 

9. A method as claimed in claim 8 wherein the data 
manipulation includes one of a String processing, buffer 
manipulation procedure, and buffer manipulation function. 

10. A method as claimed in claim 9 wherein the string 
processing is a String copy. 

11. A method as claimed in claim 9 wherein parameters 
asSociated with the procedure or function are placed on the 
Stack memory of the first processor Stack. 
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12. A method as claimed in claim 8 wherein the step of 
processing is initiated by executing an operation code to 
transfer control to interface routines of the Second processor. 

13. A method as claimed in claim 8 wherein the step of 
processing includes allocating internal memory in the Sec 
ond processor for Storing results. 

14. A method as claimed in claim 13 wherein the step of 
converting a called String or buffer parameters into an 
internal String/buffer representation with finite, defined 
length. 

15. Apparatus for protecting processing elements from 
buffer overflow attacks, comprising: 
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10 
a memory Stack for, upon execution of a jump to Subrou 

tine in a first processor, Storing a return address in a first 
location in a Stack memory; 

a Second location Separate from the Stack memory for 
Storing results for the Subroutine operation; 

a Second processor including routines for data manipula 
tion associated with the Subroutine, Separate from the 
first processor and for Storing any resultant data in the 
Second location, which is readable by the first processor 
Separate from the Stack memory. 
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