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PRAAFPODIelR, E Y AT, AF A% 5 A3e] FNRORTE Sgso] AR Bele] A4l
o A9E W Jbsd B UAY A9 F /)2, DIDE, BEA AW AFoR viY Pt dug
Z Ae Agstel A4S AP £ olE DID BAR AF Af 2 Belste] 2az A9 dolge] BAl, A
9 F9 AR A,

olet &= 25 x| DID UAAAE(150)5 AW e,

3l

2% B 0] dAA e e EFARI 7] Zelx Au|x @ A|2"oA, DID A& DID HAZE
o] =
=

= 28 zzxskd, DID #X=E(150)+= DIDS A4, &2, dulolE ¢ n&@Agsts T9dsiA =, A4 o
wo] AAZHE AT F A dioH (M7, ASAHRS} JEAE JHee Anjse g ~E)E XS4 DID
XS 7|E5taL, DID A FAdedl Hastk A7) dolHE AlgAF g whslkiic),

olof we} DID UA2EZ(150)E T3 DIDE Al & AREAF e S5 WEYF(110) oA 2l st
F UE 7S B8 &4 AYdS #AS B Aol sy

Zd= P PEHE(160)= AFHA Ji ez dAg Mujsd o3 THMRASEREE, deSEAR,
= YE AR 5)ES EEAU UEHAN10)o AFse AvlE HEHEo|H | ALEA didoas B4l
N(140)S Ea 2d= #Ag] Hr|AaE o] &3 4= dut

olAd EFAA TAAF(110)01A4 H4 ~EA] AW (12009 AS AW (130) E AFEAF whdol] njxsg
B(140)= E2FF =5AA MESATAL07E 4=, S5AR1 UESA(110)o04 ARgAH wdke] 24k
(DID)E %83 DID £A4E sl DID dA2EZ(150)e] 7]&E3 Fo&=, 2EIA] AW (12009 A3
(130)el 4, DID #HA=E=](150)2] 47] DID &A1& o83 BOON Q1S5S AAls] AFEAF whde] 219 2 A}
She Eelsto =z, Edlx e JRE/OLZE Au|avt FdE 4 o,

oo X nE A
>

HA, ZElz ko] AEA AR (120) 2] JRE 83o] ARSAR whERRE s, A=A Aqu(120)
ok Zeld A HAHDID)E ©]&-38f DID A ~E

Z AMBOAA, 47 = 2Rt AgA we ALy
(150025 293 DID BAE olgstel, A4 Be] A9 2 AL§
=

e SHelshis BION 915 4418k,
A7) BOON Q139] Anz 7] ALga de] JRE b ehie 4451

o, _]ﬂ

A7) dRE 9HS WA Al ALEA wrdo] B gi(140)ol A=, RS Zux gdS Adets Zulx e
HARE YA, BEZFC YEYIA(110)9 Zelx #Aa] AEWE(160)o] A

rt
=

T 70 ¥ % 7he ¥

=
g0 Zex By AE

T 728 Fxshd, Zd= del FH (ContentMeta)(710)olE, d2=8 Zdl= 1] o|E(Content Name)}
Are] =gk (Content Size), Z®I= Y] FF/o W2 e}y ak(Content Type), ZHI= ITdo] ~EFA A (120)
A% 485 el A4 el ik (Content State), ZTel= U9l 2F2F3k(Content Owner), Tel= mtdo] A
A1 7+3k(Content Created time), @ 3§ A]Zk(Content Hash)o] 71Z1E 4 Ut}.

o,

%
}7] AREAE dhre] 22 91(140)2, ZRl= el R (71008 THl= Y AEAEA60)C A Fof,
dlEl E(710)8 AHEARe] Hlb7IR kastel] A Mgk, ARgAe] EAbA A, B AR 7] of

& =33 ARs, 25 AHA30)E dFste], Flx Jdr=s 9% 7] A45HEARe] 25s a4

[

(]

X
)

o}
loll whet, HE AH130)E B2 H(140)ol A Bule 7] ARE o]835ke BCON 15S AAIskaL, 7] BOON
159 AR AMEA 9o JRE M-S UEhlE AASHEARE IS 5 o

2
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o O

o
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[0064]

[0065]

[0066]

[0067]

SSE50l 10-2442874

ARgAbe] MRy 2 dEstd MYite FEsha, FET AAEA ] o8 AEE= AHEAe] DID A=, DID

HA~EP(150) Z2HE] 298k, 29e DID Aol X3E F77] ofelHEEH FEHe TR, FE
AHgre] 548 HAE8ke], BOON Q5<S AAIE 5 v}

olgtoll M= = 3& FF3le] BOON 1S AAshe HAS Ay,

T 38 P e dAAde wE E5A 7vke] F'lx A i Al2glo A, BON 15S AAshE %

¥ 3% FESW, AR W B4 (140)14 AHEAS DID, FAY] D, AERE EFE AuE AF A
B(130)2 HUe®, A3 AW (1300, Ag4e] DIDE o] ) DID a2l (150) 256 A4l DI £4]
CFE BAE O ) B BW0A

& =dsta, 293 DID BARRE 7S FE8L

2 AR U AEEE HI5ska, AHEgte]l fas Aoz ASE o AFEARY AYE dFseE TYe BEd
Q1= H ) 7+eFstE BCON 915S AAE 4= i},

olx]y ¥ & DID o] & AFEA} 1 NYRISAAE FF8 AR 222 Q% AHTS AgzHoz A
Foto] A9 JAFTFo=N, AR HH FEE Fslsta, = FdE 2EA AW kA A RaE
T At

7] BCON Q159 A3tz A8zl dido] wFE s A4 3 HAR(920)=, = 99 EAE AAH, A45HAR

(920)¢] TFE A3 LA W(140) A Bl BE JR(AHG, ZA2ERE, F47] ofelt]) 7t 'user' THEC]
ZIAE L, AASHEAR(920)5 Laste A5 AWM (130)9] DIDS, AATHAR(920)9] Fa4de& 2EA A
H(120)o4 AFst7l g AF AM13009 F7h7] ofeld], HF AW (130)9] AL 9, Z2EA AW (12
09 HE 9, AR Mulx A, AAZHAR(920)2] T Azh FEAZY, D o] BRE FRE HF
AW (130) ] F/H71¢F A== g7 2 AHete] e AASTHEAAHe] 7|2 = Ut

Bl 258 AW (120) 5 o= dho] Al 2B A AW, 47 AR whie] IgE AASHAR
Assta, HAsol ¢REW, AR e Al 2EgA AR JEE ATE YEhle 925 EES F
El3=
olwf A1 2~EA] MWL 7] BOON A5E AAISte], AR die d9d AASTHAHRE
I, %7] BCON Q15 A= AREA dhde] & 9o Z=AE A3 e f2E EF(940)S 7o 4 it

2

>

L ASA e Bab (U0)eIH, AFEA el WEE AATHARE AL 2=l An
sEEA AME, AR Bl B QUONA Ble 4AFH YR user' FEAA gl
AR gAY WEolE dEsE AYge FEGL, FEF BAAEA o) A¥HE A

£, DD AAAED(50)RFE 2Pen, zHd DD Al X gE w7 olldzry 3
AN, 5 AP FRAS AFH], BN AFS AT F ek,

REY

o 2x mE =N
mE
oo
x
10
[ww)
S
oo 1>

2]

pis

A

AREAE TR A 1 (140) & TEl 9RE ES(940)E dHE F

i

[
ﬂ

0_9_ A3 2~ o
S AES = Q).

o] Wk, 47 Al 2EHA AHE 7Rt=e) doluo]d A HEIE TFA A, ARER ThEe] 4t <l
(140)& Ze 9483 JdRs ES(940)9 Fa4ds A= & ).

_‘

o1F, A7) Al 2EIA AW, A8A wae] EF gRE E2(940)9] FRAe] S, #2b 9(140)
2 Fol A%E 2Ax SUe 7] AL 2R Aol vihg 5o ¥k DB F ol shbe] Dbl

71 A1 2EeA Aujo] midd Zhzbe] DB, 'ZRb=d(Cassandra) ' ® oA = gl M= = O
RO Jbed ofgA] o E& VW]l RA4F diolHuol R A 7]E] #AY dolEuo]l~et T SILS
8384 &= NoSQL wle]EHle] 2o 7] wiiol], tf&&e] EdMdel s we A7t 7hed 3ol At

et o] dlolE RHE drgstd, 7]&d| o] (Keyspace) Bhe =ElA HolB] A ATE FHAelol EAEkaL,
olgflo]l o] Row®E A ¥ Tableo] EA3TE. el Rows 71#k(Key-Value) &2 o] Fojxd vl A
(Colunm)E2 =1, Row Key HIoJE 9] siA#S 7IFo2 dlolEl7l 4k AZ=a, dHolg7t Add =8
< Gossip ZREEF S T BE w7t 5% Ring &5 o84, 'JMIETH'© R=EEo] FU|HOE AR
ARE FIWE Gossip ZREEZS o]&317] wiol] Al =29 FUP7) olstnR FH A & o] &4
A o] Fo == Aol ).

)«

=38

ok
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[0085]

[0086]

[0087]

[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

[0097]

[0098]

[0099]

[0100]

[0101]

AAlefel wE, AR SRR E-E Xﬂl 2EZA] Mujd] A Felx gpde] afd FQl 83o] AT
G, AREAR TEe] Eab q1(140)2, EEAR] WESA(110)9] FHl= #e AE

et AR (710) 2 T @EWZO)E zdetal, ZHlx wE GR(710)0] 7" FRl=

AN R SAIES, e AR(72005, Afd 2AAREA AR o] st E¥e ¢ .

=2z
=

[m
J%

A

2

:g
Off

-

ol AF, & wHolA Akl BN Aulze] sl
Wz e g desddns ~EdA A

o W=D wH= we A=dEd
o 1 JEX Ae 74
gomz, Tux A AFEL ehdstn A4

RN B
A nEkg ww ohe,

¢

32

4= 2 E o) Ao e EFAQ] 7IRke] FHl= AHA 1 A AFS] qHA FE2E EAIG Rl

T 45 e, 2 dge] ddAlde] g SEAQl 7uke] Zdlx My ¥ A 2E(400)2 2EFA] A
H(410), A5 A¥(420), &4 8 (Dapp)(430), ol UIESA(440)2] DID HA2=EZ(450) ¥ Fel= #*
N E =

EZoete] 7S 4 Y.

2EgA AH(410)= AREAMY] FRI=E fAlstar, FHl=o] st EE dES delsts Auls AleAte

~ELA B 100 el U8 2axg P AGEs) A8 37 olgel shabeet Belelol ~(411)E
Folg 4 9lv,

S A (420)= DID 7|Wro & ARgARe] Al B Aghs E]sbe, BCON 15 o] Hagh DID #A1E 7HA
il 90 DID A 2EE (450) 5 ¥elsh= BCON Aujs H5Ake] s 3.

A& o] &3 BOON 155 AAste], A&t
t}.

@

HE A8 (420)+= DID #HAAEL (450)9] 71=% P%}A D
A Fel= gde] 2= 7eS e A3 HAR 2

mu:
M R

AT AW 420)= AREAF EAEAEAHDID), AREARS] Muls ARE,

2olx Ae YREY 2EeA Al
09 B2 IR 5 AFSHE AP Jlwe] 2ELA(U2DE P 5 ol

o] 71 A, LDAP(Lightweight Directory Access Protocol)&=, UEYI oA EAF t)aEgg] Aju]2o] HIstar
AREEE7] flEl] BUlE Ea olEE Al TR EFo|M | LDAPE Eﬁ] T2 AR, A28 5o AHE A

A% 2 A ANE AT, GF@ NTelAel st AuaE AP Anel ARstel &4 28 % B
T % 9k,
A 9)(Dapp) (430) € BCON AH] 2 AFE Ash AAS o] A4 @] MERE g4 oA, golEst

A=}
gyas 7oz JitE {24 of &2 A o)A (Dapp) o]t

Dapp(430) Zdol& UEHZ(440)9 4 B4 &4 223 Fejo] X3l 7ho]7k~(Kaikas) (431)E ©]
&3l Abg2ke] 291 2 A A E St

Dapp(430)& 2~EA] AB(410)8h A% AvI(420) 2 FelolE WEFA(440)9h A5 HEete], A
gl BOON A28 ALgAA AFE & v,
CON %

ARE

ol

S#ol & UWEYZ(440)9d=, AHEX2] B Ao 8 DID wAE 715, #Eske DID BRI EEF (450) <),

AFA gl EU= pelE A6 A %j_‘ﬁfﬂ FHNES BEAQ APk T el DEGEU6)
AN
BCON AJH]2 AR&2F= Dapp(430)& &3 BCON AH] 2o FQ 3k FrAe} E=A21(440) ZVP%}”’

A R (
AA Fd=s 2EFA AMH(410)9] k=g dlolg o]~ (41) ol AAsts WA oz, EEA91(440)9 &
st AFEA QA Zd= B E F9P3% £ rt.

B o)A BCON MUl Z1E9] DID 9F S fstste] WA YT HEHOR AFIHE BON AF
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[0102]

[0103]

[0104]

[0105]

[0106]

[0107]

[0108]

[0109]

[0110]

[0111]

[0112]

[0113]

[0114]

[0115]

[0116]

[0117]

[0118]

BOON 9138 AFgAte] 419 9133 Hio] A0 $Yshe BAIAZYAL, e 4u)d oja @3
Aol ﬁ%% 9L @ A3 GBI AEA, 3 A XN AFE AARE FAE AT A0 22
[e]

BCON AMu] 2o = A2 A1 (420)9F ~EZ X A8 (410)o]14 BCON 1= HAHo] dojupy, s Ao da
gk DID ¥4 = HS AW (420)9 4 B2 s DID dAA2EZ(450) 9] EgT o] rt.

% 30] EA]E BCON 21% Axjel]l wrE=w, AFRAE= BCON ¢13S 98] 223 ABEE Buar, BCON ¢1Z9] i+
o] & FA|(subject)?] DIDE o]&3le] FdolE WELF(440)2] DID #AAEZ (450)NA FA4¢] DID ¥4

A9, e DID BASE ALAZE Bl FAIS) BA7] ofeltlE o] gate] BYE FEsa, UHY] &
=4 228 A3 AR AEARRH we HAclGimae) $RT FTHA FEE AL A
& AHgA] A9 EE Y B4 wEde) 498 A3,

A% AW 4200014 BON 59 4B A8 QRE 7F5e Uehis A45E4RE Esd, © 83
e Zax gze Bgo) AaH),

2EAA AH@10)A Za= Qe o GeFYARE UEeE, 1% 2 Tz ges wol
A,

L 5e B e dAAde] wE ESAS 7 FRlx AqHlA G AlAFe A 2R X ABe] R T
4o dEE =AE mHoln

& #FxsiH, shte] 2EgA AuH2410)= 39 JRi=t dlojguol~ x=E(node 1, 2, 3)E
TAE], AMEATE ARE eddte A, 39 w=so] BAY HAl Aste] IRl 9tde] 7h8A
A

AgATE R a3e WARE, 3 AW(0E TAx JRES AT BN 9FS AN A9 A3 A
A AAFHARE WFehn, 2EAA AVU0)E 37 AATEAR 4T L QRE B2 Sold),
e 2EY o] A 4] s deleulelz F ol shte) Dl 2dlx welel PR=F AYstn, <

=5 A drEg verEs
o HER MH|A Age] Zhssitt.

E 62 ¥ 2] gE Al mE SF5AR Vinke] FrRlx Ml AR, el HE AWE &

& 6e Fxshd, AT AM600)=, o= A1 WA A3 A=A B (610~630)9F elE o] FAE 4 v

5 E9, ﬂll 2EZA] AW (610)F SHlx 2P MH|2E AFsta, A2 2 A3 2EHA] A (620, 630)l
2y HE= 3| Ao AWM (600)A AR T2 Muj2=E AT

ojs} o] E HAldo] ot st HF MBI (600)E ol&ste], RELA Mu|zo] 53kE FEhg-E AH|A
ol &9ots v AEA AB(610~630) 9] FHlE MRIAE &Aoo ¢94T F U

8 1 A ZNke] ZRl= Aula & AlAFA, Fux ve AR, A4F
THAR, YR EE 9 bR EFY HolE FXE EAIS HolEo|T).

= 9o Z=AIE ElO]E(900)S FzxshH, WA, AR @b (user)olA] JRE=T FEl=
e} zq51(910)01]%, dzeg Fdl= 1] o]&(Content Name), 8l

Type), Zdl= T}d9o] Alo]ZZk(Content Size), 3A]#k(Content Hash

~—
Jl
sl
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[0119]

[0120]

[0121]

[0122]

[0123]

[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

SE50l 10-2442874

EQA Ay A oRE yehis AZAE g (Content State), Zel= Aol AFAF3k(Content Owner), =l
= 3] A7k (Content Created time)o] © Z|AlEo}, EFAQ1e] Zdl= #g] ZAEHE Axdd 4 3

o}

|

EE, AS MW (verifier)old BFats AASTHAHR(920)E, DAASTEAR(920)2] dHS A3 AME
b Sz (user)©] WA oA BHule RE AW, S, BAEAOID), F47] 1D, THx wE A

Wikel 7IAE L, 2)35 e DID, ¥7/H7] ID, A< 1A (access point)7} 7|7 Qi’ A
= sk 2EA ABe] 3t 913 (end point) ok AMH]2 HFH(privilege), H)AATEAR(920)¢] T AIRE
(issued time), F&EAIZH(valid time), ¥ ZF HAHE HAZ AW (verifier)d F7/M71¢ A= vL7|2 AW
sto] WhE AAFHA ] 71AE 4 Tt

Lk, = 39U JRE Fo 2EZA AWAA] BEete s HAR(930)d e, AFSTHAR(9200E F
3 53 2= ek Xql"%_(content meta info)(910), D}%% AR (930)9] AWAAAZE, AF&AEY] DID, ~EEA

EReRE
AW el DID, o] E= ghe 2EdA Are) vEr|2 ARIZE Argt sof 7IAE 4 3t

Egk, AT AN ZRlx 3o JEEE 8T AR i AAFHAR(920)E HS5E Fol IEshe
A= BEF(940)9+, Jd== BEF AR #3 M (option), THEA|ZF(expiresln), 2= EZ(940)S &3
3 A% M (issuer), HolZE(payload), HE7](secretkey)7} 71AHH, o714, A, EZ TFAQ =
Egx] Aue] DID ¥ EZ 2 iRl AFRA] DIDYF YEE EE AH #3 7|AEa, Fo|RE=d, A
42 whre] Fdl= WEl AR (content meta info)(910)7F 71AE 4 k. HS A= FAMHIC]ER 256 24
o]] glole] FAEe] FHE A7) HErE AL, FF JRE Ei(940)4 A5 A des2= Jpteg
dojgrol o] HY7E AGE & F Avk. AF A¥ME 54, HolRE, U9 E AR FHE JEE &
Z(940) & AFEAFA A LS 5 ATt

-

T, 2EA AoA Zdlz dde] g2 E 84T AMSA v T HAR(930)E AT Fo &
e gEE=E EZ(950)0s=, wEAIZH(expiresln), USEE EZ(950) L3 AEZA AB ¢
DID(issuer), Ho]Z=, #H]d7](secretKey)”} 7M=L, A7l HolZZ=o= th35 %A K (download
certificate)(930)7} 71412 4 Q)r}.

=

A 7INke] FRlZ= Au| 2 -l Al ol A

& A4Z=317] 98l Dapp(830)& &3l J==d Frlxe WEAHRE
E(860)l A7dett)(step 1).

o] AEHE(860)] A3 HABE 7HX HE: A8 (820)9] AAEH
H E EEZ421(840)2] DID @A =E&] (850)04 AFg-=Fe] DID EAE 714
2 AL @S Fols T AAZYAHRE 933 (step 2).
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DownloadCert

- File Type

- Content Name
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- Content Size

- Content Hash

- Content Description
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- DownloadCert Created time
- Storage Service DID
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- Storage Service Signature
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Data 1. content meta info
(Data format is ket-value)

content name
content type
content size
content hash
content description
file type

Data 2. credential
(Data format is ket-value)

user
did

public key id
content meta info
signature
verifier

did

public key id

access point

service (storage service)
service endpoint
service privilege
issued time

valid time

credential signature 920

Data 3. download certificate
(Data format is ket-value)

access location
created time
service did
user did

end point
content meta info 930
download certificate signature

Data 4. upload accesstoken

(Data format is json web token)

options
* algorithm
expiresin
** audience
*** jssuer
payload
content meta info

secretKey 940

Data 5. download accesstoken
(Data format is json web token)

options
* algorithm
expiresin
** audience
*** jssuer
payload
download certificate

secretKey 950

*
user for signature
and token validation

* %

token audience
(user did)

*x*k

token issuer
(storage service did)
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