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A DATA CARRIER, A DEVICE FOR READING THE DATA

CARRIER, AND A SECURITY SYSTEM

The present invention relates a data carrier, a reader for the data carrier and a security

system comprising the data carrier and the reader.

It is now widespread practice to encode machine readable data on items such as products,
documents, cash cards, credit cards and security cards. These codes are typically in the
form of a black and white bar code printed on the product, document or identity card. The
bar codes typically use a standard “font” such that various data systems can read the code
to establish an alphanumeric equivalent to the bar code. The bar code typically represents
an alphanumeric word having 10 or so characters. Alternatively machine readable
magnetic strips may be provided as is the case for cards useable in cash dispensers.
However the widespread availability of card readers and writers has enabled such cards to

be reproduced by criminals.

The use of colour in bar codes has been proposed. US 3,684,868 discloses a bar code
comprising black, white and green bars. The bar code reader described therein identifies
transitions from white to black, black to green, and green to white as a binary 1 signals, and
transitions from white to green, green to black, and black to white as binary 0
transmissions. The patent document does not appear to indicate any advantages associate
with utilising this system compared to the more standard bar code formed solely of black

and white bars.

According to a first aspect of the present invention, there is provided a device for storing
data, comprising a substrate having at least one marker thereon, wherein the or each marker
is formed of a material having a predetermined spectrum, said markers being

distinguishable from another.

Preferably the or each marker may have one of a series of predetermined spatial extents,
such as width or shape such that further information may be encoded in the marker besides

that encoded by its spectrum.
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Advantageously a reference pattern is provided on the data carrier such that the width of
the or each marker can be accurately determined, even when the card is manually moved

with respect to a reader.

Guard bands may be provide between markers so as to facilitate identification of the
boundaries between markers. However, even the guard bars may be spatially modulated, ie

of variable width or shape, so as to encode information.

The substrate may be a card, such as a security card, or a bank card, ie cash card or credit
card. Thus this technology can be used in place of or in addition to smart card and

magnetic strip technologies.

According to a second aspect of the present invention, there is provided an apparatus for
reading a data carrier having a plurality of coloured markers thereon, wherein each marker
has a spectrum distinguishable from the others, the apparatus comprising a broad band light
source arranged to illuminate the data carrier and a detector arranged to measure the
intensities of a plurality of wave lengths so as to accurately identify the spectrum of the or

each marker.

As used herein the term “light” is intended to encompass not only the visible spectrum, but

also the infrared and ultra violet portions of the electromagnetic spectrum.

The use of a detector which is sensitive to intensity at a plurality of predetermined
wavelengths enables a secure data encoding system to be devised. Indeed, the system is so

secure that visually identical fakes can be detected.

The perception of colour is remarkably complex. It will be appreciated that just a few
pigments will be used to synthesis a wide range of colours. This can be seen intuitively
since a mere four pigments, namely magenta, cyan, yellow and black are used in
subtractive colour mixing (printing) to replicate a wide range of colours. Colours which
are visually similar or identical when perceived by the eye may nevertheless have widely
varying spectra. The use of speciral measurement rather than mere colour identification

provides both for enhanced sensitivity and a greater density of information coding.
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Preferably the detector is a spectrometer or a spectrophotometer. The spectrometer may,
for example, be a direct view charged coupled device spectrometer. Such devices are
available with a large number of individual detector channels, allowing good resolution of
spectra.  Furthermore their performance is relatively stable over time and thus it is
technically possible to separately identify a large number of dyes, inks or pigments, or
mixtures thereof. Thus such a system has potential to identify many separate spectra and/or
colours per marker. In a prototype system, the spectral detector can readily identify over

200 different spectra from commercially available inks and pigments.

By ensuring that the supply of inks or pigments is limited, such that they are only available
from authorised sources to authorised users, such as security card manufacturers and banks,
it becomes possible to provide a system having a good level of security. Even if a forger
can replicate a colour on the card, it is unlikely that he will be able to find the correct

mixture of components and dyes in order to accurately replicate the spectra.

Preferably each marker may also be of varying width or spatial extent so as to further
encode the information conveyed by the mark. In a preferred embodiment of the present
invention, a security card may be provided in which the markers are printed in sequence in
an elongate stripe. However, the markers may be of varyiné widths within the stripe, such
that the width further encodes information. It is technically easy to encode widths of the

markers in 0.1 mm steps.

In a prototype embodiment, the spectrometer was able to distinguish in excess of M
different spectra, where M may exceed 200, and a further detector was able to resolve N
different widths of marker where N = 10. Thus each marker was able to encode M x N
discreet symbols, ie over 2000 symbols. It will also be appreciated that multiple markers
may also be recorded in a row, thus if 20 independent markers are recorded on a security
card, this gives the potential to represent over 2000% unique codes, or approximately 10%

individual codes.

Thus a relatively simple and inexpensive card or printing scheme may be used to encode a
truly colossal amount of data onto a substrate. The individual symbols, or the combination
of reading all of them may be used to address a lookup table in order to decode information

relating to that card or product. A large number of coding possibilities afforded by this
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scheme means that substantially identical cards may be issued to different organisations for
different purposes, with each user organisation have a flexibility to adopt its own coding

scheme.

Advantageously the apparatus includes and edge detector for accurately determining the
edges of the various markers. The transition from one marker to another marker will be
indicated by a step change as the boundary between the markers are crossed. However, a
detection of edges can further be enhanced by the provision of guard bands of a
predetermined width between each marker. The guard bands may be transparent or
opaque. The use of guard bands gives an identifiable pattern or intensity level which can
be searched for in order to give a high degree of confidence that the edge of a marker has

been located.

Additionally and/or alternatively, a reference marker, such as a graticule may also be
printed on the substrate, and the reading apparatus may be responsive to this in order that it
can use this information to accurately assess the width of the various markers. This
information is particularly useful in systems where a user swipes the card through a reader.
However, other systems may be employed where the card is placed in a reception region of
a reader and an optical scanning system is used to scan an interrogation beam across the
markers. In such a system, the position along the card of the light beam and speed of
motion of the light beam is accurately known, and this may be used to achieve greater
information coding density by allowing the incremental change in the spatial extent of

markers to be reduced.

According to a third aspect of the present invention, there is provided a method of
decoding data carried on a data carrier, wherein the data is encoded by a plurality of

markers having different spectra, the method comprising the steps of:
« Illuminating a marker on the carrier;
+ Reading its spectrum, and if appropriate, its spatial extent; and

« Identifying the spectrum, and if appropriate, its spatial extent, and using this to access a

lookup table to decode the information represented by the marker.
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According to a fourth aspect of the present invention there is provided a method of
encoding data on a data carrier, the method comprising the steps of producing a lookup
table correlating information with a data symbol, the symbol being defined by a
predetermined pigment or ink having a predetermined spectrum and optionally a spatial

extent over which the pigment is deposited; and printing the symbol on the data carrier.

The present invention will further be described, by way of example, with reference to the

accompanying drawings, in which:

Figure 1 is a plan view of a security card constituting an embodiment of the present

invention;
Figure 2 schematically illustrates a portion of a coding strip in greater detail; and

Figure 3 schematically illustrates a decoding apparatus for use with the card shown in

Figures 1 and 2.

The card shown in Figure 1 comprises a plastic substrate 2 having a first portion 4 for
bearing human readable indicia and a second portion 6 of which machine readable markers

are laid down in the form of a stripe.

Figure 2 schematically illustrates a portion of the machine readable stripe in enhanced
detail. In the portion illustrated the machine readable section comprises first to fifth
coloured regions 10, 12, 14, 16 and 18 respectively. Each region is printed using a
predetermined and well controlled ink or blend of inks. Thus each region has a unique and
reproducible spectrum. Each region is separated from its neighbour by a guard band 20.
Each guard band has a uniform and known width. The guard bands may be printed using a
known ink, but for simplicity are either clear, white or black. Additionally, a graticule 22
is also printed, which comprises a series of equally spaced bands thereby giving a
measurement system which can be interrogated in order to increase the accuracy of the

measurement of the width of any of the regions 10, 12, 14, 16 and 18.

It will be seen in Figure 2 that the regions 10 - 18 have different widths. The width of each
region may be used to encode further information. Indeed, in more complex schemes, the

regions may be subdivided into more complex shapes such that a combination of the width
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of the region and the pattern embedded in it may also convey information in addition to
that conveyed by the coloured pigment. In a simple scheme the width of the bars may vary
from, say 0.1 to 1.0 mm allowing encoding of the digits 0 to 9.

Figure 3 schematically illustrates a reader. The reader comprises a channel 30 through
which the card 2 can be swiped. A first light emitting source 32 and photo detector 34 are
positioned such that light from the source 32 can be intercepted by the markers in the
graticule 22. This gives an instantaneous indication of the speed of the card 2 along the
slot 30. A second light source 36 is arranged opposite a second photo transistor 38 at a
position such that the light from the source 36 passes through the coloured regions and
guard bands towards the detector 38. This light source and detector combination forms an
edge detection system to identify the boundaries of the coloured region. This information
may be used in conjunction with the instantaneous measurement of speed from the
graticule in order to accurately determine the spatial extent (width) of each coloured region.

The light sources 32 and 36 may be inexpensive light emitting diodes.

A third light source 40 provides a “white” light. This may be an incandescent bulb
although other suitable light sources may also be available such as white LEDs. These
have a spectrum which is significantly different to that of an incandescent bulb.
Nevertheless the combined speciral response of the LED and the pigment is still clearly
identifiable. The white light source 40 is positioned opposite a multi channel charge
couple device spectrometer 42 which monitors the relative intensities of a plurality of
different wavelengths of light (or at least bands of light). Such detectors are commercially
available, for example from MICROPARTS. This detector uses the modification of the
spectrum it receives following filtering of the light by the imposition of one of the coloured
regions 10, 12, 14, 16 or 18 to identify the characteristic spectrum of the ink or pigment
used to form that band. Each of the detectors 34, 38 and 42 are connected to a signal
conditioning device 44 which serves to buffer the signals, apply edge detection or
hysteresis in order to clean the signals from the detectors 34 and 38, and which may also
normalise and convert the output of the charge coupled device 42 from an analogue to a
digital format. The digitised signals are then provided to a data processor 46 which uses
the data concerning the characteristic spectrum and the spatial extent of any one or more of

the regions 10 to 18 in order to determine what information is represented by each region.
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This may be done using a mathematical algorithm, but more likely will be implemented in

a lookup table since this is both quick and flexible.

The card has been described as being read in a light transmission mode. However, light
reflected from the surface of the card/data carrier can also be analysed. As a further option,
the fluorescence spectrum may also be measured, either as an alternative to or in addition

to the transmission or reflection spectrum.

The code may be used to authenticate ownership of the card. The arrangement may be
provided within automatic teller machines. It is expected that many tens of bars of colour
can be printed in a strip on a credit card. Multiple strips may also be provided for

increased coding options.

It is thus possible to provide a data carrier, and a reader which can encode a large number

of data symbols in an inexpensive and secure way.
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CLAIMS

1. A data carrier for storing data, comprising a substrate having at least one marker
thereon, wherein the or each marker is formed of a material having a predetermined

spectrum, said markers being distinguishable from another.

2. A data carrier according to claim 1, wherein the predetermined spectrum encodes a data

symbol.

3. A data carrier according to claim 2, wherein the or each marker has a predetermined

spatial extent, wherein the spatial extent further encodes said marker.

4, A data carrier according to claim 3, wherein said spatial extent is the width of said

marker.

5. A data carrier according to claim 3 or 4, wherein a reference pattern having a
predetermined spatial extent is provided on said substrate whereby the spatial extent of

the or each marker can be determined.

6. A data carrier according to any preceding claim, wherein when more than one marker is

provided, said markers are separated by guard bands.

7. A data carrier according to claim 6, wherein the spatial extent of said guard bands is

modulated such that said guard bands encode data.

8. Decoding apparatus for reading a data carrier having a plurality of markers thereon,
wherein each marker has a spectrum distinguishable from the others, the decoding
apparatus comprising a broad band light source arranged to illuminate the data carrier
and a detector arranged to measure the intensities of a plurality of wave lengths so as to

accurately identify the spectrum of the or each marker.
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Decoding apparatus according to claim 8, wherein said broad band light source emits
light in any one or combination of the visible, infrared and ultraviolet portions of the

electromagnetic spectrum.

Decoding apparatus according to claim 8 or 9, wherein said decoding apparatus

includes an edge detector arranged to detect the edges of said markers.

Decoding apparatus according to any one of claims 8 to 10, wherein said decoding

apparatus is arranged to detect a graticule provided on said data carrier.

Decoding apparatus according to any one of claims 8 to 11, wherein said decoding

apparatus comprises one from a spectrometer and spectrophotometer.

A method of decoding data carried on a data carrier, wherein the data is encoded by a

plurality of markers having different spectra, the method comprising the steps of:

illuminating one of said markers on the carrier;
reading its spectrum; and
identifying the spectrum and in response to the identified spectrum accessing a

lookup table to decode the information represented by the marker.

A method of decoding data according to claim 13, further comprising the steps of:

determining the spatial extent of said illuminated marker; and
accessing said lookup table to further decode the information represented by the

marker.

A method of encoding data on a data carrier, the method comprising the steps of
producing a lookup table correlating information with a data symbol, the symbol being
defined by a predetermined pigment having a predetermined spectrum and printing the

symbol on the data carrier.
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16. A method of encoding data on a data carrier according to claim 15, wherein said

symbol is further defined by the spatial extent over which said pigment is deposited.
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[received by the International Bureau on 12 July 2001 (12.07.01);
original claim 1 replaced by amended claim 1 (1 page)]

1. A data carrier for storing data, comprising a substrate having at least one marker
thereon, wherein the or each marker is formed of a material having a predetermined
spectrum, whereby the predetermined spectrum of said markers are distihguishable

from one another.

2. A data carrier according to claim 1, wherein the predetermined spectrum encodes a data

symbol.

3. A data carrier according to claim 2, wherein the or each marker has a predetermined

spatial extent, wherein the spatial extent further encodes said marker.

4. A data carrier according to claim 3, wherein said spatial extent is the width of said

marker.

5. A data carrier according to claim 3 or 4, wherein a reference pattern having a
predetermined spatial extent is provided on said substrate whereby the spatial extent of

the or each marker can be determined.

6. A data carrier according to any preceding claim, wherein when more than one marker is

provided, said markers are separated by guard bands.

7. A data carrier according to claim 6, wherein the spatial extent of said guard bands is

modulated such that said guard bands encode data.

8. Decoding apparatus for reading a data carrier having a plurality of markers thereon,
wherein each marker has a spectrum distinguishable from the others, the decoding
apparatus comprising a broad band light source arranged to illuminate the data carrier
and a detector arranged to measure the intensities of a plurality of wave lengths so as to

accurately identify the spectrum of the or each marker.

AMENDED SHEET (ARTICLE 19)
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