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DOCUMENT MANAGEMENT SYSTEM AND
METHOD

[0001] The present application is a continuation of U.S.
application Ser. No. 10/160,478, filed May 31, 2002 (now
U.S. Pat. No. 7,146,367), which claims the benefit of U.S.
provisional application Ser. No. 60/381,007, filed on May
14, 2002, the entire disclosure of each of which is hereby
incorporated by reference herein.

[0002] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by any-one of the patent document or the
patent disclosure, as it appears in the Patent and Trademark
Office patent file or records, but otherwise reserves all
copyright whatsoever.

BACKGROUND OF THE INVENTION

[0003] The present invention relates generally to systems
and methods for electronically managing information.

[0004] 1t is common in business transactions involving
multiple parties for the parties to share documents generated
in the transaction. Typically, one or more parties make hard
copies of various documents, distribute them as needed and
revise documents as the transaction proceeds. Accordingly,
it may be difficult at any given time to identify the currently
valid document or for any two remote parties to be sure that
their respective copies of a given document are the same.

[0005] Document imaging, storage and management sys-
tems are known. Generally, however, these systems are
internal to a given party and do not provide document access
to other parties. Furthermore, it is also known for a business
entity to establish an extranet by which its clients and
customers can access information placed on the extranet by
the party. Generally, however, these systems are controlled
entirely by the host party. The external parties cannot add
documentation, and they cannot be sure of the consistency
of the documents they review on the extranet over time.

SUMMARY OF THE INVENTION

[0006] The present invention recognizes and addresses the
foregoing considerations, and others, of prior art construc-
tions and methods.

[0007] Accordingly, it is an object of the present invention
to provide an improved system and method for managing
data items, for example documents involved in a transaction.

[0008] This and other objects are achieved by a system for
managing data items at an electronic data repository with
respect to a plurality of parties. The system includes an
electronic data repository and a computer processor pro-
grammed to receive data items from parties remote from the
repository and from each other. The program stores the
received data items in the repository. It provides each remote
party access only to those data items within one or more data
item sets corresponding to the remote party. The program
prohibits any remote party from modifying any data item in
the repository, and from deleting any data item from the
repository, while the data item is part of a data item set of
another remote party. A first remote party may access data
items in a set corresponding to a second remote party,
responsively to the second remote party.
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[0009] Ina computerized method for managing data items
at an electronic data repository with respect to a plurality of
parties, data items are received from parties remote from the
repository and from each other and are stored in the reposi-
tory in an electronic format. Each remote party is provided
access only to those data items within one or more data item
sets corresponding to the remote party. Remote parties are
prohibited from modifying any data item in the repository,
and from deleting any data item from the repository, while
the data item is part of a data item set of another remote
party. A first remote party is permitted access to data items
in a set of a second remote party, responsively to the second
remote party.

[0010] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
one or more embodiments of the invention and, together
with the description, serve to explain the principles of the
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] A full and enabling disclosure of the present inven-
tion, including the best mode thereof directed to one of
ordinary skill in the art, is set forth in the specification,
which makes reference to the appended Figures, in which:

[0012] FIG. 1 is a schematic illustration of an example of
a document type and group definition for remote parties to
a transaction which might be used in accordance with an
embodiment of the present invention;

[0013] FIG. 2 is a schematic illustration of an example of
a document sharing relationship effected by one embodi-
ment of the present invention;

[0014] FIG. 3 is a diagrammatic view of a document
management system according to an embodiment of the
present invention;

[0015] FIG. 4 is a diagrammatic view of a document
management system according to an embodiment of the
present invention;

[0016] FIG. 5 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0017] FIG. 6 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0018] FIG. 7 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0019] FIG. 8 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0020] FIG. 9 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0021] FIG. 10 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0022] FIG. 11 is an exemplary administrator screen dis-
play for use in an embodiment of the present invention;

[0023] FIG. 12 is an exemplary user screen display for use
in an embodiment of the present invention;

[0024] FIG. 13 is an exemplary user screen display for use
in an embodiment of the present invention;
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[0025] FIG. 14 is an exemplary user screen display for use
in an embodiment of the present invention;

[0026] FIG. 15 is an exemplary user screen display for use
in an embodiment of the present invention;

[0027] FIG. 16 is an exemplary user screen display for use
in an embodiment of the present invention;

[0028] FIG. 17 is an exemplary user screen display for use
in an embodiment of the present invention;

[0029] FIG. 18 is an exemplary user screen display for use
in an embodiment of the present invention;

[0030] FIG. 19 is an exemplary fax cover sheet generated
by and for use in an embodiment of the present invention;

[0031] FIG. 20 is an exemplary scanning cover sheet
generated by and for use in an embodiment of the present
invention;

[0032] FIG. 21 is an exemplary user screen display for use
in an embodiment of the present invention;

[0033] FIG. 22 is an exemplary scanning cover sheet
generated by and for use in an embodiment of the present
invention;

[0034] FIG. 23 is an exemplary screen display for use in
an embodiment of the present invention;

[0035] FIG. 24 is an exemplary screen display for use in
an embodiment of the present invention;

[0036] FIG. 25 is an exemplary screen display for use in
an embodiment of the present invention;

[0037] FIG. 26 is an exemplary screen display for use in
an embodiment of the present invention;

[0038] FIG. 27 is an exemplary screen display for use in
an embodiment of the present invention;

[0039] FIG. 28 is an exemplary screen display for use in
an embodiment of the present invention;

[0040] FIG. 29 is an exemplary screen display for use in
an embodiment of the present invention; and

[0041] FIG. 30 is a diagram of an exemplary data hierar-
chy for use in an embodiment of the present invention.

[0042] Repeat use of reference characters in the present
specification and drawings is intended to represent same or
analogous features or elements of the invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0043] Reference will now be made in detail to presently
preferred embodiments of the invention, one or more
examples of which are illustrated in the accompanying
drawings. Each example is provided by way of explanation
of the invention, not limitation of the invention. In fact, it
will be apparent to those skilled in the art that modifications
and variations can be made in the present invention without
departing from the scope or spirit thereof. For instance,
features illustrated or described as part of one embodiment
may be used on another embodiment to yield a still further
embodiment. Thus, it is intended that the present invention
cover such modifications and variations as come within the
scope of the invention.
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[0044] One or more embodiments of the invention
described below operate within a distributed computing
environment. Those of ordinary skill in this art should
understand that the examples described below are provided
for purposes of illustration only and that the present inven-
tion may be embodied in various suitable environments.

[0045] A distributed computing environment generally
includes multiple memory storage and computing devices
located remotely from each other. Execution of program
modules may occur at these remote locations as data is
transferred among the memory devices and by and between
the computing devices over an extended network.

[0046] Generally, the present invention is described herein
as used by remote parties. This does not refer to the parties’
physical relationship, but instead indicates that the parties do
not have control over a repository database(s) in which
documents are stored or the server that controls the reposi-
tory database. In addition, the parties may be remote from
each other, not necessarily indicating spatial separation, but
instead indicating that no party has control of another party’s
database or of a server that controls the other party’s
database. Thus, the parties control only their access to
documents in the repository database(s), not the integrity of
the stored documents themselves.

[0047] Communication among such parties may be, for
example, through the Internet, which is a global accumula-
tion of computing devices that communicate through an
information retrieval system, most commonly the World
Wide Web (hereinafter “Web”). It should be understood,
however, that an Internet-based system is merely one
example of a suitable construction and execution of the
present invention. For example, remote parties may also
communicate among the parties’individual local or wide
area networks through a private network structure.

[0048] Certain operations and processes described herein
are executed by one or more computers within a distributed
computing network. As should be well understood, a com-
puter transforms information in the form of electronic sig-
nals input into the computer to a desired output. The input
may be provided by a human operator, another computer, or
from other external stimuli. To accomplish these functions in
one computing environment, a conventional personal com-
puter includes a processor, read-only and random-access
memory, a bus system and an input-output system to transfer
information within the personal computer and to interact
with external devices. The computer’s memory includes an
operating system and various application programs that run
on the operating system. Application programs may be
added to memory from external devices, for example
through the Internet, and may be run on the operating system
from an external device or from a device hosted by the
computer, for example a disk drive or CD ROM drive.

[0049] The computer’s memory may include an applica-
tion program for browsing the World Wide Web. The
browser, which may reside on a server in a local area
network or in a stand-alone computer, establishes commu-
nication between a Web server and the computer. In response
to receipt of a Uniform Resource Locator (“URL”), the
browser establishes a network path to a Web server identi-
fied by the URL. Once connected, the computer and the Web
server may communicate with each other using the Hyper-
text Transfer Protocol (“http”). For example, the Web server
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may transfer Web pages, including text and graphic images,
and sound and video files using a standard description
language such as Hypertext Markup Language (“html”). The
Web page may provide “links” to other files and to other
servers. The links may be provided as options to the user so
that the user may choose to execute the link, or an applica-
tion program operated by the computer may execute the link
without the user’s knowledge. The application program may
be hosted by the Web server or by a network driven by the
Web server and operated by the user over the Internet
through the Web browser. The Web server in such an
environment is located at an application service provider
(“ASP”), an arrangement that should be well understood by
those skilled in this art.

[0050] 1t should be understood that the Web server may
dynamically produce Web pages by script execution or may
transmit scripts or other programs for execution by the Web
browser. It should also be understood that communication
between the host and client sites may be effected through
html, xml or other suitable data format.

A. System Overview

[0051] The present invention is described herein within
the context of mortgage transactions. It should be under-
stood, however, that this is provided by way of example only
and that the present invention may be used in managing
electronic data items within other types of environments.
Existing home owners and home buyers typically obtain
mortgages through direct contact with a lender or through a
mortgage broker. Where a broker is used, and referring to
FIG. 1, a mortgage broker initially requests that the loan
applicant complete loan application documents, indicated at
10, which may include federally standardized forms. The
broker also obtains credit report documents 12, which may
include a report of the applicant’s credit worthiness and an
authorization document signed by the applicant providing
the broker permission to obtain applicant’s credit informa-
tion and to provide applicant’s credit information to lenders
and other parties involved in the mortgage transaction.

[0052] Ultimately, the broker attempts to match the home
owner or buyer with a lender. From application documents
10 and credit report documents 12, a broker may be able to
determine which lenders are most likely or best suited to
provide a mortgage to the applicant. The various lenders,
however, may require somewhat different documentation,
and the broker may therefore require varying information
and papers from the applicant depending on which lender
the broker initially contacts. Typically, however, lenders
require income-related documents 14, for example W-2
forms and pay stubs, and a property appraisal 16.

[0053] The broker provides these documents to the lender,
as indicated by the right-pointing arrows 17, who in turn
puts together a loan origination package. In the subsequent
underwriting process, the lender may additionally generate
a variety of forms 18 solely for its internal use. After
determining whether it wishes to grant or deny the loan, the
lender generates an approval/denial statement 20. The lender
provides a copy of the approval/denial statement to the
broker, as indicated by arrow 22, so that the broker may
notify the mortgage applicant. If the loan is approved by the
lender, the broker’s role is largely complete, and there is
therefore little or no document sharing between the broker
and other parties as the mortgage transaction proceeds. If,
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however, the loan is denied by the lender, the broker
typically contacts a different lender, repeating the process
until a lender is found that will approve the application. It
should be noted that any party that reviews the documen-
tation associated with an application is required to maintain
copies of those documents for some period of time as
required by the applicable regulations. In other words, any
lender that reviews an application must keep copies of the
application documents regardless of whether that lender
ultimately approves the loan. The same requirements apply
to a broker, regardless of whether that broker is ultimately
able to locate a suitable lender.

[0054] Assuming the lender approves the mortgage
request, the lender prepares various documents 24 executed
between the applicant and the lender at closing of the
mortgage.

[0055] 1If the lender maintains the mortgage in-house, the
lender continues to manage the mortgage until resolved by
the applicant. Often, however, lenders sell loan packages to
larger investors such as FREDDIE MAC or FANNIE MAE.
Alternatively, a lender may outsource the mortgage to a
service provider that handles collection of the home owner’s
mortgage payments for an agreed-upon fee. In either case,
the investor typically requires origination and closing docu-
ments from the lender in order to assess the advisability of
taking the mortgage, as indicated at 26 and 30. The investor
may require at 28 the approval/denial statement as part of its
origination documents, although it typically would not be
provided the lender’s internal underwriting documents.

[0056] As described in more detail below, in a preferred
embodiment of the invention, an image or other electronic
format of each of the documents in FIG. 1 is stored in a
single repository, which may comprise a single server and
database site or multiple servers and/or databases, indicated
at 32 in FIG. 2. For purposes of simplicity, FIG. 2 illustrates
only five documents 34a- 34e, although it should be under-
stood that all documents shown in FIG. 1 may be stored at
the repository. Similarly, FIG. 2 illustrates only two remote
parties, for example broker 36 and lender 38, although it
should be understood that various other parties may be
included.

[0057] Both parties to the transaction store documents to,
and view documents in, the repository over a remote con-
nection such as the Internet, as indicated by arrows 40. As
shown in FIG. 2, for example, broker 36 has saved docu-
ments 34a, 34b, 34c and 34e. Lender 38 has stored docu-
ment 34d. Once stored in the repository, neither party, even
the party that initially created and stored the document, can
delete the document from the repository if access to that
document is required by another party. Likewise, once a
document is added to the repository, it is not possible for any
party to revise or replace that document. A revised version
can, however, be stored as a new document.

[0058] When a party requests a document from the reposi-
tory, the system host server provides a Web page displaying
an image (e.g. in PDF format) of that document to the party.
Each transaction party may define an organization by which
the system presents the document images to one or more
users at the transaction party site. Such an organization is
referred to herein as a “view” and, as described in more
detail below, each party may organize documents into docu-
ment types which are in turn organized into document
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groups. Thus, each party may organize its access to the
repository documents into groups that suit its needs. That is,
in its view(s), the repository documents to which the party’s
users have access are organized in a manner suitable to how
that party conducts business.

[0059] In the preferred embodiment described herein, the
document organizations defined within a given party’s views
do not affect the organization of the documents in the
repository. Each party’s users view the repository docu-
ments as if they were grouped according to the party’s
particular needs. Referring to the example provided in FIG.
1, each column represents the respective views of the broker,
lender and investor to the documents stored in the repository.
The repository, however, contains only a single document
image for each indicated document. That is, the repository
contains only a single instance (in an image or other elec-
tronic format) of the Form 1008 document shown in each
view.

[0060] A view may be unique to the transaction party. The
broker in FIG. 1, for example, organizes its view into groups
identified as application documents, credit report docu-
ments, income documents and other documents. Each group
is associated with one or more document types, for example
Forms 1008 and credit reports. From the lender’s perspec-
tive, however, all of these document types relate to loan
origination and are therefore grouped in its view under an
“origination” group. For its part, the lender categorizes
certain other documents as relating to underwriting and
closing—groups not applicable to the broker.

[0061] As described in more detail below, a party storing
a document into the repository may grant access to that
document to any other party, and the system maps the
document images from the source party’s view to the
receiving party’s view. Once a party has been granted access
to a document, it may likewise grant access to any other
party, regardless of whether the former party initially stored
the document in the repository. Accordingly, document
access may be established as needed during a transaction’s
progression, even though the transaction moves beyond the

originating party.

[0062] Once a party has access to a document in the
repository, the party may remove the document from its
view, but this does not affect access to that document by the
other parties. In one preferred embodiment as described
herein, no single party controls when a document is deleted
from the repository. Thus, “removal” of a document as
described in the example below refers to deletion of access
to a particular document only from that party’s view. After
deletion, if the party wishes to re-establish the document
within its view, another party currently having access to the
document may provide access. If and when all parties have
removed a particular document from their respective views,
the system may purge the document from the repository at
its discretion.

[0063] FIG. 3 illustrates one exemplary environment of
the present invention in which remote parties communicate
with the repository over the Internet. A host system 40 hosts
server-side software at a primary server 42 with which a
plurality of client work stations 44 communicate via the
Internet 46. In one embodiment, primary server 42 includes
dual 750 MHz PENTIUM III processors, with 2 gigabyte
RAM and RAIDS storage. Server 42 stores and manages
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data through an SQL database 48. Database 48 is separated
from server 42 for purposes of illustration, although it
should be understood that the database and server can be
embodied by the same hardware. The repository may gen-
erally be considered to include the SQL server database,
document storage and document images. An administrator
may communicate with server 42 and database 48 through
an administrator workstation 50, for example a personal
computer.

[0064] Client systems 44 may each include a workstation
52. Workstation 52 may be, for example, a personal com-
puter supporting an Internet browser such as Internet
Explorer 5.0, or higher version, available from
MICROSOFT CORPORATION. In the presently described
embodiment, workstation 52 also supports software for
viewing PDF format images, such as an ADOBE ACROBAT
reader.

[0065] A transaction party may store documents in the
repository at database 48 through its workstation 52. The
transaction party may acquire the image through any suit-
able means, for example via a fax machine 56, a scanner 58
or through uploading an existing electronic document from
another storage device.

[0066] FIG. 4 illustrates in block diagram form the admin-
istrative software housed at primary server 42. For purposes
of clarity, only one client workstation 44 is illustrated.
Primary server 42 houses client interface software 62, for
example written in VISUAL BASIC SCRIPT, that is
executed by a MICROSOFT IIS Web Server to generate
Web pages that are downloaded to client systems 44 and
through which the transaction parties communicate with
host system 40. Working through such Web pages, the
transaction parties may request that the host system retrieve
a document image stored in the repository. Responsively to
such a request, client interface software 62 executes appro-
priate queries against database 48. Retrieving the document
image, client interface 62 downloads the image to the
appropriate client workstation 52 in a Web page through
Internet 46.

[0067] As described below, a transaction party may submit
a document to the system in any suitable format, for example
an image or other electronic file generated by fax, scan or
electronic download. For each document, the transaction
party provides a document type and destination folder
(described below), although additional information may also
be provided. In the presently-described embodiment, the
transaction party may submit the document image in a
multi-page TIF format, optionally using bar codes to provide
required information such as the document type and the
destination folder. In the case of a scanned image, local
software at client workstation 52 combines data read from
bar codes with data provided interactively by the user and
sends the scanned TIF image to the host server along with
the data identitying the document type, destination folder,
the transaction party, and the date and time. The host server
passes the file to indexing process 64 (which may be written
in VISUAL BASIC and C++), which in turn stores the
document image in database 48 in association with a docu-
ment number, an origination date and the folder defined by
the originating transaction party and in which the document
image will thereafter appear.

[0068] In the event a transaction party faxes a document
image from a fax machine 56 to fax server 59 through a
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dial-up connection, the fax is received through a modem
connection by a fax server code module. The fax server code
is built, for example, from a FAXMAN tool kit available
from Data Techniques, Inc. The fax server code communi-
cates the faxed TIF file directly to the indexing process.
Alternatively, client fax machine 56 may fax the document
image to a fax service provider 67. The fax service provider
then emails the document image file and its associated data
to the host server through the Internet 46. The server passes
the file to indexing process 64 similarly to scanned images.

[0069] In the event a transaction party uploads an image
document from a source other than fax machine 56 or
scanner 58, client workstation 52 transfers the image to the
host server over the Internet 46 through an http or https
connection. The host server then provides the image to
indexing process 64.

[0070] A single multi-page TIF file may include multiple
documents. In such a file, each document is identified by a
separate bar code, which may be printed directly on the first
page of the document or may be located on a separate
coversheet immediately preceding the first page of the
document. Accordingly, indexing process 64, responsively
to the information provided by the bar codes, separates the
file into individual document images for storage in database
48.

[0071] In the presently-described embodiment, indexing
process 64 stores all documents to database 48 in PDF
format. It should be understood, however, that documents
could be stored in various other suitable formats. Upon
receiving TIF files of scanned or faxed images, indexing
processor 64 translates the TIF document images into PDF
files. Similarly, if files uploaded from other sources are not
in PDF format, indexing process 64 translates such files,
provided the indexing process recognizes the format of the
received file. File translation processes should be well
understood and are, therefore, not described herein.

B. System Operation

[0072] Referring again to FIG. 3, a system administrator
may communicate with server 42 through an administrator
workstation 50, either through a direct connection as shown
in FIG. 3 or through an Internet connection. The system
initially prompts the administrator for a username and
password. Upon successfully providing this information,
server 42 presents the administrator with an options screen
shown in FIG. 5. An “error log” button allows the admin-
istrator to view system errors logged by server 42. An
“indexing queues” button allows the administrator to view
file queues in indexing process 64 in which the indexing
process is translating scanned TIF files into PDF format
files. An “SQL Query Tool” button allows the administrator
to create and execute database commands against database
48. Buttons are also provided by which the administrator
may review company billing information and perform Web
site maintenance. For purposes of clarity, such system
management functionality is not discussed in detail herein
but should be understood by those skilled in this art.

[0073] “Company Maintenance” button 72 presents a
company list screen shown in FIG. 6. The company list
screen includes a line for each client entity (in the mortgage
example, the lender, broker, etc.) registered with the primary
system for storing and managing documents. To the left of
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each company name are five icons that enable the adminis-
trator to view and update system settings for each company.
If the administrator activates an icon 74 for a listed com-
pany, the primary server 42 (FIG. 3) presents a screen shown
in FIG. 7 that lists all users authorized to access documents
stored for the company. As shown in FIG. 7, the system
stores each user’s first name, last name and a login name. A
user logging into the system presents a user name that is a
combination of its company name and the login name shown
in FIG. 7. A User ID, which the system automatically creates
when a user is added, is also listed, as is the user’s email
address. A “delete” icon 76 allows the administrator to delete
the user from access to the client’s documents. An icon 78
presents a screen by which the administrator may reset the
user’s password. In the presently-described embodiment,
user information is stored by SITE SERVER, available from
MICROSOFT CORPORATION. SITE SERVER is also
responsible for authenticating all requests to the Web Server.
For each user, the SITE SERVER database provides a
Globally Unique Identifier (GUID) as the User ID, which
can be subsequently used to store and retrieve information
related to the user in the repository database. It should be
understood, however, that the system could use any suitable
user database and authentication sub-system, such as Active
Directory from MICROSOFT CORPORATION.

[0074] A “Create User” button 80 presents a screen shown
in FIG. 8 through which the administrator may create a new
user. The screen provides entry blanks for the information
shown in the screen of FIG. 7. If the user has requested a
specific password, the administrator may enter the password
in the blank provided in FIG. 8. If not, the administrator may
cause the system to randomly generate a password through
activation of a screen button 84. Activation of a “Create”
button at the bottom of the screen stores the user in the
system database, and the user thereafter appears on the user
screen shown in FIG. 7 for that client.

[0075] Returning to FIG. 7, activation of an icon 82
permits the administrator to change the information shown
for that user in FIG. 7. The system presents a screen similar
to that shown in FIG. 8, except that the current user
information populates the property fields. After changing
any information as desired, the administrator may activate
an “update” button to modify the user information in the
database and as shown on the screen in FIG. 7.

[0076] Returning to FIG. 6, activation of a “company
folder attributes™ icon 86 presents a screen shown in FIG. 9
through which the administrator may define attributes for all
folders set up for the particular client. In the presently-
described embodiment, a “folder” refers to a group of
document images relating to a single transaction, for
example a mortgage. Thus, a transaction party defines a
folder in the system for each transaction. A party may
populate optional or required data fields to describe its
folders that define its attributes, or data structure, for each
folder stored in the database for the party.

[0077] A transaction party defines the attributes of its
folders through the primary system administrator, although
it should be understood that this task could also be effected
by the transaction party at its workstation through screens
provided by the client interface. Through the screen shown
in FIG. 9, the administrator may review the attributes of the
selected party’s folders. In the presently-described embodi-
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ment, each transaction party has a single set of folder
attributes. That is, while the party may establish multiple
folders, each folder is defined by the same parameter set. It
should be understood, however, that the system may be
configured to permit definition of multiple sets of folder
attributes. In that case, the user selects a desired folder type
when searching for or opening folders.

[0078] An exemplary set of folder attributes for a mort-
gage transaction is illustrated in FIG. 9. The first two fields,
folder creation date and folder author, are system-main-
tained folder attributes and may not be edited. The remain-
ing fields are populated as desired by the transaction party.
In this example, the additional fields are mortgage number,
applicant first and last names, underwriter name, applicant
state and application status. Through the administrator, the
applicant may choose any desired caption for each field and
may define whether the field is required by checking a box
in the “required” column in the field line. If a field is
required, the system will require that a transaction party
enter this information before setting up a new folder in the
database. If the party attempts to set up a folder without
required information, the system prompts the party for the
field data. If the “non-editable” box is activated for a given
data field, the transaction party will be unable to edit data
entered for that field in a given folder once the folder is set
up. Activation of the “PK” box for a given data field
indicates that data entered in that field must be unique
among all folders for the transaction party. In the mortgage
example discussed above in which each folder represents a
different mortgage, each folder must have a unique number.

[0079] The system may support one or more look-up lists
that may be provided to the transaction party as the means
by which to provide data for a given data field. If it is desired
to provide a look-up list for a given data field, the admin-
istrator selects the desired list from a higher-order look-up
list at the right hand column of FIG. 9. In the example shown
in FIG. 9, a party setting up a mortgage folder may select the
applicant’s state from a look-up list of state postal codes. As
should be apparent, the type and number of look-up lists
provided as options in file set-up will depend upon the type
of transaction in which the folder will be used and may be
defined as appropriate.

[0080] The system may support a plurality of pre-defined
data field format lines which a user may use to define a
folder attribute. Each includes an ID number, a column
description, a caption field, a type description, a look-up
selection box and boxes for required, non-editable and PK
definitions. Each format line may include a data entry field
in a desired format, e.g. a desired number of integers or
character spaces. When the administrator initially sets up a
folder for a transaction party, the screen shown in FIG. 9
includes only the first two data fields. The remaining data
fields are provided in a separate screen (not shown), which
may be provided in the same window adjacent or below the
screen shown in FIG. 9. To add an attribute to the folder
definition, the administrator clicks on the desired data for-
mat line, and the system inserts the line into the screen
shown in FIG. 9. Un-selected data lines remain in the side
area and are available if the user later wishes to edit its folder
structure. To delete an attribute, the administrator clicks on
an “X” icon to the left of the ID number for the desired data
line. After adding an attribute, the administrator fills in the
data caption field and checks the option boxes as appropri-
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ate. A “save changes” button saves any changes made by the
administrator to the folder attributes in the database. A “reset
all” button clears the caption fields and option boxes for all
attributes.

[0081] As described in more detail below, folder attributes
and associated values are displayed from various web pages.
The sorting order in which system presents the data fields to
the client transaction party can vary from page to page. The
system allows each party to define sorting orders for three
different uses: search criteria; search results; and basic
information. These three defined sorting orders are then used
as appropriate by the different web pages to sort the folder
attributes that are presented.

[0082] Returning to FIG. 6, activation of an icon 88 for a
given company displays a screen (not shown) listing each of
the views defined for that party’s folders. As indicated
above, each folder defined by a transaction party corre-
sponds to a given transaction. When the administrator ini-
tially enters the transaction party in the database, the trans-
action party specifies one or more lists of document types it
expects to handle in its transactions. The administrator
defines these document type lists in the database in asso-
ciation with that party. Additionally, each party can define
one or more folder views used to organize a folder’s contents
when presenting the folder’s information to a user. For each
view, the party provides one or more desired document
groups. From each document type list, the party specifies
which document types should be placed into which docu-
ment type groups defined for each view and in which order
the document types should be sorted within the respective
groups. All of this information is stored by the administrator
in the database in association with the transaction party.

[0083] As discussed above, a view may include one or
more document groups and one or more document types for
each group. Referring to FIG. 1, for example, a mortgage
broker may group documents into application documents,
credit report documents, income documents and other docu-
ments. Within the application group, the broker might define
forms 1008 and 1003 as document types.

[0084] From the view list screen (not shown), the admin-
istrator may activate a button to create a new view for the
folders of the selected transaction party. A view creation
screen (not shown) permits the administrator to define
document groups and types for a view.

[0085] If the administrator clicks on one of the views in
the view list screen, the system presents a screen shown in
FIG. 10 listing the selected view’s document groups and
document type-to-group mappings. As should be understood
by those in the mortgage industry, hard-copy documents are
typically maintained on the left or right side of a mortgage
file. Documents are commonly referred to as either “left-
side” or “right-side” documents, and the exemplary view
shown in FIG. 10 defines two document groups according to
this convention.

[0086] Forexample, from the view list screen (not shown),
the administrator may click on one of the listed views to
present a screen such as shown in FIG. 10. The screen lists
each of the pre-defined groups and each of the document
types defined for the group. In the illustrated example, all
available document types are defined for the existing groups.
Any unused document types, however, would be listed in an



US 2007/0078853 Al

area 90 to the right of the view description shown in FIG. 10.
To add an unused document type to the group for which it
is defined, the administrator simply clicks on the document
type in area 90, and the system inserts the document type at
the bottom of the list for its document group. To delete a
document type currently listed for a group, the administrator
activates the “X” icon to the left of the document type, and
the system moves the document type to area 90. The order
of the document types within a group may be changed
through activation of the up and down arrows to the left of
the document types in the list. Once the administrator
completes its changes to the view, the changes may be saved
to the database through activation of a “save changes”
button at the bottom of FIG. 10. A “reset” button removes
un-saved changes from the screen shown in FIG. 10.

[0087] From the view list screen, the administrator may
define a new view by activating an appropriate button on the
screen to present a screen similar to the screen shown in FIG.
10. All document types, however, are listed in area 90, and
the left-hand side of the screen contains only the document
groups. The administrator may then define each group by
clicking on the desired document types in area 90 and saving
the new view to the database.

[0088] Returning to FIG. 6, an icon 92 presents a tool (not
shown) by which the administrator may view and amend
drop-down lists for the folder attributes, as described above
with respect to FIG. 9.

[0089] As discussed with respect to FIG. 7, multiple users
may be defined for each transaction party so that each user
may have access to the party’s documents. Through the
administrator, the transaction party defines the access rights
applicable to each party in a security profile. The transaction
party may define multiple profiles so that when the party
opens a new file, it may select a profile desired for that
folder. Thus, a given user’s access privileges may change
from one folder to another. Additionally, the security profile
defines the folder view that will be presented to each user
when that user opens any folder to which the profile is
assigned. Accordingly, depending on the security profile,
different users may have different views of the same folder.

[0090] Returning to FIG. 6, activation of an icon 94 next
to a given transaction party’s name presents a screen (not
shown) listing each of the security profiles defined for that
party. If the administrator clicks on one of the listed profiles,
the system presents a screen shown in FIG. 11 that illustrates
the access rights for the selected profile. As used herein, a
security “role” refers to a group of users having the same set
of access rights within a given security profile. The profile
shown in FIG. 11, for example, includes four roles. For each
role, the administrator may grant access rights by clicking
one or more desired boxes in the “Access Rights” column to
place a check in the box or may delete access rights by
clicking on an existing check mark to thereby remove the
mark. A “view” right provides the ability to view the folder
and the documents contained by it, subject to document
security profiles discussed below. A user may also be granted
the right to delete the folder. This deletes the folder defini-
tion in the database but does not delete documents in the
repository. The “add documents” right permits the user to
add documents to the repository for the folder to which the
security profile applies. The “remove documents” right
permits the user to remove documents from a folder. As
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discussed above, however, this does not provide the user
with the ability to delete documents from the repository. A
document cannot be removed from the repository by any
party. In the presently-described embodiment, the system
automatically deletes a document when it is no longer
associated with any folder. Alternatively, a document might
remain in the repository for some additional time period
after the last reference to it has been deleted.

[0091] The “edit property” right permits the user to edit
properties for a folder that are defined as editable. The “edit
security” right gives the user the ability to edit the folder
security profile.

[0092] If any users defined in the list shown in FIG. 7 for
the transaction party are not currently assigned to a security
role, such users are listed under the “user” column of a box
96 to the right of the security profile view. In the right-hand
column of box 96 adjacent each user name is a list of all
roles currently defined for the profile. To add the user to a
given role, the administrator clicks on the desired role in the
right-hand column of box 96 adjacent to desired user’s
name. The system then inserts the user in the appropriate
row in box 98. To remove a user from a security role, the
user clicks on the user name in the role. The system deletes
the user from the role, and the user’s name is returned to box
96.

[0093] In addition to the users defined for the transaction
party as shown in FIG. 7, box 96 also includes a “CRE-
ATOR?” user. As indicated above, one of the folder attributes
is the user that creates the folder. This user name is linked
to the “CREATOR” user name in box 96. A user is granted
any permission that is either explicitly granted them through
the addition of their user name to role, or any permission that
is granted the creator of a folder if that folder was created by
the user. This may be useful where it is desired to provide
certain access rights to the CREATOR where the adminis-
trator does not know the CREATOR’s identity.

[0094] To remove a role from the profile, the administrator
clicks on an “X” icon in the left hand column of box 98 by
the desired role. When a role is deleted, all users in the role
are returned to box 96. To insert a new role, the administrator
activates the “add new role” button at the bottom of the
screen, at which the system adds a new role to box 98. The
administrator then enters a description for the role in the
“description” column, defines access rights and adds users
as described above.

[0095] As shown in FIG. 10, a folder view is also assigned
to each role. The administrator defines, and may change, the
folder view for each role. The view must be one of the views
defined for the party as described above with respect to FIG.
10. Accordingly, the system presents document images to a
user according to the view defined for that user by the
security profile assigned to the folder accessed by the user.
Again, this means that a user may see different views in
different folders and that different users may see different
views in the same folder.

[0096] The “save changes” button permits the administra-
tor to save an edited security profile to the database. Prior to
saving the changes, the administrator may remove edits by
activating the “reset” button.

[0097] The administrator may also create a new security
profile from the profile list screen (not shown) described
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above. The screen includes a “name” field. The user enters
a name for the profile and activates a “create” button,
thereby causing the system to present a screen similar to the
screen shown in FIG. 11. In the new screen, however, no
roles are defined, and all users are listed in box 96. The
administrator define roles for the new profile through the
“add new role” button as described above.

[0098] Security profiles are also defined for documents.
Through the administrator, a transaction party may define a
security profile that is stored in the database in association
with that party. When one of the party’s users thereafter adds
a document to the repository in association with one of the
party’s folders, the system activates a pointer to the docu-
ment security profile. Accordingly, when a user thereafter
accesses one of the party’s folders and then accesses one of
the document images associated with the folder, the user’s
access rights to the document are defined by both the folder
security profile and the document security profile. Presently,
the system defines a single document security profile for
each folder that is initially assigned to documents added to
that folder. Thus, all documents in the folder are initially
subject to the same profile. It should be understood, how-
ever, that multiple document profiles may also be defined.

[0099] The security profile list screen (not shown)
described above lists each document security profile (if more
than one) defined for the selected party. Selection of one of
the listed document security profiles presents a screen simi-
lar to the folder security profile screen shown in FIG. 11,
except that the document security profile defines different
access rights and does not define folder views. More spe-
cifically, the document security profile defines rights to
remove documents, view documents, edit document prop-
erties and edit the document security profile. As in folder
security profiles, document removal refers to the ability to
eliminate access to the document from the folder in which
the user is operating at the time. In order to remove a
document from a folder, the user must have document
removal privileges in both the folder and document security
profiles. If the user is denied such rights in either the folder
security profile or document security profile, the user is
unable to remove the document from the folder. Similarly,
the user must be granted view access rights in both security
profiles in order to view a document image. The adminis-
trator may add and edit document security profiles similarly
to adding and editing folder security profiles as discussed
above.

[0100] Referring again to FIG. 3, when a transaction party
user accesses host system 40 from its work station 52
through Internet 46, client interface process 62 (FIG. 4)
requests the user’s user name and password. Each user name
must be unique. In one embodiment, the user name is the
user’s name as indicated in FIG. 7 in combination with the
name of the transaction party with which the user is asso-
ciated. Passwords are assigned as described above. If the
user provides a valid user name and password, the user
interacts with the client interface to manage document image
views and folders through various web pages as described
herein.

[0101] The client interface first presents the transaction
party user with a folder search screen, as shown in FIG. 12,
that lists each folder attribute (FIG. 9) applicable for search-
ing that transaction party’s folders. The screen provides a
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field for each attribute, and the user may provide entries to
one or more fields as desired. To automatically enter the
present date in the “Date Created” field, or to automatically
enter the user’s name in the “Created By” field, the user
activates buttons provided to the right of those fields.
Activation of the “search” button at the bottom of FIG. 12
presents a screen shown in FIG. 13 listing each of the folders
meeting the attribute limitation entered by the user at FIG.
12. In the illustrated example, the search criteria were for all
folders in which the mortgage applicant state was Georgia.
Responsively to the request, the client interface creates and
executes a query against database 48 (FIG. 3) and presents
the screen shown in FIG. 13 to the user at its work station.
The column titles in FIG. 13 represent the folder attributes
defined for search results for the transaction party to which
the user is associated. The user may sort the search results
using the attributes by clicking on the desired column
heading.

[0102] The present discussion assumes that the user has
been granted access in the security profiles to view the folder
and documents and to take other actions as described herein.
In the event, however, that the user attempts to take an action
for which the user does not have sufficient access rights, the
host client interface notifies the user that there is insufficient
authority and does not execute the requested action.

[0103] “Open Folder,”Edit Properties,”Fax Cover-
sheets” and “Scan Coversheets” icons provided to the left of
each folder shown in FIG. 13 permit the user to access the
folder, edit its properties and obtain fax or scan coversheets
by which the user may add additional documents to the
folder. Activation of the “Open Folder” icon 100 for a given
folder produces a folder view screen as shown in FIG. 14.
The folder view screen includes a folder attributes box 102,
a notes box 104 and a document list box 106. Folder
attributes box 102 displays the attributes established for the
selected folder. If the user has sufficient authority, the user
may change the folder attributes by activation of an “edit”
button at the top of box 106 through a screen shown at FIG.
15. An “edit attribute” tab on a tool bar 105 shown in FIG.
14 also directs the user to the folder property screen shown
in FIG. 15. This screen lists each attribute and, except for the
creation date and creator fields, provides an edit box through
which the user may change the attribute information. The
system automatically fills the “Date Created” and “Created
By” fields when the user initially creates the folder. The
folder property screen also permits the user to define the
folder security profile that is to be applied to the folder. A
pull-down list 108 includes the name of each folder security
profile defined for the transacting party to which the user is
associated, as described above with respect to FIG. 11. The
“update” button saves the changed folder properties in the
database, and a “reset” button removes any unwanted and
unsaved edits from the current screen. To return to the folder
view screen shown in FIG. 14, the user closes the window
in which the folder properties screen is displayed.

[0104] Notes box 104 permits the user to add comments
relating to the folder. The box provides the date the note was
entered, the user that entered the note, and a description
heading. Activation of a view icon 110 opens a window that
displays the text of the note. To add a new note, the user
activates an “add note” icon at the top of box 104, thereby
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opening a window displaying a screen (not shown) having
entry fields in which the user may enter a note description
and note text.

[0105] Document list box 106 displays each document
image stored in the repository that is associated with the
selected folder. For each document, box 106 displays the
document title, the document type, the date the document
was created, the party creating the document and any
comments attached to the document. The documents are
grouped according to group headings 112. Documents are
linked to document groups by their document types. As
described with respect to FIGS. 10 and 11, document types
are associated with document groups in a folder view which
is assigned to the user in the selected folder by the folder
security profile. Box 106 is the presentation of documents to
the user as defined by the document view.

[0106] If the user has view access to a document, the user
may view the document through a view icon 114. In
response to activation of this icon, the client interface creates
and executes appropriate queries against database 48 (FIG.
3) and opens a window for the user in which is displayed the
document image in PDF format. The screen (not shown)
includes a “properties” button that produces a document
properties screen shown in FIG. 16. Through this screen, the
user may change the document’s type or title and may
provide comments for display in document list box 106.

[0107] Returning to FIG. 14, a delete icon is provided at
each document line by which the user may remove the
document from the selected folder. As described above, this
requires that both the folder and document security profiles
provide removal rights to the user.

[0108] An “edit properties” icon 101 on each document
line directs the user directly to the document properties
screen shown in FIG. 16. Once the user has reviewed a
selected document, the user may activate a “mark as
viewed” button in the document property screen, or in the
document view screen (not shown), thereby activating a
“has been viewed” icon at the document line in box 106.

[0109] As described in further detail below, documents
submitted by a fax transmission are not executed through a
user login event. Accordingly, the indexing process initially
marks each faxed document as being non-verified, and a
“not verified” icon is displayed at the document line in box
106 for any such document. In this case, the document
property screen (FIG. 16) for such a document displays
“No” in the “Has Been Verified” line, along with a “mark as
verified” button (not shown). Activation of the button by the
user removes the “not verified” icon from document list box
106.

[0110] Within a folder, a user may instruct the client
interface to send an email to the user’s email address, or to
other selected addresses, when the folder receives docu-
ments of a predefined type. To set such notifications in a
folder, the user activates a “notifications” tab on toolbar 105.
In response, the client interface presents a notifications
screen as shown in FIG. 17. The notification screen includes
a description line 116 in which the user may enter text to be
included in the email message. In a pull-down list 118, the
user may select any of the email addresses for users asso-
ciated with the same transaction party, and/or the user may
enter other email addresses at line 120. The user may select
one or more document types that will trigger a notification
in a box 122.

Apr. 5, 2007

[0111] Thereafter, the client interface sends an email to
each email address selected or entered at lines 118 and/or
120 whenever a document of a type selected in box 122 is
added to the folder. If the user designates the notification as
a “single type” at line 124, the client interface sends an email
to the listed email addresses only when documents under all
document types selected in box 122 have been added to the
folder. This type of notification will only occur once, after
the last of the required document types is added to the folder.
If the user selects the “recurrent” type, the client interface
sends emails to the selected addresses any time a document
under any of the selected document types is added to the
folder.

[0112] Ifthe user selects a “Tardy Notification” box at line
124, and specifies a date and time, the client interface will
also send an email to the defined email addresses if docu-
ments under all document types selected in box 122 have not
been added to the folder by the date and time specified in line
126. In the present embodiment, the client interface sends
tardy notifications only if the “single” type is selected at 124.

[0113] From toolbar 105, activation of a ‘“faxing” tab
causes the client interface to respond with a fax coversheet
screen as shown in FIG. 18. A box 128 lists each document
type defined for the folder. If the user selects one or more
document type and executes a “submit” button at the bottom
of the screen, the client interface generates a fax coversheet,
such as shown in FIG. 19, for each document type. Each fax
coversheet contains one or more barcodes that provide the
information required to categorize and place the document
in the repository, which at a minimum includes the docu-
ment type and destination folder identifier.

[0114] Referring also to FIGS. 3 and 4, the user places the
appropriate fax coversheet (i.e. by document type) in front
of'each document the user wishes to submit to the repository
for the folder. Each document may be one or more pages in
length. The user then sends the fax coversheet and document
through the user’s fax machine 56 by a dial-up connection
to host fax server 59. The fax number for server 59 may be
printed on the fax coversheet. In the presently preferred
embodiment, all coversheet barcodes are defined by *“3 of 97
(or code 39) barcoding.

[0115] Fax server code 66 receives the fax image and
downloads the resulting TIF file directly to indexing process
64. Indexing process 64 scans the TIF image for the bar-
codes, extracting indexing information from the available
barcodes. Using the barcode data, the indexing process
separates the TIF image into one or more documents, which
it then converts to PDF files, and stores the image in
database 48 in association with the document type, folder ID
and any other associated data extracted from the fax cover-
sheet.

[0116] Referring again to the fax coversheet request screen
in FIG. 18, activation of a “file completed notification”
selection box in a box 132 causes the client interface to
generate a fax coversheet that allows the user to trigger an
email to a designated email recipient for the folder. In
initially setting up a transaction party, the administrator may
define an email address provided by the transaction party to
which “File Completed Notification” emails are to be sent.
This may be useful, for example, when a user preparing
documents for a file completes the documentation for a file
and wishes to notify the transaction party’s email recipient
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that the file is complete. To do this, the user selects the “File
Completed Notification” box and executes the “submit”
button at the bottom of the screen in FIG. 18. In response,
the client interface generates a fax coversheet similar to the
coversheet shown in FIG. 19. The coversheet contains
barcodes that indicate the related folder ID and the notifi-
cation action to be taken. The user then faxes the coversheet
alone to fax server 59 (FIGS. 3 and 4). Upon receiving the
resulting TIF file from the fax server code, the indexing
process reads the barcode data and causes the primary server
software to send an email through the Internet 46 to the
email recipient address associated with the party that created
the folder specified by the folder ID indicated in the bar-
codes.

[0117] A user may also scan documents to create docu-
ment images for storage in the repository. Referring again to
FIG. 14, activation of a “scanning” tab on toolbar 105 causes
the client interface to generate a scanning batch coversheet
such as shown in FIG. 20, which contains one or more
barcodes that indicate the ID of the associated folder.

[0118] The scanning batch coversheet may be used to
cover multiple documents of different document types. Each
document has its own scanning coversheet, referred to
herein as a “document separator coversheet.” To generate a
separator coversheet in the mortgage example discussed
herein, the user activates a “Mortgage Documents” button
138 in the scanning batch coversheet shown in FIG. 20. In
response, the client interface generates a scanning cover-
sheet document type screen as show in FIG. 21. Similarly to
the fax coversheet selection page, the user may select one or
more document types from a list of document types defined
for the folder provided in a box 140. Activation of a
“submit” button causes the client interface to generate a
document separator coversheet, as shown in FIG. 22, for
each selected document type. Each coversheet contains one
or more barcodes 144 that indicate the associated document

type.

[0119] Returning to FIG. 20, activation of a “File Com-
pleted Notification” button in the scanning batch coversheet
screen causes the client interface to generate a “File Com-
pleted Notification” coversheet, which functions in the same
way as previously described for faxing. The user may fax
this coversheet to the host fax server or may include the
sheet in a scan.

[0120] Returning to the scanning coversheets shown in
FIGS. 20 and 22, and referring also to FIGS. 3 and 4, the
user places an appropriate (i.e. according to document type)
document separator coversheet over each document it
wishes to scan. The user then feeds the scanning batch
coversheet, followed by each document/coversheet combi-
nation, into the user’s scanner 58. A scan program module at
user workstation 52 interfaces scanner 58 and the user’s
workstation 52. The scan program code controls scanner 58
and reviews each scanned page for bar codes.

[0121] The user activates the scan program module, writ-
ten in a combination of VISUAL BASIC and C++, at its
workstation 52 prior to scanning documents. Upon activa-
tion, the scan program connects to the host Web Server
through the user’s Web browser and requests the user and
folder properties from the host system. The host system first
requires a user login, and the scan program therefore
prompts the user for its user name and password for the host
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client interface. If the user successfully enters this informa-
tion, the scan program retrieves any required configuration
information, such as folder properties, stored by the host
system and used by the scan program module.

[0122] The scan program code permits the user to scan
images without a scanning coversheet. To do so, the user
selects the “file” pull-down list from a main scan program
page (FIG. 23) presented by the scan program at workstation
52 and selects a “Select Destination Folder” from the
resulting pull-down menu. This causes the scan program
code to produce a folder search screen at the user’s work-
station,. as shown in FIG. 24. Upon filling in desired search
criteria and activating a “search” button on the screen, the
scan program code connects to the client interface at the host
system and provides the search criteria to the client inter-
face. The client interface executes appropriate queries
against database 48 and returns a list of folders that meet the
search criteria for the transaction party with which the user
is associated, as shown in FIG. 25.

[0123] Selection of one of the folders from the screen
loads the folder attribute information in a “Destination
Folder” box 150 in the main scan program screen shown in
FIG. 23. The user then enters the document type from a
pull-down box that lists all document types for the document
type identified in box 150. The user may also define a
document title and insert comments. Activation of the
“scan” button at the top of the screen drops a pull-down list
from which the user activates the user’s scanner 58 (FIGS.
3 and 4). The user then feeds the desired document into the
scanner, and the scan program stores the resulting TIF file in
association with the folder ID from box 150, the document
type entered by the user, the user’s User 1D, the date and
time of scanning, and the document title and comments, if
any, entered by the user. At the end of the scan, the scanned
document is displayed in a window 152. This procedure may
be repeated within the same destination folder. For each
document, the user selects a document type, optionally
enters a title and comments, and executes the “scan” button
in the scanning screen. The scan program accumulates
scanned document images under the destination folder ID.

[0124] A “new document” option in the “scan” pull-down
list allows the user to identify another document type, title
and comments and execute a subsequent scan. Thus, the user
may add documents of different types to the scan file for the
destination folder. An “append page” option under the
“scan” pull-down allows the user to scan a page for addition
to the end of an existing scan. An “insert page” option allows
the user to scan one or more new pages and add the new
pages before the page currently viewed in box 152. A “delete
page” option allows the user to delete a page currently
viewed in box 152.

[0125] Having searched for and selected a destination
folder for scanned documents, so that the system displays
the selected destination folder in box 150, the user may elect
to use document separator coversheets in association with
each document, rather than entering the document type from
the pull-down list shown in FIG. 23. In this case, the user
selects the box shown in FIG. 23 indicating that the scanned
documents contain coversheets. If the user has selected a
destination folder, a batch coversheet is unnecessary, and the
scan program expects only document separator coversheets.
If the user has not selected a destination folder, so that box
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150 is empty, the scan program looks both for a batch
coversheet and document separator coversheets. In either
case, the user may enter a title and comments for each
document.

[0126] If the user selects the coversheet option, scanning
proceeds in the same manner. Assuming both batch and
document separator coversheets are used, the user selects the
“scan” pull-down list and selects the scan execution option.
The program receives and stores the scanned image in
association with an identifier indicating that the image is
expected to contain batch and separator coversheet bar-
codes. At the end of the scan, the scanned program presents
a screen (not shown) prompting the user whether the user
wishes to scan additional pages to the existing file, to store
the image, or to review the image. If the user elects to store
the image, the TIF image is stored in association with the
coversheet identifier, and the user may execute additional
scans from the “scan” pull-down list at the main scan screen.
For each subsequent scan to the same scan file, the scan
program would expect only a document separator cover-
sheet, not a batch coversheet.

[0127] If the user selects the coversheet option and defines
a destination folder in box 150, the scan program stores the
resulting TIF images in association with the folder ID and an
identifier indicating that document separator barcodes, but
not batch barcodes, are present in the images.

[0128] To upload a scanned file at the end of a scan
procedure, the user selects the “file” pull-down list in the
screen shown in FIG. 23 and selects a “Submit Current
Document” option. The scan program contacts the host
system Web server through the user workstation Web
browser and the Internet and uploads the TIF images in the
scan file, along with the folder ID, the User 1D, and the
document type for each document contained in the TIF
image. The host browser hands the received scan file to the
indexing process, which translate the TIF images into PDF
format and stores the images in the host system database
with the associated information.

[0129] In addition to the fax and scan options, the user
may upload a previously-stored electronic image to the
repository at the host system. Referring again to FIG. 14,
activation of an “upload document” tab at toolbar 105 causes
the client interface to present the user with an upload screen
as shown in FIG. 26. The screen includes a pull-down list
populated by the document types defined for the folder. The
user may define a title and comments to associate with the
image document.

[0130] The screen includes an entry line for the file
directory address at which the image file is located. A
“browse” button 154 opens a WINDOWS EXPLORER
window at the client workstation through which the user
may find the desired document image file stored on the
user’s local or network drives. Upon selection of the desired
image file in the window, code located at the client work-
station inserts the appropriate file address in the address line.
Activation of an “upload” button as shown in FIG. 26 causes
the client-side code to contact the host system Web server
and upload the desired image file, along with the selected
document type, title, comments, folder 1D, User ID, and
document type.

[0131] The upload screen in FIG. 26 includes a box by
which the user may indicate whether the image file contains
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barcode coversheets. This may be true, for example, if the
stored document image was faxed or scanned with barcode
coversheets as described above. Because the coversheets are
assumed to contain document types, activation of this box
eliminates the document type field from the screen. Since the
barcodes do not necessarily include a folder ID, the folder
1D field remains. If the image barcode contains a folder ID,
the barcode folder ID controls.

[0132] 1If the upload file contains barcodes, the indexing
process reads the barcodes to determine the folder ID, User
ID, and document type. If the upload file contains no
barcodes, this information is provided in data associated
with the image files. The indexing process detects the image
file format and, if possible, translates the image into PDF
format. The program then stores the images in association
with the folder, User ID, document type and, if provided,
title and comments.

[0133] Referring again to FIG. 14, an “email link” tab on
toolbar 105 causes the client-side to generate from the user’s
web browser an e-mail enclosing a link to the page from
which the “e-mail link” tab was activated. The user enters a
desired e-mail address in the e-mail and sends the email to
the desired party. Upon opening the e-mail, the receiving
party may enter the linked page by activating the e-mail link.
Before presenting the receiving party with the web page,
however, the host system prompts the receiving party for a
user name and password for the applicable folder. A user
may execute the e-mail link option, for example, while
reviewing a document in order to share the document with
another user defined under the folder.

[0134] To increase reviewing speed, the user may wish to
download electronic copies of document images to its local
drive, rather than review each image over an Internet con-
nection. To do this, and again referring to FIG. 14, the user
activates a “download docs” tab on toolbar 105. In response,
the client interface provides a folder download screen as
shown in FIG. 27. The screen lists each image document
stored in the repository for the folder, again grouped by
document group and document type as defined by the
folder’s security profile. Using check boxes at the left of the
document image lines, the user may select those document
images it wishes to download.

[0135] The html supporting the page shown in FIG. 27
includes embedded code (an ActiveX component, compiled
from VISUAL BASIC code) that establishes a communica-
tion with the host web server through the user’s workstation
Web server and the Internet and that downloads the
requested document images from the host database to tem-
porary storage at the user’s workstation. After selecting the
desired document images and executing a “download” but-
ton at the bottom of the screen shown in FIG. 27, the selected
documents are downloaded and stored on the user’s work-
station.

[0136] Upon completion of the file download, the client
interface returns the user to the folder view screen shown in
FIG. 14. Thereafter, when the user accesses a view of the
document through the folder view screen, the document
image is retrieved from the user’s local temporary storage.
When the user ends its document management session, the
embedded code deletes the downloaded document images
from the user’s storage. Alternatively, it should be under-
stood that the system may leave the downloaded image files
in the user’s memory.



US 2007/0078853 Al

[0137] Returning to the folder search results screen shown
in FIG. 13, the user may define a new folder by activating
a “create a new folder” tab at a toolbar 107. This causes the
client interface to present a folder creation screen as shown
in FIG. 28. The upper part of this screen is similar to the
folder attributes edit screen shown in FIG. 12, except that the
creation date and creator fields are omitted because the
system automatically populates these fields upon creation of
the new folder. Otherwise, the user may populate the folder
attribute fields as desired. The “status” pull-down list in the
present mortgage example allows the user to select a des-
ignation indicating that the mortgage to which the folder
corresponds has been approved, declined, is pending, or is in
underwriting.

[0138] At the bottom of the folder creation screen, a
pull-down box under “Folder Configuration” allows the user
to select one of the folder security profiles defined for the
particular folder. As described above, this defines the folder
security profile that will be applied to the folder, the docu-
ment type list that will be used by the folder, and the
document security profile that will be initially applied to
documents that are subsequently added to the new folder.
Provided all required information is entered in the folder
creation screen, activation of the “create” button at the
bottom of the screen saves the folder to the system database.

[0139] Activation of a “User Profile” tab on toolbar 107
causes the client interface to generate a user profile screen as
shown in FIG. 29. The screen automatically displays the
user’s username and User ID, which the user may not edit.
Provided the user has sufficient authority, however, the user
may change its first and last name, e-mail address and
password.

[0140] As indicated above, two different parties may share
documents with each other. That is, the parties may establish
a relationship in the system whereby one party gains access
to documents in the repository to which the other party has
access and/or may have access in the future. When one
transaction party (hereafter the “sharing” party) desires to
share documents from one of its folders with another trans-
action party (hereafter the “receiving” party), a user from the
sharing party selects a folder and activates a link (not shown)
from the resulting folder view page (FIG. 14) that presents
the user with a list of other transaction parties from which
the user may select the receiving party. Once the user selects
the receiving party, the system presents a screen from which
the user may select a receiving party user to whom the
system will notify that a share has been initiated. As part of
a party’s set-up in the system, the party identifies one of its
users as a default recipient for such notifications and may
identify other users that may substitute for the default. If
such alternates are provided, the sharing party user may
select one from the screen.

[0141] While the present embodiment is described in
terms of a sharing party defining a share (as used herein, the
term “share” refers to the establishment of a relationship by
which one party grants document access to another party)
for one receiving party at a time, it should be understood that
the system may be configured so that the sharing user may
select multiple receiving parties from the receiving party
selection screen. In that event, the user will select a notifi-
cation recipient for each receiving party, and the system
database stores multiple shares—one for each receiving

party.
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[0142] After selecting the notification recipient, the shar-
ing user may choose to share specific documents in its folder
and/or to automatically share folder documents within one
or more specified document types. The latter method is
referred to herein as a “recurrent” share. In a screen similar
to the download screen shown in FIG. 27, the system
presents the user with a list of documents currently existing
in its party’s folder. To share specific documents, the user
selects one or more documents by checking boxes beside the
respective documents in the screen. The user may instead or
additionally indicate that a recurrent share be established by
checking a “recurrent share” box, in which case the system
presents the user with a list of document types used by the
applicable folder. Responsively to the parties, the adminis-
trator may have pre-defined in the system a global list of
document types for a recurrent share. In such a case, the user
may simply choose a global list to automatically define the
document types. Alternatively, the user may define the
document types for the recurrent share on a case-by-case
basis. Here, the user selects one or more document types to
be included in the recurrent share by checking boxes in the
screen by the respective types.

[0143] Having identified the source folder, the receiving
party and the documents and/or document types to be
shared, the user executes the share by activating a “submit”
button in either the document list or document type screens.
The system then notifies the receiving party of the share, for
example by sending an email to the specified receiving party
user or presenting that user with a pop up notification screen
when the receiving party user next logs into the system.

[0144] The receiving party is then responsible for accept-
ing the share and for specifying the destination folder for the
shared documents. Upon activation of a “share” tab, the
system presents the receiving party user with a screen listing
all shares that have been initiated to the receiving party. The
user then selects a share it desires to accept by activating a
check box by the desired share.

[0145] Shared documents are applied to an existing or new
folder belonging to the receiving party. Accordingly, the
system allows the receiving party to establish a map between
the document types of the sharing party’s folder to the
document types of its folder. Where the receiving party sets
up a new folder, the system also maps the attributes of the
sharing party’s folder to the new folder, thereby avoiding the
need to manually enter attribute data. In a presently pre-
ferred embodiment, the system administrator defines
attribute maps in the data hierarchy described below respon-
sively to the parties.

[0146] When the receiving party user selects a share from
the share list screen, the system presents a list of the
receiving party’s folders. If the user selects one of these
folders, the system applies the shared documents to the
selected folder. If the user selects a “new folder” icon in this
screen, however, the system first presents a screen similar to
the folder attributes screen shown in FIG. 15, in which the
attribute fields are populated by the attributes in the sharing
party’s folder as defined by the attribute map. In the mort-
gage example, the map may automatically populate fields
applicable to all parties, such as mortgage number, applicant
information and date. The user may change any desired
fields and may fill in any unmapped fields.

[0147] In order for the system to share a document from
one folder to another, the document type map correlates the
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document type under which the document is assigned in the
source folder to a document type to which the document
should be applied in the destination folder. Although the
parties involved in each sharing transaction may provide this
information as needed, the system may also store default
mappings (which are predefined by the administrator
responsively to the parties) by which the system facilitates
future sharing transactions between the same parties.

[0148] When the receiving party user selects an existing or
new folder to which to apply the shared documents, the
system first presents a screen listing any specifically shared
documents. The screen shows the source folder’s document
types on one side and the receiving folder’s document types
on the other. On the source side, the screen lists each shared
document under its associated document type. On the
receiver side, the system lists the shared documents under
the receiving document types according to the default map.
The receiving party user may, however, change the mapping.
To move a document from one document type in the
receiving folder to another, the user clicks on a box beside
the desired document, thereby presenting a drop-down list of
all document types in the receiving folder. Selecting a type
in the list moves the document to the new type.

[0149] If no default mapping exists, the screen’s receiver
side lists the shared documents without association to docu-
ment types. The user then activates a box beside each
document and selects a desired document type.

[0150] To accept the document mapping, the user activates
an “accept” button on the document share screen. If the user
activates this button when there is also a recurrent share, or
if there is only a recurrent share when the user selects a
receiving folder, the system presents a screen that presents
a document type mapping between the source (sharing)
folder and the receiving folder. The screen lists the sharing
folder’s document types on one side and the receiving
folder’s document types on the other side. The sharing types
are grouped beside the receiving types to which they apply,
and multiple sharing types may map to the same receiving
type. The user may change the map. To move a sharing type
from one receiving type to another, the user clicks on a box
beside the desired sharing type, thereby presenting a drop-
down list of all document types in the receiving folder.
Selecting a type in the list moves the sharing type to the new
receiving type. Upon activating an “accept” button on this
screen, the system saves the new map.

[0151] Once the receiving party accepts the share, the
system applies any specifically shared documents to the
receiving party’s folder. If there is a recurrent share, the
system applies to the receiving party’s folder any documents
of the selected type(s) that then exist in the sharing party’s
folder or that are thereafter added to the sharing party’s
folder. More specifically, the system thereafter monitors the
sharing party’s folder for the addition of documents of a type
corresponding to one of the types associated with the
recurrent share and automatically shares any such docu-
ments to the receiving party’s folder.

[0152] The sharing party may terminate or disable a share
at any point, but any documents already shared to the
receiving party’s folder remain available to the receiving

party.
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C. Data Hierarchy

[0153] FIG. 30 describes a data hierarchy for folder,
document and system configuration information and rela-
tionships stored at the host system database. Within FIG. 30,
the following conventions are used to describe table col-
umns and relationships. A line drawn between two tables
indicates a foreign key relationship, with an arrow indicating
the parent table. For example, the line drawn between tables
158 and 160, with the arrow pointing to table 158, indicates
that primary key-foreign key relationship exists between the
two tables, that table 158 is the parent table of this relation-
ship, and that table 160 is the child. Each table column may
denote additional properties. The letters “PK” next to a
column indicate that the column is part of the primary key
for that table. The letters “FK” next to a column indicate that
it is the child of a primary key-foreign key relationship. The
letter “U” next to a column indicates that it is part of a
unique key constraint. The FK and UK symbols also contain
a number qualifier, such as “FK1” and “FK2,” which discern
between multiple keys of the same type within the same
table.

[0154] 1t should also be noted that description of the
database tables uses the term “company” to identify a
transaction party. As such, each transaction party is assigned
a unique company 1D in the system, which is subsequently
used to identify the data associated with that party.

[0155] Referring to table 162, FOLDER_ATTRIBUTES,
each of the available folder attributes defined by the system
are assigned a unique ATTRIBUTE_ID. The information in
this table describes the columns that are present in the
FOLDERS table described below and that can be used by
companies to define which attributes are used to define their
folders. For each attribute entry in this table, the following
information is provided. COLUMN_NAME indicates the
name of the attribute’s corresponding column in the FOLD-
ERS table. DATA_TYPE indicates the column’s data type
(i.e., numeric or text). LENGTH indicates the maximum
length of a value that can be stored for the attribute.
IS_SYSTEM is a flag that indicates if the value of the
attribute is maintained by the system. DEFAULT_CAP-
TION indicates the default caption that should be used when
displaying the attribute to a user. NONEDITABLE indicates
if the attribute is not editable. IS_REQUIRED indicates if
the attribute requires a value.

[0156] Referring to table 156, COMPANY_FOLDER-
_ATTRIBUTES, the system administrator may associate to
each company any of the non-system attributes enumerated
in table 162 above. In this way, each company is provided
some flexibility in how they wish to describe their folders.
For each attribute, the company may also wish to override
some of the system settings for a particular attribute. Spe-
cifically, using the CAPTION column, a company can
override the default caption displayed for an attribute. Using
the NONEDITABLE column, a company can also make an
attribute otherwise designated as editable by the system
non-editable for their folders. Likewise, using the
REQUIRED column, a company can make an attribute
otherwise not designated as required by the system required
for their folders. Lastly, using the LOOKUP_LIST_ID col-
umn, a company may wish to associate an attribute with a
lookup list of values, as described below, to control the
available values a user can assign to that attribute.
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[0157] As described previously, a company may establish
a list of specific values that can be assigned to one or more
folder attributes. Assigning a lookup list to an attribute
facilitates easier data entry by the user and provides a way
to control or limit the values entered. Each list of lookup
values is first defined in table 158, LOOKUP_LISTS. Each
list is assigned a unique identifier which is stored LOOKU-
P_LIST ID.The COMPANY_ID column indicates the com-
pany that defined the list. DESCRIPTION provides a textual
description of the list. SYSTEM indicates if the list is
defined by the system and, therefore, available for use with
any company’s attributes. Non-system lists can only be
applied to attributes defined by the same company that
defined the list. Lastly, the SORTBY column indicates the
preferred method used to the sort the list members as
described below. The sorting method may specify that the
members are sorted alphabetically using their descriptions,
alphabetically by their values, or by a custom sort order
specified for each member

[0158] Referring to table 160, LOOKUP_LIST _MEM-
BERS, each lookup list will contain one or more members.
For each member, the company must provide a description
(DESCRIPTION) and may optionally provide a value
(VALUE) that, if present, is used in place of description
when storing a value for the attribute. If desired, the SOR-
T_ORDER column may be used to define how the members
of the lookup list are sorted when displayed to a user. The
STATUS column indicates if the lookup list member should
should be made available to the user when assigning
attribute values. This STATUS option allows for a certain
lookup list member to effectively be retired, meaning that it
can not be used when assigning new values to a folder
attribute but that it is still valid for folder attributes which
had previously been assigned its value.

[0159] As described previously, each company can specify
which attributes should be used to uniquely identify a folder,
following the same concept as a primary key in a database.
For each attribute that is designated as part of the unique key
for a company’s folder, an entry is made in table 164,
COMPANY_PK_ATTRIBUTES.

[0160] Referring to table 166, COMPANY_ATTRIBUTE-
_SETS, each company can define subsets of its available
attributes that can subsequently be used by Web pages to
filter and or sort attributes specifically for certain functions.
In the presently-described embodiment, the system defines
three such subsets: attributes made available for search
critera, attributes used to display search results, and
attributes used to describe a folder in basic detail rather than
full detail. For each attribute that is a member of an attribute
subset, an entry is made in this table. The COMPANY_ID
column indicates the company with which the corresponding
attribute set is associated. The SET_TYPE column indicates
the attribute set in which the attribute is a member. The
ATTRIBUTE_ID column contains the identifier of the
attribute being included in the set. The DISPLAY_ORDER
column indicates the order in which the attribute will be
sorted within the attribute set.

[0161] Referring to a table 176, each folder defined in the
database is assigned a unique folder ID number which is
stored in the FOLDER_ID column. The COMPANY _ID
identifies the company that created the folder. The DATE-
_CREATED column indicates the date and time that the
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folder was created. The CREATED _BY_USER_ID column
stores the identifier of the individual user that created the
folder. The SECURITY_ID column indicates the folder
security profile, as described below, that is to be applied to
the folder. The NEW_DOCUMENT_DEFAULT_SECURI-
TY_ID indicates the document security profile, as described
below, that is to be initially applied to documents added to
folder. The DOC_TYPE_LIST ID column indicates the
document type list, as described below, that is used to
classify documents associated with the folder. The remain-
ing columns are used to store values for the non-system
folder attributes described above (table 156) that are made
available to each company.

[0162] Referring to table 168, DOCUMENTS, each docu-
ment added to the repository is associated with an entry in
the database. Each document is assigned a unique DOCU-
MENT_ID by the system, which is stored in the DOCU-
MENT _ID column. The DATE_CREATED column indi-
cates the date and time the document was added to the
repository. The CREATED_BY column indicates the user
that added the document to the repository. The SOURCE
column indicates the mechanism by which the document
was added to the repository, for example by fax, scan or
upload. The LOCATION column is used to indicate where
the document image is located, which is used to subse-
quently retrieve the document as necessary.

[0163] Referring to table 172, FOLDER_DOCUMENTS,
each document may be associated with one or more folders.
As such, for each document associated with a folder, an
entry is made in this table. The FOLDER_ID column
identifies the folder with which the document is associated.
The DOCUMENT_ID column identifies the document
being associated. The DOC_TYPE column identifies the
document’s classification within the folder, and must be a
valid member of the document type list associated with the
folder. The TITLE column optionally indicates a title for the
document. The COMMENTS column optionally indicates
comments for the document. The SECURITY_ID column
indicates the document security profile that is to be applied
to the document. The ADDED_BY_ USER_ID column indi-
cates the individual user that associated the document with
the folder. The ADDED_DATE indicates the date and time
at which the document was associated with the folder. The
VERIFIED_STATUS indicates whether the document has
not been verified, as described previously in the discussion
of the folder view web page (FIG. 14).

[0164] Each user has the ability to track which documents
it has viewed in each folder. Each time a user indicates to the
system that it has viewed a document, an entry is made in
table 170, USER_DOCUMENT_TRACKING. The
FOLDER_ID column identifies the folder from which the
viewed document was accessed. The DOCUMENT _ID col-
umn identifies the document that was viewed. The USE-
R_ID column identifies the user that is indicating the docu-
ment has been viewed.

[0165] Referring to table 174, NEW_FOLDER_CON-
FIGURATIONS, when a folder is created, the system
applies certain default characteristics to the new folder. Each
company can define one or more configurations from which
a user can select when creating a new folder. Each configu-
ration is represented by an entry in this table and is uniquely
identified by an ID stored in the CONFIGURATION_ID
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column. The COMPANY _ID column identifies the company
with which the configuration is associated. The DESCRIP-
TION column stores a textual description of the configura-
tion that allows a user to recognize its characteristics. The
SECURITY_ID column indicates the folder security profile
id that should be initially applied to the folder and stored in
the SECURITY_ID column of the FOLDERS table. The
NEW_DOC_SECURITY_ID indicates the value that should
be stored in the NEW DOCUMENT_DEFAULT_SECURI-
TY_ID column of the FOLDERS table. The DOC-
_TYPE_LIST_ID indicates the document type list that will
be used for the folder and is the value stored in the
DOC_TYPE_LIST_ID column of the FOLDERS table. The
IS_DEFAULT column indicates which configuration is the
default for a company.

[0166] Referring to table 178, FOLDER_NOTES, and as
described previously, a user is able to create and associate
notes with a folder. Each note is stored as an entry in this
table and is assigned a unique ID which is stored in the
NOTE_ID column. The FOLDER_ID column indicates the
folder with which the note is associated. The DATE_CRE-
ATED column stores the date and time at which the note was
created. The USER_NAME column stores the name of the
user who created the note. The DESCRIPTION column
stores the note description or subject line The CONTENT
column stores the body of the note.

[0167] Referring to table 186, FOLDERS_SECURI-
TY_PROFILES, each company can establish one or more
folder security profiles that describe user-level access to a
folder. For each profile defined by each company, an entry
is made in this table, and a unique identifier is assigned and
stored in the SECURITY_ID column. The COMPANY _ID
column indicates the company associated with the profile.
The DESCRIPTION contains a textual description of the
profile that enables a user to more readily recognize its
characteristics.

[0168] Referring to table 188, FOLDERS_SECURI-
TY_PROFILES_ACL, each profile comprises one or more
user roles, each of which is assigned permissions. Each role
defined for profile is entered in this table and assigned an
identifier unique to the profile. The SECURITY_ID indi-
cates the profile with which the role is associated. The
ROLE_ID contains the unique identifier of the role in the
profile. The ROLE_DESCRIPTION contains a textual
description of the role that enables a user to more readily
recognize its characteristics. The VIEW_ID column indi-
cates which view, as described below, should be used to
present a folder’s contents when displaying a folder with the
SECURITY_ID to a user who is a member of the role. The
CAN_VIEW column indicates if members of the role can
view a folder with the associated SECURITY_ID. Likewise,
the CAN_DELETE column indicates if members of the role
can delete the folder; the CAN_ADD_DOCS column indi-
cates if members of the role can associate new documents
with the folder; the CAN_REMOVE_DOCS attribute indi-
cates if members of the role can remove associations
between documents and the folder; the CAN_EDIT_PROP-
ERTIES indicates if members of the role can edit the
attribute values of the folder, and the CAN_EDIT_SECU-
RITY determines if members of the role can change the
security profile associated with the folder.

[0169] Referring to table 190, FOLDERS_SECURI-
TY_PROFILES_ROLE_MEMBERS, each user that will be
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granted any level of access to a folder must first be assigned
to one of the roles defined by the security profile applied to
that folder. For each such user, an entry must be made in this
table. The SECURITY_ID and ROLE_ID columns indicate
the profile and role with which the user will be associated.
The USER_ID column indicates the user that is being
associated.

[0170] Referring to table 180, DOCUMENTS_SECURI-
TY_PROFILES, each company can establish one or more
document security profiles that describe user-level access to
a document. For each profile defined by each company, an
entry is made in this table, and a unique identifier is assigned
and stored in the SECURITY_ID column. The COMPA-
NY_ID column indicates the company associated with the
profile. The DESCRIPTION contains a textual description
of the profile that enables a user to more readily recognize
its characteristics.

[0171] Referring to table 182, DOCUMENTS_SECURI-
TY_PROFILES_ACLS, each profile comprises one or more
user roles, each of which is assigned permissions. Each role
defined for profile is entered in this table and assigned an
identifier that is unique to the profile. The SECURITY_ID
indicates the profile with which the role is associated. The
ROLE_ID contains the unique identifier of the role in the
profile. The ROLE_DESCRIPTION contains a textual
description of the role that enables a user to more readily
recognize its characteristics. The CAN_VIEW column indi-
cates if members of the role can view a document with the
associated SECURITY_ID. Likewise, the CAN_DELETE
column indicates if members of the role can delete the
document; the CAN_EDIT PROPERTIES indicates if
members of the role can edit the attribute values of the
document, and the CAN_EDIT_SECURITY determines if
members of the role can change the security profile that is
associated with the document.

[0172] Referring to table 184, DOCUMENTS_SECURI-
TY_PROFILES_ROLE_MEMBERS, each user that will be
granted any level of access to a document must first be
assigned to one of the roles defined by the security profile
applied to that document. For each such user, an entry must
be made in this table. The SECURITY_ID and ROLE_ID
columns indicate the profile and role with which the user
will be associated. The USER_ID column indicates the user
that is being associated.

[0173] Referring to table 192, FOLDER_VIEWS, each
company can establish one or more views, which describe
how the contents of a folder are presented to the user. For
each view defined, the system assigns a unique identifier,
and an entry is made in this table storing the identifier in the
VIEW_ID column. The COMPANY_ID indicates the com-
pany with which the view is associated. The DESCRIPTION
column contains a textual description of the view definition
that enables a user to more readily recognize its character-
istics.

[0174] Referring to table 194, FOLDER_VIEW-
_GROUPS, within each view definition, one or more docu-
ment type groups can be defined. For each group defined in
a view, an entry is made in this table. The VIEW_ID column
indicates the view to which the group applies. The GROUP-
_NUMBER contains an identifier for the group that is
unique within the view. The DESCRIPTION column con-
tains a textual description of the group.



US 2007/0078853 Al

[0175] Referring to table 196, FOLDER_VIEW_DOCTY-
PE_TO_GROUP_MAP, for each document that appears in a
view, its corresponding document type must be mapped to
one of the groups in a view. It should be noted that a single
view can be used to display the contents of folders that use
different document type lists. For each document type and its
respective document type list that should be shown in a view
group, an entry will be made in table 196. The VIEW_ID
indicates the view in which the document type will appear.
The DOC_TYPE_LIST_ID column indicates the document
type list in which the document type is a member. The
DOC_TYPE column indicates the document type that is
being associated with a view group. The GROUP_NUM-
BER column indicates the group with which the document
type is being associated. The SORT_ORDER column indi-
cates how the document type should be sorted within the

group.

[0176] As described previously, a company establishes
one or more lists of document types that describe the types
of documents typically encountered by that company. Each
folder is associated with one of the company’s document
type lists. Each list defined by a company is stored as an
entry in table 198, DOC_TYPE_LISTS. Each list is assigned
a unique identifier which is stored LIST_ID. The COMPA-
NY_ID column indicates the company that defined the list.
DESCRIPTION provides a textual description of the list.

[0177] Referring to table 200, DOC_TYPE_LIST_MEM-
BERS, each document type list contains one or more mem-
bers. For each member, an entry is made in this table. The
system assigns an identifier that is unique within the list and
is stored in the DOC_TYPE column. The LIST ID column
indicates the list in which the document type is a member.
The DESCRIPTION column stores a description of the
document type as provided by the company. The SOR-
T_ORDER column optionally contains the order in which
the document type is sorted within the list.

[0178] Each time a user defines a document type notifi-
cation, as described previously, the system makes an entry in
table 214, FILE_ADDED_NOTIFICATIONS. For each
notification established, the system generates a unique iden-
tifier which is stored in the NOTIFICATION_ID column.
The DESCRIPTION column allows the user to optionally
provide a description for the notification. The USER_ID
column indicates the user that established the notification.
The FOLDER_ID column indicates the folder that is asso-
ciated with the notification. The EMAIL_ADDRESSES
column contains a list of email recipients who will receive
an email message when the notification is triggered. The
RECURRENT column indicates whether the notification is
single or recurrent, as described previously. The TARDY-
_DATETIME column indicates the date and time at which
the notification is to be considered tardy, which would cause
a tardy notification to be triggered. The TARDY_SIG-
NALLED column indicates whether a tardy notification has
been sent.

[0179] For each folder share that is established between
two parties, an entry is made in table 216, FOLDER-
_SHARES. The system assigns a unique identifier to each
share and stores the identifier in the FOLDER_SHARE 1D
column. The DATE_CREATED column indicates the date
and time at which the share was initiated. The CREATED-
_BY_USER_ID column indicates the user that initiated the
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share. The SOURCE_FOLDER_ID column identifies the
source folder for the share. The DESTINATION_COMPA-
NY_ID column indicates the company with which docu-
ments are being shared (i.e., the receiving party). The
ACCEPTED_BY_USER_ID column identifies the user who
accepted the share on behalf of the receiving company. The
DESTINATION_FOLDER_ID identifies the destination
folder for the share (the folder to which documents are
applied). The RECURRENT_SHARE_PROFILE_ID col-
umn indicates the sharing profile which specifies the list of
document types to be included in a recurring share, as
described below. The STATUS column indicates the current
status of the share, that can include values for initiated,
accepted, declined and pended.

[0180] When a share is established, the sharing company
may indicate that a specific list of documents be applied to
the destination folder. For each such document, an entry is
made in table 206, FOLDER_SHARE_DOCUMENTS. The
FOLDER_SHARE ID column indicates the associated
share. The DOCUMENT _ID column indicates the docu-
ment to be shared. The DOC_TYPE_ID indicates the docu-
ment’s type at the time the share was initiated.

[0181] When a recurrent share is established, the sharing
party must specify one or more document types to be applied
to the receiving party’s folder. While the user can specify a
new list of document types each time a share is created, the
system allows each company to establish a type list that can
be reused and applied to multiple shares to facilitate this
selection process. For each list of document types associated
with a recurring share, an entry is made in table 208,
FOLDER_SHARE_PROFILES. The system assigns each
profile a unique identifier which is stored in the SHARE-
_PROFILE_ID column. The DESCRIPTION column stores
a textual description of the list. The DOC_TYPE_LIST_ID
column identifies the document type list that is associated
with the profile. The IS_GLOBAL column indicates whether
the profile is made available as a pre-defined list or if it is
associated with only a single share. For each document type
included in a share profile list, an entry is made in table 210,
FOLDER_SHARE_PROFILE_DOC_TYPES. The
SHARE_PROFILE_ID column indicates the profile in
which the document type is included, and the DOC-
_TYPE_ID indicates the document type to be included.

[0182] Referring to table 212, COMPANY_FOLDER-
_ATTRIBUTE_MAPS, the system can maintain a mapping
between the folder attributes of two companies. Such a
mapping can be used during the document sharing process
to automatically assign attribute values to the receiving
party’s folder. For each attribute in one company’s folder
attributes that corresponds to an attribute in another com-
pany’s folder attribute, an entry is made in this table. The
SOURCE_COMPANY_ID indicates the company associ-
ated with the source attribute. The SOURCE_AT-
TRIBUTE_ID identifies the source attribute. The DESTI-
NATION_COMPANY_ID  indicates the  company
associated with the corresponding destination attribute. The
DESTINATION_ATTRIBUTE_ID identifies the corre-
sponding destination attribute.

[0183] The default mapping of document types between
two document type lists is defined in table 202, DOCU-
MENT_TYPE_LIST_MAPS. As described above, each
document is stored in the repository in association with a
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folder and a document type. If a transaction party wishes to
share that document with another transaction party, the
receiving transaction party will view the document through
its own folder. Since the two parties may not have identi-
cally-defined document lists, the default map in table 202
defines how each document image having a given document
type in the type list for the sharing transaction party is placed
in a document type and list as viewed by the receiving
transaction party. Table 202 therefore identifies each com-
bination of document type identifiers and document type list
identifiers and associates each combination with a destina-
tion document type identifier and document type list iden-
tifier combination.

[0184] While one or more preferred embodiments of the
invention have been described above, it should be under-
stood that any and all equivalent realizations of the present
invention are included within the scope and spirit thereof.
The embodiments depicted are presented by way of example
only and are not intended as limitations upon the present
invention. Thus, it should be understood by those of ordinary
skill in this art that the present invention is not limited to
these embodiments since modifications can be made. There-
fore, it is contemplated that any and all such embodiments
are included in the present invention as may fall within the
scope and spirit thereof.

What is claimed is:

1. A system for managing documents at an electronic data
repository, wherein the documents relate to a transaction
involving parties having different roles in the transaction, the
system comprising:

an electronic data repository that is accessed by a plurality
of parties that are remote from the repository, are
remote from each other and have a role in the transac-
tion; and

a computer program that

receives a document from a first party of the plurality
of the parties,

stores the received document in the repository,

permits one or more of the parties access to the docu-
ment, and

prohibits all of the parties from modifying the docu-
ment in the repository, and from deleting the docu-
ment from the repository, while any second party of
the plurality of parties has access to the document.

2. The system as in claim 1, wherein

the computer program provides each said party access
only to said documents stored in the repository that are
within one or more document sets corresponding to the
last-mentioned said party,

responsively to the last-mentioned party, the program
defines types of documents that are needed to complete
a first said document set corresponding to the last
mentioned party, and

the program notifies the last-mentioned party when all the
needed types of documents are stored in the repository
in the first document set.
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3. They system as in claim 1, wherein

the computer program provides each said party access
only to said documents stored in the repository that are
within one or more document sets corresponding to the
last-mentioned said party,

responsively to the last-mentioned party, the program
monitors predetermined documents, and

the program notifies the last-mentioned party when each
of the monitored documents is stored in the repository
within a said document set corresponding to the last-
mentioned party.

4. A system for managing documents at an electronic data
repository, wherein the documents relate to a transaction
involving parties having different roles in the transaction, the
system comprising:

an electronic data repository that is accessed by a plurality
of parties that are remote from the repository, are
remote from each other and have a role in the transac-
tion; and

a computer program that

receives a document from a first party of the plurality
of parties,

stores the received document in the repository,
permits the first party access to the document,

permits a second party of the plurality of parties access
to the document responsively to the first party, and

prohibits all of the parties from modifying the docu-
ment in the repository, and from deleting the docu-
ment from the repository, while at least one said
party other than the first party has access to the
document.

5. Within a transaction involving a plurality of parties
having different roles in the transaction, a computerized
method for managing documents related to the transaction
and controlling access to the documents, the method com-
prising the steps of:

providing an electronic data repository that is accessed by
a plurality of parties that are remote from the reposi-
tory, are remote from each other and have a role in the
transaction;

receiving a first document that relates to the transaction
from a first party of the plurality of parties;

storing the received first document in the repository;
permitting the first party access to the first document;

permitting a second party of the plurality of parties access
to the first document responsively to the first party;

prohibiting all of the parties from moditying the first
document in the repository, and from deleting the first
document from the repository, while at least one said
party other than the first party has access to the first
document;

receiving a second document that relates to the transaction
from the second party;

storing the received second document in the repository;
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permitting the second party access to the second docu-
ment; and

prohibiting all of the parties from moditying the second
document in the repository, and from deleting the
second document from the repository, while at least one
said party other than the second party has access to the
second document.

6. Within a transaction involving a plurality of parties
having different roles in the transaction, a computerized
method for managing documents related to the transaction
and controlling access to the documents, the method com-
prising the steps of:

providing an electronic data repository that is accessed by
a plurality of parties that are remote from the reposi-
tory, are remote from each other and have a role in the
transaction; and

for each of a plurality of documents that arise sequentially
from and during the transaction,

receiving the document from a respective first party of
the plurality of parties,

storing the received document in the repository,

permitting the first party access to the received docu-
ment,

permitting a respective second party of the plurality of
parties access to the received document responsively
to the first party,

prohibiting all of the parties from modifying the
received document in the repository, and from delet-
ing the received document from the repository, while
at least one said party other than the first party has
access to the received document, and
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receiving from the second party a next sequential
document that relates to the transaction.

7. A system for managing documents at an electronic data
repository, wherein the documents relate to a transaction
involving parties having different roles in the transaction, the
system comprising:

an electronic data repository that is capable of being
accessed by a plurality of parties that are remote from
the repository, are remote from each other and have a
role in the transaction; and

a computer program that

receives a document from a first party of the plurality
of the parties,

stores the received document in the repository,

permits one or more of the parties access to the docu-
ment, and

prohibits all of the parties from modifying the docu-
ment in the repository, and from deleting the docu-
ment from the repository, while any second party of
the plurality of parties has access to the document,

wherein at least one of said parties comprises a plurality
of entities that are not remote from each other,

wherein the computer program defines, responsively to
the at least one party, access rights among the entities,
and

wherein, based on the access rights, the computer pro-
gram permits the entities access to documents that are
stored in the repository and to which the computer
program permits the at least one party access.
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