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The invention discloses a system, method and computer readable medium for analyzing and blocking
abnormal source network address using machine learning. When number of login attempts from a source
network address of a same user account exceeds a number threshold within a time period, a machine learning
analysis module analyzes pass status of the source network address of the user account as the number of
successes and failures, and then analyzes a pass success rate and a pass failure rate based on the number of
successes and the number of failures, so as to analyze a comprehensive passing ratio based on the pass
success rate and the pass failure rate. Furthermore, when the comprehensive passing ratio falls within a first
ratio range or a second ratio range, the machine learning analysis module determines as the source network
address of a normal user account, and when the comprehensive passing ratio falls within a third ratio range,
the machine learning analysis module determines as the source network address of an abnormal user account,
so as to allow a source network address blocking module to block the source network address of abnormal

user accounts.
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The invention discloses a system, method and computer readable
medium for analyzing and blocking abnormal source network address
using machine learning. When number of login attempts from a source
network address of a same user account exceeds a number threshold within
a time period, a machine learning analysis module analyzes pass status of
the source network address of the user account as the number of successes
and failures, and then analyzes a pass success rate and a pass failure rate
based on the number of successes and the number of failures, so as to
analyze a comprehensive passing ratio based on the pass success rate and
the pass failure rate. Furthermore, when the comprehensive passing ratio
falls within a first ratio range or a second ratio range, the machine learning
analysis module determines as the source network address of a normal
user account, and when the comprehensive passing ratio falls within a
third ratio range, the machine learning analysis module determines as the
source network address of an abnormal user account, so as to allow a
source network address blocking module to block the source network

address of abnormal user accounts.
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