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(57) Abstract: Examples herein disclose via use of a physical processor, detecting a specific application programming interface
(API) call to interact with an application running on a production server. Based on the detection of the specitic API call, the ex -
amples assist, using the physical processor, a scanning session based on the specitic API call. Using the physical processor, the ex-
amples identify a moditication to the application based on the scanning session.
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ASSISTING A SCANNING SESSION

BACKGROUND
{0001} A web application is a software application which is hosted and executed by one or
more production servers 1o run in a web browser. Devices commumication with the web
application using application progranuning interfaces (APIs). An AP comprises aset of AP calls

to interact with the web application,

BRIEF DESCRIPTION OF THE DRAWINGS
(0002}  Inthe accompanying drawings, like numerals refer to like components or blocks. The
following detailed description references the drawings, wherein:
[0003]  FIG. 1 1s a block diagram of an example system including a scammer and production
server to interact with an application for detection of a specific APY call 1n accordance with the
present disclosure;
[0004]  FIG. 2 15 an iBlustration of example system including a scanner and a production server
to interact with an application in accordance with the present disclosure;
{0005}  FIG. 31s a flowchart of an example method executable by a computing device 1o assist
with a scanning session for ideniification of a modification to an application in accordance with
the present disclosure;
[0006]  FIG. 415 aflowchart of an example method executable by a computing device 1o assist
with a scanning session of an application based on a detected AP call in accordance with the
present disclosure;
{0007} FIG. 5 is a block diagram of an example computing device with a processing resource
to execute mstructions in a machine-readable storage medium for detecting a modification to an
application in accordance with the present disclosure; and
(0008}  FIG. 61s a block diagram of an example computing device with a processing resource
to execute instructions i a roachine-readable storage medium for assisting with a scanning session
of an application for detection of a modification to the application in accordance with the present

disclosure.
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DETAILED DESCRIPTION
[0009] A web application, also referred to as the application, may be susceptible (o security
attacks which may lead to a compromised application. Web application scanning is a process
to identify potential security vuinerabilities in the application. The potential security
vulnerabilities, as discussed herein, may mclude an issue related to the application which can
cause securtty implications. Examples of potential security vulnerabilities may include
structured query language (SQL) injection, cross-site scripting, modification of source code,
modification of data, etc.
(0010}  There are several side effects to the scanmung process including unwanted modifving
of the production environment and {riggering unnecessary tasks. The first side effect,
modification of the production environmenti, may include leaving garbage data in a database,
modifying a data file during the scanning process, affecting daia seen by a user of the
application, stc.  For example, scanning a live blogging web application which may leave
thousands of spam like comments viewable by users of the blog. The second side effect,
triggering unnecessary tasks, may include, for exarmple, generating a larger number of email
notifications and posting unnecessary data to a backend of a server, among others. These side
effects may slow down the processing of the application and adversely affect the usability of
the application.
[0011}  To address these 1ssues, examples disclosed herein can detect a potential security
vulnerability during a scanning session without affecting the processing and usability of the
application. As such, the examples detect a particular API call to interact with the application
running on a production server. Based on the detection of the particular API call, the examples
assist with a scanning session of the application. By assisting with the scanming session of the
application, the examples may identify a modification fo the application which may represent
a potential security vulnerability. By monitoring and detecting the particular AP calls, the
fmpact incurred on the production server may be mintmized without adversely affecting
functionality of the scanning session.
[0012]  Additionally, the examples allow a dynamic scanning session to detect the potential
security vudnerabilities in the production environment while minimizing disruption fo the data
of the application.
{0013}  The following detailed description refers to the accompanied figures. Wherever
possible, the same reference numbers are used in the figures and the following description to

refer 1o the same or simlar parts. It is to be expressly understood, however, that the figures
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are for the purpose of illustration and description only. While several examples are described
throughout, modification, adaptions, and other implementations are possible. Accordingly, the
following detailed description is not meant to limit the disclosed examples, rather it is meant
to provide proper scope of the disclosed examples and may be defined by the appended claims.
(0014}  FIG. 1illustrates an example system including a scanner 102 and a production server
104. The production server 104 hosts and runs application 106, The systern in FIG. 1 dllustrates
a production environment that could include a network of multiple geographically distributed
machines in data centers, virtual machines, other devices that facilitate the functionality
described herein, or anv combination thereof. Although FIG. 1 illustrates components 102,
106, and 108, implementations should not be limited as the system may also include a database,
redundant resources, and/or other resources.

{0015]  The scanmer 102 transmits a signal to the production server 104 for commencement
of a scanuing session. The signal may be n the form of a data packet, may be an electronic
signal, and/or other tvpe of signal. For example, a signal in the form of a data packet may
mclude information wdentifying the scanner 102 as authorized to perform the scanning session
to the security agent 108, The data packet may mclude information such as an internet protocol
{(IP) address which identifies the scanmner 102. In this regard, the scanner 102 provides the
authorization to the security agent 108 for performing the scanning sesston on the application
106.

[0016]  The scanner 102 may implement a scanning session by performing a dynamic
analysis on the application 106 by emulating an attacker. For example, the scanner 102 may
emulate an attacker by sending attacks over a network connection to application 106. The
security agent 108, in turn, may monitor the behavior of the application 106 to identify any
modifications which may indicate a vulnerability to the scanner 102, In particular, during the
the scanning session, the security agent 108 may track various API calls which interact with
application 106 to determine if any modifications have cccurred. A modification may represent
an unexpected behavior of the application 106 which mav signal to the scanner 102 a potential
vulnerabifity. The security agent 108 may communicate information about the identified
modifications to the scanner 102. The scanner 102 may use this mformation to identify the
potential vulnerabilitv and iraprove the quality and performance of the scanning session.
{0017}  The security agent 108 may track various API calls by monitoring AP calls executed
by a runtime agent for the application. The security agent 108 may determine whether an

mdividual APY call warrants assisted scanning. Based on detection of the specific APT call, the
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security agent 108 proceeds to assist with the scanming session for identification of a
maodification.

{0018}  In some examples, the security agent 108 may determine whether an individual AP
call warrants assisted scanning by determining whether a particular API call is associated with
assisting scanning. For example, a non-transitory storage medium communicably coupled to
the securtty agent 108 and/or the production server 102 may comprise a hist of APIs that warrant
assisting scanning. In some examples, the list may be pre-defined. may be obtained from an
admanisirator of the application and/or the production server 102, may be cusiomized for the
application, may be machine learned based on behaviors of the application, may be deternuned
based on any combination thereof, and/or may otherwise be determined. In some examples,
the list of APIs may comprise APIs related to file modification, database connection, related to
email, etc.

(00191  The scanner 102 may comprise a combination of hardware and programming that
may be running on a different server from the production server 104 and as such may include
msiructions {e.g., stored on a machine-readable medium) that, when executed {e.g., by the
different server), implernent the functionality of the scanner 102, Alternatively, or in addition,
scanner 102 may include electronic circuitry {i.e, hardware) that implements the functionality
of scanner 102. Although illustrated as a separate component to production server 104, this
was done for purposes of illustration as the scanner 102 may be considered part of production
server 104

(00207 The production server 104, as part of the production environment, hosts, exacutes,
and runs application 104, Implementations of production server 104 include, by way of exampie,
a Local Area Network (LAN) server, web server, application server, cloud server, network server,
file server, data server, or other type of computing device capable hosting and running the
application 106.

(0021}  The application 106 i3 a program or group of programs designed for user(s)
interaction. For example, application 106 may comprise a web-based application to refer to
the program or group of programs being accessed over a network connection, such as hypertext
text transfer protocol (HTTP). Implementations of the application 166 inchide, by wav of
exarople, content access sofbware, media development software, educational software,

minrmation worker soft

warg, business softwarg, enterprise infrastructure software. enterprise

software, application suite, among others.
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(0022} The security agent 108 is an engine residing at the production server 104, The
security agent 108, based on the performance of the scanning session by the scanner 102,
momitors various APL calls. The security agent 108 may include, by way of example,
mstructions {e.g.. stored on a maching-readable medium) that, when executed (e.g., by a
processor and/or controller), iroplement the functionality of security agent 108, Alternatively,
or in addition, the security agent 108 may include electronic circuitry (i.e., hardware) that
implements the functionality of security agent 108 to detect the specific API call and assist
with the scanning session for identification of the modification to application 106,

(00231  The security agent 108 may perform functionality set forth in engines 110-114. At
engines 110-114, the security agent 108 detects the specitic API call, the detection of the
specific API call signals for the security agent 108 to agsist with the scanning session for
identification of the modification within the application 106, Specifically, at engine 110 the
security agent 108 tracks various API calls which interact with the application 106 for detection
of the specific API call.

(00241 The process of assisting with the scanning sesston may be dependent on the specific
API call detected at engime 110, Alternatively, the assistance of the scanning session may be
related to the functionality of the detected API call. In implementations, the detected API call
may be related to a file modification, a database connection, and/or email. The process for
assisting with the scanning session may depend on one of the specific lisied API calls. For
example, the specific APT call may include the file modification APL  In this exarople, the
assistance of the scanning session may include skipping the execution of the file modification
API call and reporting the skipped execution file modification API call to the scanner 102, In
an alternate example, the assistance of the scanning session may include backing up a file
affected by the file modification API call, executing the file modification API call, and
reverting the modified file to a staie prior {0 execution of the AP call.  In another example,
the specific API mav be related to the database connection. In this example, the database
connection API call may be redirected from an originally intended database to a testing
database for execution. In an alternative example, the database connection API call is executed
which modifies the intended database and the modified database is reverted to a siate prior {0
execution of the APY call. In a further example, the specific API call may be related to email.
In this example, the email API call may be intercepted and redirected from the originally

intended emai} address to a different ematil address.
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(00251 At engine 114, dunng the scanning sesston performed by the scanuer 102, the
security agent 108 identifies the modification to application 106, Responsive to this
identification, the security agent 108 can alert the scanner 102 to the modification
Implementations of engines 110-114 may include, by way of example, instructions {g.g., stored
on a machine-readable medium) that, when executed (e.g., by the security agent 108),
implement the functionality of engines 110-114. Alternatively, or in addition, the engines 110~

114 may include electronic circuitry (ie, hardware) that implements the functionality of
engines 110-114,

0026}  FIG. 2 dlustrates an example system including a scanner 102 to comnunicate with
security agent 108 to perform a scanning session on application 106 running on production
server 104. Based on the scanner 102 performing the scanning session of the application 106,
the security agent 108 detects a specific APY call to mnteract with the application 106. Based
on the detection of this specific API call, the security agent 108 proceeds to assist with the
scanning session. In one implementation, the assistance of the scanning session by the security
agent 108 ncludes intercepting the specific API call and transmitting the APY call to a
redundant resource, such as a test database 220 for execution of the specific API call. In this
implementation, the security agent 108 redirects the specific API from the originally intended
resource, such as database 218 that would orniginally execute the specific API call, to the
redundant resource, such as test database 220.

(00271  Test database 220 may cormprise a redundant resource for execution of the detected
specific APL Implementations of the redundant resource include a virtual component, physical
component, or combination thereof for execution of the detected specific APL  In one
implementation, the security agent 108 copies at least a portion of database 218 upon the
detection of the specific AP call. In this implementation, the security agent 108 maintains a
mapping list of addresses to the original intended resource and the redundant resource so the
specific API call may be routed, accordingly. Thus upon the detection of the specific APY call,
the security agent 108 references the mapping lhist to 1dentifv the address of the redundant
resource for execution of the specific API call.

[0028] A runtime agent 216 executes application 106, outside of the scanning session
performed by scanner 102, The runtime agent 216 executes source code of the application 106
to provide the functionality of the application 106 to user(s). In that capacity, the runtime agent
216 may execute API calls to execute functionality of the application 106. The security agent

108 may intercept APT calls executed by the runtime agent 216 to determine whether {o assist
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with scanning.  Implementations of the rantume agent 216 may nclude, by way of example,
mstructions (e.g., stored on a machme-readable medium) that, when executed {e.g., by a
processor and/or controller), implement the functionality of runtime agent 216, Alternatively,
or in addition, the runtime agent 216 may include electronic circuitry (i.e., hardware) that
implements the functionality of 216.

(00291  Referring now to FIGS. 3 and 4, example flowcharts are illustrated in accordance
with various examples of the present disclosure. The flowcharts represent processes that may
be utilized 1n conjunction with various systems and devices as discussed with reference to the
preceding figures. While llustrated in a particular order, the flowcharts are not intended to be
so limited. Rather, 1t is expressly contemplated that various processes may occur in different
orders and/or simultaneously with other processes than those Hlustrated.

(0030} FIG 3 15 a flowchart of an example method {o identify a modification o an
application running on a production server. The method is executable by a coraputing device
for identification of the modification. The computing device detects a specific API call among
varigus API calls which interact with the application running on the production server. Upon
the detection of the specific API call, the computing device assists with a scanning session of
the application. Based on the scanning session, the computing device proceeds to identify the
maodification to the application. In discussing FIG. 3, references may be made to the components
m FIGS. 1-2 1o provide contextual examples. In one implementation, the security agent 108
executes operations 302-306 to detect the specific AP call.  Although FIG. 3 is described as
implemented by the security agent 108, it may be executable on other suitable hardware
components. For example, FIG. 3 may be implemented in the form of executable imstructions on
a machine-readable storage medium 504 and 604 as in FIGS. 5-6.

{0031} At operation 302, the computing device monitors various APl calls interacting with
the application nmning on the production server. By monitoring the various API calls, the
computing device detects the specific API call among the various AP calls. The specific APY
call is a predetermined API call which signals to the computing device to assist with the
scanning session. The computing device monitors the various API calls which are used to build
and execute the application. In this manger, the computing device tracks each of the various
API calls prior to execution. This allows the computing device to deternmune which APY call 1s
slated for execution. Responsive to determining the API call slated for execution, the
computing device detects the specific API call which alerts the computing device to perform

assistance with the scanming session. The API calls may include a set of routines, protocols,
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tools, and/or resources related to the execution and establishment of the application. As such,
cach of the API calls may be related to different functionality of the application. In
implementations, the detected specific API call mayv be related to a file modification, database
connection, ematl, etc. Each of these detected spectfic API calls represent a different type of
API call. Depending on the detected specific API call, the computing device proceeds to assist
the scanning session as at operation 304,

(0032} At operation 304, based on the detection of the specific API call, the computing
device assists with the scanning session. The scanning session is initiated by a scanner prior
to detection the specific API call. During the scanning session, various APl calls may interact
with the application. The computing device identifies the specific APl call among the various
API calls 1o proceed with assisting with the scanning session. Based on the assistance with the
scanning session, the computing device identifies the modification to the application. The
scanning session {as mitiated by the scanner) may not have access to the application source
code and thus detects the potential vulnerabilities by emulating an attack on the application.
The course of action for performing the assisting the scanning session may be dependent on
the tvpe of the detected specific APT call. In this iroplementation, the type of specific API cali
may be related to email, database connection, file modification, etc. Each of the types of
specific API calls implement a different course of action. This implementation is discussed in
detail in the next figure.

[0033] At operation 306, the computing device identifies the modification to the application
based on the scanning session at operation 304. The modification to the application is an
wnexpected change in the data of the application and/or component in a production environment
which hosts and runs the application. In a more specific implementation, the modification
includes an unexpected behavior of the application. In this implementation, the computing
device monitors and tracks the behaviors of the application. Thus by tracking the behaviors of
the application, the computing device identifies an wnexpected or unpredicted behavior,
Identifving the unexpected or unpredicted behavior, the computing device identifies an
anomaly in the application. Responsive to identification of the anomaly in the application, the
computing device determines whether the modification 1s considered a security vulnerability
for taking proactive measures against.

{0034}  FIG. 4 is a flowchart of an example method to assist with a scanning session of an
application based on a detected specific API call. The method is executable by a computing

device to perform the assistance with the scanning session. The scanming session is
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umplemented by a scanner fransmitiing a signal authorization which indicates to the computing
device, a scanning session may commence. The authorization may occur prior to the scanning
session or during the scanning session. Upon receiving the signal authorization, the computing
device monitors various API calls which interact with the application to detect a specific API
call. Based on the detection the specific API call, the computing device proceeds to assist with
the scanning session. Based on the detected API call, the computing device assists the scanner
with the scanning session by performing at least one of the sets of operations 410-414, 416-
422, 424-426, 428-434, and 436-438. For example, responsive to determining that the API call
is related to file modification, the computing device proceeds to at least one of the sets of
operations 410-414 or 416-422. Responsive to determining the API call is related 1o a database
connection, the computing device proceeds to atf least one of the sels operations 424-426 or
428-434. Responsive to determuning the API call is related to an email, the computing device
proceeds to the set of operations 436-438. The set of operations in which the computing device
proceads to depends on the specific AP1 call {o interact with the application and also with the
functionalities the computing device may be capable of supporting. For example, responsive
to the specific API call including the file modification, the computing device may have hmited
storage functionality. Thus, the computing device proceeds to the set of operations 410-414
may skip and report the file modification APL. Although FIG. 4 dlustrates API calls related to
fite modification, a database conmection, and/or email, ioplementations are not meant to be
hinuting as the API calls may be related to a network connection among others. In discussing
FI1G. 4, references may be made to the components in FIGS. 1-2 to provide contextual examples,
in one implementation, the security agent 108 executes a combmation of operations 402-440 to
perform the assistance of the scanming session.  Although FIG. 4 15 described as implemented by
the security agent 108, it mav be executable on other suitable components. For example, FIG. 4
may be implemented in the form of executable instructions on a machine-readable storage
medium 504 and 604 as m FIGS, 5-6.

[0035] At operation 402, the computing device receives an authorization of the scanning
sesston from a scanner. For example, the computing device may include the security agent 108
and scanmer 102 as in FIG. 1. In one implementation, a scanner implements a scanning session
and transmits a signal o the computing device of the scanning session. The computing device
receives the communication from the scanner and may determine whether the scanning session
is authorized based on header information and/or body information in the signal. For example,

assume the signal is commumicated as a data packet, then the compuiing device identifies
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whether the scanmer is authorized o implement the scanning sesston of the apphcation. The
authorization may be based on the internet protocol (IP) address, a umiform resource locator
(URL), or a web address of a source, destination, or other type of information identifving the
scanner. Using this information signals to the computing device, the scanning session can
commence. The computing device receives the authorization of the commencement of the
scanning session prior to detecting the API call as at operation 404,

[0036] At operation 404, based on the authorization of the commencement of the scanning
session, the computing device montlors various APT calls mteracting with the application.
Monttoring the various AP calls, the computing device can detect the specific API call. The
specific API call is the particular API call among the various API calls which indicates to the
computing device to assist with the scanning session of the application. The specific API call
may be predefined as the API call that signals to the computing device o assist with the
scanning session. fn this manner, the specific API call can act as a flag to alert the computing
device to assist with the scanning session. In one tmplementation, if the computing device
does not detect the specific API call, the computing device mav continue monitoring the
various AP calls interacting with the application. In this implementation, the non-~detection of
the specific API call indicates o the computing device o not assist with f the scanning session
and proceeds {o operation 406. Responsive to the detection of the specific API call, the
computing device may proceed to assist with the scanming session at operation 408. Proceeding
to assist with the scanning session of the application, the computing device may proceed to one
of the operations 408, 416, 428, and 436 based on the detected API call. For example,
responsive 1o an API call relaied to a file modification, the computing device proceeds {o
operations 410 or 416, Responsive to the API call related to a database connection, the
computing device proceads to operations 424 or 428, Responsive 1o the API call as related o
email, the computing device proceeds to operation 436, Operation 404 may be simmlar in
functionality to operation 302 as in FIG. 3.

[0037] At operation 406, based upon the non-detection of the specific API call, the
computing devices proceeds to montitor the various AP1 calls interacting with the application.
Based on the computing device continuing to monitor the vanous API calls, the computing
device does not assist with the scanning session of the application. Tn this implementation, the
scanning session commences, thus the computing device continues to monitor the various AP

calis, but the computing device may not assist with the scanning session.

10
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[0038]  Atoperation 408, the computing device proceeds 1o assist with the scanning session
of the application based on the detection of the specific API call. The process of assisting the
scanning session depends on the specific API call detected at operation 404 and as such the
computing device proceeds io any set of operations 410-414, 416-422, 424-426, 428-434, 436-
438, or any combination thereof. Operation 408 mav be similar in functionality to operation
304 as in FIG. 3.

(00391 At operations 410-414, based on the specific API call as related to the file
modification, the assistance to the scanning sesston may include skipping execution of the APY
call and reporting the skipped AP call 1o the scanner. The file modification API call are those
API calls which cause the application to modify a file. Implementations of the file modification
API call include, by way of example, file create, file deleie, file upload, file ouiput, file write,
etc. Table 1 lists a few examples of the file modification API calls in a different prograroming
language. The parenthesis after each programning language calls the file which 15 to be
modified.  Although Table 1 illustrates Java and C# NET, implementations should not be
timited as this was done for purposes of clanfying examples of the present and disclosure and

1s not meant to limut the AP calls to the lustrated programming languages.

Java NET
File Create 1ava.io. File.createNewFile() Systermn 10 StreamWriter()
File Delete java.io. File delete{} System.I(3.File Delete(d
File Write java.io FileQutputStream{) System 10 FileStream()
javaio. FileQutpuiStream write() | System IO FileStream Wrile()
TABLE 1

{0040}  The computing device may maintain a list of the modified files according to the file
modification API calls. Thus, the computing device skips or does not execuie the file
modification API calls. Tn this imoplementation, data of the file modification is reported back
to the scanner. Thas enables the scanner to dentify whether the file modification may cause a
vuinerability issue.

{0041} At operations 416-422, in response to specific AP call as related to the file
modification, assistance of the scanming session includes backing up the file prior 1o
maodification, executing the file modification APL, and reverting the file to the state prior to

modification. At operations 416-422, a unigue identification is assigned io each file
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modification. Fach umigue identification may also be transmitted to the scanner. If the unique
wdentification{s) are transmitted to the scanner, the scanner may decide when to revert the file
to the state prior to modification. In an implementation the reversion of the file to the state
prior to the execution of the APY call 1s carried out when a session or timer expires. If the
scanner decides 1o revert the file at a later fime, care 1s taken 10 determune if the file has been
additionally modified by another entity before reverting the file. In this implementation, the
file hash or checksum is calculated prior to reversion to ensure the file has not been modified
between the times.

[0042]  Atoperations 424-426, in response to the specific API call as related to the database
connection of the application, the computing device proceeds to direct the specific AP call 1o
a testing database. The computing device intercepts the specific API call which opens a
database connection and redirecis the database connection to the testing database. For example,
assume the scanming session is 1n process, thus the scanner may transmt the request for the
scanning session, while the computing device calls the API call to open the database
connection. The computing device intercepts this API call to open the database connection and
redirects the API call for execution at the testing database. In this manuer, the testing database
serves as a database redundant to the originally intended database for execution of the APL
Redirecting the API call for execution at the testing database, the computing device may
mtercept the API call and modify the URL to redirect 1o the testing database. The URL of the
testing database may either be provided by a user as a configurable parameter or the testing
database may be created by copying the database from the production server upon the detection
of the API call. Additionally, in this implementation, the computing device maintains a
mapping list to the originally intended database URL and the testing database URL.

[0043] At operation 428-434, in response to the specific API call as related {o the database
connection, the computing device executes the API call and reverts the database to a state prior
to execution of the APL. The reversion of the database may be dependent on whether the
computing device supports the scanming session commenced by the scanner. For example, the
computing device may execute the database connection AP which includes modifying data
within the database. Upon modification, the computing device reverts back 1o the state of the
database prior to execution of the database connection APL. Tn another exarople, the computing
device mntercepts the database connection API call(s), and assigns a unique number to the
database connection. This unique number 1s transmitted to the scanner. Thus, the API calls

which close the database connection, such as close(} are skipped. The scanner may signal to
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the computing device when to revert the database back to the state prior to execution of the
API call. Reverting the database to the state prior to execution of the specific API call may also
be referred to as rolling back.

{0044}  Alternatively, if the specific API call includes the database connection APL the
specific API call 1s skipped. Skipping the API call mieans not executing the specific API call.
Thus, the skipped AP call is reported back to the scanner for further analysis.

(00451 At operation 436-43%, if the specific AP 15 related to email, the computing device
proceeds to direct the APY call to a different email address. For example, when testing a
“contact” form, the computing device can change a recipient address from info(@domamn.com
to info-scanning(@domain.com. The mapping between the original email address and the
redirecied email address may be a configurable parameter by a user, developer, adminisirator,
etc.  Alermatively, the computing device mtercepis a low level network conmection and
redirects the network connection to another local port. For example, when the application is
attempting 1o connect to mail domain com:25 to send email, the computing device intercepts
the ematl connection and redirects (o a different port. Thus, the computing device may drop
the connection upon receipt of the ematl. In a further implementation, if the specific API is
related to email, the computing device can intercept the email related API and skip execution
of the API while reporting the email related AP back to the scanner.

[0046]  In other API call implementations, the computing device monitors the network
activities and/or command executions. Thus, the computing device may decide whether to skip
or fail execution of the API call and report the non-executed API call to the scanner. For
example, the computing device may be configured o fail the execution and refurns an error
when dealing with an out-of-bound network cormection to backend domain com:443 is made.
This disables the scanning of the corresponding page, but allows a reconfiguration such that
the execution of the network connection may be made at a later time,

(0047} At operation 440, the compuiing device identifies the modification to the application
hased on the scanning session. Based on performuing one of the sets of operations 410-414,
416422, 424-426, 428-434, or 436-438 corresponding the specific AP call, the computing
device identifies the modification o the application. Operation 440 may be similar in
functionality to operation 306 as in FIG. 3.

{0048}  FIG. 3 is a block diagram of computing device 300 with a processing resource 502
10 execute instructions 506-512 within a machine-readable storage medium 504, Although the

computing device 500 mcludes processing resource 302 and maching-readable storage medivm
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504, it may also include other components that would be suitable to one skilled in the art. For
example, the computing device 500 may include a controller, memory storage, or other suitable
type of component. The computing device 500 is an electronic device with the processing
resource 502 capable of executing instructions 306-512 and as such embodiments of the
computing device 500 include a networking device, server, swilch, router, mobile device, deskiop
computer, or other type of electroruc device capable of executing mstructions 506-512. The
mstructions 506-512 may be implemented as methods, functions, operations, and other processes
implemented as machine-readable mstructions stored on the storage mediom 504, which may be
non-transitory, such as hardware storage devices (e.g., random access memory (RAM), read only
memory (ROM), erasable progranumable ROM, electrically erasable ROM, hard drives, and flash
Memory .

[0049]  The processing resource 302 may fetch, decode, and execute mstructions 506-512
detect a specific API call and assist in a process of a scanning session. Specifically, the processing
resource 502 execites msiructions 506-312 to: authorize the scanning session; monitor various
APT calls which interact with the apphcation for detection of the specific API call among the
various API calls; assist with the scanning session of the application based on the detection of the
specific API call; and detect the modification to the application.

{0050}  The machine-readable storage medium 504 includes instructions 506-312 for the
processing resource 502 to fetch, decode, and execute. In another embodiment, the machine-
readable storage medim 504 may be an electronic, magnetic, optical, memory, storage, flash-~
drive, or other physical device that contains or stores executable mstructions. Thus, the machine-
readable storage medivm 504 may include, for example, Random Access Memory {RAM), an
Electrically Erasable Programmable Read-Onlv Memaorv (EEPROM), a storage dnive, a memory
cache, network storage, a Compact Disc Read Only Memory (CDROM) and the like. As such,
the machine-readable storage medium 504 may include an application and/or firmware which can
be utilized independently and/or in conjunction with the processing resource 502 {o fetch, decode,
and/or execute nstructions of the machine-readable storage medium 504, The application and/or
firmware may be stored on the machine-readable storage medium 504 and/or stored on another
focation of the computing device 500.

(0051}  FIG. 6 15 a block diagram of computing device 600 with a processing resource 602
to execute ingtructions 606-620 within a machine-readable storage medium 604, Specifically,
the computing device 600 with the processing resource 602 is to detect a modification to an

application based on assistance to a scanning session. Although the computing device 600
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includes processing resource 602 and machine-readable storage medium 604, 1t may also inchude
other components that would be suitable to one skilled in the art.  For example, the cormputing
device 600 may include a controller, memory storage, or other suitable type of component. The
computing device 600 15 an electronic device with the processing resowrce 602 capable of
execuling instruclions 606-620 and as such embodiments of the computing device 600 include a
networking device, server, swiich, router, mobile device, desktop computer, laptop, or other type
of electronic device capable of executing instructions 606-620. The instructions 606-620 may be
implemented as methods, functions, operations, and other processes implemented as machine-
readable mstructions stored on the storage medium 604, which may be non-transitory, such as
hardware storage devices (e g., random access memory {RAM), read only memory (ROM},
erasable programmable ROM, electrically erasable ROM, hard drives, and flash memory).
(0052} The processing resource 602 may fetch, decode, and execute mstructions 606-620 to
detect the modification to the application. Specifically, the processing resource 602 executes
mstructions 606-620 to: authorize performance of a scanning session; monitor various API calls
for the detection of a specific API call; assist the scanning session depending on the specific API
call detected, for example, the processor 602 may fetch and execute instruction 612 or mstructions
614-616; direct execution of the specific API call to a redundant resource; skip execution of the
specific API call and to report the skipped API call; and deiect modification of the application.
[0053]  The machine-readable storage medium 604 includes instructions 606-620 for the
processing resource 602 to fetch, decode, and execute. In another embodiment, the machine-
readable storage medivm 604 may be an electronic, magnetic, optical, memory, storage, tlash-
drive, or other physical device that contains or stores executable mstructions. Thus, the machine-
readable storage medium 604 may include, for example, Random Access Memory (RAM), an
Electrically Erasable Programmable Read-Unly Memory (EEPROM), a storage drive, a memory
cache, network storage, a Compact Disc Read Only Memory (CDROM) and the like. As such,
the machine-readable storage medium 604 may include an application and/or firmware which can
be utitized independently and/or in conjunction with the processing resource 602 to fetch, decode,
and/or execute instructions of the machine-readable storage medium 604. The application and/or
firmware may be stored on the machine-readable storage medium 604 and/or stored on another
location of the computing device 600,

{0034}  Although certain embodiments have been illustrated and described herein, it will be
greatly appreciated by those of ordinary skill in the art that a wide variety of alternate and/or

equivalent embodiments or implementations calculated to achieve the same purposes may be
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substituted for the embodiments shown and described without departing from the scope of thig
disclosure. Those with skill in the art will readily appreciate that ernbodiments may be
implemented in a variety of ways. This application is intended to cover adaptions or variations
of the embodiments discussed herein. Therefore, it is manifestly intended that embodiments

be himited only by the claims and equivalents thereof
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CrLAIMS

We claim;
1. A method, execuiable by a networking device comprising a physical process
implementing machine readable instructions, the method comprising:

detecting, using the physical processor, a specific application progranuming inferface
(AP call to interact with an application running on a production server;

assisting, using the physical processor, a scanming session of the application based on
the detection of the specific APY call;

identifying, using the phyvsical processor, a modification to the application based on the

SCAning session.

2. The method of claim | comprising:
eceiving, using the physical processor, an authorization of the scanning session prior

to detecting the API call.

3. The method of claim | wherein the specific API call includes a file modification APL
and wherein assisting the scanning session of the application based on the file modification
API comprises:
skipping, using the physical processor, execution of the file modification API; and
eporting, using the physical processor, the skipped file modification APY 1o the

sCanner.

4. The method of claim | wherein the specific API call includes a file modification APL
and wherein assisting the scanning session of the application based on the file modification
API comprises:

backing, using the physical processor, up a file affected by the file modification APL;

executing, using the physical processor, the file modification APL; and

reverting

o0

using the physical processor, the file affected by the file modification APl {o

a state prior to execution of the file modification APL

5. The method of claim 1 wherein the specific API call includes a database connection

APL and wherein assisting the scanning session of the application based on the database
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connection AP comprises:
directing, using the physical processor, the database connection APl to a testing
database, the testing database is a redundant database for execution of the database connection

APl

6. The roethod of claim 1 wherein the specific API call includes a database connection
API, and wherein assisting the scanning session of the application based on the database
connection AP comprises:

executing, using the physical processor, the database connection AP,

modifying, using the physical processor, a database based on the execution of the
database connection APL and

reverting, using the physical processor, the dalabase to a state prior to the modification

of the database.

7. The method of claim 1 wherein the specific APY call includes an email refated AP, and
wherein assisting the scanning session of the application based on the email related API
COMNPTiSEs:

directing the email related API to a different email address.

8. The method of claim 1 wherein detecting the specific API call to interact with the
application running on the production server comprises:

monttoring various AP calls for the detection of the specific AP call.

9. A system to detect a specific application programming interface (APl call for
providing assistance {0 a scanning session, the system comprising;
a scanner to:
perform a scanning sesston of an application;
a production server running the application, the production server comprising:
a security agent to
detect a specific application programuming uuerface (AP call from the
scanner;
based on the detection of the specific API call, provide assistance to the

scanning session of the apphication; and
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detect a modification to the application based on the scanning session,

10, The system of claim 9 further comprising:
a redundant resource, communicatively coupled to the production server, 1o execute the

detected specific APY call.

il The system of claim 9 wherein the security agent is to:
authorize the scanming session; and

monttor the various AP calls for the detection of the specific AP call.

12. A non-{ransitory machine-readable storage medium comprising instructions that when
executed by a physical processing resource cause a computing device to:

monitor various apphication prograroming interface (APD calls to mteract with
application for detection of a specific API call;

based on the detection of the specific API call, assist with a scanning session related to
the detected API call; and

detect a modification to the application.

13. The non-transitory machine-readable storage mediom of claim 12 further comprising
mstructions that when executed by the processing resource cause the computing device to:
execute the detected API call; and

revert a component 1o a state prior 1o execution of the deiected API call.

i4.  The non-transitory machine-readable storage medium of claim 12 wherein based on the
detection of the specific AP call, assist with the scanning session of the application running
on the server comprises instructions that when executed by the processing resource cause the
computing device to:

direct execution of the API call 1o a redundant resource.

15 The non-transitory machine-readable storage medium of claim 12 wherein based on the
detection of the specific AP call, assist with the scanning session of the application running
on the production server comprises instructions that when execuied by the processing resource

cause the compuiing device to:
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skip execution of the APl call; and

report the skipped API call to a scanner.
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