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Description
FIELD OF THE INVENTION

[0001] The invention is directed to wireless local area
networks ("WLANSs") and, more particularly, to an ad-
dress acquisition technique for use by mobile Layer-2
entities operating in WLANSs. By encapsulating internet
protocol ("IP") address assignments in 802.11 WLAN
association services, mobile Layer-2 entities generate
less network traffic and consume less power.

BACKGROUND OF THE INVENTION

[0002] In recent years, the number of mobile termi-
nals, for example, laptop computers, digital cellular
phones and personal digital assistants ("PDAs") con-
nected to the Internet has increased dramatically. To-
gether with the increasing number of intelligent mobile
terminals has come increased interest in the delivery of
IP data and services to such devices. There are, how-
ever, certain problems when attempting to deliver IP da-
ta to mobile terminals. One problem relates to the cur-
rent techniques used to assign IP addresses to mobile
terminals. More specifically, the current IP address as-
signment procedure cannot determine whether or not a
mobile terminal has roamed into a new domain. As a
result, the current address assignment procedure re-
quires that a mobile terminal must change its IP address
every time it registers to a new access point ("AP"). In
that a new IP address must be generated for a mobile
terminal even if it has remained in the same IP domain,
the aforementioned procedure represents an inefficient
use of signaling resources. Furthermore, the need to re-
peatedly acquire new IP addresses results in increased
power consumption by the mobile terminal. In turn, the
increased power consumption will lead to shorter bat-
tery lifetimes and service access times for the mobile
terminal. It is, therefore, the object of this invention to
enhance the efficiency of the process by which an IP
address is assigned to a mobile terminal.

SUMMARY OF THE INVENTION

[0003] In various embodiments thereof, the present
invention is directed to a method for assigning an IP ad-
dress to a mobile terminal upon entering a basic service
area ("BSA") served by a Layer-2 entity. In accordance
with these methods, the Layer-2 entity determines, on
behalf of the mobile terminal, whether the mobile termi-
nal should continue using a current IP address or begin
using a new IP address. If the Layer-2 entity determines
that the mobile terminal should continue using the cur-
rent IP address, the Layer-2 entity shall issue an instruc-
tion, to the mobile terminal, to continue using the current
IP address. Conversely, if the Layer-2 entity determines
that the mobile terminal should begin using a new IP
address, the Layer-2 entity shall acquire the needed IP
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address from a Layer-3 entity.
DESCRIPTION OF DRAWINGS

[0004] FIG. 1 is a block diagram of a WLAN within
which a mobile terminal may operate.

[0005] FIG. 2A illustrates a frame body for an associ-
ation request message suitable for use with a method
of acquiring an IP address in accordance with the teach-
ings of the present invention.

[0006] FIG. 2B illustrates a frame body for an associ-
ation response message suitable for use with the meth-
od of acquiring an IP address in accordance with the
teachings of the present invention.

[0007] FIG. 2C illustrates a frame body for a reasso-
ciation request message suitable for use with the meth-
od of acquiring an IP address in accordance with the
teachings of the present invention.

[0008] FIG. 2D illustrates a frame body for a reasso-
ciation response message suitable for use with the
method of acquiring an IP address in accordance with
the teachings of the present invention.

[0009] FIG. 3is aflowchart of a method for acquisition
of an IP address by a mobile terminal.

DETAILED DESCRIPTION OF THE INVENTION

[0010] Referring now to FIG. 1, a WLAN 10 within
which a mobile terminal 12 may operate will now be de-
scribed in greater detail. As disclosed herein, the WLAN
10 is configured to comply with IEEE Standard 802.11.
However, it is specifically contemplated that 802.11 non-
compliant WLANs may also be suitable for the uses con-
templated herein. The WLAN 10 is comprised of firstand
second IP domains 14 and 16. Of course, it is fully con-
templated that the WLAN 10 may instead be comprised
of any number of IP domains and that the current dis-
closure of the WLAN 10 as being comprised of the first
and second IP domains 14 and 16 is purely by way of
example. An IP domain is a Layer-3 domain and may
include any number of APs and basic service sets
("BSSs"). For example, the first IP domain 14 includes
first, second and third APs 24, 26 and 28 and first, sec-
ond and third BSSs 30, 32 and 34 coupled to the first,
second and third APs 24, 26 and 28, respectively. ABSS
is a Layer-2 domain, the members of which may com-
municate within a geographical area known as a basic
service area ("BSA"). Thus, the members of the first,
second and third BSSs 30, 32 and 34 may communicate
within first, second and third BSAs 31, 33 and 35, re-
spectively. Each IP domain is served by a single access
router ("AR"). Again, for example, the first IP domain 14
is served by an AR 18 coupled to each of the first, sec-
ond and third APs 24, 26 and 28.

[0011] In contrast with the first IP domain 14, the sec-
ond IP domain 16 includes a single BSS 36, the mem-
bers of which may communicate within a BSA 37. Ac-
cordingly, the second IP domain 16 is served by a single



3 EP 1 505 799 A1 4

AP, which, since the second IP domain 16 includes only
a single BSS 36 and a single AP, also serves as an AR,
and is, therefore, known as a collocated AR/AP 20. Fi-
nally, the AR 18 is coupled to the collocated AR/AP 20
by a distribution system 22. Variously, the distribution
system 22 may be a wireline distribution system, a wire-
less distribution system or a combination thereof. Of
course, the AR 18 and the collocated AR/AP 20 need
not be coupled to one another by the distribution system
22, in which case the first IP domain 14 would define a
first WLAN and the second IP domain would define a
second WLAN.

[0012] When a mobile terminal, for example, mobile
terminal 12, enters the coverage area for an IEEE
Standard 802.11 compliant WLAN, for example, the
WLAN 10, the mobile terminal is required to register with
the AP serving the BSS for which the mobile terminal
had entered the coverage area. For example, as illus-
trated in FIG. 1, the mobile terminal 12 has entered the
BSA 31 and must, therefore, register with the AP 24
serving the BSS 30. Similarly, when the mobile terminal
12 enters the coverage area for another BSS within the
WLAN 10, for example, when the mobile terminal 12 en-
ters the BSA 33, the mobile terminal 12 is required to
register with the AP 26 serving the BSS 32.

[0013] Association and reassociation are Layer-2
services, defined by IEEE Standard 802.11, used toreg-
ister a mobile terminal with an AP. The association and
reassociation services are managed by the AP using
Layer-2 medium access control ("MAC") addresses. As
roaming between APs has traditionally been managed
by Layer-2 protocols, when a mobile terminal associates
with a new AP, the mobile terminal will not know if it has
changed its IP domain. To solve this problem, in the
past, the mobile terminal would be assigned a new IP
address whenever the mobile terminal changes BSSs.
This entailed signaling to the AR, the Layer-3 entity
which processes all IP addressing procedures, even if
the mobile terminal had not moved outside its original
IP domain. In contrast with the foregoing technique,
which required signaling to the Layer-3 entity in order
for the mobile terminal to acquire a new IP address re-
gardless of whether a change in IP domain had in fact
occurred, the present invention is directed to a method
for assigning an IP address to a mobile terminal in which
a Layer-2 entity determines, on behalf of the mobile ter-
minal, whether the mobile terminal may continue using
a current IP address or must begin using a new IP ad-
dress. By utilizing a Layer-2 entity to make such a de-
termination on behalf of the mobile terminal, it is con-
templated that signaling requirements between the var-
ious components of the WLAN shall be reduced.
[0014] While a full discussion of the standard is be-
yond the scope of the present application, in accordance
with IEEE Std. 802.11, messages exchanged between
the various components of the WLAN 10 are arranged
in a pre-defined MAC frame format which may be best
seenin FIG. 2A. As may now be seen, a message frame
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50 is comprised of a MAC header 52, a frame body 54
and a frame check sequence ("FCS") 56. The MAC
header 52 includes frame control, duration, address and
sequence control information for the message frame 50.
As will be more fully described below, the contents of
the frame body 52 varies depending on the particular
type of message being carried in the message frame 52.
Finally, the FCS 56 contains an IEEE 32-bit cyclic re-
dundancy code ("CRC").

[0015] FIG. 2B illustrates a frame body 60 for an as-
sociation request message. An association request
message is issued by a mobile terminal upon entering
a BSA serviced by a new AP. As shown in FIG. 2B, the
frame body 60 for an association request message in-
cludes a capability information field 64, a listen interval
field 66, a SSID field 68, a supported rates field 70, a
mobile IP bit field 72 and a current IP address field 74.
The capability information field 64 contains a number of
subfields that are used to indicate requested or adver-
tised capabilities. Typically, the subfields included in the
capability information field 64 are an extended service
set ("ESS") subfield, an independent basic service set
("IBSS") subfield, a contention free ("CF")-pollable sub-
field, a CF-poll request subfield and a privacy subfield.
The listen interval field 66 is used to indicate, to the AP,
how often a mobile terminal awakes to listen to Beacon
management frames. The service set identity ("SSID")
field 68 indicates the identity of an ESS or an IBSS. The
supported rates field 70 specifies the rates in the oper-
ational rate set as described in the MLME_Join.request
and MLME_Start.request primitives. The mobile IP bit
field 72 is a 1-bit field which is enabled if the mobile ter-
minal is a mobile IPv4 client or a mobile IPv6 client. Con-
versely, the mobile IP bit field 72 is not enabled if the
mobile terminal is an IPv4 client or an IPv6 client. Finally,
the current IP address field 74 contains a current IP ad-
dress for the mobile terminal requesting association. To
support IPv6, it is contemplated that the current IP ad-
dress field 74 must be 128-bits.

[0016] FIG. 2C illustrates a frame body 76 for an as-
sociation reply message. An association reply message
is issued by an AP in response to receipt of an associ-
ation request message issued by a mobile terminal. As
shown in FIG. 2C, the frame body 76 for an association
message includes a capability information field 78, a
status code field 80, an association ID field 82, a sup-
ported rates field 84 and an IP address field 86. The ca-
pability information and supported rates fields 78 and
84 were previously described. The status code field 80
indicates the success or failure of a requested opera-
tion. The association ID field 82 is a value assigned by
an AP during association that represents the 16-bit ID
of the mobile terminal requesting association. Finally,
the IP address field 86 will either provide a new IP ad-
dress for the mobile terminal requesting association or
advise the mobile terminal requesting association to
continue to use the current IP address.

[0017] FIG. 2D illustrates a frame body 88 for a reas-
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sociation message. A reassociation message is issued
by a mobile terminal during the transfer of an estab-
lished association from one AP to either another AP or
the same AP. As shown in FIG. 2D, the frame body 88
for a reassociation message includes a capability infor-
mation field 90, a listen interval field 92, a current AP
address field 94, a SSID field 98, a supported rates field
98, a mobile IP bit field 100 and a current IP address
field 102. The capability information, listen interval,
SSID and supported rates fields 90, 92, 96 and 98 were
previously described. The current AP address field 94
contains the MAC address of the AP with which the mo-
bile terminal issuing the reassociation request is cur-
rently associated. The mobile IP bit field 100 is a 1-bit
field which is enabled if the mobile terminal is a mobile
IPv4 client or a mobile IPv6 client. Conversely, the mo-
bile IP bit field 100 is not enabled if the mobile terminal
is an IPv4 client or an IPv6 client. Finally, the current IP
address field 102 contains a current IP address for the
mobile terminal issuing the reassociation request. To
support IPv6, the current IP address field 102 must be
128-bits.

[0018] FIG. 2E illustrates a frame body 104 for a re-
association reply message. A reassociation reply mes-
sage is issued by an AP in response to receipt of a re-
association request message issued by a mobile termi-
nal. As shown in FIG. 2E, the frame body 104 for a re-
association reply message includes a capability infor-
mation field 106, a status code field 108, an association
ID field 110, a supported rates field 112 and an IP ad-
dress field 114. The capability information, status code,
association ID and supported rates fields 106, 108 110
and 112 were previously described. The IP address field
114 will either provide a new IP address for the mobile
terminal requesting reassociation or advise the mobile
terminal requesting reassociation to continue to use the
current IP address.

[0019] Referring next to FIG. 3, the method by which
a mobile terminal, for example, the mobile terminal 12,
will either: (1) acquire a new IP address; or (2) receive
instructions to continue using a current IP address; from
a level-2 entity, for example, the AP 24, in accordance
with the teachings of the present invention shall now be
described in greater detail. In the description which im-
mediately follows, it is presumed that the mobile termi-
nal 12 is operating in an IPv4 environment. Subsequent
passages, however, will address the operation of the
mobile terminal 12 in other IP environments, for exam-
ple, MIPv4, IPv6 or MIPv6.

[0020] The method commences at step 120 with the
AP 24 having knowledge of its IP address, the mobile
terminal 12 having knowledge of its IP address and the
mobile terminal 12 initiating construction of either an as-
sociation request message similar to that illustrated in
FIGs. 2A and 2B or a reassociation request message
similar to that illustrated in FIGs. 2A and 2D. By con-
structing an association request message or a reasso-
ciation request message in accordance with the format
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previously described, the association request message
or reassociation request message shall contain the IP
address of the mobile terminal 12 in the current IP ad-
dress field thereof while the mobile IP bit field will not be
enabled.

[0021] The method then proceeds to step 122 where
the mobile terminal 12 forwards the constructed asso-
ciation request message or reassociation request mes-
sage to the AP 24. Continuing on to step 124, the AP
24 determines the current IP address of the mobile ter-
minal 12 by checking the current IP address field 74 of
the received association request message or the current
IP address field 102 of the received reassociation re-
quest message. At step 126, the AP 24 determines
whether the mobile terminal 12 has roamed into a new
IP domain. To do so, the AP 24 compares the current IP
address of the mobile terminal 12 received as part of the
association request message or reassociation request
message to the IP address for the AP 24. If the address-
es match, the AP 24 determines that the mobile terminal
12 has stayed in its prior IP domain and that a new IP
address is not necessary. Accordingly, the method will
proceed to step 128 where the AP 24 generates an as-
sociation response message similar to that illustrated in
FIGs. 2A and 2C or a reassociation response message
similar to that illustrated in FIGs. 2A and 2E. In gener-
ating the association response message or the reasso-
ciation response message at step 128, the AP 24 will
insert a NULL into either the IP address field 86 of the
association response message or the IP address field
114 of the reassociation response message. Upon re-
ceiving the association response message or the reas-
sociation response message, the mobile terminal 12 will
examine the contents of the IP address field 86 or the
IP address field 114 and, if the mobile terminal 12 de-
tects a NULL inserted into the IP address field 86 of the
association response message or the IP address field
114 of the reassociation response message, the mobile
terminal 12 will conclude that it has remained in its prior
IP domain and that it may, therefore, continue using its
current IP address. The mobile terminal 12 having de-
termined, at step 128, that it may continue to use its cur-
rent IP address, the method would then end at step 130.
[0022] Returning to step 126, if, however, it is deter-
mined by the AP 24 that the current IP address of the
mobile terminal 12 received as part of the association
request message or reassociation request message
does not match the IP address for the AP 24, the AP 24
concludes that the mobile terminal 12 has changed IP
domains and needs a new IP address. The method will
then proceed to step 132 where the AP 24 acquires a
new IP address for the mobile terminal 12. To do so, the
AP 24 will first check the mobile IP bit field 72 or 100 to
determine if the mobile terminal is a mobile IPv4 client.
As the mobile IP bit field 72 or 100 is not enabled, the
mobile terminal 12 is operating in an IPv4 environment.
Accordingly, in order to acquire a new IP address for the
mobile terminal 12, the AP 24 issues a request for a new
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IP address to the dynamic host configuration protocol
("DHCP") server (not shown) which resides within the
AR 18, the level-3 entity responsible for assigning IP ad-
dresses in IPv4. In turn, the DHCP server will issue a
reply message to the AP 24 which contains a new IP
address for the mobile terminal 12. Upon receipt of the
reply message from the DHCP server, the method pro-
ceeds to step 134 where AP 24 generates an associa-
tion response message similar to thatillustrated in FIGs.
2A and 2C or a reassociation response message similar
to that illustrated in FIGs. 2A and 2E. In generating the
association response message or the reassociation re-
sponse message at step 134, the AP 24 will insert the
IP address received from the DHCP server into either
the IP address field 86 of the association response mes-
sage or the IP address field 114 of the reassociation re-
sponse message. The AP 24 will then forward the as-
sociation response message or the reassociation re-
sponse message to the mobile terminal 12. Upon exam-
ining the received association response message or re-
association response message and determining that an
IP address was inserted into the IP address field 86 of
the association response message or the IP address
field 114 of the reassociation response message, the
mobile terminal 12 will determine that it has changed IP
domains and must discontinue usage of its current IP
address in favor of the IP address received in the asso-
ciation response message or reassociation response
message. The mobile terminal 12 having commenced
usage of the newly received IP address, the method
would then end at step 130.

[0023] The foregoing method will now be described
again; this time presuming that the mobile terminal is
operating in an MIPv4 environment in which IP address-
es are assigned by a foreign agent ("FA"), typically a FA
collocated with the AR for that IP domain, if the mobile
terminal roams into the FA area. As before, the method
commences at step 120 with the AP 24 having knowl-
edge of its IP address, the mobile terminal 12 having
knowledge of its IP address and the mobile terminal 12
initiating construction of either an association request
message similar to that illustrated in FIGs. 2A and 2B
or a reassociation request message similar to that illus-
trated in FIGs. 2A and 2D. By constructing an associa-
tion request message or a reassociation request mes-
sage in accordance with the format previously de-
scribed, the association request message or reassoci-
ation request message shall contain the IP address of
the mobile terminal 12 in the current IP address field 74
or 102 thereof while the mobile IP bit field 72 or 100 will
be enabled.

[0024] The method then proceeds to step 122 where
the mobile terminal 12 forwards the constructed asso-
ciation request message or reassociation request mes-
sage to the AP 24. Continuing on to step 124, the AP
24 determines the current IP address of the mobile ter-
minal 12 by checking the current IP address field 74 of
the received association request message or the current
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IP address field 102 of the received reassociation re-
quest message. At step 126, the AP 24 determines
whether the mobile terminal 12 has roamed into a new
IP domain. To do so, the AP 24 compares the current IP
address of the mobile terminal 12 received as part of the
association request message or reassociation request
message to the IP address for the AP 24. If the address-
es match, the AP 24 determines that the mobile terminal
12 has stayed in its prior IP domain and that a new IP
address is not necessary. Accordingly, the method will
proceed to step 128 where the AP 24 generates an as-
sociation response message similar to that illustrated in
FIGs. 2A and 2C or a reassociation response message
similar to that illustrated in FIGs. 2A and 2E. In gener-
ating the association response message or the reasso-
ciation response message at step 128, the AP 24 will
again insert a NULL into either the IP address field 86
of the association response message or the IP address
field 114 of the reassociation response message. Upon
detecting the NULL inserted into the IP address field 86
of the association response message or the IP address
field 114 of the reassociation response message, the
mobile terminal 12 will determine that it has remained
in its prior IP domain and may continue to use its current
IP address. The mobile terminal 12 having determined,
at step 128, that it may continue to use its current IP
address, the method would then end at step 130.

[0025] Returning to step 126, if, however, it is deter-
mined by the AP that the current IP address of the mo-
bile terminal 12 received as part of the association re-
gquest message or reassociation request message does
not match the IP address for the AP 24, the AP 24 de-
termines that the mobile terminal 12 has changed IP do-
mains and needs a new IP address. The method will
then proceed to step 132 where the AP 24 acquires a
new |IP address for the mobile terminal 12. To do so, the
AP 24 will first check the mobile IP bit field 72 or 100 to
determine if the mobile terminal is a mobile IPv4 client.
As the mobile IP bit field 72 or 100 is enabled, the mobile
terminal 12 is operating in an IPv4 environment. Accord-
ingly, in order to acquire a new IP address for the mobile
terminal 12, the AP 24 issues a request for a new IP
address to the FA—the Layer-3 entity responsible for
assignment IP addresses in MIPv4--collocated with the
AR 18. In turn, the FA will issue a reply message to the
AP 24 which contains the new IP address for the mobile
terminal 12. Upon receipt of the reply message from the
FA, the method proceeds to step 134 where AP 24 des-
ignates the received IP address as a care-of-address
("CoA") for the mobile terminal 12 and subsequently
generates an association response message similar to
that illustrated in FIGs. 2A and 2C or a reassociation
response message similar to that illustrated in FIGs. 2A
and 2E. In generating the association response mes-
sage or the reassociation response message at step
134, the AP 24 will insert the CoA address received from
the FA into either the IP address field 86 of the associ-
ation response message or the |IP address field 114 of
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the reassociation response message. The AP 24 will
then forward the association response message or the
reassociation response message to the mobile terminal
12. Upon examining the received association response
message or reassociation response message and de-
termining that an IP address was inserted into the IP
address field 86 of the association response message
or the IP address field 114 of the reassociation response
message, the mobile terminal 12 will determine that it
has changed IP domains and must discontinue usage
of its current IP address in favor of the IP address re-
ceived in the association response message or reasso-
ciation response message. The mobile terminal 12 hav-
ing commenced usage of the newly received IP ad-
dress, the method would then end at step 130.

[0026] The foregoing method will now be described
yet again, this time presuming that the mobile terminal
is operating in an IPv6 environment in which a mobile
terminal would normally assign its own IP address using
the domain prefix and its MAC address and then verify
it using the duplicate address detection ("DAD") proce-
dure. Due to the "hidden mobile terminal" problem which
exists in WLAN environments, however, mobile termi-
nals have been unable to verify their IP address. As a
result, in IPv6 environments, it has been necessary to
turn off the mobile terminal's IP address autoconfigura-
tion. However, the method described herein enables IP
address acquisition in IPv6 without the need of the DAD
procedure. As before, the method commences at step
120 with the AP 24 having knowledge of its IP address,
the mobile terminal 12 having knowledge of its IP ad-
dress and the mobile terminal 12 initiating construction
of either an association request message similar to that
illustrated in FIGs. 2A and 2B or a reassociation request
message similar to that illustrated in FIGs. 2A and 2D.
By constructing an association request message or a
reassociation request message in accordance with the
format previously described, the association request
message or reassociation request message shall con-
tain the IP address of the mobile terminal 12 in the cur-
rent IP address field 74 or 102 thereof while the mobile
IP bit field 72 or 100 will not be enabled.

[0027] The method then proceeds to step 122 where
the mobile terminal 12 forwards the constructed asso-
ciation request message or reassociation request mes-
sage to the AP 24. Continuing on to step 124, the AP
24 determines the current IP address of the mobile ter-
minal 12 by checking the current IP address field 74 of
the received association request message or the current
IP address field 102 of the received reassociation re-
quest message. At step 126, the AP 24 determines
whether the mobile terminal 12 has roamed into a new
IP domain. To do so, the AP 24 compares the current IP
address of the mobile terminal 12 received as part of the
association request message or reassociation request
message to the IP address for the AP 24. If the address-
es match, the AP 24 determines that the mobile terminal
12 has stayed in its prior IP domain and that a new IP
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address is not necessary. Accordingly, the method will
proceed to step 128 where the AP 24 generates an as-
sociation response message similar to that illustrated in
FIGs. 2A and 2C or a reassociation response message
similar to that illustrated in FIGs. 2A and 2E. In gener-
ating the association response message or the reasso-
ciation response message at step 128, the AP 24 will
insert a NULL into either the IP address field 86 of the
association response message or the IP address field
114 of the reassociation response message. Upon de-
tecting the NULL inserted into the IP address field 86 of
the association response message or the IP address
field 114 of the reassociation response message, the
mobile terminal 12 will determine that it has remained
in its prior IP domain and may continue to use its current
IP address. The mobile terminal 12 having determined,
at step 128, that it may continue to use its current IP
address, the method would then end at step 130.
[0028] Returning to step 126, if, however, it is deter-
mined by the AP that the current IP address of the mo-
bile terminal 12 received as part of the association re-
quest message or reassociation request message does
not match the IP address for the AP 24, the AP 24 de-
termines that the mobile terminal 12 has changed IP do-
mains and needs a new |IP address. The method will
then proceed to step 132 where the AP 24 sends the
MAC address and the IP address for the mobile terminal
to the AR 18. In turn, the AR 18, which maintains MAC
address caches for neighboring APs (here, the APs 26
and 28) which, together with the AP 24, collectively de-
fine the IP domain 14, checks the MAC address caches
for a duplicate of the received MAC address. If the AR
18 sees a duplicate of the MAC address of the mobile
terminal 12 in the MAC address caches, the AR 18
refuses the association or reassociation request mes-
sage of the mobile terminal 12. If, however, there is no
duplicate of the MAC address, then the association or
reassociation request message will be accepted and the
AR 18/AP 24 shall assign a new IP address for the mo-
bile terminal 12 in the manner set forth below.

[0029] Ifthe mobile already has an IPv6 address, only
the subnet prefix will be modified since it has changed
its domain. If the mobile terminal 12 is receiving an ad-
dress for the first time, then the IP address will be con-
structed using the subnet prefix and the mobile's 48-bit
MAC address extended to a 64-bit EUI interface identi-
fier as described in IETF's standard RFC 2373 and in-
serted into either the IP address field 86 of the associ-
ation response message or the IP address field 114 of
the reassociation response message. The AP 24 will
then forward the association response message or the
reassociation response message to the mobile terminal
12. Upon examining the received association response
message or reassociation response message and de-
termining that an IP address was inserted into the IP
address field 86 of the association response message
or the IP address field 114 of the reassociation response
message, the mobile terminal 12 will determine that it
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has changed IP domains and must discontinue usage
of its current IP address in favor of the IP address re-
ceived in the association response message or reasso-
ciation response message. The mobile terminal 12 hav-
ing commenced usage of the newly received IP ad-
dress, the method would then end at step 130.

[0030] The foregoing method will now be described
one last time, this time presuming that the mobile termi-
nal is operating in a MIPv6 environment. Once again,
the method commences at step 120 with the AP 24 hav-
ing knowledge of its IP address, the mobile terminal 12
having knowledge of its IP address and the mobile ter-
minal 12 constructing either an association request of a
reassociation request message containing the IP ad-
dress of the mobile terminal 12 in the current IP address
field thereof and an enabled mobile IP bit. The method
then proceeds to step 122 where the mobile terminal 12
forwards the constructed association request message
or reassociation request message to the AP 24. Contin-
uing on to step 124, the AP 24 determines the current
IP address of the mobile terminal 12 by checking the
current IP address field 74 of the received association
request message or the current IP address field 102 of
the received reassociation request message.

[0031] Atstep 126, the AP 24 determines whether the
mobile terminal 12 has roamed into a new IP domain.
To do so, the AP 24 compares the current IP address of
the mobile terminal 12 received as part of the associa-
tion request message or reassociation request mes-
sage to the IP address for the AP 24. If the addresses
match, the AP 24 determines that the mobile terminal
12 has stayed in its prior IP domain and that a new IP
address is not necessary. Accordingly, the method will
proceed to step 128 where the AP 24 generates an as-
sociation response message or a reassociation re-
sponse message. In generating the association re-
sponse message or the reassociation response mes-
sage at step 128, the AP 24 will insert a NULL into either
the IP address field 86 of the association response mes-
sage or the IP address field 114 of the reassociation re-
sponse message. Upon detecting the NULL inserted in-
to the IP address field 86 of the association response
message or the IP address field 114 of the reassociation
response message, the mobile terminal 12 will deter-
mine that it has remained in its prior IP domain and may
continue to use its current IP address. The mobile ter-
minal 12 having determined, at step 128, that it may con-
tinue to use its current IP address, the method would
then end at step 130.

[0032] Returning to step 126, if, however, it is deter-
mined by the AP that the current IP address of the mo-
bile terminal 12 received as part of the association re-
quest message or reassociation request message does
not match the IP address for the AP 24, the AP 24 de-
termines that the mobile terminal 12 has changed IP do-
mains and needs a new IP address. The method will
then proceed to step 132 where the AP 24 sends the
MAC address and the IP address for the mobile terminal
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to the AR 18. In turn, the AR 18, which maintains MAC
address caches for neighboring APs (here, the APs 26
and 28) which, together with the AP 24, collectively de-
fine the IP domain 14, checks the MAC address caches
for a duplicate of the received MAC address. If the AR
18 sees a duplicate of the MAC address of the mobile
terminal 12 in the MAC address caches, the AR 18
refuses the association or reassociation request mes-
sage of the mobile terminal 12. If, however, there is no
duplicate of the MAC address, then the association or
reassociation request message will be accepted and the
AR 18/AP 24 shall assign a new IP address for the mo-
bile terminal 12 in the manner set forth below.

[0033] Ifthe mobile already has an IPv6 address, only
the subnet prefix will be modified since it has changed
its domain. If the mobile terminal 12 is receiving an ad-
dress for the first time, then the IP address will be con-
structed using the subnet prefix and the mobile's 48-bit
MAC address extended to a 64-bit EUI interface identi-
fier as described in IETF's standard RFC 2373 and in-
serted into either the IP address field 86 of the associ-
ation response message or the |IP address field 114 of
the reassociation response message. The AP 24 will
then forward the association response message or the
reassociation response message to the mobile terminal
12. Upon examining the received association response
message or reassociation response message and de-
termining that an IP address was inserted into the IP
address field 86 of the association response message
or the IP address field 114 of the reassociation response
message, the mobile terminal 12 will determine that it
has changed IP domains and must discontinue usage
of its current IP address in favor of the IP address re-
ceived in the association response message or reasso-
ciation response message. The mobile terminal 12 hav-
ing commenced usage of the newly received IP ad-
dress, the method would then end at step 130.

[0034] The following features and combinations of
features are further advantageous embodiments of the
invention:

[0035] - A method for assigning an internet protocol
("IP") address to a mobile terminal of a wireless local
area network ("WLAN") which includes a Layer-2 entity,
upon entering a basic service area ("BSA") served by
said Layer-2 entity, comprising: said Layer-2 entity de-
termining, on behalf of said mobile terminal, whether
said mobile terminal should continue using a current IP
address or begin using a new IP address; and if said
Layer-2 entity determines that said mobile terminal
should continue using said current IP address, said Lay-
er-2 entity issuing an instruction, to said mobile terminal,
to continue using said current IP address.

[0036] - The method further comprising: said mobile
terminal issuing a Layer-2 service request to said Layer-
2 entity upon entering said BSA; said Layer-2 entity de-
termining whether said mobile terminal should continue
using said current IP address or begin using a new IP
address from said Layer-2 service request.
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[0037] - The method further comprising: said Layer-2
service request is formatted to include a current IP ad-
dress field.

[0038] - The method further comprising: said Layer-2
service request is formatted to include a mobile IP bit.
[0039] - The method further comprising: said Layer-2
entity issuing, to said mobile terminal, a response to said
Layer-2 service request; and wherein: if said Layer-2 en-
tity determined that said mobile terminal must continue
using said current IP address, said response to said
Layer-2 service request shall contain an indication that
said mobile terminal must continue using said current
IP address; and if said Layer-2 entity determined that
said mobile terminal must begin using said new IP ad-
dress, said response to said Layer-2 service request
shall contain said new IP address.

[0040] - The method further comprising: said re-
sponse to said Layer-2 service request is formatted to
include a current IP address field.

[0041] - The method further comprising: if said Layer-
2 entity determines that said mobile terminal must con-
tinue using said current IP address, said Layer-2 entity
placing a NULL in said current IP address field of said
response to said Layer-2 service request.

[0042] - The method further comprising: said WLAN
further includes a Layer-3 entity and, if said Layer-2 en-
tity determined that said mobile terminal must begin us-
ing said new IP address, said Layer-2 entity issuing a
request, to said Layer-3 entity, for said new IP address;
and upon receiving said new IP address, said Layer-2
entity placing said new IP address in said current IP ad-
dress field of said response to said Layer-2 service re-

quest.
[0043] - The method further comprising: said Layer-2
entity receives said new IP address from said Layer-3
entity.
[0044] - The method further comprising: said Layer-2

service request is an association request message and
said response to said Layer-2 service request is an as-
sociation response message.

[0045] - The method further comprising: said Layer-2
service request is a reassociation request message and
said response to said Layer-2 service request is a reas-
sociation response message.

[0046] - A method for assigning an IP address to a
mobile terminal entering a first BSA of a wireless local
area network ("WLAN") which includes an access router
("AR"), at least one access point ("AP") served by said
AR, an internet protocol ("IP") domain served by said
AR and at least one basic service area ("BSA"), each
one of said at least one BSS served by a corresponding
one of said at least one AP, comprising: upon a mobile
terminal entering a first BSA served by an AP, said AP
determining whether said mobile terminal has roamed
into a new IP domain; and if said AP determines that
said mobile terminal has not roamed into a new IP do-
main, said AP instructing said mobile terminal to use a
first IP address, said first IP address used by said mobile
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terminal prior to entry, of said mobile terminal, into said
first BSA.

[0047] - The method further comprising: said AP in-
structing said mobile terminal to use said second IP ad-
dress and said AP forwarding said second IP address
to said mobile terminal.

[0048] - The method further comprising: said mobile
terminal forwarding either an association request or a
reassociation request to said first AP upon entering said
first BSA, said association request and said reassocia-
tion request both including a first field which holds said
first IP address for said mobile terminal and a second
field which holds a mobile IP bit for indicating if said mo-
bile terminal is a mobile IPv4 or a mobile IPv6 client; and
said AP returning either an association response or a
re-association response to said mobile terminal, said
association response and said re-association response
both including a first field which holds said second IP
address for said mobile terminal.

[0049] - The method further comprising: a dynamic
host configuration protocol ("DHCP") server is coupled
to said AR, and, upon determining that said mobile ter-
minal has roamed into a new IP domain, said AP issuing
an IP assignment request to said DHCP server via said
AR; upon assigning said second |IP address to said mo-
bile terminal, said DHCP server forwarding said second
IP address to said AP via said AR; and said AR inserting
said second IP address received from said DHCP server
into said first field of either said association response or
said reassociation response.

[0050] - The method further comprising: said mobile
terminal is a IPv4 client.

[0051] - The methodfurther comprising: a foreign
agent ("FA") is coupled to said AR and further compris-
ing: upon determining that said mobile terminal is a mo-
bile IP client that has roamed into a new IP domain, said
AP issuing an IP assignment request to said FA via said
AR; said FA forwarding a third IP address, assigned to
said FA, to said AP via said AR, said AP designating
said third IP address as a care-of address ("CoA") for
said MS; and said AR inserting said CoA address into
said first field of either said association response or said
re-association response.

[0052] - The method further comprising: said mobile
terminal is a mobile IPv4 client.

[0053] - The method further comprising: upon deter-
mining that said mobile terminal has roamed into a new
IP domain, said AP forwarding a medium access control
("MAC") address and said first IP address to said AR;
said AR comparing said received MAC address to MAC
address caches for neighboring APs; said AR refusing
registration of said mobile terminal if said received MAC
address matches a MAC address maintained in said
MAC address cache for one of said neighboring Aps.
[0054] - The method further comprising: if said re-
ceived MAC address does not match a MAC address
maintained in said MAC address cache for one of said
neighboring APs, said AR generating an IP address for
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said mobile terminal.

[0055] - The method further comprising: said mobile
terminal is an IPv6 client.

[0056] - The method further comprising: said mobile
terminal is a mobile IPv6 client.

[0057] Thus, there has been described and illustrated
herein, an address acquisition technique in which IP ad-
dress assignments are encapsulated into association
and reassociation messages. By doing so, mobile Lay-
er-2 entities generate less network traffic and consume
less power than prior mobile Layer-2 entities. However,
those skilled in the art should recognize that numerous
modifications and variations may be made in the tech-
niques disclosed herein without departing substantially
from the spirit and scope of the invention. Accordingly,
the scope of the invention should only be defined by the
claims appended hereto.

Claims

1. Inawireless local area network ("WLAN") which in-
cludes an access router ("AR"), at least one access
point ("AP") served by said AR, an internet protocol
("IP") domain served by said AR and at least one
basic service area ("BSA"), each one of said at least
one BSS served by a corresponding one of said at
least one AP, a method for assigning an IP address
to a mobile terminal entering a first BSA of said
WLAN, comprising:

upon a mobile terminal entering a first BSA
served by an AP, said AP determining whether
said mobile terminal has roamed into a new IP
domain; and

if said AP determines that said mobile terminal
has not roamed into a new IP domain, said AP
instructing said mobile terminal to use a first IP
address, said first IP address used by said mo-
bile terminal prior to entry, of said mobile termi-
nal, into said first BSA.

2. The method of claim 12, and further comprising said
mobile terminal forwarding an association request
to said first AP upon entering said first BSS.

3. The method of claim 13, wherein said association
request includes a first field which holds said first IP
address for said mobile terminal.

4. The method of claim 14, and further comprising said
AP inserting a NULL into said first field upon deter-
mining that said mobile terminal has not roamed in-
to said new IP domain.

5. The method of claim 14, wherein said association
request further includes a second field which holds
a mobile IP bit for indicating if said mobile terminal
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is a mobile IPv4 or a mobile IPv6 client.

6. The method of claim 12, and further comprising said

mobile terminal forwarding a reassociation request
to said first AP upon entering said first BSA.

7. The method of claim 17, wherein said reassociation

request includes a first field which holds said first IP
address for said mobile terminal.

8. The method of claim 18, and further comprising said

AP inserting a NULL into said first field upon deter-
mining that said mobile terminal has not roamed in-
to said new IP domain.

9. The method of claim 18, wherein said reassociation

request further includes a second field which holds
a mobile IP bit for indicating if said mobile terminal
is a mobile IPv4 or a mobile IPv6 client.

10. The method of claim 12, and further comprising:

if said AP determines that said mobile terminal
has roamed into a new IP domain, said AP is-
suing a request, to an AR serving said AP, for
a second, new, IP address for said mobile ter-
minal; and

upon receiving said second IP address for said
mobile terminal, said AP instructing said mobile
terminal to use said second IP address.
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