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Among other things, one or more techniques and/or systems
are provided for sustained data protection. In particular, a
data protector may define a set of access levels associated
with content within data using a set of access policies (e.g.,
a partial access level to inventory data for an inventory
server, a full access level to inventory data and billing data
for a shopping website server, etc.). The data protector may
secure (e.g., encrypt) the data to create protected data, so that
clients may be unable to access content of the protected data
without obtaining access through the data protector. In this
way, the data protector may selectively provide clients with
access to content within the protected data according to
respective access levels for the different clients (e.g., access
to inventory data, but not billing data, may be provided to
the inventory server by the data protector).
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SUSTAINED DATA PROTECTION

RELATED APPLICATION

[0001] This application is a continuation of and claims
priority under 35 U.S.C. §120 to U.S. patent application Ser.
No. 13/350,426 entitled “SUSTAINED DATA PROTEC-
TION”, filed Jan. 13, 2012, which is incorporated herein in
its entirety.

BACKGROUND

[0002] Many users and companies implement data protec-
tion techniques to securely store and/or protect access to
data. In one example, an email service may protect access to
emails using a username/password technique. In another
example, a file server may protect access to files using an
encryption technique and/or an authentication technique.
Conventional data protection schemes generally perform
access control before data retrieval. For example, a request
from a client to access protected data may be evaluated by
an access control technique to verify the client has permis-
sion to access the protected data before the protected data is
provided to the client. Upon verification of the client, the
protected data may be provided to the client in an unpro-
tected form. Unfortunately, access control may not be
enforced after retrieval of the data from storage.

SUMMARY

[0003] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key factors or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

[0004] Among other things, one or more systems and/or
techniques for sustained data protection are provided herein.
That is, protection of data may be sustained even after
retrieval of the data (e.g., after a client retrieves the data
from storage). In one example, data may be received from a
first client requesting protection of the data. For example,
the first client may request protection of social network data
comprising phone numbers, status updates, recommenda-
tions made by users, and/or personal contact information of
users. The first client may be evaluated to determine whether
the first client has permission to create protected data from
the data and/or content therein. For example, the first client
may be evaluated against a set of write permissions com-
prising a write permission specifying that the first client has
permission to create protected data from phone numbers,
status updates, and recommendations made by users. How-
ever, the write permission may not grant the first client
permission to create protected data from the personal contact
information of users. Accordingly, the phone numbers, sta-
tus updates, and recommendations made by users, but not
the personal contact information of users, may be used to
create protected data.

[0005] One or more access levels may be specified for
content within the data using a set of access policies. For
example, a full access level may be specified for a client
machine logged in by Bill; a partial access level to recom-
mendations made by social network friends of Dan may be
specified for client applications acting on behalf of Dan; a
partial access level to phone numbers within a phone book
of Emily may be specified for client applications acting on
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behalf of Emily; etc. The data may be secured to create
protected data. For example, the data may be encrypted
and/or constrained by a time-constraint (e.g., the data may
be encrypted with an encryption key unavailable to one or
more clients). Encrypting the data and/or controlling a
client’s ability to selectively produce protected data (e.g., via
write permissions) may be an indication to clients obtaining
the protected data that the integrity of the protected data may
be trusted and/or may protect against unauthorized produc-
tion of and/or access to content within the protected data. In
this way, the protected data may be provided to the first
client while protection of the data is sustained.

[0006] A second client may request access to content
within the protected data (e.g., the second client may be
acting on behalf of Dan). An access level to the protected
data for the second client may be determined based upon
evaluating the client against a set of access policies. For
example, a first policy may specify that client applications
acting on behalf of Dan may be granted a partial access level
to recommendations made by social network friends of Dan
within the protected data (e.g., one or more recommenda-
tions may relate to reviews provided by friends of Dan for
local restaurants, which may be used by the second client to
populate a restaurant suggestion web page with recommen-
dations that may be relevant to Dan). In this way, content
comprising recommendations made by friends of Dan (e.g.,
but not phone numbers, status updates, and/or other content
within the protected data) may be provided to the second
client according to the access level (e.g., access may be
selectively provided to one or more portions/content of the
data). It may be appreciated that the protected data may
remain protected after the client is provided with the content.
That is, data protection may be sustained because access to
content within the protected data may continue to be con-
trolled (e.g., by a data protector) for the second client and/or
other clients.

[0007] To the accomplishment of the foregoing and related
ends, the following description and annexed drawings set
forth certain illustrative aspects and implementations. These
are indicative of but a few of the various ways in which one
or more aspects may be employed. Other aspects, advan-
tages, and novel features of the disclosure will become
apparent from the following detailed description when con-
sidered in conjunction with the annexed drawings.

DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a flow chart illustrating an exemplary
method of providing sustained data protection.

[0009] FIG. 2 is a flow chart illustrating an exemplary
method of providing sustained data protection.

[0010] FIG. 3 is a component block diagram illustrating an
exemplary system for providing sustained data protection.

[0011] FIG. 4 is an illustration of an example of a data
protector creating protected data.

[0012] FIG. 5 is an illustration of an example of a data
protector providing content within protected data to a client
and second content within the protected data to a second
client.

[0013] FIG. 6 is an illustration of an exemplary computer-
readable medium wherein processor-executable instructions
configured to embody one or more of the provisions set forth
herein may be comprised.
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[0014] FIG. 7 illustrates an exemplary computing envi-
ronment wherein one or more of the provisions set forth
herein may be implemented.

DETAILED DESCRIPTION

[0015] The claimed subject matter is now described with
reference to the drawings, wherein like reference numerals
are generally used to refer to like elements throughout. In the
following description, for purposes of explanation, numer-
ous specific details are set forth in order to provide a
thorough understanding of the claimed subject matter. It
may be evident, however, that the claimed subject matter
may be practiced without these specific details. In other
instances, structures and devices are illustrated in block
diagram form in order to facilitate describing the claimed
subject matter.

[0016] Conventional data protection techniques generally
verify whether a client has access rights to data before the
data is provided to the client. For example, an online
shopping service server may submit a data query to a storage
system to retrieve credit card data of a user. A data retrieval
storage layer of the storage system may verify whether the
online shopping service server has rights to access the credit
card data of the user. Upon verification, the storage system
may provide the credit card data to the online shopping
service server. Once the online shopping service server has
obtained the credit card data, however, further protection of
the credit card data may be unavailable (e.g., which may be
problematic).

[0017] Accordingly, one or more systems and/or tech-
niques for sustained data protection are provided herein. In
one example, a data protector (e.g., a data protection layer)
may be configured to create protected data by securing the
data (e.g., encrypting the data so that one or more clients
may not have access to the protected data, except through
the data protector) and/or specifying access levels for con-
tent within the data using a set of access policies (e.g., an
online shopping server may have full access to shopping
history data and credit card data, whereas a shopping history
reporting server may merely have access to shopping history
data within the protected data (e.g., not credit card data)).
The data protector may be configured to provide a client
with access to content within the protected data based upon
evaluating the client against a set of access policies to
determine an access level (e.g., full access, partial access to
particular content, access denied, etc.) for the client. In this
way, the data protector may provide content within the
protected data to the client according to the access level. It
may be appreciated that sustained data protection may be
achieved because the protected data may still be protected
and/or inaccessible to the client and/or other clients without
access provided by the data protector. In one example, the
data protector may be implemented within a distributed
environment (e.g., within a data protection layer imple-
mented across one or more clients of the distributed envi-
ronment). In this way, the protected data may be distributed
to one or more clients while maintaining data protection
because such clients may be unable to access the protected
data without access provided by the data protector.

[0018] One embodiment of providing sustained data pro-
tection is illustrated by an exemplary method 100 in FIG. 1.
At 102, the method starts. At 104, data from a first client
requesting protection of the data may be received. In one
example, an online shopping service server may request
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shopping data (e.g., shopping history data, credit card data,
inventory data, employee social security numbers, etc.) from
a data retrieval layer of a storage system. Because the online
shopping service server may intend to distribute the shop-
ping data to one or more clients (e.g., a shopping history
reporting server, a billing server, an inventory server, etc.),
the online shopping service server may request protection of
the shopping data once retrieved from a storage system (e.g.,
from a data protector external to the data retrieval layer). In
one example, the first client may be evaluated to determine
whether the first client has permission to create protected
data from the data. It may be appreciated that in one
example, varying levels of permission may be granted to
various clients (e.g., a billing server may have permission to
protect billing data and customer address data, but not
employee data, while a payroll server may have permission
to protect employee data, but not billing data and customer
address data). For example, the first client may be evaluated
against a set of write permissions comprising a write per-
mission specifying that the first client has permission to
protect shopping history data, credit card data, and inventory
data. However, the write permission may not grant the first
client permission to create protected data from employee
social security numbers. Accordingly, the shopping history
data, credit card data, and inventory, but not the employee
social security numbers, may be used to create protected
data.

[0019] At 106, one or more access levels associated with
content within the data may be specified using a set of access
policies. For example, a first access policy may specify that
the shopping history reporting server may have access to
shopping history data, the billing server may have access to
shopping history data and credit card data, the inventory
server may have access to inventory data, the online shop-
ping service server may have access to all shopping data,
and that other servers may have no access rights. In this way,
a partial access level to shopping history data may be
specified for the shopping history reporting server, a partial
access level to shopping history data and credit card data
may be specified for the billing server, a partial access level
to inventory data may be specified for the inventory server,
a full access level may be specified for the online shopping
service server, and an access denied level may be specified
for unknown clients.

[0020] At 108, the data may be secured to create protected
data. In one example, the data may be encrypted using an
encryption key unavailable to one or more clients so that the
one or more clients may be unable to access content within
the protected data (e.g., without access provided by a data
protector). In another example, a time-constraint on the
validity of the data may be specified (e.g., access may be
provided by the data protector to a client requesting access
at a time corresponding to the time-constraint). At 110, the
protected data may be provided to the first client (e.g., made
available to the first client and/or merely created on behalf
of the first client).

[0021] In one example, the protected data may be made
available to one or more clients (e.g., the shopping history
reporting server, the billing server, the inventory server,
and/or other servers). It may be appreciated that such clients
may be unable to access content within the protected data
without obtaining access through a data protector. Accord-
ingly, a second client may request access to content within
the protected data. In one example, the inventory server may
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request access to content within the protected data. The
partial access level to the inventory data may be determined
for the inventory server based upon evaluating the inventory
server against the set of access policies. In this way, inven-
tory data (e.g., but not shopping history data, credit card
data, and/or other non-inventory data) may be provided to
the inventory server. In another example, the billing server
may request access to content within the protected data. The
partial access level to the shopping history data and the
credit card data may be determined for the billing server
based upon evaluating the inventory server against the set of
access policies. In this way, shopping history data and credit
card data (e.g., but not inventory data and/or other non-
billing data) may be provided to the billing server. In another
example, full access to content within the protected data may
be provided to the online shopping service server based
upon evaluating the online shopping service server against
the set of access policies. In another example, an advertising
server may be denied access to content within the protected
data based upon evaluating the advertising server against the
set of access policies. At 112, the method end.

[0022] One embodiment of providing sustained data pro-
tection is illustrated by an exemplary method 200 in FIG. 2.
At 202, the method starts. At 204, protected data may be
received from a client requesting access to content within
the protected data. For example, an inventory server may be
associated with protected shopping data (e.g., protected
shopping data comprising shopping history data, credit card
data, and inventory data). However, the inventory server
may be unable to access content within the protected shop-
ping data without access provided by a data protector (e.g.,
a data protection layer external to a data retrieval storage
layer that may have initially provided the shopping data
from a storage system) because the protected shopping data
may be encrypted and/or secured using a time-constraint.
Accordingly, the protected shopping data may be received
(e.g., by the data protector) from the inventory server
requesting access to content within the protected shopping
data.

[0023] At 206, an access level to the protected data may be
determined for the client based upon evaluating the client
against a set of access policies. In one example, an access
policy may specify whether a client machine, a client
application, and/or a user (e.g., using the client), etc. have
permission/rights to access a portion of the content within
the protected data and/or whether a time constraint for
access is met. The access level may comprise a full access
level, a partial access level to less than all of the content,
and/or an access denied level. In one example of determin-
ing the access level, a partial access level to inventory data
within the protected shopping data may be determined for
the inventory server based upon evaluating the inventory
server against an access policy specifying that the inventory
server has access rights to inventory information. At 208,
content within the protected data may be provided to the
client according to the access level. For example, the inven-
tory data (e.g., but not the shopping history data nor the
credit card data) within the protected data may be provided
to the inventory server according to the partial access level
to inventory data. In one example, the protected shopping
data may be decrypted and/or a time-constraint may be
verified before the inventory data is provided to the inven-
tory server. It may be appreciated that the protected shop-
ping data may remain protected because the protected shop-
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ping data may be inaccessible to the inventory server and/or
other clients without access provided by the data protector
(e.g., merely providing the inventory data to the inventory
server from the protected shopping data does not grant
another client access to the inventory data and/or other
content within the protected shopping data without first
obtaining access through the data protector).

[0024] It may be appreciated that clients may be provided
with various types of access to content within the protected
data (e.g., a billing server may be provided with access to
shopping history data and/or credit card data, but not inven-
tory data; a payment application acting on behalf of user Dan
may be provided with access to shopping history data and/or
credit card data for Dan; etc.). In one example, the protected
data may be received from a second client requesting access
to content within the protected data. For example, a shop-
ping history reporting server may request access to content
within the protected shopping data. A second access level to
the protected data may be determined for the second client
based upon evaluating the second client against the set of
access policies (e.g., the second access level for the second
client may be the same or different than the access level for
the client). For example, a partial access level to shopping
history data may be determined for the shopping history
reporting server based upon evaluating the shopping history
reporting server against an access policy specifying that the
shopping history reporting server has access rights to shop-
ping history data. Second content within the protected data
may be provided to the second client according to the second
access level (e.g., the second content provided to the second
client may be the same or different than the content provided
to the client). For example, shopping history data may be
provided to the shopping history reporting server based upon
the partial access level to shopping history data. It may be
appreciated that the protected shopping data may remain
protected because the protected shopping data may be
inaccessible to the shopping history reporting server and/or
other clients without access provided by the data protector
(e.g., merely providing the shopping history data to the
shopping history reporting server from the protected shop-
ping data does not grant another client access to the shop-
ping history data and/or other content within the protected
shopping data without first obtaining access through the data
protector). At 210, the method ends.

[0025] FIG. 3 illustrates an example of a system 300
configured for providing sustained data protection. The
system 300 may comprise a data protector 310. The data
protector 310 may be configured to secure data 308 to create
protected data 316 (e.g., so that clients may be unable to
access content within the protected data 316 without access
provided by the data protector 310) and/or to provide clients
with access to content within the protected data 316.

[0026] In one example, a client 306 may access data
storage 302 comprising various data. For example, a search
result server may access a database comprising social net-
work data because the search result server may be config-
ured to provide search results to users that may incorporate
information, such as social network data, associated with
friends of such users (e.g., in response to a user searching for
restaurants, the search result server may provide restaurant
search results comprising restaurant recommendations/re-
views made by friends of the user). The client 306 may
retrieve data 308 (e.g., social network data comprising
recommendations made by users, phone numbers saved by
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users, friend lists of users, status updates of users, photo
information of users, etc.) from the data storage 302 using a
data retrieval storage layer 304.

[0027] Accordingly, the client 306 may request sustained
data protection for the data from the data protector 310 (e.g.,
the data protector 310 may receive the data 308 from the
client 306 requesting the protection). The data protector 310
may be configured to define a set of access levels 312
associated with content within the data 308 using a set of
access policies 314. The set of access policies 314 may
specify access permissions associated with user identifiers,
client application identifiers, client machine identifiers, etc.
For example, an access policy may specify that a client
acting on behalf of Emily may have permission to access
social network data of Emily and friends of Emily (e.g.,
recommendations made by friends of Emily, status updates
by friends of Emily, phone numbers within a phone book of
Emily, Emily’s friend list, etc.) Accordingly, a partial access
level to social network data associated with Emily and
friends of Emily may be defined.

[0028] The data protector 310 may be configured to secure
the data 308 to create the protected data 316. For example,
the data protector 310 may encrypt and/or time-constrain the
data 308 to create the protected data 316, such that clients
(e.g., client 306 and/or other clients not illustrated) may be
unable to access content within the protected data 316
without obtaining access through the data protector 310.
Moreover, prior to securing the data, the data protector (e.g.,
and/or another component) may be configured to evaluate
the client against a set of write permission to determine
whether the client has permission to protect one or more
portions of the data. For example, if the client has permis-
sion to secure a first portion the data, but not a second
portion of the data, then the first portion of the data may be
included within the protected data, but the second portion of
the data would not be included within the protected data. In
this way, data protection for the protected data 316 may be
sustained because access to content within the protected data
316 may be controlled by the data protector 310 (e.g., even
after the protected data 316 is obtained by other clients).

[0029] FIG. 4 illustrates an example 400 of a data protec-
tor 402 (e.g., 310 of FIG. 3) creating protected data 420. The
data protector 402 may have received a request to protect
data (e.g., social network data comprising recommendation
data 422, phone number data 424, friend lists data 426,
status update data 428, photo data 430, and/or other social
network data). The data protector 402 may specify one or
more access levels associated with content within the data
using a set of access policies. For example, a partial access
level to recommendation data 406 may be specified based
upon a first access policy 404 specifying that a recommen-
dation server has access rights to recommendations. A
partial access level to content associated with Emily and
friends of Emily 410 may be specified based upon a second
access policy 408 specifying that clients acting on behalf of
Emily have access rights to social network data of Emily and
friends of Emily. A full access level 414 may be specified
based upon a third access policy 412 specifying that a client
machine with an IP address of 76.160.78.182 has access
rights to all social network data. An access denied level 418
may be specified based upon a fourth access policy 416
specifying that unknown applications have no access rights
to social network data. In this way, the data protector 402
may provide content within the protected data 420 to a client
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according to an access level determined for the client based
upon evaluating the client against the set of access policies.

[0030] FIG. 5 illustrates an example 500 of a data protec-
tor 502 (e.g., 310 of FIG. 3) selectively providing content
516 within protected data 514 to a client 512 and second
content 520 within the protected data 514 to a second client
518. The data protector 502 may be configured to provide
clients with varying levels of access to content within the
protected data 514 based upon a set of access policies. In one
example, the protected data 514 may be received from the
client 512 (e.g., a recommendation server configured to
populate search results for a user with recommendations
provided by friends of the user) that may be requesting
access to content within the protected data 514. An access
level to the protected data 514 may be determined for the
client 512 based upon evaluating the client 512 against the
set of access policies. For example, the recommendation
server may be evaluated against a recommendation server
policy 504 to determine a partial access level to recommen-
dation data 506. In this way, content 516 within the protected
data 514 may be selectively provided to the client 512. For
example, recommendation data (e.g., but not other social
network data) within the protected data 514 may be provided
to the recommendation server (e.g., for incorporation into
search results for a user to indicate one or more restaurants
that are recommended by one or more friends of the user, for
example).

[0031] In another example, the protected data 514 may be
received from the second client 518 (e.g., an application
acting on behalf of a user Emily) that may be requesting
access to content within the protected data 514. A second
access level to the protected data 514 may be determined for
the second client 518 based upon evaluating the second
client 518 against the set of access policies. For example, the
application acting on behalf of the user Emily may be
evaluated against an Emily policy 508 to determine a partial
access level to content associated with Emily and friends of
Emily 510. In this way, second content 520 within the
protected data 514 may be provided to the second client 518.
For example, social network data for Emily and friends of
Emily (e.g., but not social network data of other users) may
be provided to the application acting on behalf of Emily. The
data protector 502 may provide sustained data protection for
the protected data 514 because clients may be unable to
access content within the protected data 514 without obtain-
ing access through the data protector 502.

[0032] Still another embodiment involves a computer-
readable medium comprising processor-executable instruc-
tions configured to implement one or more of the techniques
presented herein. An exemplary computer-readable medium
that may be devised in these ways is illustrated in FIG. 6,
wherein the implementation 600 comprises a computer-
readable medium 616 (e.g., a CD-R, DVD-R, or a platter of
a hard disk drive), on which is encoded computer-readable
data 614. This computer-readable data 614 in turn comprises
a set of computer instructions 612 configured to operate
according to one or more of the principles set forth herein.
In one such embodiment 600, the processor-executable
computer instructions 612 may be configured to perform a
method 610, such as at least some of the exemplary method
100 of FIG. 1 and/or at least some of exemplary method 200
of FIG. 2, for example. In another such embodiment, the
processor-executable instructions 612 may be configured to
implement a system, such as at least some of the exemplary
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system 300 of FIG. 3, for example. Many such computer-
readable media may be devised by those of ordinary skill in
the art that are configured to operate in accordance with the
techniques presented herein.

[0033] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

[0034]

“module,” “system”, “interface”, and the like are generally
intended to refer to a computer-related entity, either hard-
ware, a combination of hardware and software, software, or
software in execution. For example, a component may be,
but is not limited to being, a process running on a processor,
a processor, an object, an executable, a thread of execution,
a program, and/or a computer. By way of illustration, both
an application running on a controller and the controller can
be a component. One or more components may reside within
a process and/or thread of execution and a component may
be localized on one computer and/or distributed between
two or more computers.

[0035] Furthermore, the claimed subject matter may be
implemented as a method, apparatus, or article of manufac-
ture using standard programming and/or engineering tech-
niques to produce software, firmware, hardware, or any
combination thereof to control a computer to implement the
disclosed subject matter. The term “article of manufacture”
as used herein is intended to encompass a computer program
accessible from any computer-readable device, carrier, or
media. Of course, those skilled in the art will recognize
many modifications may be made to this configuration
without departing from the scope or spirit of the claimed
subject matter.

[0036] FIG. 7 and the following discussion provide a brief,
general description of a suitable computing environment to
implement embodiments of one or more of the provisions set
forth herein. The operating environment of FIG. 7 is only
one example of a suitable operating environment and is not
intended to suggest any limitation as to the scope of use or
functionality of the operating environment. Example com-
puting devices include, but are not limited to, personal
computers, server computers, hand-held or laptop devices,
mobile devices (such as mobile phones, Personal Digital
Assistants (PDAs), media players, and the like), multipro-
cessor systems, consumer electronics, mini computers,
mainframe computers, distributed computing environments
that include any of the above systems or devices, and the
like.

[0037] Although not required, embodiments are described
in the general context of “computer readable instructions”
being executed by one or more computing devices. Com-
puter readable instructions may be distributed via computer
readable media (discussed below). Computer readable
instructions may be implemented as program modules, such
as functions, objects, Application Programming Interfaces
(APIs), data structures, and the like, that perform particular
tasks or implement particular abstract data types. Typically,
the functionality of the computer readable instructions may
be combined or distributed as desired in various environ-
ments.

As used in this application, the terms “component,”
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[0038] FIG. 7 illustrates an example of a system 710
comprising a computing device 712 configured to imple-
ment one or more embodiments provided herein. In one
configuration, computing device 712 includes at least one
processing unit 716 and memory 718. Depending on the
exact configuration and type of computing device, memory
718 may be volatile (such as RAM, for example), non-
volatile (such as ROM, flash memory, etc., for example) or
some combination of the two. This configuration is illus-
trated in FIG. 7 by dashed line 714.

[0039] In other embodiments, device 712 may include
additional features and/or functionality. For example, device
712 may also include additional storage (e.g., removable
and/or non-removable) including, but not limited to, mag-
netic storage, optical storage, and the like. Such additional
storage is illustrated in FIG. 7 by storage 720. In one
embodiment, computer readable instructions to implement
one or more embodiments provided herein may be in storage
720. Storage 720 may also store other computer readable
instructions to implement an operating system, an applica-
tion program, and the like. Computer readable instructions
may be loaded in memory 718 for execution by processing
unit 716, for example.

[0040] The term “computer readable media” as used
herein includes computer storage media. Computer storage
media includes volatile and nonvolatile, removable and
non-removable media implemented in any method or tech-
nology for storage of information such as computer readable
instructions or other data. Memory 718 and storage 720 are
examples of computer storage media. Computer storage
media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, Digital Versatile Disks (DVDs) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can be accessed by device 712. Any such com-
puter storage media may be part of device 712.

[0041] Device 712 may also include communication con-
nection(s) 726 that allows device 712 to communicate with
other devices. Communication connection(s) 726 may
include, but is not limited to, a modem, a Network Interface
Card (NIC), an integrated network interface, a radio fre-
quency transmitter/receiver, an infrared port, a USB con-
nection, or other interfaces for connecting computing device
712 to other computing devices. Communication connection
(s) 726 may include a wired connection or a wireless
connection. Communication connection(s) 726 may trans-
mit and/or receive communication media.

[0042] The term “computer readable media” may include
communication media. Communication media typically
embodies computer readable instructions or other data in a
“modulated data signal” such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” may include a
signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the
signal.

[0043] Device 712 may include input device(s) 724 such
as keyboard, mouse, pen, voice input device, touch input
device, infrared cameras, video input devices, and/or any
other input device. Output device(s) 722 such as one or more
displays, speakers, printers, and/or any other output device
may also be included in device 712. Input device(s) 724 and
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output device(s) 722 may be connected to device 712 via a
wired connection, wireless connection, or any combination
thereof. In one embodiment, an input device or an output
device from another computing device may be used as input
device(s) 724 or output device(s) 722 for computing device
712.

[0044] Components of computing device 712 may be
connected by various interconnects, such as a bus. Such
interconnects may include a Peripheral Component Inter-
connect (PCI), such as PCI Express, a Universal Serial Bus
(USB), firewire (IEEE 1374), an optical bus structure, and
the like. In another embodiment, components of computing
device 712 may be interconnected by a network. For
example, memory 718 may be comprised of multiple physi-
cal memory units located in different physical locations
interconnected by a network.

[0045] Those skilled in the art will realize that storage
devices utilized to store computer readable instructions may
be distributed across a network. For example, a computing
device 730 accessible via a network 728 may store computer
readable instructions to implement one or more embodi-
ments provided herein. Computing device 712 may access
computing device 730 and download a part or all of the
computer readable instructions for execution. Alternatively,
computing device 712 may download pieces of the computer
readable instructions, as needed, or some instructions may
be executed at computing device 712 and some at computing
device 730.

[0046] Various operations of embodiments are provided
herein. In one embodiment, one or more of the operations
described may constitute computer readable instructions
stored on one or more computer readable media, which if
executed by a computing device, will cause the computing
device to perform the operations described. The order in
which some or all of the operations are described should not
be construed as to imply that these operations are necessarily
order dependent. Alternative ordering will be appreciated by
one skilled in the art having the benefit of this description.
Further, it will be understood that not all operations are
necessarily present in each embodiment provided herein.
[0047] Moreover, the word “exemplary” is used herein to
mean serving as an example, instance, or illustration. Any
aspect or design described herein as “exemplary” is not
necessarily to be construed as advantageous over other
aspects or designs. Rather, use of the word exemplary is
intended to present concepts in a concrete fashion. As used
in this application, the term “or” is intended to mean an
inclusive “or” rather than an exclusive “or”. That is, unless
specified otherwise, or clear from context, “X employs A or
B” is intended to mean any of the natural inclusive permu-
tations. That is, if X employs A; X employs B; or X employs
both A and B, then “X employs A or B” is satisfied under any
of the foregoing instances. In addition, the articles “a” and
“an” as used in this application and the appended claims may
generally be construed to mean “one or more” unless
specified otherwise or clear from context to be directed to a
singular form. Also, at least one of A and B and/or the like
generally means A or B or both A and B.

[0048] Also, although the disclosure has been shown and
described with respect to one or more implementations,
equivalent alterations and modifications will occur to others
skilled in the art based upon a reading and understanding of
this specification and the annexed drawings. The disclosure
includes all such modifications and alterations and is limited
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only by the scope of the following claims. In particular
regard to the various functions performed by the above
described components (e.g., elements, resources, etc.), the
terms used to describe such components are intended to
correspond, unless otherwise indicated, to any component
which performs the specified function of the described
component (e.g., that is functionally equivalent), even
though not structurally equivalent to the disclosed structure
which performs the function in the herein illustrated exem-
plary implementations of the disclosure. In addition, while a
particular feature of the disclosure may have been disclosed
with respect to only one of several implementations, such
feature may be combined with one or more other features of
the other implementations as may be desired and advanta-
geous for any given or particular application. Furthermore,
to the extent that the terms “includes”, “having”, “has”,
“with”, or variants thereof are used in either the detailed
description or the claims, such terms are intended to be
inclusive in a manner similar to the term “comprising.”
What is claimed is:
1. A method for sustained data protection, comprising:
receiving, at a data protector, protected data from a client
requesting access to content within the protected data;

determining, by the data protector, whether a first time-
constraint for accessing a portion of the protected data
is met according to a first set of access policies;

upon determining that the client has met the first time-
constraint for accessing the portion of protected data,
extracting, by the data protector, the portion of the
protected data; and

providing, from the data protector, the extracted content to

the client.

2. The method of claim 1, comprising:

receiving, at a data protector, the protected data from a

second client requesting access to content within the
protected data;
determining, by the data protector, whether a second-time
constraint for accessing a portion of the protected data
is met according to a second set of access policies;

upon determining that the second client has met the
second time-constraint for accessing the portion of
protected data, extracting, by the data protector, the
portion of the protected data; and

providing, from the data protector, the extracted content to

the second client.

3. The method of claim 2, wherein the first set of access
policies and the second set of access policies are different
than the first access policies.

4. The method of claim 3, further comprising determining
an access policy applicable to a requesting client upon
receiving a request for the protected data from the requesting
client.

5. The method of claim 1, further comprising:

determining, by the data protector, whether at least one

additional criteria of the first set of access policies is
met by the client;

upon determining that the client has met the first time-

constraint for accessing the portion of protected data
and the at least one additional criteria of the first set of
access policies, extracting, by the data protector, the
portion of the protected data; and

providing, from the data protector, the extracted content to

the client.
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6. The method of claim 5, wherein the at least one
additional criteria of the first set of access policies comprises
any one or more of:
determining whether a client machine has rights to access
a portion of the content within the protected data;

determining whether a client application has rights to
access a portion of the content within the protected
data;

determining whether the client is acting on behalf of

another client that has rights to access a portion of the
content within the protected data.

7. The method of claim 1, wherein at least one of the
receiving, the determining, and the providing occurring
external to a data retrieval storage layer.

8. The method of claim 1, wherein the providing content
within the protected data comprises decrypting the protected
data.

9. The method of claim 1, the protected data correspond-
ing to social network data.

10. A method for sustained data protection, comprising:

receiving, at a data protector, data from a first client

requesting protection of the data;

specifying one or more access levels associated with

content within the data using a set of access policies;
securing the data to create protected data, comprising:
evaluating the first client against a set of write permis-
sion to determine whether the first client has permis-
sion to protect one or more portions of the data; and
upon determining that the first client has permission to
protect a first portion of the data, including the first
portion of the data within the protected data; and
providing the protected data to the first client.
11. The method of claim 10, further comprising:
receiving, at the data protector, the protected data from a
second client requesting access to the content within
the protected data;

determining, by the data protector, an access level to the

protected data for the second client based upon evalu-
ating the second client against the set of access policies;
extracting, by the data protector, at least some of the
content within the protected data according to the
access level to generate extracted content; and
providing, from the data protector, the extracted content to
the second client.

12. The method of claim 11, wherein evaluating the
second client against the set of access policies comprises
determining whether a time-constraint for accessing the
content is met.

13. The method of claim 12, wherein the specifying one
or more access levels comprises:

specifying a first access level for a first portion of content

within the data; and

specitying a second access level for a second portion of

content within the data, the second portion of content
different than the first portion of content.
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14. The method of claim 10, wherein the securing the data
comprises encrypting the data using an encryption key
unavailable to one or more clients.
15. The method of claim 10, wherein the data to create
protected data further comprises excluding the first portion
of the data from the protected data upon determining that if
the first client does not have permission to secure the first
portion the data.
16. A system for sustained data protection, comprising:
a data protector configured to:
define a set of access levels associated with content
within data received from a client using a set of
access policies;
secure one or more portions of the data that the client
has permission to protect to create protected data,
comprising:
evaluate whether the client against a set of write
permission to determine whether the client has per-
mission to secure one or more portions of the data;
and
upon determining that the client has permission to
secure a first portion of the data, include the first
portion of the data as protected data; and
provide the protected data to the client;
17. The system of claim 16, where the data protector is
configured to:
receive the protected data from a second client requesting
access to the content within the protected data;

determine an access level to the protected data for the
second client based upon evaluating the second client
against the set of access policies;

extract at least some of the content within the protected

data according to the access level to generate extracted
content; and

provide the extracted content to the second client.

18. The system of claim 17, wherein the data protector
configured to:

provide the client with access to less than all the content

within the protected data based upon the access level
comprising a partial access level.

19. The system of claim 18, the set of access policies
specifying access permissions associated with at least one
of:

one or more time-constraints;

one or more user identifiers;

one or more client application identifiers; and

one or more client machine identifiers.

20. The system of claim 16, the data protector imple-
mented within a data protection layer external to a data
retrieval storage layer and configured to be distributed
among one or more clients within a distributed computing
environment.



