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(57) ABSTRACT 

Dynamic assignment of rights to content, such as in a closed 
distribution system. Noting state information generated by an 
item of current content, and modifying state or rights of new 
content in response. Preloading or dynamically sending new 
content to the owner of the current content, with rights being 
enabled only at a later time, in the playback device, with 
predetermined conditions. In response to current state infor 
mation, dynamically sending a license for new content from a 
server. Conditional or dynamic licenses to new content, 
including a set of rights associated with a class of possible sets 
of State information. Assignment of limited rights to a con 
tent, with Support in a secure player to enforce them; for 
purposes of rental, bonus content, trials and other business 
models. 
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SYSTEMAND METHOD FOR DELIVERING 
LCENSES TO A PLAYBACKDEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a Divisional of U.S. patent appli 
cation Ser. No. 1 1/203,357 filed on Aug. 12, 2005, now U.S. 
Pat. No. 7,464,058, issued Dec. 9, 2008, which is a Divisional 
of co-pending U.S. patent application Ser. No. 10/703149 
filed on Nov. 5, 2003, which is a CIP of U.S. patent applica 
tion Ser. No. 10/360,827, filed on Feb. 7, 2003, which are 
incorporated by reference in their entirety. This application 
also relates to Ser. No. 11/203,358 filed Aug. 12, 2005, which 
is incorporated by reference. 

BACKGROUND OF THE APPLICATION 

0002 1. Field of the Invention 
0003. The invention relates to assignment or modification 
of rights to content, such as for example in a closed-content 
distribution system, where those rights might be static or 
dynamic, and might be limited or permanent. 
0004 2. Related Art 
0005 Closed-content distribution systems include end-to 
end systems, including publishing servers, content distribu 
tion servers and playback devices, where the content that is 
playable on playback devices can be controlled through 
appropriate security techniques, and those security tech 
niques make it relatively difficult for any unauthorized third 
party to distribute content that would be playable on the 
playback devices. In some closed-content distribution sys 
tems, it might be possible to distribute unauthorized content, 
but the playback devices are restricted to only use that content 
Subject to rights granted by authorized licenses. In Such sys 
tems, security techniques might be applied to make it rela 
tively difficult for any unauthorized third party to distribute 
licenses granting rights to use that content. 
0006. In known computing systems, rights to use current 
content (even when the content itself has already been deliv 
ered) are made substantially impossible to modify, with the 
effect that additions or upgrades to those rights that current 
content involve either replacing that current content with new 
content, or distributing licenses including rights to that new 
content, and possibly techniques for revoking outdated 
licenses. Distributing Such new licenses might involve Sub 
stantial resources, including communication with a license 
server or computation by that license server to determine 
whether a license with new rights should be granted. It would 
be advantageous to be able to dynamically change the inter 
pretation of licenses already available to the playback device, 
with the effect that those rights can be conditionally modified, 
even at a time well after the license was delivered to the user. 
0007 For one example, not intended to be limiting in any 
way, it would be advantageous to provide additional or 
upgraded game programs, or to provide new game programs, 
or to provide rights to use Such additional or upgraded or new 
game programs, as an incentive to frequent or Successful play 
of the current content. Other examples, also not intended to be 
limiting in any way, include cases where it is advantageous to 
provide additional or upgraded game programs, to provide 
new game programs, to provide rights to use such additional 
or upgraded or new game programs, or to provide other ben 
efits, contingent on circumstances testable at the game device, 
or relatively local thereto, such as for example game state 
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information when that state information is recorded by the 
current content. This would have the effect that rights to use 
current content could be effectively altered, modified, or oth 
erwise added to, or even deleted or degraded in capability, 
without any code changes or media changes to that current 
content, and possibly without any intervention by a license 
server or similar device. 

0008 Inknown computing systems, if the current content 
maintains state information on externally modifiable storage, 
that state information might be altered or appended to by 
another program or individual, with the effect that a player 
might be able to deceive the current content (such as for 
example a game program). While it is possible for the current 
content to encrypt or digitally sign that State information, it 
often occurs that the current content was not created with this 
capability in mind, with the effect that providing this capa 
bility would involve adding to or modifying that current con 
tent. As noted in the incorporated disclosure (as further 
described below), it is often not desirable to redesign or 
re-author the current content to provide this capability. 
0009. In some known systems, a game device does record 
a set of state information, such as for example a high score or 
a set of users who have achieved high scores, for the purpose 
of creating ranking lists and for the purpose of providing an 
initiative to the users to achieve rankings. In some Such sys 
tems, the game device might allow the user to continue play 
for a duration of time, or might allow the user access to 
selected new portions of the game, in response to whether that 
user has achieved a specific objective. However, in such sys 
tems, there is no Substantial provision for the game device to 
dynamically modify rights to content (except for Such exten 
sions) or to dynamically provide rights to additional or 
upgraded or new content, across multiple sessions or using 
saved state information. 
0010. Accordingly, it would be advantageous to provide 
techniques with the effect that state information can be main 
tained on externally modifiable storage without the risk of a 
player being able to deceive the current content, and with the 
effect that rights can be dynamically altered to provide new or 
modified rights, in response to saved state information. In a 
closed-content distribution system, it would further be advan 
tageous to provide techniques with the effect that a secondary 
program can use that game state information. That secondary 
programmight be located logically relatively local to a secure 
processor used with the closed-content distribution system, or 
logically relatively distant from the secure processor. In a 
closed-content distribution system, it would further be advan 
tageous to provide techniques with the effect that licenses can 
be dynamically reinterpreted (whether to add, modify, or 
remove rights) in response to that saved game state informa 
tion. 
0011 Even in systems where rights might be static or 
dynamic, there is further advantage in being able to restrict 
the nature of the rights granted by the license. For one 
example, not intended to be limited in any way, at least one 
particular set of cases exists where it would be advantageous 
to make the rights granted by the license be limited in time, 
such as for example (1) by the amount of time the user is 
allowed to play the game, (2) by the number of times the user 
is allowed to play the game, or (3) by the duration of time 
during which the user is allowed to play the game. While these 
specific cases might be regarded as a special case of dynamic 
rights (that is, where the rights are dynamic in the sense that 
they are conditional on a measure of time), there is particular 
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advantage to providing Such limited rights, such as for 
example for testing, “free trials.” and rentals of application 
programs or games. 
0012. Accordingly, it would be advantageous to provide a 
technique involving either static or dynamic assignment of 
rights to content, and either limited or unlimited rights to 
content, Such as for example in a closed distribution system. 

SUMMARY 

0013 The invention provides methods and systems 
capable of assignment or modification of rights to content, 
Such as for example in a closed-content distribution system, 
where those rights might be static or dynamic, and might be 
limited or permanent. For a first example, not intended to be 
limiting in any way, the invention provides methods and 
systems capable of either static interpretation or dynamic 
reinterpretation or updating of licenses to provide new or 
modified rights to content, and either static assignment or 
dynamic assignment of rights to content, Such as for example 
in a closed distribution system. For a second example, not 
intended to be limiting in any way, the invention provides 
methods and systems capable of either limited assignment or 
unlimited assignment of rights to content, such as for example 
limited rights that are governed by time limitations or other 
wise limited for a marketing purpose, and Such as for example 
unlimited rights, such as for example might be traditionally 
conferred by purchase of permanent license for content. 
0014. In a first aspect, the invention provides methods and 
systems capable of noting state information generated by an 
item of current content, and capable of providing new rights 
to content or new content (with the effect of adding to or 
updating the current content) in response thereto. In one 
embodiment, electronic or physical media might dynamically 
send new rights to content or new content to the owner of the 
current content, or that new content might be pre-loaded and 
available at the recipient device in response to new rights to 
that content. In response to the State information generated by 
an item of current content, the license server might dynami 
cally send a license to the new content, either in response to a 
selected actual value of that state information or in response 
to a selected changed value therein. 
0015. In a second aspect, the invention provides methods 
and systems including conditional or dynamic licenses to new 
content. In one embodiment, a conditional license to new 
content includes a set of rights to content, those rights being 
associated with a class of possible sets of State information 
generated by an item of current content. For a first example, 
not intended to be limiting in any way, the user might obtain 
a set of current content C, a set of new content N, and a 
conditional license L, where the conditional license L pro 
vides: 
0016 

IF (always) THEN (rights to use C) 

0017 
IF (on state information including S) THEN (rights to 
use N) 

0018. In this example, the “state information including S' 
is emitted or otherwise generated by Cand the “rights to use 
Nare, but need not be, in addition to the already extant rights 
to use C. 

0019. Similarly, for a second example, not intended to be 
limiting in any way, the user might obtain a set of current 
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content C, a set of new content N, and a dynamic license L. 
where the dynamic license L provides: 
0020 Limited License for C 

IF (time tzito) THEN (rights to use C) 

0021 
IF (on state information including S) or (time toto)) 
THEN (rights to use N) 

0022. Similarly, in this example, the “state information 
including S is emitted or otherwise generated by C and the 
“rights to use N are, but need not be, instead of the already 
rights to use C (those rights to use C expire at t to), 
0023. In these aspects of the invention, a “license' or other 
content rights, associated with selected content, might be 
represented by a data structure maintained in storage. The 
storage might be secure storage (such as for example included 
with a secure hardware device. Such as a chip) or might be 
otherwise non-secure storage (such as for example RAM or 
disk storage), but digitally signed or encrypted by a security 
system, with the effect that the license or other content rights 
cannot be easily modified or read without approval by the 
security system. The content rights might be dynamically 
updated themselves, with the approval of the security system, 
or might represent a dynamic determination of content rights, 
as described above, such as in an “IF-THEN” format, where 
the “IF' part represents a conditional trigger for additional or 
modified rights, and where the “THEN part represents the 
additional or modified rights. This has the effect that content 
rights are effectively a function of the state of a selected 
content element, such as for example a game score, a time 
played, or other value. The security system prevents any 
changes to the state of the selected content element, with the 
effect that cheating on the original game is prevented. 
0024. In a third aspect, the invention provides methods and 
systems including limited assignment of rights to content, 
Such as for example limited rights that are governed by time 
limitations or otherwise limited for a marketing purpose. For 
Some examples, the rights might be limited by the amount of 
time the user is allowed to play the game, as measured by 
actual time of execution of the game by the secure processor, 
as measured by the number of times the user is starts the game 
as recorded by the secure processor, or by the duration of time 
during which the user is allowed to play the game as measured 
by the secure processor. These particular limited sets of rights 
have the advantage of being well Suited to games testing, 
“free trials, and rentals of application programs or games. 
The invention also provides methods and systems including 
unlimited assignment of rights to content, such as for example 
might be traditionally conferred by purchase of underlying 
media including unencrypted content. 
0025. In a first embodiment, a dynamic license or a set of 
dynamic content rights might be represented within a data 
structure including a set of instructions (such as for example 
a set of machine code instructions, a pointer to a set of 
machine code instructions, a set of scripting language instruc 
tions, a pointer to a set of Scripting language instructions, or 
other representation of the conditional “IF-THEN nature of 
the dynamic rights). When the rights are to be reviewed to 
determine if the user has dynamic rights, the instructions are 
parsed (if necessary) and performed (either by execution, 
interpretation, emulation, or otherwise) by a secure proces 
sor. Any other techniques that are responsive to the state of 
selected content, and provide a descriptor of a set of enforce 
able rights, would be within the scope and spirit of the inven 

Conditional License for N 
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tion. After reading this application, those of ordinary skill in 
the art would recognize that these other techniques would be 
workable, and would not require either undue experimenta 
tion or further invention. 
0026. In a second embodiment, a dynamic license or a set 
of dynamic content rights might be represented by allowing 
an issuer of that dynamic license to read the state of the 
selected content, and to dynamically issue a license in 
response to that state. This has the effect that the issuer of the 
dynamic license would be allowed to read that state, and 
would be allowed to determine in real time whether or not to 
issue an appropriate license. One advantage of this second 
embodiment is that the playback device need not implement 
any such dynamic assignment rules in advance, and that the 
issuer of the dynamic license would be able to change its 
dynamic rules for issuing a license at an appropriate time. For 
example the issuer of the dynamic license need not revoke the 
earlier dynamic license or issue a new dynamic license, and 
need not tell the playback device what the issuers intended 
rules are for issuing the dynamic license. 
0027. In one embodiment, a dynamic license or a set of 
dynamic content rights might be represented by allowing a set 
of security software to dynamically alter interpretation of a 
license, or the rights granted therein, under control and Super 
vision of a secure processor. 
0028. For a first example, not intended to be limiting in any 
way, a first content element C1 might emit a state S, with the 
effect of altering or modifying rights to the content C2 Such 
that its conditions to launch are met and it can be executed. 
0029. For a second example, not intended to be limiting in 
any way, a first content element C1 might provide an incentive 
for a user to execute a second content element C2, by provid 
ing that second content element C2 with the ability to alter or 
modify the state of the content C1 (such as for example by 
adding bonus points to the score for C1, or otherwise marking 
as achieved a goal within the context of C1). This second 
example is not necessarily preferred. 
0030. After reading this application, those skilled in the art 
would recognize that the techniques described herein provide 
an enabling technology, with the effect that heretofore advan 
tageous features can be provided that heretofore were sub 
stantially infeasible. 
0031. For example, not intended to be limiting in any way, 
the techniques described herein provide that contests or 
games might be conducted, with the effect that one or more 
winners (as determined, for example, in response to relative 
scores or relative times taken) of the contest or game would 
receive an appropriate prize, such as for example: a bonus 
game, a set of bonus “levels' or other modules for a game, a 
cash prize, a credit toward purchase of a new or upgraded 
game, and the like. In various embodiments, the contest or 
game might include one winner, or more than one winner, or 
one or more winners of more than one class of winners, and 
the like. In various embodiments, the contest or game might 
include a team of players whose joint score is responsive to 
the individual scores of the team members, such as a Sum or 
median of those scores or a maximum one or more of those 
scores. In various embodiments, the original game, the bonus 
game, or both, might include provisions for individual play, 
for joint play, or for cooperative play. For example, not 
intended to be limiting in any way, an entity not associated 
with the original author or distributor of the game might 
provide a contest (either with or without entry requirements), 
in which Superior play of the original game is rewarded with 
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an update to that game, or with an update to rights to use that 
game. The update might or might not be created by the origi 
nal author or distributor of the game, the entity conducting the 
contest, or otherwise. (However, after reading this applica 
tion, those skilled in the art would recognize that the nature of 
the closed-content distribution system would generally pre 
vent external entities from providing authentic updates to 
content elements.) 
0032 For example, not intended to be limiting in any way, 
the techniques described herein provide that games already 
available to the user in the closed system might appear to be 
upgraded. Such as by alteration or emendation, without any 
particular requirement of rewriting code for the original 
game, or for having access to that original code. In various 
embodiments, the game might be upgraded by providing a 
new program that checks the State of the old game, and makes 
changes in the behavior of the old game, either by directly 
interacting with the user, or by altering the state information 
of the old game (with the intercession of the security system), 
or some combination or conjunction thereof. 
0033 For example, not intended to be limiting in any way, 
the techniques described herein provide that educational soft 
ware might be altered or emended to provide for an appropri 
ate prize or reward for Successful learning such as for 
example: a right to play a game program (either generically or 
limited to a selected period of time), a right to play bonus 
“levels' or other modules for a game, a cash prize, a credit 
toward purchase of a new or upgraded game, a next or another 
educational program “level” or other module for the educa 
tional program, a credit toward purchase of a new educational 
program. and the like. 
0034) For example, not intended to be limiting in any way, 
the techniques described herein provide that educational soft 
ware might have the ability to, in response to completion of a 
first educational program or in response to achievement of a 
selected level of achievement (such as a Successful grade on a 
test), provide access to a second educational program or test 
material (or to a next level of the same educational program or 
test material). 
0035. For example, not intended to be limiting in any way, 
the techniques described herein provide for security checks 
before accessing critical or otherwise sensitive data, Such as 
for example confidential business information, confidential 
personal information, confidential financial information, pro 
gram code, trade secrets, and the like. 
0036. For example, not intended to be limiting in any way, 
the techniques described herein provide for a chain (whether 
sequential or organized as a directed graph, with either con 
ditional or unconditional transfers at each edge of that 
directed graph) events for the system to watch for, and in 
response thereto, take action on. For example, reaching a 
selected State in a first game program might provide the user 
with the right to play a second game, reaching a selected State 
in the second game program might provide the user with the 
right to play a third game, and the like. After reading this 
application, those skilled in the art would recognize that Such 
a chain might form a complex logical structure. Such as a tree 
structure, a directed acyclic graph, or a directed graph includ 
ing at least one closed loop. 
0037 For example, not intended to be limiting in any way, 
the techniques described herein provide for limited assign 
ment of rights to content, such as for example limited rights 
that are governed by time limitations or otherwise limited for 
a marketing purpose. For some examples, the rights might be 
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limited by the amount of time the user is allowed to play the 
game, by the number of times the user is allowed to play the 
game, or by the duration of time during which the user is 
allowed to play the game. These particular limited sets of 
rights have the advantage of being well Suited to games test 
ing, “free trials.” and rentals of application programs or 
gameS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0038 FIG. 1 shows a block diagram of a system including 
dynamic assignment of rights to content in a closed distribu 
tion system. 
0039 FIGS. 2a and 2b show a process flow diagram of a 
method of operating the system including dynamic assign 
ment of rights to content in a closed distribution system. 

DETAILED DESCRIPTION 

0040. In the description herein, a preferred embodiment of 
the invention is described, including preferred process steps 
and data structures. Those skilled in the art would realize, 
after perusal of this application, that embodiments of the 
invention might be implemented using a variety of other 
techniques not specifically described, without undue experi 
mentation or further invention, and that such other techniques 
would be within the scope and spirit of the invention. 

Lexicography 

0041. The following terms relate or refer to aspects of the 
invention or its embodiments. The general meaning of each of 
these terms is intended to be illustrative and in no way limit 
ing. 
0042. The phrases "content server” or “content distribu 
tion server generally describe, in the distribution system, any 
device capable of delivering content (either directly or indi 
rectly), to a secure processor or secure playback device, using 
any form of transport technique. As described below, the 
content distribution server needs only a single copy of each 
content element, and might deliver multiple individualized 
copies of that content element in response to distinct users or 
in response to distinct requests. The concept of a content 
server is broad, and includes not only a server having content 
stored thereon, but also devices by which content might be 
dynamically created, such as a television camera, Video cam 
era, webcam, any reasonable generalization thereof, and the 
like. The content server may include a secure device capable 
of generating a secure hash and securely signing any infor 
mation distributed from the server. 
0043. The phrase “license server generally describes, in 
the distribution system, any device capable of delivering 
licenses for content. As described below, the license server 
includes in the license it emits at least (1) a decryption key for 
the content, that decryption key being encrypted by a private 
key for the specific playback device, and (2) a digital signa 
ture or secure hash value that can be used to verify authentic 
ity of the license, and optionally, (3) a digital signature or 
secure hash value that can be used to verify authenticity of the 
content. In one embodiment the license server includes an 
online transaction server capable of requesting an identity of 
the device requesting the license and capable of creating, in 
response, a cryptographically signed data structure contain 
ing information specifying a device identity, a content iden 
tity and a set of content decryption keys. 
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0044) The phrases “secure processor and “secure play 
back device’ generally describe the devices on which the 
content will be executed or interpreted (for code or instruc 
tions) or by which the content will be displayed or presented 
(for media content). As described below, the secure processor 
is relatively secure against tampering, and includes at least a 
UID (unique identifier) or a known encryption key (Such as 
for example a private key in a public-key cryptosystem), with 
the effect that other elements of the system are capable of 
communicating privately and securely with the secure pro 
cessor. The concept of a secure processor is broad, and 
includes any general purpose or special purpose computing 
device for which there is at least some secure memory, 
secured against inspection or intrusion from outside the 
secure processor, and for which there is at least Some execu 
tive control capable of preventing application Software from 
disclosing the contents of that secure memory. In one embodi 
ment, the secure processor has built in security Software that 
cannot readily be circumvented, or other techniques to 
securely bootstrap the loading of Such security Software from 
insecure devices, such as for example external mass storage. 
In Such embodiments, the secure playback device can include 
a playback device capable of presenting information, under 
control of the secure processor, to a user, such as for example 
a game-player or student. 
0045. The term “content” or the phrase “content element” 
generally describe an application program (such as for 
example a game program) or a set of media content (such as 
for example an animation clip or a video clip) to be executed 
or interpreted (for code or instructions) or to be displayed or 
presented (for media content). As described below, the con 
tent might include application Software, audio/video presen 
tations databases, educational programs, games or educa 
tional games, multimedia content, teaching materials, 
reasonable combinations or generations thereof, and the like, 
0046. The phrases “content state' or “state of the content 
element generally describe a set of information generated in 
response to a state of the content, Such as for example related 
to the state of progress through a game. Such as for example a 
data structure including values the content saves in persistent 
storage, either for deliberate publication to possible readers 
thereof, or to record for itself its own state for later recovery 
if need be. As described below, the content state might rep 
resent progress of a player in a game. Such as a score value or 
a time taken value. The secure processor might (1) encrypt the 
content state, with the effect that it can only be read by 
authorized readers, (2) digitally sign the content state, with 
the effect that it cannot be altered without detection by the 
content element, or (3) both, with the effect that the content 
state might be maintained on persistent storage outside the 
secure processor. 

0047. The term “license’ generally describes information 
sufficient for the secure playback device use the content sub 
ject to the rights granted by the license, and possibly to 
authenticate the content. In one embodiment, each license 
includes a data structure associated with one or more content 
elements, and including, in one embodiment, (1) an encrypted 
key for that content, with the effect that the secure processor 
can access the content if it has access to the license, and (2) a 
digital signature or secure hash value, with the effect that the 
license cannot be easily altered and remain effective. As 
described below, the license also includes a description of 
those rights the license grants to the licensee with regard to 
the content. In one embodiment, licenses are individually 
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tailored to each individual authorized recipient or user, and to 
each individual secure playback device for which that recipi 
ent or user is authorized, although in the context of the inven 
tion there is no Such particular requirement. 
0048. The term “rights” and the phrases “content rights' 
or “rights to the content generally describe what actions the 
secure processor is allowed to take with regard to the content. 
For some examples, not intended to be limiting in any way, 
the rights might include a number of times the secure proces 
sor is allowed to execute the content, an amount of total 
running time the secure processor is allowed to execute the 
content, an amount of wall-clock time the secure processor is 
allowed to execute the content, and the like. As described 
below, the secure processor prevents any use of the content 
outside those specified by the content rights. As described 
below, rights might be “static' or “dynamic, and might be 
“limited or “unlimited. 
0049. The terms “static' and “dynamic,” in the context of 
rights granted (by a license) to content, generally describe 
whether the rights are unconditional or static (in the sense that 
they do not change in response to the state of an application 
program or state of a game) or whether the rights are condi 
tional or dynamic (in the sense that they might be altered, 
added to, or subtracted from, in response to the state of an 
application program or state of a game). 
0050. The terms “limited' and “unlimited in the context 
of rights granted (by a license) to content, generally describe 
whether the rights are limited in one or more selected ways, 
such as for example time limited or play limited, or whether 
the rights are Substantially unlimited, such as for example in 
the case of a traditional purchase of a permanent license for a 
game for that specific user or for that specific playback 
device. 
0051. The scope and spirit of the invention is not limited to 
any of these definitions, or to specific examples mentioned 
therein, but is intended to include the most general concepts 
embodied by these and other terms. 

System Elements 

0052 FIG. 1 shows a block diagram of a system including 
dynamic assignment of rights to content in a closed distribu 
tion system. 
0053 A system 100 includes a content server 110, a secure 
playback device 130, a license server 140, and a communi 
cation system 150. 
0054 The content server 110 includes any device or sys 
tem capable of delivering content 112 to the secure playback 
device 130, directly or indirectly. In one embodiment, the 
content server 110 might include a server device capable of 
receiving requests for content 112 from the secure playback 
device 130, and responding to those requests by sending 
content 112 using the communication system 150. However, 
in the context of the invention, there is no particular require 
ment that the content server 110 receives explicit requests for 
content 112 from the secure playback device 130. For 
example, not intended to be limiting in any way, the content 
server 110 might deliver the content package 111 including 
content 112 to the secure playback device 130, in accordance 
with request for a Subscription to that content 112, a request 
from a device other than the secure playback device 130, an 
original request from the secure playback device 130 or 
another device for the content 112 and any updates thereto, 
reasonable generalizations thereof, and the like. 
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0055. In the context of the invention, it is possible that the 
secure playback device 130 can have access to the content 112 
without being able to use that content 112, such as for 
example if a license 142 (as further described below) is 
required to authenticate or decrypt the content 112. In one 
embodiment, the secure playback device 130 might receive 
many elements of content 112, but not receive licenses 142 
until a user presents proof of purchase of such a license 142. 
In the latter event, the secure playback device 130 would 
obtain a license 142 from the license server 140, either 
directly in response to the proof of purchase, or indirectly by 
the user entering information from the license 142, obtained 
from the license server in response to the proof of purchase. 
0056. The license server 140 includes any device or sys 
tem capable of delivering a license 142 to the secure playback 
device 130, directly or indirectly. In one embodiment, the 
license server 140 might include a device similar to the con 
tent server 110. However, in the context of the invention, there 
is no particular requirement that content server 110 and the 
license server 140 operate in the same or a similar manner. For 
example, not intended to be limiting in any way, the content 
server 110 might deliver the content 112 in a first manner, 
while the license server 140 delivers the license 142 in a 
second manner. 

0057. After reading this application, those skilled in the art 
will recognize that in the context of the invention, there is no 
particular requirement that the content 112 or the license 142 
be embodied in any particular format. For a first example, not 
intended to be limiting in any way, any one of these elements 
might be represented by one or more messages in an under 
lying communication transport protocol. For a second 
example, not intended to be limiting in any way, any one of 
these elements might be represented by inclusion or incorpo 
ration into a set of messages for collectively transporting 
multiple such elements. Those skilled in the art would recog 
nize, after perusal of this application, that in the context of the 
invention, there is no particular requirement that the transport 
protocol need be either of these specific protocols, but might 
include other and further protocols, combinations of transport 
techniques, or significant variants thereof. 
0058. The communication system 150 includes any device 
or system, or technique, capable of delivering information 
(such as for example the content package 111) among the 
elements of the system 100. In one embodiment, the commu 
nication system 150 includes a communication network, Such 
as for example an Internet, intranet, extranet, VPN, LAN, 
WAN, enterprise network, private or public switched net 
work, or broadcasting system, capable of electronic commu 
nication of the content package 111 including the content 
112. However, in the context of the invention, there is no 
particular requirement that the communication system 150 
operates electronically, either in whole or in part. For 
example, not intended to be limiting in any way, the commu 
nication system 150 might include (at least in part) transport 
of physical media on which the content package 111 includ 
ing the content 112 is encoded, such as for example a CD 
ROM, rewritable CD, DVD, floppy disk, detachable hard disk 
drive, magnetic tape, paper tape, bar-coded package, or any 
other media capable of being sensed and interpreted by the 
secure playback device 130. 
0059. The secure playback device 130 includes a comput 
ing device capable of performing the tasks described herein, 
including receiving the content 112 directly or indirectly from 
the content server 110, and receiving the license 142 directly 
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or indirectly from the license server 140. In one embodiment, 
the secure playback device 130 includes a secure processor 
including a secure State and a monitored State as described in 
the incorporated disclosure, optionally augmented using at 
least one auxiliary device 131 and external storage 132, and 
with an application program such as a game program running 
in the monitored State. In one embodiment, the external Stor 
age 132 might include RAM (random access memory), mass 
storage devices (such as for example magnetic or optical disk 
drives), a removable storage device (such as for example a 
flash memory or PC card including a disk drive), or some 
combination thereof. 
0060. In one embodiment, the application program (such 
as a game program running in the monitored State) has a 
process operating on the secure processor, that process having 
access to the state of the game, and capable of performing 
actions to alter the state of the game. In such embodiments, 
the state of the game can be maintained in the external storage 
132. The state of the game might then be copied for use by a 
second device, or sent to that second device, either physically 
Such as by moving the media on which the external storage 
132 is embodied, or electronically such as by communication 
over a network. 
0061. As described above, in a first embodiment, a 
dynamic license or a set of dynamic content rights might be 
represented within a data structure. The data structure might 
be maintained within the secure playback device 130 or in the 
external storage 132, with the effect that a secure processor 
associated with the secure playback device 130 is capable of 
parsing and enforcing those dynamic content rights. 
0062. As described above, in a second embodiment, a 
dynamic license or a set of dynamic content rights might be 
represented by allowing an issuer of that dynamic license to 
read the state of the selected content, and to dynamically alter 
or issue a license 142 in response to that State. The issuer of 
the dynamic license would be allowed to obtain the state of 
the game from the external storage 132, and to dynamically 
alter or issue a license 142 for an element of content 112. 

0063. As described above, in a third embodiment, an ele 
ment of content 112, under control and Supervision of a 
secure processor associated with the secure playback device 
130, can modify the state of the game by writing to the 
external storage 132. In such embodiments, either in combi 
nation with the first embodiment or the second embodiment 
described above, the element of content 112 can have the 
effect of providing a dynamic license or a set of dynamic 
content rights. 
0064. For a first example, not intended to be limiting in any 
way, a first content element C1 might emit a state S with the 
effect of altering or modifying rights to the content C2 Such 
that its conditions for launch are execution are met as a result 
of state S. 
0065 For a second example, not intended to be limiting in 
any way, a first content element C1 might provide an incentive 
for a user to execute a second content element C2, by provid 
ing that second content element C2 with the ability to alter or 
modify the state of the content C1 (such as for example by 
adding bonus points to the score for C1, or otherwise marking 
as achieved a goal within the context of C1). This second 
example is not necessarily preferred. 
0.066. In each of these described embodiments, this has the 
effect that a dynamic license or a set of dynamic content rights 
can provide the user with rights to a second element of content 
112, in response to the state of the game for a first element of 
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content 112. After reading this application, those skilled in 
the art would recognize that this is similar to a directed graph, 
where nodes of the direct graph represent sets of content 
rights and edges of the directed graph represent dynamic 
changes to those sets of content rights. 
0067. The state of the game might be in response to a result 
from an individual user, Such as for example a raw score, a 
timed score, or some combination thereof. The state of the 
game might also or alternatively be in response to an aggre 
gate result, Such as for example a total, a maximum or mini 
mum of some calculated value, or some combination thereof. 
The aggregate might be applied to a set of results from an 
individual user, or to a set of results from more than one Such 
USC. 

0068. The dynamic license or set of dynamic content 
rights (that is, in response to the state of the game) might 
include on or more of the following: 
0069 gaining/losing rights to other games or to extensions 
of the same game; 
0070 gaining/losing some other valuable thing, such as 
real money, game money, or entrance into a contest or club 
relating to the game; 
0071 reporting the state of the game to a remote device, 
either in response to an individual user or in response to an 
aggregate of a set of users, such as for example to determine 
a high score, a contest winner, or possible inappropriate activ 
ity (such as for example cheating at the game); 
0072 conducting a commercial transaction with a user, 
Such as for example selling the user another element of con 
tent 112 (Such as for example a game, or such as for example 
an extension of the same game). 
0073. The dynamic license or set of dynamic content 
rights (that is, in response to the state of the game) might be 
completely detached from any aspect of the game itself. The 
game only has control of what state it reports, not what is done 
with that information. This has the effect that the dynamic 
license or set of dynamic content rights might include one or 
more of the following: 
0074 New content 112 N might obtain rights that new 
content 112N otherwise did not have, in response to the state 
of original content 112 C. Such as for example rights for the 
new content 112 N to be initiated, launched, or started. 
0075. After reading this application, those skilled in the art 
will recognize that in the context of the invention, there is no 
particular requirement that the content server 110 and the 
license server 140 actually be separate devices. For one 
example, not intended to be limiting in any way, the content 
server 110 and the license server 140 might be co-hosted at 
the same device, which device would serve both the function 
of the content server 110 and the function of the license server 
140. After reading this application, those skilled in the art will 
recognize that other and further variants of these ideas are 
within the scope and spirit of the invention, and would be 
workable without undue experimentation or further inven 
tion. 

License Elements (Static or Dynamic) 
0076 Each license 142 includes a data structure that might 
represent a static or “unconditional license, that is, a license 
that does not depend on any state of the content, or a dynamic 
or “conditional license, that is, a license that might be 
responsive to the state of the content, with the effect of pro 
viding distinct rights in response to distinct states. In one 
embodiment, a conditional license includes a data structure 
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including an “IF-THEN,” construct including (1) an “IF 
condition which when satisfied releases the rights described 
in the “THEN” portion, and (2) a “THEN” portion, which 
describes a set of rights conditional on the “IF portion. This 
has the effect that the rights described in the “THEN” portion 
are conditional on whether the triggering conditions 
described in the “IF portion have occurred. 
0077. A first choice of alternative embodiments includes 
whether the “IF condition is to be evaluated substantially 
locally (that is, at the secure processor 130) or whether the 
“IF condition is to be evaluated substantially remotely (that 
is, at one or more license servers 140). Although each possi 
bility is described separately herein, after reading this appli 
cation those skilled in the art would recognize that combina 
tions of these alternatives would be workable, arc within the 
Scope and spirit of the invention, and would not require undue 
experimentation or further invention. 
0078. In cases where the “IF condition is evaluated sub 
stantially locally. the “IF condition might include a descrip 
tion of one or more content elements to which the conditional 
license is responsive. Similarly, in such cases, the “IF con 
dition might include a set of instructions capable of being 
executed (Such as for example machine code) or interpreted 
(such as for example a scripting language) by the secure 
processor 130, or another processor with access to the state of 
the content, a result of those instructions providing a yes/no 
answer to whether the “IF condition is satisfied. In one 
embodiment, an “IF condition might be a function of a saved 
state of a game, during or after execution, digitally signed 
using a cryptographically-strong cipher. 
0079. After reading this application, those skilled in the art 
would recognize that such “IF' and “THEN” conditions 
might themselves be global in nature, or might have their 
context restricted in response to specific content elements, to 
specific content states, to specific users, or otherwise in 
response to selected tests performable at times when those 
“IF' and “THEN conditions are evaluated. Moreover, those 
skilled in the art would recognize that such “IF' and “THEN” 
conditions might have specific date, location, or time restric 
tions, or other restrictions such as the nature of the hardware 
or software (such as a software version number) of the secure 
processor or the playback device. Those skilled in the art 
would recognize that such possibilities arc within the scope 
and spirit of the invention, and could readily be implemented 
with reference to this application, without undue experimen 
tation or further invention. 

0080. In cases where the “IF condition is evaluated sub 
stantially remotely, the “IF condition might include a 
description of one or more license servers 140 to which the 
conditional license is responsive. Similarly, in this second 
embodiment, the “IF condition might include either a com 
mand or request or program entry point at a selected license 
server 140, to be called upon or invoked or requested, a result 
of which call or invocation or request providing a yes/no 
answer to whether the “IF condition is satisfied. 

0081. A second choice of alternatives includes whether the 
“THEN’ portion is to be maintained substantially locally 
(that is, stored at the secure processor 130) or whether the 
“THEN’ portion is to be maintained substantially remotely 
(that is, generated by the license server 140). Although each 
possibility is described separately herein, after reading this 
application those skilled in the art would recognize that com 
binations of these alternatives would be workable, are within 
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the scope and spirit of the invention, and would not require 
undue experimentation or further invention. 
I0082 In cases where the “THEN” portion is maintained 
substantially locally, the “THEN condition might include a 
description of a set of rights available to the user for the 
content whose license is being evaluated, in response to the 
“IF condition is or was satisfied. 
I0083. In cases where the “THEN” portion is maintained 
substantially remotely, the “THEN’ portion might include a 
description of one or more license servers 140 at which the 
“THEN’ portion was or will be generated. Similarly, in this 
second embodiment, the “THEN portion might include 
either a command or request or program entry point at a 
selected license server 140, to be called upon or invoked or 
requested, a result of which call or invocation or request 
providing a description of a set of rights available to the user 
in response to whether the “IF condition is or was satisfied. 
I0084. After reading this application, those skilled in the art 
would recognize that conditional licenses might be coupled in 
series, with the effect that the “THEN” portion of a the “IF 
THEN’ data structure of a first conditional license might 
itself include a second conditional license, that is, a second 
“IF-THEN’ data structure, with the effect that the second 
conditional license includes rights that are conditional upon 
the first conditional license, and upon further conditions. 
I0085 Similarly, after reading this application, those 
skilled in the art would recognize that conditional licenses 
might be coupled in parallel with the effect that a license 
might include both an unconditional part (for which the user 
obtains those rights unconditionally) and a conditional part 
(for which the user obtains the associated rights only upon 
satisfaction of the stated condition. 

0086. This has the effect that, in one embodiment, new 
content 112 for which the user does not have a license 142 
might be present at the secure processor 130, either by pre 
arrangement or by dynamic delivery in response to the con 
ditional license 142. In either such case, when that new con 
tent 112 is available at the secure processor 130, the secure 
processor 130 prevents access to the new content 112 until 
there is an effective set of rights available from a license 142. 
When a conditional license 142 is triggered, with the effect 
that the rights it describes (or obtains from a license server 
140) allow access to the new content 112, the secure proces 
sor 130 then allows access to that new content 112. 
I0087. The license 142 or the rights described by that 
license 142 might be represented by a data structure main 
tained in storage. The storage might be secure storage (such as 
for example included with the secure processor 130, such as 
a chip) or might be otherwise non-secure storage (such as for 
example RAM or disk storage), but digitally signed or 
encrypted by the secure processor 130 (or digitally signed or 
encrypted by the license server 140), with the effect that the 
license 142 or other content rights cannot be easily modified 
or read without approval by the secure processor 130. The 
rights conferred by the license 142 might be dynamically 
updated themselves, with the approval of the secure processor 
130, or might represent a dynamic determination of rights by 
a license server 140, as described above. 
0088. In one embodiment, each license 142 maintained at 
the license server 140 includes an individual set of content 
112 and an individual secure playback device 130, and is 
maintained in a digitally signed form, with the effect that the 
license 142 cannot easily be modified. In alternative embodi 
ments, each license 142 might be specific to a designated set 
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of secure playback devices 130, such as for example a set of 
secure playback devices 130 belonging to a common owner, 
located at a common place, or having a common configura 
tion type. Each license 142 includes information sufficient to 
decrypt the content 112 and verify that that content 112 is 
authentic, and possibly other data regarding how the content 
is protected or how the secure playback device 130 is allowed 
to use the content 112. In one embodiment, each license 142 
includes a recipient UID (unique identifier) for the secure 
playback device 130 to which it is directed. the content key 
113 CK, one or more secure hash values SH, which the secure 
playback device 130 can use to verify the authenticity of the 
content 112, and a cryptographically secure signature identi 
fying the source of the license 142. 
0089. This has the effect that rights to content 112 can be 
altered in response to a function of the state of a selected 
content element 112. Such as for example a game score, a time 
played, or other value, such as another characteristic of player 
Success in a game. The secure processor 130 prevents any 
changes to the state of the selected content element 112, with 
the effect that cheating on the original game to obtain rights 
for new content 112 is prevented. In cases where the content 
state is responsive to a characteristic player Success in the 
game, the conditional rights have the effect of being a bonus 
or reward available to those players who reach that designated 
level of player Success. 

License Elements (Limited or Unlimited) 

0090. Each license 142 also might represent a “limited' 
license, that is, a license for which rights are limited in one or 
more selected ways, such as for example time-limited or 
play-limited, or an “unlimited' license, that is, a license for 
which rights are Substantially unlimited, such as for example 
permanent rights to use a game, as might occur in the case of 
a traditional purchase of physical media including embedded 
content with permanent rights. 
0091 Limited licenses are limitations on rights as a func 
tion of actual time of execution, or number of launches of the 
game. These rights are securely enforced by the secure pro 
cessor and are a function of that particular content. Thus, for 
Some examples, a limited license might be limited by time 
(either time duration of play, time duration of when the con 
tent is available to the user, or otherwise), or might be limited 
by number of plays (either number of times the game is 
started, or otherwise). In these examples, operation of the 
game has an effect on whether the condition is satisfied for the 
license to allow the user rights. The operation of the game has 
an effect that would be similar across nearly all games, such 
as time played or number of times started. 
0092. In further examples, a limited license might provide 
aparameter which limits or prevents execution of the game, or 
a portion thereof. Such as for example a parental control 
parameter. In Such an example, the game might read the 
parental control parameter and present alternative gameplay 
scenarios to the user (such as refusing to allow access to 
“adult’ content when the parental control parameter so speci 
fies). 

License Elements (Business Models) 

0093. The combination of static-or-dynamic and limited 
or unlimited allows the invention to provide methods and 
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systems in which selected business models of behavior are 
followed. Some examples, not intended to be limiting in any 
way, are: 
0094. A combination of static and unlimited license 
parameters allows the invention to provide a rights-manage 
ment scheme in which a license 142 to content 112 is pur 
chased to obtain access to that content 112, and when that 
license 142 is purchased, the user has unlimited rights to use 
that content 112. 
0.095 A combination of static and limited license param 
eters allows the invention to provide a rights-management 
scheme in which a license 142 to content 112 is time limited 
(such as for example a “free trial for that content 112, or 
when purchased, such as for example rental of that content 
112 for a limited duration of time) or play limited (also such 
as for example a “free trial' for that content 112, or when 
purchased, such as for example rental of that content 112 for 
a limited number of executions). 
0096. A combination of dynamic and unlimited license 
parameters allows the invention to provide a rights-manage 
ment scheme in which a license 142 to content 112 is dynami 
cally enabled in response, to a state of another game (such as 
for example a "bonus game' when the user reaches a selected 
achievement level in another game), and other concepts 
described herein. 
0097. A combination of dynamic and limited license 
parameters allows the invention to provide a rights-manage 
ment scheme in which a license 142 to content 112 dynami 
cally enables, in response to a state of the game, dynamically 
enables limited rights to another game, for example, a bonus 
trial, or dynamically limits execution of another game, for 
example, as in parental control, or dynamically limits execu 
tion of a game in which a license 142 to content 112 is limited 
to selected times of day. 

Method of Operation 
0.098 FIGS. 2a and 2b show a process flow diagram of a 
method of operating the system including dynamic assign 
ment of rights to content in a closed distribution system. 
0099. Although described serially, the flow points and 
steps of the method 200 can be performed by separate ele 
ments in conjunction or in parallel, whether asynchronously 
or synchronously, in a pipelined manner, or otherwise. There 
is no particular requirement that the method 200 must be 
performed in the same order in which this description lists 
flow points or steps, except where explicitly so indicated. 

Delivery of Conditional License 

0100. At a flow point 10A, the license server 140 is ready 
to deliver one or more conditional licenses 142 to one or more 
secure processors 130. 
0101. At a step 211, the license server 140 determines 
information for an individual conditional license 142 for a 
selected secure processor 130, including an “IF condition 
and a “THEN’ portion of a data structure for that conditional 
license 142. 
0102. As described above, the “IF condition might be 
prepared to be executed substantially locally (that is, at the 
secure processor 130) or might be prepared to be executed 
Substantially remotely (that is, at one or more license servers 
140). 
(0103) As described above, the “THEN” portion might be 
prepared to be maintained substantially locally (that is, stored 



US 2009/0150293 A1 

at the secure processor 130) or might be prepared to be main 
tained substantially remotely (that is, generated at one or 
more license servers 140). 
0104. At a step 212, the license server 140 delivers the 
conditional license 142 to the secure processor 130. As part of 
this step, in one embodiment, the license server 110 delivers 
this information to the secure playback device 130 using a 
secure infrastructure overlaid on the communication system 
150. 
0105. At a flow point 210B, the system 100 has delivered 
one or more conditional licenses 142 to one or more secure 
playback devices 130, and is now ready to perform another 
task. 

Invoking Conditional Licenses 
0106. At a flow point 220A, the secure processor 130 is 
ready to use the content 112. 
0107 At a step 221, the secure processor 130 retrieves the 
content 112 from storage it maintains Substantially locally. In 
one embodiment, the storage might be substantially local 
storage on which the secure processor 130 maintains the 
content 112, digitally signed and encrypted, with the effect 
that the content 112 is secure against prying and tampering. 
0108. At a step 222, the secure processor 130 determines if 
the user has a license 142 effective to permit the user to 
execute or present the content 112. If the user has a license 
142 effective to permit the user to execute or present the 
content 112, the secure processor 130 allows that operation to 
proceed, and the method 200 continues with the flow point 
220B. If the user has a conditional license 142 with a “THEN 
portion effective to permit the user to execute or present the 
content 112, the method 200 proceeds with the next step. 
0109 At a step 223, the secure processor 130 determines if 
the “IF condition for the conditional license 142 is satisfied. 
0110. As part of this step, if as described above, the "IF" 
condition is prepared to be executed substantially locally (that 
is, at the secure processor 130), the secure processor 130 
proceeds to execute or interpret the “IF condition and deter 
mine a yes/no answer regarding whether the “IF condition 
for the conditional license 142 is satisfied. 
0111. As part of this step, if as described above, the “IF 
condition is prepared to be executed substantially remotely 
(that is, at one or more license servers 140), the secure pro 
cessor 130 proceeds to make the associated call or invocation 
or request of a designated license server 140, and retrieves 
from that license server 140 a yes/no answer regarding 
whether the “IF condition for the conditional license 142 is 
satisfied. 
0112. If the “IF condition is satisfied, the method 200 
proceeds with the next step. If the “IF condition is not 
satisfied, the secure processor 130 does not allow execution or 
presentation of the content 112 to proceed, and the method 
200 continues with the flow point 220B. 
0113. At a step 224, the secure processor 130 determines 
what rights are granted by the “THEN’ portion of the condi 
tional license 142. 
0114. As part of this step, if as described above, the 
“THEN’ portion is prepared to be maintained substantially 
locally (that is, stored at the secure processor 130), the secure 
processor 130 determines the rights granted by the “THEN 
portion of the conditional license 142. 
0115. As part of this step, if as described above, the 
“THEN’ portion is prepared to be maintained substantially 
remotely (that is, generated at one or more license servers 
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140), the secure processor 130 proceeds to make the associ 
ated call or invocation or request of a designated license 
server 140, and retrieves from that license server 140 a 
description of a set of rights granted by the “THEN’ portion 
of the conditional license 142. 
0116. The method 200 proceeds with the step 222, at 
which the secure processor 130 examines the rights granted 
by the “THEN” portion of the conditional license 142. As 
described above, the rights might themselves be conditional. 
If so, it might occur that the method 200 performs the steps 
222, 223 and 224 repeatedly until rights associated with all 
satisfied “IF conditions have been examined. 
0117. The method 200 proceeds with the step 225, at 
which the secure processor 130 uses the content 112, and with 
step 226, at which the secure processor 130 records state. 
0118. At a flow point 220B, the secure processor 130 is 
ready to use the content 112. The secure processor 130 may 
then use the content 112 and record the state of that content 
112 (not shown). As described above, the state might include 
a score, a high score, a time taken, a minimum time taken, or 
another data structure. Such as for example some other mea 
sure of player success at a game. The method 200 is ready to 
proceed with another task. 

Limited Game Execution 

0119. At a flow point 230A, the content server 110 is ready 
to perform limited execution of an item of content 112. 
0.120. The secure processor 130 determines whether the 
limitation or execution is a time limitation or a limitation on 
the number of games. 
I0121. In one embodiment, the playback device 130, within 
a secure Sub portion thereof. Such as for example the secure 
processor, includes hardware and Software elements which in 
combination provide abilities to starta game (or other content 
112), stop a game, and measure the amount of execution time 
of a game. 
I0122. In one embodiment, the playback device 130, also 
within a secure sub portion thereof, such as for example the 
secure processor, includes hardware and Software elements 
which in combination provide abilities to save and restore a 
limited execution rights of a game (or other content 112), and 
measure the a degree of consumption of the state of the game. 
For a first example, not intended to be limiting in any way, the 
playback device 130 might maintain the number of minutes of 
play for the specific content 112, identified for the specific 
content 112, in a secure memory (such as for example an 
internal flash memory within the secure sub-portion). For a 
second example, not intended to be limiting in any way, the 
playback device 130 might maintain that information in a 
memory external to the secure Sub-portion, but digitally 
signed (and possibly encrypted) using a cryptographic tech 
nique, with the effect that the saved state of the game cannot 
be easily altered (and in Some embodiments, cannot be easily 
read), by devices other than the playback device 130. 
(0123. At step 232, a user of the playback device 130 
requests a license 142, specific to the specific playback device 
130, for a selected limited time duration. 
0.124. At a step 233, the user presents an appropriate proof 
of purchase or other credit or entitlement to obtain the license 
142. 

0.125. At a step 234, the license server 140 issues a limited 
license 142, the limited license 142 including a description of 
the nature of the rights granted by that limited license 142. In 
one embodiment, the description of the nature of the rights is 
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encoded using a protocol known to both the playback device 
130 and to the license server 140. 
0126. At a step 235, the playback device 130 authenticates 
the license 142 using appropriate digital signature checking 
techniques, and prepares to initiate or launch the game (or 
other content 112). 
0127. At a step 236, the playback device 130 authenticates 
the description of the nature of the (limited) rights granted by 
the license 142 using appropriate digital signature checking 
techniques, and makes description available to the Secure 
processor. 
0128. At a step 237, the playback device 130 retrieves the 
(saved) state of the consumption or the rights of the game (or 
other content 112). For example, it could retrieve the actual 
minutes of execution of the game. 
0129. At a step 238, the playback device 130 compares the 
limitations imposed by the license 142. Such as for example a 
time limitation, with information regarding the amount of 
consumption of the content 112 from the saved state of con 
Sumption the game (or other content 112). If the amount of 
consumption exceeds the allowed limit, the game is not per 
mitted to launch (for example, the launch is aborted). 
0130. At a step 239, the playback device 130 makes run 
time comparisons from time to time regarding the limitations 
imposed by the license 142. Such as for example a time 
limitation, with information regarding the amount of con 
sumption of the content 112 from the saved state of the game 
(or other content 112). If, at any of these run-time compari 
Sons, the amount of consumption exceeds the allowed limit, 
the game (or other content 112) is aborted or halted. 
0131 Run-time comparisons might be performed by one 
of at least two techniques. (A) In a first example technique, 
the game makes periodic secure program calls to a secure set 
of code embodied in the secure processor, and using a secure 
timer in the processor accumulates the time consumption of 
the content being executed, with the effect that the secure 
processor can determine when the amount of consumption 
exceeds the limit. (B) In a second example technique, the 
secure processor sets a secure timer interrupt from the game 
at the time of launch into a secure set of code embodied in the 
secure processor, similarly with the effect that the secure 
processor can determine when the amount of consumption 
exceeds the limit. 
0132. In cases where the limitation is a limitation on the 
number of games, the secure processor may operate in a 
similar manner. In Such embodiments, instead of the secure 
processor comparing an amount of time used against a 
selected time limit, the secure processor would compare a 
number of times launched against a selected limit on the 
number of launches. 
0133. At a flow point 230B, the content server 110 has 
performed limited execution of an item of content 112. 

Alternative Embodiments 

0134. Although preferred embodiments are disclosed 
herein, many variations are possible which remain within the 
concept, Scope, and spirit of the invention. These variations 
would become clear to those skilled in the art after perusal of 
this application. 
0135. After reading this application, those skilled in the art 
would recognize that the techniques described herein provide 
an enabling technology, with the effect that heretofore advan 
tageous features can be provided that heretofore were sub 
stantially infeasible. 
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0.136 For example, not intended to be limiting in any way, 
the techniques described herein provide that contests or 
games might be conducted, with the effect that one or more 
winners (as determined, for example, in response to relative 
scores or relative times taken) of the contest or game would 
receive an appropriate prize. Such as for example: a bonus 
game, a set of bonus “levels' or other modules for a game, a 
cash prize, a credit toward purchase of a new or upgraded 
game, and the like. In various embodiments, the contest or 
game might include one winner, or more than one winner, or 
one or more winners of more than one class of winners, and 
the like. In various embodiments, the contest or game might 
include a team of players whose joint score is responsive to 
the individual scores of the team members, such as a sum or 
median of those scores or a maximum one or more of those 
scores. In various embodiments, the original game, the bonus 
game, or both, might include provisions for individual play, 
for joint play, or for cooperative play. For example, not 
intended to be limiting in any way, an entity not associated 
with the original author or distributor of the game might 
provide a contest (either with or without entry requirements), 
in which Superior play of the original game is rewarded with 
an update to that game. The update might or might not be 
created by the original author or distributor of the game, the 
entity conducting the contest, or otherwise. 
0.137 For example, not intended to be limiting in any way, 
the techniques described herein provide that games already 
available to the user in the closed system might be upgraded, 
such as by alteration or emendation, without any particular 
requirement of rewriting code for the original game, or for 
having access to that original code. In various embodiments, 
the game might be upgraded by providing a new program that 
checks the State of the old game, and makes changes in the 
behavior of the old game, either by directly interacting with 
the user, or by altering the state information of the old game 
(with the intercession of the security system), or some com 
bination or conjunction thereof. For example, not intended to 
be limiting in any way, an entity not associated with the 
original author or distributor of the game might provide an 
updated, upgraded, modified, or otherwise different, version 
of the game, or a new “level or other module for the game, 
without altering any of the original game code. The new game 
might be created in response to status information maintained 
or provided by the old game, or the new game might call upon 
aspects of the old game (with the intercession of the security 
system) to provide a new game that is either different from, or 
an enhanced version of the old game. 
0.138. For example, not intended to be limiting in any way, 
the techniques described herein provide that educational soft 
ware might be altered or amended to provide for an appropri 
ate prize or reward for Successful learning, such as for 
example: a right to play a game program (either generically or 
limited to a selected period of time), a right to play bonus 
“levels' or other modules for a game, a cash prize, a credit 
toward purchase of a new or upgraded game, a next or another 
educational program “level” or other module for the educa 
tional program, a credit toward purchase of a new educational 
program, and the like. 
0.139. For example, not intended to be limiting in any way, 
the techniques described herein provide for security checks 
before accessing critical or otherwise sensitive data, Such as 
for example confidential business information, confidential 
personal information, confidential financial information, pro 
gram code, trade secrets, and the like. 
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0140 For example, not intended to be limiting in any way, 
the techniques described herein provide for a chain (whether 
sequential or organized as a directed graph, with either con 
ditional or unconditional transfers at each edge of that 
directed graph) events for the system to watch for, and in 
response thereto, take action on. For example, reaching a 
selected State in a first game program might provide the user 
with the right to play a second game, reaching a selected State 
in the second game program might provide the user with the 
right to play a third game, and the like. 
0141. After reading this application, those skilled in the art 
will recognize these alternative embodiments and variations 
are illustrative and are intended to be in no way limiting. 
What is claimed is: 
1. A system, including 
a client device including a secure processor: 
memory including a resident rule that specifies a condition 

associated with game save data for game content; 
a license server, coupled to the memory and the client 

device, configured to: 
receive a request to deliver a license to the client device 

for the game content; 
receive the game Save data associated with the client 

device and the game content; 
generate a license in response to a positive evaluation of 

the condition using the game save data associated 
with the client device and the game content; 

wherein, in operation, the secure processor of the client 
device determines if the license is satisfied inaccordance 
with static rules. 

2. A system as in claim 1, wherein: 
the license includes a rule associated with further state of 

achievement in a game; 
in operation, the secure processor determines if the license 

is satisfied in accordance with the rule and the further 
state of achievement in the game, and permits further 
execution of the game if it is determined that the license 
is satisfied in accordance with the rule and the further 
state of achievement in the game. 

3. A system as in claim 1, wherein, in operation, the license 
server evaluates the authenticity of the game save data by 
validating a signature generated in the client device, using a 
public key associated with the client device. 

4. A method, comprising: 
receiving a request to generate a game content license for a 

client device; 
receiving cryptographically signed data representing a 

state of achievement in a game associated with the game 
content license; 
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validating authenticity of the data using a signature asso 
ciated with the cryptographically signed data; 

using a first rule to evaluate a condition based on the data 
and the request; 

generating, upon positive verification of the first rule, a 
game content license; 

sending the game content license to the client device. 
5. The method of claim 4, further comprising: 
determining, using static rules at the client device, if the 
game content license is satisfied; 

executing, at the client device, game content associated 
with the game content license. 

6. The method of claim 4, further comprising: 
including in the game content license a second rule asso 

ciated with a further state of achievement of a game 
associated with the game content license; 

determining if the game content license is satisfied in 
accordance with the second rule and dynamic state of 
achievement; 

permitting further execution of the game if it is determined 
that the game content license is satisfied in accordance 
with the second rule and the further state of achievement. 

7. A client device comprising: 
memory including game content and a game save data; 
a processor, coupled to said memory, for executing the 
game content; 

wherein, in operation, the client device: 
receives a license that specifies a condition associated 

with the game save data for the game content; 
executes the game content if the condition is satisfied. 

8. The client device of claim 7, wherein the processor 
includes a secure processor. 

9. The client device of claim 7, wherein the memory 
includes trusted software. 

10. The client device of claim 7, wherein the game save 
data includes data selected from the group consisting of 
player state, time, duration of play, number of times content 
has been executed, progress of play, assets, score, and a com 
bination thereof. 

11. The client device of claim 7, wherein the game save 
data includes cryptographically signed data. 

12. The client device of claim 7 further comprising a fur 
ther condition associated with a further game save data, 
wherein, in operation, the processor permits further execution 
of the game content if the further condition is satisfied. 
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