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of status information; the second set of actions in-
cludes a subset of the first set of actions. The payment
device transmits the second set of status information
to the issuer and/or initiates the actions in the second
set of actions corresponding to the order received
from the issuer.
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APPARATUS, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
ENCODING ENHANCED ISSUER INFORMATION IN A CARD

Cross-Reference to Related Applications

This patent application claims the benefit of United States Provisional Patent
Application Serial No. 61/173,471 filed on April 28, 2009 and entitled “M/Chip 4 Release 2
(Payment Card Application) (A&B).” The complete disclosure of the aforementioned
Provisional Patent Application Serial No. 61/173,471 is expressly incorporated herein by

reference in its entirety for all purposes.

Field of the Invention

The present invention relates generally to the electronic and computer arts, and, more

particularly, to apparatus and methods for electronic payment.

Background of the Invention

Devices, such as electronic devices, and particularly electronic payment devices (for
example, so-called “smart cards”) may be useful for a variety of payment and other
applications. Some payment products, such as those referred to as pre-authorized or offline-
prepaid, rely on a balance managed by the card. The balance indicates the funds available on
the card and is decreased by the transaction amount when a transaction takes place. For
customer convenience, the terminal may display this balance before and after the card is
debited.

In some types of infrastructure, the card is debited using a command issued by the
terminal. The command data typically contains the transaction amount, while the
corresponding response from the card confirms (and authenticates) that the card was debited
and provides the necessary information for the clearing of the transaction.

A payment transaction often involves online authorization from the card issuer. In
this case an authorization request containing transaction data and data from the payment
device is sent to the issuer for authorization and a response to this request indicating the
approval or decline of the transaction is sent from the issuer to the terminal which then sends

the relevant issuer response data to the payment device. Typically, the bandwidth available
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in the authorization request and response is limited by the network and terminal

infrastructure.

Summary of the Invention

Principles of the invention beneficially provide techniques for encoding enhanced
issuer information in a card or other payment device using existing network infrastructure.

In accordance with one embodiment of the invention, facilitating communications
between an electronic payment device (e.g., card) and an issuer host includes storing in the
payment device a set of personalization parameters. A first set of status information
indicative of available status information relating to the payment device is transformed into a
second set of status information as a function of the set of personalization parameters, and/or
a second set of actions is selected from a first set of actions indicative of available actions to
be performed by the payment device as a function of the set of personalization parameters
and an order received from the issuer host for initiating at least one corresponding action in
the payment device. The second set of status information includes a subset of the first set of
status information; the second set of actions includes a subset of the first set of actions. The
payment device transmits the second set of status information to the issuer host and/or
initiates the actions in the second set of actions corresponding to the order received from the
issuer host.

In accordance with another embodiment of the invention, an apparatus for facilitating
communications between an electronic payment device and an issuer host includes: means
for storing, in the payment device, a set of personalization parameters; means for
transforming, as a function of the set of personalization parameters, a first set of status
information indicative of available status information relating to the payment device into a
second set of status information, the second set of status information comprising a subset of
the first set of status information; means for selecting, from a first set of actions indicative of
available actions to be performed by the payment device, a second set of actions as a function
of the set of personalization parameters and an order received from the issuer host for
initiating at least one corresponding action in the payment device, the second set of actions

being a subset of the first set of actions; means for transmitting the second set of status
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information to the issuer host; and means for initiating the actions in the second set of actions
corresponding to the order received from the issuer host.

In accordance with yet another embodiment of the invention, an electronic payment
device includes memory and at least one processor coupled to the memory. The memory is
operative to store status information and a set of personalization parameters relating to the
payment device. The processor is operative: (i) to transform, as a function of the set of
personalization parameters, a first set of status information indicative of available status
information relating to the payment device into a second set of status information, the second
set of status information comprising a subset of the first set of status information; (ii) to
select, from a first set of actions indicative of available actions to be performed by the
payment device, a second set of actions as a function of the set of personalization parameters
and an order received from the issuer host for initiating at least one corresponding action in
the payment device, the second set of actions being a subset of the first set of actions; (iii) to
transmit the second set of status information to the issuer host; and (iv) to initiate the actions
in the second set of actions corresponding to the order received from the issuer host.

As used herein, “facilitating” an action includes performing the action, making the
action easier, helping to carry the action out, or causing the action to be performed. Thus, by
way of example and not limitation, instructions executing on one processor might facilitate
an action carried out by instructions executing on a remote processor, by sending appropriate
data or commands to cause or aid the action to be performed. For the avoidance of doubt,
where an actor facilitates an action by other than performing the action, the action is
nevertheless performed by some entity or combination of entities.

One or more embodiments of the invention or elements thereof can be implemented
in the form of a computer product including a tangible computer readable recordable storage
medium with computer usable program code for performing the method steps indicated.
Furthermore, one or more embodiments of the invention or elements thereof can be
implemented in the form of a system (or apparatus) including a memory, and at least one
processor that is coupled to the memory and operative to perform exemplary method steps.
Yet further, in another aspect, one or more embodiments of the invention or elements thereof
can be implemented in the form of means for carrying out one or more of the method steps

described herein; the means can include (i) hardware module(s), (ii) software module(s), or
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(ii1) a combination of hardware and software modules; any of (i)-(iii) implement the specific
techniques set forth herein, and the software modules are stored in a tangible computer-
readable recordable storage medium (or multiple such media).

One or more embodiments of the invention provide substantial beneficial technical
effects; for example:

e allowing an issuer to select the specific card status information (e.g., from a card’s
internal card verification results (CVR)) it wants to receive, given existing network
constraints, and permitting mapping a different status to the same external CVR value
and hence the same process;

e allowing an issuer to introduce new instructions (e.g., the outcome of processing an
authorization response cryptogram (ARPC) response code), more adapted for its card
application and the management of its card risk management (CRM) resources, while
remaining compatible with existing network infrastructure. The issuer can map a single
ARPC response code value to have a different impact on different cards, depending on
the configuration setting in each card; and

e minimizing infrastructure changes or investments and reducing the complexity of issuer
host systems when having to manage different types of cards, which is particularly
relevant for issuer migration from a smart card application with simple CRM to a

platform with more complex CRM.

These and other features and advantages of the present invention will become
apparent from the following detailed description of illustrative embodiments thereof, which

is to be read in connection with the accompanying drawings.

Brief Description of the Drawings

FIG. 1 is a block diagram depicting an exemplary system and various components
thereof that can implement techniques of the invention;

FIG. 2 depicts an exemplary inter-relationship between and among: (i) a payment
network configured to facilitate transactions between multiple issuers and multiple acquirers,
(i) a plurality of users, (iii) a plurality of merchants, (iv) a plurality of acquirers, and (v) a

plurality of issuers;
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FIG. 3 depicts an exemplary pre-selection system for translating internal card
verification results (CVR) to generate an external CVR, according to aspects of the
invention;

FIG. 4 depicts at least a portion of an exemplary transformation methodology for
translating an N-bit internal CVR to an M-bit external CVR which may be used in the
illustrative pre-selection methodology shown in FIG. 3, according to aspects of the invention;

FIG. 5 shows an exemplary issuer application data (IAD)/issuer authentication data
(IAhD) methodology for authorizing online transactions and reconfiguring a card risk
management (CRM) resource, according to aspects of the invention;

FIG. 6 depicts at least a portion of an exemplary encoding and pre-selection
methodology for efficient action communication from an issuer host to a chip card, according
to aspects of the invention; and

FIG. 7 is a block diagram of at least a portion of an exemplary computer system

useful in one or more embodiments of the invention.

Detailed Description of Preferred Embodiments

Attention should now be given to FIG. 1, which depicts an exemplary embodiment of
a system 100, according to an aspect of the invention, and including various possible
components of the system. System 100 can include one or more different types of portable
payment devices. For example, one such device can be a contact device such as card 102.
Card 102 can include an integrated circuit (IC) chip 104 having a processor portion 106 and a
memory portion 108. A plurality of electrical contacts 110 can be provided for
communication purposes. In addition to or instead of card 102, system 100 can also be
designed to work with a contactless device such as card 112. Card 112 can include an IC
chip 114 having a processor portion 116 and a memory portion 118. An antenna 120 can be
provided for contactless communication, such as, for example, using radio frequency (RF)
electromagnetic waves. An oscillator or oscillators, and/or additional appropriate circuitry
for one or more of modulation, demodulation, downconversion, and the like can be provided.
Note that cards 102, 112 are exemplary of a variety of devices that can be employed. The
system per se may function with other types of devices in lieu of or in addition to “smart” or

“chip” cards 102, 112; for example, a conventional card 150 having a magnetic stripe 152.
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Furthermore, an appropriately configured cellular telephone handset 1420, personal digital
assistant (PDA), and the like can be used to carry out contactless payments in some
instances.

The ICs 104, 114 can contain processing units 106, 116 and memory units 108, 118.
Preferably, the ICs 104, 114 can also include one or more of control logic, a timer, and
input/output ports. Such elements are well known in the IC art and are not separately
illustrated. One or both of the ICs 104, 114 can also include a co-processor, again, well-
known and not separately illustrated. The control logic can provide, in conjunction with
processing units 106, 116, timing and control functionality necessary to handle
communications between memory unit 108, 118 and the input/output ports. The timer can
provide a timing reference signal for processing units 106, 116 and the control logic. The co-
processor could provide the ability to perform complex computations in real time, such as
those required by cryptographic algorithms.

The memory portions or units 108, 118 may include different types of memory, such
as volatile and non-volatile memory and read-only and programmable memory (e.g., one or
more EEPROMs as discussed below). The memory units can store transaction card data such
as, e.g., a user's primary account number (“PAN”) and/or personal identification number
(“PIN”). The memory portions or units 108, 118 can store the operating system of the cards
102, 112. The operating system loads and executes applications and provides file
management or other basic card services to the applications. One operating system that can
be used to implement at least a portion of the present invention is the MULTOS® operating
system licensed by MAOSCO Limited. (MAOSCO Limited, St. Andrews House, The Links,
Kelvin Close, Birchwood, Warrington, WA3 7PB, United Kingdom). Alternatively, JAVA
CARD™-based operating systems, based on JAVA CARD™ technology (licensed by Sun
Microsystems, Inc., 4150 Network Circle, Santa Clara, CA 95054 USA), or proprietary
operating systems available from a number of vendors, could be employed. Preferably, the
operating system is stored in read-only memory (“ROM”) within memory portion 108, 118.
In an alternate embodiment, flash memory or other non-volatile and/or volatile types of
memory may also be used in the memory units 108, 118.

In addition to the basic services provided by the operating system, memory portions

108, 118 may also include one or more applications. At present, one possible specification to
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which such applications may conform is the EMV interoperable payments specification set
forth by EMVCo, LLC (901 Metro Center Boulevard, Mailstop M3-3D, Foster City,
California, 94404, USA). The EMV standard defines the interaction, at the physical,
electrical, data and application levels, between IC cards and card processing devices for
financial transactions (e.g., authenticating credit and debit card payments). The EMV
standard, or at least portions thereof, is based primarily on the IC Chip card interface
standard set forth in International Organization for Standardization (ISO)/International
Electrotechnical Commission (IEC) 7816 (ISO/IEC 7816, “Identification Cards—Integrated
Circuit(s) Cards with Contacts,” Parts 1-15; 1998-2007, the disclosure of which is
incorporated herein by reference in its entirety.). It will be appreciated that applications
included in memory portions 108, 118 can be configured in a variety of different ways.

It should be noted that the skilled artisan will be familiar with the EMV
specifications. Nevertheless, out of an abundance of caution, the following documents are
expressly incorporated herein by reference in their entirety for all purposes (the same are

published by EMVCo and available on EMVCo’s web site):

e EMV Integrated Circuit Card Specifications for Payment Systems Book 1
Application Independent ICC to Terminal Interface Requirements Version 4.2 June

2008

e EMYV Integrated Circuit Card Specifications for Payment Systems Book 2 Security
and Key Management Version 4.2 June 2008

e EMV Integrated Circuit Card Specifications for Payment Systems Book 3
Application Specification Version 4.2 June 2008

e EMV Integrated Circuit Card Specifications for Payment Systems Book 4
Cardholder, Attendant, and Acquirer Interface Requirements Version 4.2 June 2008

o EMV Integrated Circuit Card Specifications for Payment Systems — Common
Payment Application Specification, Version 1.0, December 2005
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e Corrections to Common Core Definitions, Specification Update Bulletin No. 41, First

Edition June 2005, EMVCo

As noted, cards 102, 112 are examples of a variety of payment devices that can be
employed. The primary function of the payment devices may not be payment, for example,
they may be cellular phone handsets that implement techniques of the invention. Such
devices could include cards having a conventional form factor, smaller or larger cards, cards
of different shape, key fobs, personal digital assistants (PDAs), appropriately configured cell
phone handsets, or indeed any device with the capabilities to implement techniques of the
invention. In some cases, the cards, or other payment devices, can include body portions
(e.g., laminated plastic layers of a payment card, case or cabinet of a PDA or cellular phone,
chip packaging, and the like), memories 108, 118 associated with the body portions, and
processors 106, 116 associated with the body portions and coupled to the memories. The
memories 108, 118 can contain appropriate applications. The processors 106, 116 can be
operative to facilitate execution of one or more method steps. The applications can be, for
example, application identifiers (AIDs) linked to software code in the form of firmware plus
data in a card memory such as an electrically erasable programmable read-only memory
(EEPROM).

A number of different types of terminals can be employed with system 100. Such
terminals can include a contact terminal 122 configured to interface with contact-type device
102, a wireless terminal 124 configured to interface with wireless device 112, a magnetic
stripe terminal 125 configured to interface with a magnetic stripe device 150, or a combined
terminal 126. Combined terminal 126 is designed to interface with any combination of
devices 102, 112, 150. Some terminals can be contact terminals with plug-in contactless
readers. Combined terminal 126 can include a memory 128, a processor portion 130, a
reader module 132, and optionally an item interface module such as a bar code scanner 134
and/or a radio frequency identification (RFID) tag reader 136. Items 128, 132, 134, 136 can
be coupled to the processor 130. Note that the principles of construction of terminal 126 are
applicable to other types of terminals and are described in detail for illustrative purposes.
Reader module 132 can, in general, be configured for contact communication with card or
device 102, contactless communication with card or device 112, reading of magnetic stripe

152, or a combination of any two or more of the foregoing (different types of readers can be
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provided to interact with different types of cards e.g., contacted, magnetic stripe, or
contactless). Terminals 122, 124, 125, 126 can be connected to one or more processing
centers 140, 142, 144 via a computer network 138. Network 138 could include, for example,
the Internet, or a proprietary network (e.g., a virtual private network (VPN) such as is
described with respect to FIG. 2 below). More than one network could be employed to
connect different elements of the system. For example, a local area network (LAN) could
connect a terminal to a local server or other computer at a retail establishment. A payment
network could connect acquirers and issuers. Further details regarding one specific form of
payment network will be provided below. Processing centers 140, 142, 144 can include, for
example, a host computer of an issuer of a payment device.

Many different retail or other establishments, represented by points-of-sale (POS)
146, 148, can be connected to network 138. Different types of portable payment devices,
terminals, and/or other elements or components can combine or “mix and match” one or
more features depicted on the exemplary devices in FIG. 1.

Portable payment devices can facilitate transactions by a user with a terminal, such as
122, 124, 125, 126, of a system such as system 100. Such a device can include a processor,
for example, the processing units 106, 116 discussed above. The device can also include a
memory, such as memory portions 108, 118 discussed above, that is coupled to the processor.
Further, the device can include a communications module that is coupled to the processor
and configured to interface with a terminal such as one of the terminals 122, 124, 125, 126.
The communications module can include, for example, the contacts 110 or antennas 120
together with appropriate circuitry (such as the aforementioned oscillator or oscillators and
related circuitry) that permits interfacing with the terminals via contact or wireless
communication. The processor of the apparatus can be operable to perform one or more
steps of methods and techniques. The processor can perform such operations via hardware
techniques, and/or under the influence of program instructions, such as an application, stored
in one of the memory units.

The portable device can include a body portion. For example, this could be a
laminated plastic body (as discussed above) in the case of “smart” or “chip” cards 102, 112,

or the handset chassis and body in the case of a cellular telephone.
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It will be appreciated that the terminals 122, 124, 125, 126 are examples of terminal
apparatuses for interacting with a payment device of a holder. The apparatus can include a
processor such as processor 130, a memory such as memory 128 that is coupled to the
processor, and a communications module such as 132 that is coupled to the processor and
configured to interface with the portable apparatuses 102, 112, 142. The processor 130 can
be operable to communicate with portable payment devices of a user via the communications
module 132. The terminal apparatuses can function via hardware techniques in processor
130, or by program instructions stored in memory 128. Such logic could optionally be
provided from a central location such as processing center 140 over network 138. The
aforementioned bar code scanner 134 and/or RFID tag reader 136 can be provided, and can
be coupled to the processor, to gather attribute data, such as a product identification, from a
UPC code or RFID tag on a product to be purchased.

The above-described devices 102, 112 can be ISO 7816-compliant contact cards or
devices or NFC (Near Field Communications) or ISO 14443-compliant proximity cards or
devices. In operation, card 112 can be touched or tapped on the terminal 124 or 128 (or an
associated reader), which then contactlessly transmits the electronic data to the proximity IC
chip in the card 112 or other wireless device.

One or more of the processing centers 140, 142, 144 can include a database such as a
data warehouse 154.

In one or more versions of the infrastructure, a dual-interface device 1302 is
employed. Device 1302 is shown larger than devices 102, 112 for illustrative convenience
but can have a similar form factor and may, according to other embodiments, be smaller than
devices 102, 112. Device 1302 includes an IC chip 1304 having a processor portion 1306
and a memory portion 1308. A plurality of electrical contacts 1310, similar to contacts 110,
can be provided, as well as an antenna 1320 similar to antenna 120, together with an
oscillator or oscillators, and/or additional appropriate circuitry for one or more of
modulation, demodulation, downconversion, and the like, as described with regard to device
112. Appropriate firmware to manage the two available interfaces can be provided, with
operation otherwise being similar to devices 102, 112.

An appropriately configured cellular telephone handset 1420 can also be employed in

infrastructure 100. Handset 1420 is depicted in semi-schematic form, and can include one or

10
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more IC chips such as chip 1440 including a processing unit 1460 and a memory unit 1480.
Wireless communication with a terminal can be provided via antenna 1500 or with a second
antenna 1800 similar to above-described antenna 120 (i.e., the handset could have a second
antenna for the payment application). Note that antenna 1800 is depicted schematically, but
could be, e.g., a coil antenna as used in a typical “smart” card. Handsets 1420 can each be
equipped with a suitable display 1560. Further, an appropriate power supply 1620 can also
be provided. Such power supplies can include, for example, a battery and appropriate
circuitry. The display and power supply can be interconnected with the processor portion.
Different types of portable payment devices can combine or “mix and match” one or more
features depicted on the exemplary devices in FIG. 1. Keypad 1680 and speaker 1740 can be
provided.

The description of devices, elements, or components 102, 104, 106, 108, 110, 112,
114, 116, 118, 120 throughout this document are equally applicable to the corresponding
items in the dual interface card 1302 and cellular telephone handset 1420.

With reference to FIG. 2, an exemplary relationship among multiple entities is
depicted. A number of different users (e.g., consumers) 2002, Uy, U,... Uy, interact with a
number of different merchants 2004, Py, P,... Pm. Merchants 2004 interact with a number of
different acquirers 2006, A, A;... A Acquirers 2006 interact with a number of different
issuers 2010, I, I... I, through, for example, a single operator 2008 of a payment network
configured to facilitate transactions between multiple issuers and multiple acquirers; for
example, MasterCard International Incorporated, operator of the BANKNET® network, or
Visa International Service Association, operator of the VISANET® network. In general, N,
M, I, and J are integers that can be equal or not equal.

During a conventional credit authorization process, the cardholder 2002 pays for the
purchase and the merchant 2004 submits the transaction to the acquirer (acquiring bank)
2006. The acquirer verifies the card number, the transaction type and the amount with the
issuer 2010 and reserves that amount of the cardholder's credit limit for the merchant. At this
point, the authorization request and response have been exchanged, typically in real time.
Authorized transactions are stored in “batches,” which are sent to the acquirer 2006 (e.g.,
batch processing). During subsequent clearing and settlement, the acquirer sends the batch

transactions through the credit card association, which debits the issuers 2010 for payment
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and credits the acquirer 2006. Once the acquirer 2006 has been paid, the acquirer 2006 pays
the merchant 2004.

It will be appreciated that the network 2008 shown in FIG. 2 is an example of a
payment network configured to facilitate transactions between multiple issuers and multiple
acquirers, which may be thought of as an “open” system. Some embodiments of the
invention may be employed with other kinds of payment networks, for example, proprietary
or closed payments networks with only a single issuer and acquirer, such as the AMERICAN
EXPRESS network (mark of American Express Company) (it being appreciated that the
latter is a non-limiting example of a proprietary or closed payment network).

Some embodiments may be employed with payment systems such as EMV where
some transactions may be authorized offline without the authorization request and response
exchange with the issuer and these offline authorized transactions are also stored in “batches”
which are later sent for clearing and settlement.

Messages within a network such as network 138 (FIG. 1) and/or network 2008, may,
in at least some instances, conform to the ISO Standard 8583, Financial transaction card
originated messages — Interchange message specifications, which is the ISO standard for
systems that exchange electronic transactions made by cardholders using payment cards. It
should be noted that the skilled artisan will be familiar with the ISO 8583 standards.
Nevertheless, out of an abundance of caution, the following documents are expressly
incorporated herein by reference in their entirety for all purposes (published by ISO, Geneva,

Switzerland, and available on the ISO web site):
e ISO 8583 Part 1: Messages, data elements and code values (2003)

o ISO 8583 Part 2: Application and registration procedures for Institution Identification
Codes (IIC) (1998)

e ISO 8583 Part 3: Maintenance procedures for messages, data elements and code

values (2003)

Furthermore, although the skilled artisan will be familiar with same, out of an
abundance of caution, the following document is expressly incorporated herein by reference

in its entirety for all purposes (published by ISO, Geneva, Switzerland, and available on the

12
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ISO web site): ISO/IEC 9797-1 Information technology — Security techniques — Message
Authentication Codes - Part 1: Mechanisms using a block cipher

As noted, some payment products, such those known as “pre-authorized” or “offline-
prepaid,” rely on a balance managed by the card. The balance indicates the funds available
on the card and is decreased by the transaction amount as a result of the transaction. For
customer convenience, the terminal may display this balance before and after the card is
debited. Offline financial transactions are becoming more prevalent. Consequently, in order
to reduce the added risk to the issuer posed by offline transactions, the card or other payment
device, in conjunction with payment applications running on the card, have become
increasingly more sophisticated so as to accurately track additional card status information
for managing the offline transactions.

Throughout the description of embodiments of the present invention, certain
terminology relating to smart card concepts and the like will be used. The definitions
prescribed herein to these concepts will generally be consistent with well understood
meanings for such terminology.

For example, the term “permanent card data” as used herein is intended to refer
broadly to data stored in the card permanent memory. Such permanent card data is
distinguishable from temporary data, or other volatile data, which may be used and/or
generated, for example, during intermediate processing operations but is generally more
transitory in nature, and thus not retained. Permanent data elements may comprise, but are
not limited to, data initially personalized on the card or data elements used for tracking a
history of card usage between card operations. The permanent data is neither deleted nor
altered when the smart card is not in operation and is not powered (e.g., nonvolatile).

The term “online transaction” as used herein is intended to refer broadly to a
transaction, or series of related transactions, that is approved or declined by an issuer or its
agent. An online transaction generally requires communication between the card and the
approving entity. Similarly, an “offline transaction” as used herein is intended to refer
broadly to a transaction, or series of related transactions, that is approved or declined by the
card without communication with the issuer or its agent. The card approves or declines a

transaction “on-behalf” of the issuer.
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As previously stated, aspects of the invention beneficially facilitate encoding
enhanced issuer information in a card, which is a significant factor for increasing the size of
card verification results (CVR) used for complex card risk management (CRM) processing
and resources stored in the card. In software code that implements a complex offline CRM
functionality that employs multiple resources (e.g., offline counters, accumulators, etc.), the
CRM functionality may distinguish between “internal CVR” and “external CVR.” Internal
CVR preferably includes internal data generated by the card that tracks, in detail, the status
of substantially all resources (e.g., CRM resources) used by the software code (e.g., card
payment application). The internal CVR is used to decide the offline/online approval or
decline of a transaction. External CVR preferably includes information sent to the issuer by
the card or other payment device and forms at least a portion of the issuer application data
(IAD) which describes the status of the transaction or the card. At least a portion of the
information present in the internal CVR is reflected in the external CVR (i.e., the external
CVR is generated as a function of the internal CVR).

The term “offline counters” as used herein is intended to refer broadly to internal
counters, or other storage registers, maintained in the card and used by the offline CRM of
the software code (e.g., payment application executing on the card) to limit the issuer’s
offline risk. This risk is represented, at least in part, by the amount spent by the cardholder in
the offline mode. Since there is no connection to the issuer for offline financial transactions,
the software code decides whether or not to accept the transactions offline on the issuer’s
behalf. The issuer only acknowledges offline transactions when they are cleared. To limit
offline risk, offline counters implemented in the card preferably track the number and/or
amount of transactions accepted offline, and enable the issuer to make decisions based at
least in part on whether or not the counters have reached certain prescribed limits (e.g., upper
or lower thresholds).

Throughout the description herein, certain notations may be used. For example: A[/]
denotes the j-th element of a vector A; A[1...N] denotes the elements from 1 to N of vector
A, where N is a positive integer; A(t) denotes an instance of vector A at time t (when t =0,
this is the initial value of the vector); ‘Ob’ denotes the binary value “0” of a given bit; ‘1b’

denotes the binary value “1” of a given bit; ‘010...1b’ denotes a binary value represented by
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more than one bit; ‘1C’ denotes a hexadecimal value represented by one byte; and a || b
denotes a concatenation from left to right of the bit symbols a and 5.

Smart card applications typically involve a decision process to approve or decline
payment transactions offline or to request online authorization from the card issuer. This
decision process is often referred to as offline CRM. The motivation behind an offline
approval, offline decline, or online authorization, is captured in the CVR, at least a portion of
which is included in the IAD sent to the issuer. These data are desirable to issuers, at least
for financial risk assessment, and are therefore incorporated into the online authorization
request and the clearing data.

Over time, for enhanced security, risk assessment, or other benefits, the decision
process in the card application has become increasingly more complex, involving more
counters, more accumulators, more thresholds, etc. Yet, the basic transaction mechanism
remains essentially the same. Specifically, by way of illustration only and without loss of
generality, an exemplary card application collects the outcome of all its checks and places
this information in the CVR. For each check that has failed (e.g., a prescribed threshold has
been exceeded) or, alternatively, for each check that matches a predetermined event in a risk
management processing action performed by the card, a corresponding bit in the CVR will be
set. The CVR is then compared (e.g., bitwise comparison) with card issuer action codes
(CIACs), which may comprise configuration settings determined by the issuer. The card
application can have multiple CIACs, CIAC-online and CIAC-decline being two prominent
CIACs. When the CVR and CIAC-online have one or more bits set in common (for
corresponding bit positions), then the transaction will be sent online. When the CVR and
CIAC-decline have one or more bits set in common, then the transaction will be declined
offline. A CVR may also have an “informational” component that provides other
information to the issuer regarding the status of the transaction, indicating that prescribed
events have taken place (as opposed to just checks that have failed).

The issuer receives the CVR as part of the IAD in online authorization and/or
clearing. When the transaction is sent online, typically at least a portion of the accumulator
and counter values are sent online to the issuer as well (e.g., as part of the IAD). In an
authorization response cryptogram (ARPC) response code included in the authorization

response, the issuer indicates whether the transaction should be approved or declined and
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whether part or all of the counters and accumulators in the card should be updated. Different
types of updates are possible, varying, for example, between setting the accumulator and/or
counter values to zero (e.g., resetting operation), keeping the accumulator and/or counter
values unchanged, adding the current transaction to the accumulator and/or counter values
(e.g., increment operation), or setting the accumulator and/or counter values to a maximum
prescribed limit (e.g., initialization operation), as configured in the card application.

With the increased complexity of offline CRM and complexity of terminal
interaction, the size of the CVR would ideally increase proportionally with the number of
checks that are implemented. Likewise, the ARPC response codes would be extended, with
additional values indicative of a corresponding increased number of actions available on the
card. Unfortunately, however, existing authorization networks generally have constraints
associated therewith for sending IAD and IAhD (e.g., limited bits for data transmission
according to standard protocols (like ISO 8583, EMV), limited bandwidth, etc.), and
therefore increasing the size of the external CVR or the ARPC response code poses
significant problems. For example, the maximum length of the IAD (which typically
contains the CVR) and the IAhD (which typically contains the ARPC response code) are,
according to the EMV specification, limited to 32 bytes and 16 bytes, respectively. Other
protocols impose similar limitations on message length. Additionally, issuers may delegate
all or a portion of their processing to third parties or on-behalf services, thereby lacking the
flexibility to interpret new CVR values and respond appropriately with additional ARPC
response codes.

Principles of the invention advantageously provide a mechanism for enabling an
issuer to select the specific card status information (e.g., from the card’s internal CVR) it
wants to receive, given existing communication protocol and/or network constraints. When
network bandwidth, issuer host system processing capability, and/or other factors would
otherwise limit the size or contents of the external CVR transmitted to the issuer by the card,
the issuer is able to beneficially select a customized subset of status information from the
card’s internal CVR. Alternately, when enhanced bandwidth capability exists, or issuer host
systems are updated over time with additional functionality, issuers can choose to receive an
extended portion (or all) of the card’s internal CVR (in this case, the subset of status

information included in the external CVR would include all of the card’s internal CVR).
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Thus, in accordance with aspects of the invention, an adaptable external CVR is generated as
a function of the card’s internal CVR and certain selection criteria associated with, or set by,
a given issuer.

More particularly, with the increasing usage of offline processing of payment
transactions in a modern retail payment business and the corresponding increase in
overspending risk by cardholders against which issuers seek protection, the design of
corresponding chip card products promotes sophisticated offline CRM systems to control this
threat. The CRM keeps accurate track of various types of offline spending and their
cumulated value at the expense of using additional resources, including, for example, offline
accumulators and offline counters, as previously stated. A comparison between the value of
these resources and prescribed lower and upper limits for credit risk sets one or more bits of
the internal CVR which, when compared to card issuer action codes (CIACs), triggers certain
corresponding actions (e.g., go online if the lower limit is reached on an accumulator).

When online connections are possible, the chip card generates the IAD that transmits
to the issuer host a view of the card’s CRM resources. This view typically contains a subset
of the internal CVR, and is referred to herein as the external CVR. The IAD allows the
issuer to take appropriate actions, based at least in part on the external CVR in the IAD,
concerning the authorization of the current transaction and reconfiguration of the offline
spending possibilities available to the cardholder. Such actions which may be taken by the
issuer include, for example, resetting the offline accumulators and counters for cardholders
with good credit history, so that they can continue to spend offline, or disabling offline
transactions in the case of bad debtors. In this manner, issuers are better able to limit their
risk exposure for offline transactions.

While it is desirable to make an enhanced internal CVR available to issuers (e.g.,
increased number of accumulators/counters, etc. in the chip card), thereby increasing the size
of the internal CVR, it is also desirable that the online interface with the issuer host remain
essentially unchanged when communicating a view of the CRM to the issuer host in the IAD.
These two conflicting requirements necessitate that a subset of the total information available
in the internal CVR (e.g., accumulators/counters, and more specifically their status regarding

prescribed limits) be transferred to the issuer in the IAD. Maintaining the format of the IAD
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and network infrastructure while still providing an issuer with the ability to choose among
various actions or other behaviors is thus an important and beneficial aspect of the invention.

With reference now to FIG. 3, at least a portion of an exemplary pre-selection system
300 is shown, according to an embodiment of the present invention. System 300 includes a
pre-selection engine 302 operative to receive internal CVR 304 or alternative status
information of a first length (e.g., N bits) and to generate an external CVR 306 or alternative
status information of a second length (e.g., M bits), the second length being, at least in this
embodiment, less than the first length (i.e., M < N). The pre-selection engine 302, internal
CVR 304 and external CVR 306 are preferably implemented on a card or other payment
device. In the embodiment shown, external CVR 306, being smaller in comparison to
internal CVR 304 (at least in terms of the number of bits), includes only a subset of the total
information available in the internal CVR. In this manner, aspects of the invention facilitate
efficient transfer of enhanced status information in a card to an issuer host using existing
limited communications infrastructure and resources.

Although external CVR 306 is depicted in the illustrative embodiment of FIG. 3 as
being smaller than the corresponding internal CVR 304 (e.g., the external CVR having less
bits than the internal CVR), it is contemplated, in accordance with other embodiments of the
invention (e.g., wherein the communications infrastructure and/or issuer resources are not
limited), that the external CVR may be the same size as the internal CVR or larger (in terms
of the number of bits), and therefore has the capacity to include all of the information
available in the internal CVR. Moreover, in some embodiments the external CVR 306 may
include additional information not found in the internal CVR 304. In embodiments wherein
the external CVR is the same size or larger than the internal CVR, the external CVR may still
include only a subset of the available status information in the internal CVR (e.g., for
providing compatibility with legacy or other issuer hosts), with the additional available bits
in the external CVR being used for other functions (e.g., error correction, message re-
broadcasting (pass-through), etc.).

In accordance with principles of the invention, for payment cards employing an
internal CVR mechanism, pre-selection engine 302 includes a transformation algorithm 308,
or alternative process, operative to perform a compression or other translation of the internal

CVR 304 for generating the external CVR 306 corresponding thereto. The term
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“compression” as used herein is intended to refer broadly to any techniques for limiting the
data otherwise available for transmission from the card to the issuer. Hence, compression
may include simply selecting a subset of the available data in the internal CVR in forming
the external CVR having a reduced number of bits. In this instance, an output generated by
the transformation algorithm 308 would comprise less card status information than the input
internal CVR. Alternatively, the transformation algorithm 308 may be operative to
implement a more complex methodology whereby the available input data is encoded using
fewer bits. In either scenario, the external CVR 306, being of smaller size than the internal
CVR 304, occupies a reduced bandwidth and/or requires less processing resources compared
to the internal CVR.

Pre-selection engine 302 further comprises a parameterization structure 310 including
a set of personalization parameters preferably defined (customized) by an issuer, for
example, during card personalization or at an alternate time (e.g., when performing a
configuration upgrade). As will be explained in further detail below, the personalization
parameters in parameterization structure 310 may comprise, for example, specific card status
information (e.g., CVR) of interest to the issuer. Thus, in essence, parameterization structure
310 comprises a set of one or more rules indicating the manner in which one or more items of
card status information are to be conveyed to the issuer. Transformation algorithm 308 is
operative to receive, as inputs, the internal CVR 304 and parameterization structure 310 and
to generate, as an output, the external CVR 306 as a function thereof.

One illustrative parameterization structure 310 may comprise, for example, 2*M
bytes, for N < 2048, where M is an integer indicative of the number of bits in the external
CVR 306 and N is an integer indicative of the number of bits in the internal CVR 304. Each
distinct pair of bytes, or alternative ordered set of data (e.g., tuple), in the parameterization
structure 310 is preferably personalized in the chip card to build bit i in the external CVR
306, where i = 1, ..., M. Specifically, a first element (e.g., byte) of a given tuple (e.g., byte
pair) i may store an “input byte number,” or alternative offset into the internal CVR, for bit i.
This first element having a value n essentially functions as an index or pointer to a
corresponding offset into the internal CVR and identifies the start of a region of the internal
CVR 304 that will be used to build bit i in the corresponding external CVR 306. In the
exemplary case depicted in FIG. 4 where the offset into the internal CVR is indexed by bytes,
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n will be in the range 1 < n < N/8. A second element (e.g., byte) of the tuple i/ may store a
“mask” for bit i. This second element identifies which of the bits of the internal CVR 304,
starting from the offset n, will be considered in the computation of bit 7 in the external CVR
306. In the exemplary case depicted in FIG. 4 where the “mask” comprises one byte, 8 bits
of the internal CVR will be considered in the computation of bit 7 in the external CVR.

FIG. 4 depicts at least a portion of an exemplary transformation methodology 400 for
compressing or otherwise translating an N-bit internal CVR 304 into an M-bit external CVR
306 which may be used in the illustrative pre-selection methodology shown in FIG. 3,
according to aspects of the invention. It is to be understood that methodology 400 is shown
by way of illustration only and without limitation; other compression methodologies are
similarly contemplated, as will become apparent to those skilled in the art given the teachings
herein.

Internal CVR 304 includes a plurality of bytes 402, or alternative arrangement of data
bits. Although internal CVR 304 is depicted as including eight bytes (bytes 1 through 8), it is
to be understood that internal CVR 304 is not limited to any specific number of bytes.
External CVR 306 includes a plurality of bits 404; only the last three bytes are shown (bits 1
through 24) for brevity of description. Again, it is to be appreciated that external CVR 306 is
not limited to any specific number of bits. A CVR map 406, which may be implemented in
parameterization structure 310 shown in FIG. 3, includes a plurality of tuples 407 (e.g., byte
pairs), or an alternative ordered set of data, each tuple comprising a first element 408 (e.g.,
first byte) operative to identify a corresponding offset (e.g., byte number #) into the internal
CVR 304, and a second element 410 (e.g., second byte) identifying which of the bits (e.g., of
byte ) in the internal CVR 304 will be considered in the computation of bit i in the external
CVR 306, as previously explained.

The transformation methodology 400, which is also shown generally in FIG. 3 (as
reference numeral 308), computes bit 7 in external CVR 306, namely, external CVR [/], as a
function of internal CVR 304 and corresponding tuple i of the parameterization structure 310

according to the following pseudo code:

20



10

15

20

25

30

WO 2010/127003 PCT/US2010/032769

if (mask byte for bit i AND internal CVR [input byte number for bit i] # ‘00°) then
external CVR [i] = ‘1b’

else
external CVR [i] = ‘0b’

The above transforming algorithm effectively implements a logical OR function on the
values of the selected bits of the specified internal CVR byte, where the corresponding bit in
external CVR 306 is set (‘1b’) if any one of the bits in the comparison result is set.

More particularly, in the example shown in FIG. 4, a selected byte pair 412 in CVR
map 406 includes first byte 414 having a value ‘03’ and second byte 416 having a value ‘F3.
Byte 414 is operative as a pointer to corresponding byte number 3 in the internal CVR 304,
which has the value ‘1C’ associated therewith. The value ‘1C’ corresponding to byte 3 in
internal CVR 304 is compared with byte 416, which is operative as a mask to determine
which bit positions of byte 3 in internal CVR 304 are of interest for comparison, by
performing a logical AND operation, resulting in a byte value of ‘10.” Since this value is
non-zero (indicating that at least one bit position of interest has been set), the corresponding
bit i in external CVR 306 is set to ‘1b’ as shown.

In an alternate embodiment, a transforming algorithm that effectively performs a
logical AND function can be similarly implemented, where the corresponding bit in external
CVR 306 is set only if all (or in other embodiments, multiple) of the bits in the specified
internal CVR byte that are selected in the mask byte are set according to the following

pseudo code:

if (mask byte for bit i AND internal CVR [input byte number for bit il == mask byte
for bit i) then
external CVR [i] = ‘1b’

else
external CVR [i] = ‘0b’

In some cases, a logical OR transforming algorithm is preferred, such as, for example,
in higher risk transactions wherein it is desirable to take action when one or more of a
plurality of prescribed conditions has occurred. Alternatively, a logical AND transforming
algorithm may be preferred, such as, for example, in lower risk transactions wherein it is

desirable to wait to take action until all of a prescribed set of conditions has occurred. A
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function-selecting bitmap that is M bits long could be used to control which operation (e.g.,
logical OR or logical AND) is used by the transforming algorithm for specifying each bit in
the external CVR 306 as follows:

if (function_bitmap [i] = ‘0b’) then
if (mask for bit i AND internal CVR [input byte number for bit i] # ‘00°) then
external CVR [i] = ‘1b’

else
external CVR [i] = ‘0b’
else
if (Mask for bit i AND internal CVR [Input byte number for bit i]| == Mask for
bit i) then

external CVR [i] = ‘1b’
else
external CVR [i] = ‘Ob’

Various other parameterization structures and algorithms suitable for use in the pre-selection
engine 302 are contemplated, as will be understood by those skilled in the art given the
teachings herein, for example, utilizing an N-bit mask (e.g., applied to the internal CVR 304
as above) for each of the M bits in the external CVR 306.

The pre-selection methodology according to embodiments of the invention
beneficially provides an issuer with selective control over the internal card information that is
transmitted on the network to describe the status of a given card. This is of particular interest
for an issuer who uses different types of cards, as the issuer can parameterize the card to
transmit the same data to describe similar statuses, thereby minimizing the changes in the
infrastructure that interprets these data. This benefit is further desirable for issuers that
migrate from chip cards with less sophisticated offline CRM towards cards with more
complex and numerous CRM resources.

At least a portion of the techniques of the invention may be employed to provide a
CVR compression or other translation mechanism implemented, for example, in M/Chip®
Advance and PayPass®-M/Chip® Flex, registered trademarks of MasterCard International
Incorporated, Purchase, New York, to facilitate backward compatibility of M/Chip Advance
with previous M/Chip products, including, for example, M/Chip 2.1, M/Chip 2.2, M/Chip
2.0.6, and M/Chip 4 v1.1, a family of products offered by MasterCard International Inc. The

transformation mechanism is preferably hard-coded in this case and a configuration setting is
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provided (e.g., tick-box) to select one of the legacy platforms. A limited, and hard-coded,
portion of the ARPC response code codebook mechanism is also suitable for implementation
in M/Chip Advance, again providing backward compatibility with legacy platforms.

With reference now to FIG. 5, a system 500 implementing an exemplary IAD/IAhD
methodology 500 for authorizing online transactions and reconfiguring a CRM resource will
be described, according to further aspects of the invention. System 500 includes a chip card
502 in operative communication with an issuer host 504 via a communication network 506,
or an alternate connection means. The connection between chip card 502 and issuer 504 may
be wired or wireless, depending upon the transaction application used.

Chip card 502 is preferably adapted to perform one or more operations, such as, for
example, generating the external CVR, which is incorporated into the IAD and sent to the
issuer 504, and generating an authorization request cryptogram (ARQC). In order to perform
an online transaction, the chip card 502 generates the ARQC which is unique to each
transaction and is supplied by the card to the issuer 504. The chip card 502 is preferably
further operative to check the ARPC and ARPC response code received from the issuer host
504 and execute certain actions on the offline CRM resources in response to the ARPC and
ARPC response code. Other or different operations may be performed by the card 502, in
accordance with embodiments of the invention.

Similarly, the issuer host 504 is preferably adapted to perform one or more
operations, such as, for example, receiving the IAD sent by the card 502 and processing the
external CVR in the IAD (e.g., checking the values of the offline CRM resources in the IAD
against the account balance) and checking the ARQC sent by the card. The issuer 504 is
preferably further operative to generate the IAhD, which typically comprises ARPC and
ARPC response code (or its equivalent), and to send this information to the card 502 for
taking appropriate action thereon. Other or different operations may be performed by the
issuer 504, in accordance with embodiments of the invention.

When receiving the IAD during an online connection, the issuer host 504 is informed
about the transaction carried out at the point of interaction. The information, which includes
the external CVR and the current values of some designated CRM resources (e.g., offline
accumulators and counters) residing in the chip card 502, allows the issuer 504 to take the

right action(s) concerning authorization of the current transaction and also to determine how
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to reconfigure the CRM resources to either allow or deny further offline operation of the
card.

For example, if the financial status of the cardholder is sound, the issuer 504 may
decide to reset the offline accumulators and counters in card 502, so that the cardholder can
spend offline at his or her convenience. Otherwise, the issuer 504 can set the offline
accumulators and counters to their prescribed upper limits so that no further offline operation
of the card 502 is allowed.

The transmission of actions to be performed from the issuer host 504 to the chip card
502 is accomplished through the IAhD, which preferably comprises an appropriate response
code (referred to herein as the ARPC response code), indicating the approval or denial of a
given transaction and actions to be performed by the chip 502 for reconfiguration of the
CRM resources. The IAhD may optionally include a cryptogram (e.g., ARPC), or alternative
security means, which is operative to guarantee the authenticity and integrity of the ARPC
response code.

As card applications become more complex, the number of accumulators/counters
increases in the chip card. Consequently, the number of different potential actions the issuer
host must communicate to the chip card in the IAhD - ARPC response code to reconfigure
the offline CRM resources increases accordingly (e.g., reset accumulator, but not counter,
etc.). At a certain point, the amount of information to be communicated between the issuer
and card to convey all of the potentially useful actions on CRM resources exceeds the
available space in the IAhD - ARPC response code, the IAhD, and/or the bandwidth of the
communication protocol employed (e.g., ISO 8583). Besides, when the issuer migrates from
a single application to a more complex application, considering the high cost to modify the
issuer software and/or other infrastructure used for online authorization of transactions, it is
desirable that the online interface of the issuer host remain substantially unchanged so as to
communicate the actions required on the extended CRM resources of the card.

Ideally, the issuer seeks to reuse previous values of the ARPC response codes but still
extend the actions in the chip card from a reduced number of accumulators/counters, or other
CRM resources, to an extended set of CRM resources. If backwards compatibility with the
host is required, maintaining the format of the IAhD while still allowing an issuer to choose

between an extended set of available actions on the CRM resources is desirable. Principles
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of the invention combine aspect of encoding and pre-selection to enable the issuer to
efficiently encode the IAhD - ARPC response code and pre-select a subset of actions among
an enhanced number of actions available on the CRM resources.

FIG. 6 depicts at least a portion of an exemplary encoding and pre-selection
methodology 600 for efficient action communication from an issuer host 602 to a chip card
604, according to aspects of the invention. The issuer host 602 includes an order space 606
comprising one or more orders, ol, 02, 03, 04 and 0o5. The orders ol through o5 are
preferably commands initiated by issuer 602 and sent to the card 604 for performing explicit
actions on the CRM resources in the card. The invention is not limited to the specific
number of orders encoded in issuer 602. Likewise, the chip card 604 includes an action
space 608 comprising one or more actions, al, a2, a3, ..., a99, al00. Actions al through al100
in card 604 are preferably explicit events performed by the card on certain CRM resources in
the card in response to a corresponding order generated by the issuer 602.

Among the larger action space 608 of different potential actions, the issuer first
selects which actions will be used when the card receives a response from the issuer (e.g.,
when the card is activated for use). To do so, the issuer pre-selects, at card personalization or
an alternative time, a subset 610 of available actions in the card. As depicted in FIG. 6,
actions a5, a6, a7, a8 and al1 are included in subset 610. The invention is not limited to any
specific number or combination of actions included in subset 610. To each pre-selected
action, the issuer assigns a corresponding value of the ARPC response code or a portion of
the ARPC response code, represented by orders ol through o5. Although in this example
each order has a single action associated therewith, it is to be understood that a given order
may correspond to more than one action, and vice versa.

The card application is personalized with a table 612 comprising pre-selected actions
and their assigned ARPC response codes (i.e., orders). The pre-selected actions in table 612
represent specific actions of interest to the issuer 602 to be performed by the card in response
to corresponding orders (e.g., commands) sent to the card 604 by the issuer. Table 612 is
preferably personalized by the issuer 602 and acts as a parameterization structure for the
order-to-action mapping process in a manner similar to parameterization structure 310 shown

in FIG. 3. It is to be appreciated that both table 612 and parameterization structure 310 may
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reside in the personalization parameters of a payment device (e.g., card), such as, for
example, in a memory of the payment device.

Table 612, which may comprise a look-up table, can be implemented using an
indexed array or alternate data structure. The pre-selection table could be implemented as a
decision tree based on the value of individual bits in the ARPC response code. A look-up
table can be implemented as a linked list, a hash table, tree, etc., as will be understood by

those skilled in the art. See, e.g., table 1 below illustrating an exemplary assignment table,

whereby an order o/ is mapped to one or more card internal actions aj, where i =1, ..., N, and
j=1,.., M.
Order Card Internal Actions
ol al, a$
0i 8/, ak, al
oN aM
Table 1

The issuer transmits to the card, in the IAhD, an ARPC response code. The ARPC
response code or a pre-defined subset of the ARPC response code (e.g. the ARPC response
code after it has been masked by a logical AND with a personalized or hard-coded mask
bitmap) is then used by the card as a pointer or index to a corresponding action (or actions or
set of indices to actions) to be performed. The assignment of actions to a given order is
essentially unlimited. Moreover, the action(s) to be performed in response to a given order
can be easily controlled (customized) by the issuer host simply by selectively reconfiguring
table 612 stored in the card to generate a different mapping assignment.

By way of example only and without loss of generality, table 612 in FIG. 6 includes a
specific mapping. When a first ARPC response code indicative of order ol is sent to the
card, the card software then finds in table 612, using the ARPC response code as a look up
index, the explicit action(s) a6 on the CRM resources to be performed. When a second
ARPC response code indicative of order 02 is sent to the card, the card application finds in
table 612, using the ARPC response code as a look up index, the explicit action(s) a8 on the

CRM resources to be performed. Likewise, a third ARPC response code indicative of order
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03 will cause the card application to perform action(s) a5 on the CRM resources; a fourth
ARPC response code indicative of order o4 will cause the card application to perform
action(s) all on the CRM resources; and a fifth ARPC response code indicative of order 05
will cause the card application to perform action(s) a7 on the CRM resources.

The actions performed on accumulators and counters in the card may have the
following exemplary format, in the illustrative case in which the CRM comprises four pairs
(e.g., accumulator and counter) of CRM resources, as depicted in tables 2 and 3 below.
Table 2 shows exemplary actions performed on the accumulators in the card, and Table 3
shows exemplary actions performed on the counters in the card. For economy of description,
actions for only one accumulator and one counter are shown, although it is to be appreciated
that similar bit assignments will apply to the remaining accumulators and counters. If all

possible combinations of the listed actions were shown, each table would include 256 entries.

B8 |B7 | B6 | B5| B4 | B3 | B2 | Bl meaning
Update accumulator 1
Do not update accumulator
Reset accumulator to zero
Set accumulator to upper offline limits
Add transaction to accumulator
X | X Update accumulator 2
X | X Update accumulator 3
X | x | Update accumulator 4

— OO
—l— OO

Table 2

B8 |B7 | B6 | BS | B4 | B3 | B2 | B1 meaning
Update counter 1
Do not update counter
Reset counter to zero
Set counter to upper offline limits
Add transaction to counter
X | x Update counter 2
X | x Update counter 3
x | x | Update counter 4

ot R =l Ko K= I
—_——lo|o| ™

Table 3
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With reference to tables 2 and 3 above, two bytes are needed for an issuer to send
directly to the card the actions in the exemplary ARPC response code (e.g., one byte for
accumulator actions and one byte for counter actions). In current MasterCard M/Chip
applications (e.g., M/Chip4), two bytes are used to convey ARPC response codes, although
all bits may not be available (since several bits will already be dedicated for other ARPC
response code functions, such as transaction approval control, etc.). For example, in certain
M/Chip applications, bits 1 to 4 of the first byte are already used for a personal identification
number (PIN) “try counter.” In the second byte, bit 5 is used for approve/decline status, bit 4
is used for an update PIN try counter flag, and bit 3 is used to set or reset a “go online next
transaction” flag. The remaining nine bits are reserved for future use.

However, it is likely that the issuer will not use all the potential values of actions, but
only a subset thereof. Therefore, during card personalization or at other times (as may be
determined by the issuer), the issuer preferably pre-selects a subset (e.g., 8 different actions)
of the total actions available in the card and assigns an ARPC response code value to each
pre-selected action, according to techniques of the invention. Using this pre-selection
approach, eight different values of the ARPC response code are sufficient to trigger the
different actions most commonly used (and there is room in the ARPC response code for
eight different values, compared to the 2! (65,536) needed if the action were to be directly
sent in the ARPC response code). Note, that in this illustrative example, each action (the two
byte binary value described in tables 2 and 3) is comprised of several sub-actions (Update,
Do not update, Reset, and Set) for each of four accumulators and four counters. As the
coding of each action in this example can perform the entire range of actions available on all
the accumulators and counters, only one such action is required per ARPC response code.

The above exemplary description is specific to a MasterCard M/Chip application
which uses a two-byte ARPC response code in the IAhD. However, one skilled in the art
given the teachings herein would readily understand, without undue experimentation, that the
same principles could be applied to any EMV-compatible application, or even applications
that do not utilize a standard communication protocol (e.g., proprietary protocols and the
like). And thus the invention is not limited to any specific transaction infrastructure. For
example, the EMV Common Payment Application utilizes a four-byte card status update in

the IAhD which, like in the previous example, is restricted in the actions that can be encoded
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and could therefore equally benefit from techniques of the invention by implementing a
translation from the external card status update and the actual actions performed by the
application.

There is a large range of other potential actions that could be implemented by an
application in response to issuer instructions received in the IAhD. For example, an
application could support setting the lower and upper limits of counters/accumulators to
predefined values. As the bandwidth available in the IAhD is limited for all EMV-
compatible applications, there will be significant benefit in translating, through
personalization settings and the like, the external instructions that can be communicated in
the IAhD into selected internal actions to be performed by the application.

Aspects of the invention described herein are advantageous in that they beneficially
optimize the usage of the limited amount of data that can be returned in the response of an
online transaction by the issuer to the card in order to reconfigure the CRM resources of the
card. Moreover, principles of the invention allow an issuer using different types of cards that
use the inventive mechanism to parameterize cards in a way that one ARPC response code
triggers similar (but not necessarily identical) actions within the various cards. This allows
the issuer to minimize the complexity of the issuer host systems that must manage different
types of cards. One benefit provided by principles of the invention, which is expected to be
of major interest for issuers who migrate to cards implementing this mechanism, is that it
allows the reuse of the existing issuer host logic related to the ARPC response code
production and usage, while allowing operation of cards in the field with extended CRM

resources and refined offline risk management.

System and Article of Manufacture Details

Embodiments of the invention can employ hardware and/or hardware and software
aspects. Software includes but is not limited to firmware, resident software, microcode, etc.
Software might be employed, for example, in connection with one or more of a terminal 122,
124, 125, 126, a reader 132, a host, server, and/or processing center 140, 142, 144 (optionally
with data warehouse 154) of a merchant, issuer, acquirer, processor, or operator of a network

2008 operating according to a payment system standard (and/or specification), and the like.
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Firmware might be employed, for example, in connection with payment devices such as
cards 102, 112, 1302.

FIG. 7 is a block diagram of a system 700 that can implement part or all of one or
more aspects or processes of the invention. As shown in FIG. 7, memory 730 configures the
processor 720 (which could correspond, e.g., to processor portions 106, 116, 130, 1306,
1460; a processor of a reader 132; processors of remote hosts in centers 140, 142, 144;
processors of hosts and/or servers implementing various functionality, and the like) to
implement one or more aspects of the methods, steps, and functions disclosed herein
(collectively, shown as process 780 in FIG. 7). Different method steps can be performed by
different processors. The memory 730 could be distributed or local and the processor 720
could be distributed or singular. The memory 730 could be implemented as an electrical,
magnetic or optical memory, or any combination of these or other types of storage devices
(including memory portions as described above with respect to cards 102, 112, 1302). It
should be noted that if distributed processors are employed, each distributed processor that
makes up processor 720 generally contains its own addressable memory space. It should also
be noted that some or all of computer system 700 can be incorporated into an application-
specific or general-use integrated circuit. For example, one or more method steps could be
implemented in hardware in an ASIC rather than using firmware. Display 740 is
representative of a variety of possible input/output devices.

As is known in the art, part or all of one or more aspects of the methods and apparatus
discussed herein may be distributed as an article of manufacture that itself comprises a
tangible computer readable recordable storage medium having computer readable code
means embodied thereon. The computer readable program code means is operable, in
conjunction with a computer system, to carry out all or some of the steps to perform the
methods or create the apparatuses discussed herein. A computer-usable medium may, in
general, be a recordable medium (e.g., floppy disks, hard drives, compact disks, EEPROMs,
or memory cards) or may be a transmission medium (e.g., a network comprising fiber-optics,
the world-wide web, cables, or a wireless channel using time-division multiple access, code-
division multiple access, or other radio-frequency channel). Any medium known or
developed that can store information suitable for use with a computer system may be used.

The computer-readable code means is any mechanism for allowing a computer to read
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instructions and data, such as magnetic variations on a magnetic medium or height variations
on the surface of a compact disk. The medium can be distributed on multiple physical
devices (or over multiple networks). For example, one device could be a physical memory
media associated with a terminal and another device could be a physical memory media
associated with a processing center. As used herein, a tangible computer-readable recordable
storage medium is intended to encompass a recordable medium, examples of which are set
forth above, but is not intended to encompass a transmission medium or disembodied signal.

The computer systems and servers described herein each contain a memory that will
configure associated processors to implement the methods, steps, and functions disclosed
herein. Such methods, steps, and functions can be carried out, by way of example and not
limitation, by processing capability on elements 122, 124, 126, 140, 142, 144, 130, 132,
2004, 2006, 2008, 2010, or by any combination of the foregoing. The memories could be
distributed or local and the processors could be distributed or singular. The memories could
be implemented as an electrical, magnetic or optical memory, or any combination of these or
other types of storage devices. Moreover, the term “memory” should be construed broadly
enough to encompass any information able to be read from or written to an address in the
addressable space accessed by an associated processor. With this definition, information on a
network is still within a memory because the associated processor can retrieve the
information from the network.

Thus, elements of one or more embodiments of the invention, such as, for example,
122, 124, 126, 140, 142, 144, 130, 132, 2004, 2006, 2008, 2010, can make use of computer
technology with appropriate instructions to implement method steps described herein. Some
aspects can be implemented, for example, using one or more servers which include a memory
and at least one processor coupled to the memory. The memory could load appropriate
software. The processor can be operative to perform one or more method steps described
herein or otherwise facilitate their performance.

Accordingly, it will be appreciated that one or more embodiments of the invention
can include a computer program comprising computer program code means adapted to
perform one or all of the steps of any methods or claims set forth herein when such program
is run on a computer, and that such program may be embodied on a computer readable

medium. Further, one or more embodiments of the present invention can include a computer
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comprising code adapted to cause the computer to carry out one or more steps of methods or
claims set forth herein, together with one or more apparatus elements or features as depicted
and described herein.

As used herein, including the claims, a “server” includes a physical data processing
system (for example, system 700 as shown in FIG. 7) running a server program. It will be
understood that such a physical server may or may not include a display, keyboard, or other
input/output components. A “host” includes a physical data processing system (for example,
system 700 as shown in FIG. 7) running an appropriate program.

Furthermore, it should be noted that any of the methods described herein can include
an additional step of providing a system comprising distinct software modules (in this
context, inclusive of firmware as well) embodied on one or more tangible computer readable
storage media. All the modules (or any subset thereof) can be on the same medium, or each
can be on a different medium, for example. The modules can include any or all of the
components shown in the figures. In one or more embodiments, the modules include a
payment application module incorporating a CVR translation module and an ARPC response
code translation module on the card or other payment device. The payment application
module, CVR translation module and ARPC response code translation module can run on
one or more hardware processors of a card or other payment device; in general, all modules
could run on the same processor, each module could run on a separate processor, and so on.
The method steps can then be carried out using the distinct software modules of the system,
as described above, executing on the one or more hardware processors. Further, a computer
program product can include a tangible computer-readable recordable storage medium with
code adapted to be executed to carry out one or more method steps described herein,
including the provision of the system with the distinct software modules.

Computers discussed herein can be interconnected, for example, by one or more of
network 138, 2008, another virtual private network (VPN), the Internet, a local area and/or
wide area network (LAN (e.g., LAN 663) and/or WAN), via an EDI layer, and so on. The
computers can be programmed, for example, in compiled, interpreted, object-oriented,
assembly, and/or machine languages, for example, one or more of C, C++, Java, Visual
Basic, and the like (an exemplary and non-limiting list), and can also make use of, for

example, Extensible Markup Language (XML), known application programs such as
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relational database applications, spreadsheets, and the like. The computers can be
programmed to implement the logic depicted in the flow charts and other figures.

Although illustrative embodiments of the present invention have been described
herein with reference to the accompanying drawings, it is to be understood that the invention
is not limited to those precise embodiments, and that various other changes and modifications
may be made by one skilled in the art without departing from the scope or spirit of the

invention.
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Claims

What is claimed is:
1. A method for facilitating communications between an electronic payment device and
an issuer host, the method comprising the steps of:

storing, in the payment device, a set of personalization parameters;

performing at least one of (i) transforming, as a function of the set of
personalization parameters, a first set of status information indicative of available status
information relating to the payment device into a second set of status information, the second
set of status information comprising a subset of the first set of status information, and (ii)
selecting, from a first set of actions indicative of available actions to be performed by the
payment device, a second set of actions as a function of the set of personalization parameters
and an order received from the issuer host for initiating at least one corresponding action in
the payment device, the second set of actions being a subset of the first set of actions; and

the payment device performing at least one of (i) transmitting the second set
of status information to the issuer host, and (ii) ivnitiating all actions in the second set of

actions corresponding to the order received from the issuer host.

2. The method of claim 1, wherein the status information relating to the payment device
comprises internal data generated by the payment device for tracking a status of risk
management resources used by a payment application program executing on the payment

device.

3. The method of claim 1, wherein the step of storing the set of personalization
parameters comprises generating a mapping including one or more tuples, each of the tuples
corresponding to a given bit in the second set of status information, each tuple including a
first element identifying a corresponding offset into the first set of status information and a
second element identifying which bits of information in the first set of status information to

consider in computing a value of a corresponding bit in the second set of status information.

4. The method of claim 3, wherein a value of a given bit in the second set of status

information is computed by:
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retrieving a first value from an offset into the first set of status information
identified by the first element of a selected tuple corresponding to the given bit in the second
set of status information,;

comparing the first value from the offset into the first set of status information
and the second element of the selected tuple; and

for each set bit position in the second element of the selected tuple, setting the
given bit in the second set of status information when at least one of the bits in the first value

corresponding to set bit positions in the second element of the selected tuple is set.

5. The method of claim 3, wherein a value of a given bit in the second set of status
information is computed by:

retrieving a first value from an offset into the first set of status information
identified by the first element of a selected tuple corresponding to the given bit in the second
set of status information;

comparing the first value from the offset into the first set of status information
and the second element of the selected tuple; and

for each set bit position in the second element of the selected tuple, setting the
given bit in the second set of status information when all of the bits in the first value

corresponding to set bit positions in the second element of the selected tuple are set.

6. The method of claim 1, wherein the set of personalization parameters comprises at
least one of: selected status information in the first set of status information that the issuer
host is interested in receiving; and one or more actions in the first set of actions that the
issuer host is interested in being performed by the payment device in response to

corresponding orders initiated by the issuer host.

7. The method of claim 1, wherein the status information relating to the payment device
comprises data to be sent from the payment device to the issuer host during at least one of
authorization, clearing and settlement of one or more payment transactions associated with

the payment device.
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8. The method of claim 1, wherein the step of storing the set of personalization
parameters comprises generating a mapping including one or more orders associated with the
issuer host and one or more selected actions in the first set of actions to be performed by the
payment device, each given order in the mapping being assigned by the issuer host to at least
a corresponding one of the selected actions in the mapping to be performed by the payment

device in response to the given order.

9. The method of claim 8, wherein an authorization response cryptogram (ARPC)
response code included in an authorization response sent by the issuer host to the payment

device comprises an order in the mapping.

10.  The method of claim 8, wherein a given order in the mapping is assigned a plurality

of corresponding selected actions to be performed by the payment device in response thereto.

11.  The method of claim 8, wherein the mapping comprises a table including a plurality
of entries, each entry including at least one of the selected actions in the mapping, each of the
orders in the mapping being used as an index to a corresponding entry in the table, the
payment device performing the at least one of the selected actions associated with an entry

indexed by a corresponding one of the orders.

12.  The method of claim 1, wherein for each check that matches a predetermined event in
a risk management processing action performed by the payment device, a corresponding bit

in the first set of status information is set.

13.  The method of claim 1, wherein the first set of actions comprises at least one of
updating at least one accumulator in the payment device, updating at least one counter in the
payment device, setting at least one accumulator in the payment device to a prescribed value,
setting at least one counter in the payment device to a prescribed value, adding a transaction
to at least one accumulator in the payment device, adding a transaction to at least one counter

in the payment device, setting at least one accumulator in the payment device to a prescribed
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offline limit, and setting at least one counter in the payment device to a prescribed offline

limit.

14.  The method of claim 1, wherein the personalization parameters are stored in the
payment device by the issuer host when the payment device receives a response from the

issuer host.

15.  The method of claim 1, wherein the personalization parameters are stored in the

payment device by the issuer host during an initialization of the payment device.

16.  The method of claim 1, further comprising modifying, by the issuer host, at least one
personalization parameter stored in the payment device during a lifecycle of the payment

device.

17.  The method of claim 1, wherein the first set of status information has a first bit length
corresponding thereto, and the second set of status information has a second bit length

corresponding thereto, the first bit length being greater than or equal to the second bit length.

18.  The method of claim 1, wherein the first set of status information has a first bit length
corresponding thereto, and the second set of status information has a second bit length

corresponding thereto, the second bit length being greater than or equal to the first bit length.

19.  The method of claim 1, further comprising encoding information other than status
information relating to the payment device into the second set of information for

transmission to the issuer host.

20.  An apparatus for facilitating communications between an electronic payment device
and an issuer host, the apparatus comprising:
means for storing, in the payment device, a set of personalization parameters;
means for performing at least one of (i) transforming, as a function of the set

of personalization parameters, a first set of status information indicative of available status
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information relating to the payment device into a second set of status information, the second
set of status information comprising a subset of the first set of status information, and (ii)
selecting, from a first set of actions indicative of available actions to be performed by the
payment device, a second set of actions as a function of the set of personalization parameters
and an order received from the issuer host for initiating at least one corresponding action in
the payment device, the second set of actions being a subset of the first set of actions;

means for transmitting the second set of status information to the issuer host;
and

means for initiating all actions in the second set of actions corresponding to

the order received from the issuer host.

21.  An electronic payment device, comprising:

memory operative to store status information and a set of personalization
parameters relating to the payment device; and

at least one processor coupled to the memory, the at least one processor being
operative: (i) to transform, as a function of the set of personalization parameters, a first set of
status information indicative of available status information relating to the payment device
into a second set of status information, the second set of status information comprising a
subset of the first set of status information; (ii) to select, from a first set of actions indicative
of available actions to be performed by the payment device, a second set of actions as a
function of the set of personalization parameters and an order received from an issuer host
for initiating at least one corresponding action in the payment device, the second set of
actions being a subset of the first set of actions; (iii) to transmit the second set of status
information to the issuer host; and (iv) to initiate all actions in the second set of actions

corresponding to the order received from the issuer host.

22.  The device of claim 21, wherein the personalization parameters are defined by the

issuer host.

23.  The device of claim 21, wherein the set of personalization parameters comprises at

least one of: selected status information in the first set of status information that the issuer
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host is interested in receiving; and one or more actions in the first set of actions that the
issuer host is interested in being performed by the payment device in response to

corresponding orders initiated by the issuer host.

24.  The device of claim 21, wherein the at least one processor is further operative to
generate a mapping including one or more tuples, each of the tuples corresponding to a given
bit in the second set of status information, each tuple including a first element identifying a
corresponding offset into the first set of status information and a second element identifying
which bits of information in the first set of status information to consider in computing a

value of a corresponding bit in the second set of status information.

25.  The device of claim 24, wherein a value of a given bit in the second set of status
information is computed by the at least one processor by:

retrieving a first value from an offset into the first set of status information
identified by the first element of a selected tuple corresponding to the given bit in the second
set of status information;

comparing the first value from the offset into the first set of status information
and the second element of the selected tuple; and

for each set bit position in the second element of the selected tuple, setting the
given bit in the second set of status information when at least one of the bits in the first value

corresponding to set bit positions in the second element of the selected tuple is set.

26.  The device of claim 24, wherein a value of a given bit in the second set of status
information is computed by the at least one processor by:

retrieving a first value from an offset into the first set of status information
identified by the first element of a selected tuple corresponding to the given bit in the second
set of status information;

comparing the first value from the offset into the first set of status information

and the second element of the selected tuple; and
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for each set bit position in the second element of the selected tuple, setting the
given bit in the second set of status information when all of the bits in the first value

corresponding to set bit positions in the second element of the selected tuple are set.

27.  The device of claim 21, wherein the at least one processor is further operative to
generate a mapping including one or more orders associated with the issuer host and one or
more selected actions in the first set of actions to be performed by the payment device, each
given order in the mapping being assigned by the issuer host to at least a corresponding one
of the selected actions in the mapping to be performed by the payment device in response to

the given order.

28.  An article of manufacture for facilitating communications between an electronic
payment device and an issuer host, said article of manufacture comprising a machine
readable medium containing one or more programs which when executed implement the
steps of:

storing, in the payment device, a set of personalization parameters;

performing at least one of (i) transforming, as a function of the set of
personalization parameters, a first set of status information indicative of available status
information relating to the payment device into a second set of status information, the second
set of status information comprising a subset of the first set of status information, and (ii)
selecting, from a first set of actions indicative of available actions to be performed by the
payment device, a second set of actions as a function of the set of personalization parameters
and an order received from the issuer host for initiating at least one corresponding action in
the payment device, the second set of actions being a subset of the first set of actions; and

the payment device performing at least one of (i) transmitting the second set
of status information to the issuer host, and (ii) initiating all actions in the second set of

actions corresponding to the order received from the issuer host.
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