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determine whether there should be any change in the display. If so, a mediating device causes a browser push to occur, to thereby
block or otherwise restrict some or all of the display.
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SENSITIVE DISPLAY SYSTEM

TECHNICAL FIELD

This description relates to display systems.

BACKGROUND

Conventional systems exist that allow users to view content and information
displayed on a screen. Examples of such screens include computer monitors, laptop
screens, personal digital assistant (PDA) displays, and cell phone displays. Such
display systems may be stationary, or may have various degrees of portability.

In some cases, display systems are used to display information that is intended
to be viewed only by a particular person or group of people. To the extent that such
displayed information is viewed by unintended parties, due to a Jocation of the device
and/or a location of the unintended party, classified or otherwise private information
may be distributed to an unintended or otherwise undesirable recipient.

SUMMARY

According to one general aspect, secure viewing of a display screen is
provided. A communicatjon is transmitted from a server computer to a client
computer, where the client computer is operable to communicate with the display
screen to display the communication. A presence within a pre-determined distance of
the display screen of a person who is unauthorized to view a portion of the
communication is determined, and a section of the display screen corresponding to the
portion is obscured.

Implementations may have one or more of the following features. For
example, in transmitting the communication, the communication may be intercepted
at an intermediate device.

In determining the presence, identification information related to the person
may be transmitted to a security system, and a security clearance level of the
unauthorized person may be received from the security system, based on the
identification information. In this case, in transmitting ideﬁtiﬁcation information and
receiving the security clearance level, the identification information may be
transmitted and the security clearance level may be received using a publish/subscribe
messaging system.

Further, in transmitting identification information and receiving the security

clearance level, the identification information may be transmitted and the security
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clearance level may be received using a content-based messaging system. Obscuring
the section of the display screen may include selecting the portion to be obscured
based on the security clearance level.

In transmitting the communication, a message may be attached to the
communication, the message containing fields. Data may be inserted into the fields,
the data including the identification information and the security clearance
information, and the portion may be selected based on the data. Further in this case,
the message may be include a hidden frame that is not visible on the display screen as
part of the communication.

In obscuring the section, a current version of the communication may be
saved. It may be determined that the person has moved outside of the pre-determined
distance, and the communication may be displayed in its entirety, including the
portion.

In obscuring the section, an active session may be maintained with the client
computer, and an automatic refresh of the communication may be performed with
respect to the client computer.

In determining the presence, location information may be tracked, with respect
to the display screen, of a group of persons, including the person. In this case,
tracking location information may include viewing the location information on a user
interface, and updating the location information as it changes with respect to a
movement of the group of persons. Also, updating the location information may
include selecting an icon on the user interface that is operable to represent the location
information, where the icon represents the person, and moving the icon on the user
interface, to thereby represent a location of the person relative to the display screen.

In tracking location information, a transmission may be received from a
transmitter associated with the person once the person is within the predetermined
distance of the display screen. The transmission may contain identification
information related to the person.

According to another general aspect, a system for securing a portion of a
display screen from viewing includes a positioning subsystem operable to determine
position information, relative to the display screen, of any one of a group of potential
viewers of the display screen, a security subsystem operable to access identification
information and corresponding security clearance information identifying a security
clearance level of each of the group of potential viewers, and a mediation subsystem
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operable to receive data from a server computer and forward the data to a client
computer for display on the display screen with a portion of the data obscured from
display, where the portion is selected based on the position information received from
the positioning subsystem and the security clearance information received from the
security database.

Implementations may have one or more of the following features. For
example, the mediation subsystem may be operable to obscure the portion based on a
position indication in the position information that a potential viewer is within a pre-
determined distance of the display screen, and a security indication in the security
clearance information that the potential viewer is associated with a security clearance
level that is insufficient to permit viewing of the portion. In this case, a context
subsystem may be included that is operable to determine the position indication and
the security indication for forwarding to the mediation subsystem.

The mediation subsystem may include a session manager that is operable to
maintain an active session between itself and the client computer. In this case, the
mediation subsystem may be operable to obscure the portion by initiating a refresh of
the display screen. Further, the mediation subsystem may be operable to initiate the
refresh by including a hidden frame with the data when forwarding the data to the
client computer.

The positioning subsystem may include a user interface operable to display
icons representing the position information of the group of potential viewers. In this
case, a movement of a selected icon from among the icons on the user interface may
represent updated position information relative to a selected one of the potential
viewers.

The positioning subsystem may include a receiver operable to receive updated
position information from a location transmitter associated with a specific one of the
group of potential viewers, to thereby track a movement of the specific one of the
group of potential viewers.

Also, a communications subsystem may be included that is operable to route
the position information and the security clearance information between the
positioning subsystem, the security subsystem, and the mediation subsystem. In this
case, the communications subsystem may include a publish/subscribe messaging

system, or a a content-based messaging system.
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According to another general aspect, portions of a page of information are
selectively displayed on a display screen. A potential viewer of the display screen is
determined to be within viewing distance of the display screen and is unauthorized to
view a determined portion of the page of information, based on location information
and security information relating to the potential viewer. The page of information is
refreshed with a modified version of the page of information, the modified version
having the determined portion blocked from being displayed, and the modified
version is transmitted for display on the display screen.

Implementations may have one or more of the following features. For
example, in determining that the potential viewer of the display screen is within
viewing distance of the display screen and is unauthorized to view a determined
portion of the page of information, the location information may be tracked on a user
interface operable to display an icon representing a location of the potential viewer
relative to the display screen.

In determining that the potential viewer of the display screen is within viewing
distance of the display screen and is unauthorized to view a determined portion of the
page of information, the location information may be received from a location
transmitter associated with the potential viewer and tracked. Also in determining that
the potential viewer of the display screen is within viewing distance of the display
screen and is unauthorized to view a determined portion of the page of information,
the location information and the security information may be transmitted to a context
subsystem that is operable to perform the determining and output a modification order
containing instructions for creating the modified version, and the modification order
may be transmitted to a mediation subsystem operable to perform the refreshing the
page of information, based on the modification order. In this case, in transmitting the
location information, the security information, and the modification order, the
location information, the security information, and the modification order may be
routed using a content-based messaging system.

In refreshing the page of information, a current version of the page of
information may be obtained from a server computer storing the current version. In
refreshing the page of information, a cached version of the page of information may

be sent from a proxy server storing the cached version.
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The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other features will be apparent from the
description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram of a sensitive display system.

FIG. 2 is an illustration of a network setting in which the sensitive display
system 100 of FIG. 1 is implemented.

FIGS. 3-5 are screen shots output by the sensitive display system 100 of FIG.

FIG. 6 is a screen shot of a configuration screen for configuring the sensitive
display system of F1G. 1.

FIG. 7 is a block diagram of a second implementation of a sensitive display
system.

DETAILED DESCRIPTION

FIG. 1 is a block diagram of a sensitive display system 100. In FIG. 1, a web
server 102 distributes content to one or more browsers 104 by way of a mediator 106.
Content distributed by the web server 102 may include, for example, hyper-text
markup language (HTML) content, extensible markup language (XML) content, or
other types of content that may be distributed using a computer network.

The web server 102 may be connected to the browser 104 and the mediator
106 via virtually any type of wide area network (WAN) or local area network (LAN),
including, for example, the public Internet or an enterprise-wide, private Intranet.
Also, in FIG. 1 and following figures, the browser 104 is merely representative of
techniques for displaying information on a screen of a client device, where that
information is received from a server (such as the web server 102) at the client device.
Many other techniques exist for displaying information on a screen, including, for
example, image viewers, document processing software, and electronic mail (email)
viewers.

The mediator 106 may be similar in design to a proxy device, which is used to,
for example, intercept or otherwise receive content that is distributed from a server to
a client. Such functionality may be useful in, for example, ensuring that previously-
requested content and/or content that is anticipated to be requested is easily and
quickly available to a client. pIn this way, the client may receive the content in an
expedited fashion, relative to retrieving the content directly from an associated server.
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The mediator 106 is operable to view requests from the browser 104, and to
intercept (e.g., corresponding) information transmitted from the server 102. The
mediator 106 also maintains an active session with the browser, as discussed in more
detail below. A database 108 is operable to, for example, cache data (e.g., values in a
form being filled out using the browser 104) that is passed between the browser 104
and the server 102. As discussed in more detail below, the sensitive display system
100 of FIG. 1 is operable to temporarily obstruct a display of such data (values) on the
browser 104, and the just-described caching functionality of the database 108 ensures
that such data (values) are not lost during the obstruction process(es).

The mediator 106 accesses relevant information, including: security
information relative to information that is currently displayed on the browser 104; a
location of the browser 104 (i.e., a location of a client device on which the browser
104 is running); and security classification(s) of all users within a predetermined area
of the browser 104. The mediator 106 is thus able to modify information actually
being displayed on the browser 104 at a given point in time, so as to restrict a display
of classified, secure, or otherwise private information being shown on the browser
104. In this way, content that is kept secure in its transmission over the relevant
network is also kept secure while being displayed.

In other words, the sensitive display system 100 tracks information about a
location and security classification of users within a pre-determined distance of the
browser 104 (as well as location information regarding the browser 104 and its
associated device). Specifically, in the example of the sensitive display system 100 of
FIG. 1, a context manager 110 accepts security information (e.g., specific
classification levels) about potential users of the system 100 from a security system
114.

The context manager 110 resolves the security/user information relative to
location information obtained from a location graphical user interface (GUI) 112,
which provides information about a current location of the relevant users and/or
devices. The context manager 110 compares the security and location information to
the content intercepted by the mediator 106 from webserver 102, and makes a
decision about what, if any, information should be restricted from being displayed on
the browser 104, and communicates this information to the mediator 106.

In the system 100, information between the mediator 106, the context manager
110, the security system 114, and the location GUI 112 is shared via a messaging
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service such as a content-based messaging (CBM) service implemented in a CBM
server 116. The CBM server 116 allows the various messages to be routed, based
only on actual content of the messages being delivered. More specifically, the CBM
server 116 may have information about specific words, phrases, (location/security)
information, or other content within a message. Thus, the CBM server may route the
message based on this content, and not on conventional addressing information that
identifies and designates a particular recipient.

Further, the CBM server 116 allows messaging which is asynchronous and
immediate, in that a producer of a message need not wait for a recipient of the
message to request that message. The CBM server 116 thus insures that the context
manager 110 has the information necessary to make decisions about whether and how
to restrict information shown on the browser 104, and further ensures that decisions of
the context manager 110 are shared in a timely fashion with the mediator 106 for
appropriate implementation.

For example, it may be the case that multiple, co-located browsers 104 are
displaying different information at a given point in time. If a person with a given
security level approaches, different portions of each of the multiple browsers 104 may
have to be obscured. Similarly, if two persons (each with different security levels)
approach a single browser 104, certain portions of the display may have to be
obscured for either, both, or neither of the persons. In these and similar cases, then,
the location and security information must be shared efficiently between the location
GUI 112, the security server 114, and the context manager 110, so that the context
manager 110 may make an appropriate determination and provide appropriate
instruction to the mediator 106.

The CBM server 116 may be, for example, the Elvin system produced by the
Distributed Systems Technology Center (DSTC), or may be some other type of
content-based messaging services such as, for example, Gryphon (produced by
International Business Machines (IBM)), or Keryx (a Java-notification service
produced by Hewlett Packard).

Additionally, other types of messaging services may be used in conjunction
with the system 100. For example, a publish/subscribe messaging service may be
used to share information between the context manager 110, the location GUI 112, the
security system 114, and the mediator 106. Such publish/subscribe systems allow
producers of messages to broadcast those messages to previously-listed parties who

7
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have an interest in receiving messages of a certain type. In system 100, for example,
the security system 114 may be considered to be a publisher of security information
for individuals, a type of information for which the context manager 110 may be
considered to be a subscriber.

In this way, the context manager 110 would have access to this information, so
as to make decisions about what information, if any, should be restricted from display
in the browser 104. As discussed in more detail below, the CBM server 116 also may
provide similar messaging functionality, in a more expedited and efficient manner.
Other types of messaging systems also could be used.

FIG. 2 is an illustration of a network setting in which the sensitive display
system 100 of FIG. 1 is implemented. InFIG. 2, a browser station 202 is associated
with a perimeter 204 that defines a distance around browser station 202. Similarly, a
browser station 206 is associated with a perimeter 208, and a browser station 210 is
associated with a perimeter 212. Although the perimeters 204, 208, and 212 are
shown in FIG. 2 as being circular, it should be understood that Vari‘ous other
perimeters may be set, including directional perimeters defined by a viewing area of a
relevant display.

The browser stations 202, 206 and 210 may be, for example, various
computers within an enterprise setting. For example, the browser station 202 might
represent a computer within a lobby of the enterprise, accessible to employees as well
as visitors of the enterprise. The browser station 210 might represent, for example, a
computer in an office of an employee 214. In this case, an employee 216 may be
located in the office of the employee 214, and thus within the perimeter 212 (ie.,
defined in this case by the office).

Tn the case where a security classification of the employee 214 is higher than
that of a security classification of the employee 216, the sensitive display system 100
of FIG. 1 may be used to restrict information being shown on the browser station 210,
while the employee 216 is within the perimeter 212. Aé another example, when the
browser station 210 is currently displaying information that is private to the employee
214, such as, for example, personal information of the employee 214 such as a social
security number or home address, then the sensitive display system 100 of FIG. 1 also
may be used to restrict display of this information on the browser station 210 while

the employee 216 is within the perimeter 212.
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The browser station 206, meanwhile, may represent a laptop computer 218
being used by participants within a meeting 220. In the case where the employee 216
leaves the perimeter 212 and enters the perimeter 208, the sensitive display system
100 of FIG. 1 may determine restrictions on information being displayed on the
browser station 210. The sensitive display system 100 may then begin enforcing
restrictions on the display of the browser station 206 (i.e., the laptop computer 218).
The latter example assumes, of course, that a nature of information being displayed on
the laptop computer 218 relative to an identity of the employee 216 warrants such a
restriction, as determined by the context manager 110 of the system 100.

Due to, for example, the centralized nature of the sensitive display system 100,
minimal effort or involvement on the part of (most or all) users of the information is
required in order to maintain security of information within an enterprise or other
network setting. Further, an extent to which particular information is restricted,
relative to specific indiviciuals, may be easily maintained and modified by network
administrators. Additionally, such implementation and maintenance features may be
modified, maintained, and implemented by the network administrators (or other
qualified individuals) very quickly, perhaps nearly in real-time or better.

FIG. 3 is a screen shot 300 output by the sensitive display system 100 of FIG.
1. In FIG. 3, a screen portion 302 represents a page requested by a user. More
specifically, in this example, the screen portion 302 represents a portal page that is
associated with the user and produced by the enterprise that employs the user.

A location monitor 304 displays a picture of a relevant setting, as well as
information pertaining to an identify, location, and security classification level(s) of
individuals within the setting. The location monitor 304 also displays location
information pertaining to a device displaying the screen shot 300. Thus, the location
monitor may be thought of aé conveying information about a browser station and
associated perimeter, such as those shown in FIG. 2. Further, it should be understood
that the location monitor 304 may correspond to the location GUI 112 of FIG. 1.

A screen portion 306 contains information about an employee. The
information includes a name of the employee in a line 308, an e-mail address of the
employee in line 310, a telephone number of the employee in line 312, a fax number
of the employee in line 314, and an income level of the employee in line 3 16.
Further, the screen portion 306 includes a role (e.g., job description) of the employee
in section 318. The screen portion 306 also includes a button 320 for submitting

9
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information entered into screen portion 306, a button 322 for “parking” current field
values for later use (i.e., for saving a current state of a user application by pushing the
current values back to the mediator 106 for later use, perhaps at a different (more
secure) location; this functionality may be particularly useful with respect to forms
containing a large number of entries), and a button 324 for clearing information
entered into the screen portion 306.

The location monitor 304 includes a representation 326 of, as already
mentioned, a conference room. In the representation 326, various icons are used to
represent devices and/or users of those devices, to be used in implementing the
sensitive display system 100 of FIG. 1. For example, a laptop icon represents a laptop
computer 328, a star icon represents a manager 330, a triangle icon represents an
engineer 332, and an elliptical icon represents a cleaner 334.

A users legend 336 tracks the relationship between the icons and their
respective represented devices and/or users. Meanwhile, a section 338 of the location
monitor 304 displays a current user of the sensitive display system 100, as well as an
associated security level of that user. In one implementation, the section 338 includes
a drop-down menu for easily selecting between different users. Finally in the location
monitor 304, a section 340 represents a location of the user listed in the section 338,
in terms of a latitude and longitude of that user.

A section 342 contains information about relevant devices, users, and user
classification levels, and assists the mediator 106 in restricting a display of
information within the screen portion 306, as discussed in more detail below with
respect to Figs. 4 and 5. More specifically, the section 342 includes a line 344 for
information about the cleaner 334, a line 346 for information relevant to the engineer
332, and a line 348 for information relevant to the manager 330. Further, the section
342 contains a line 350 for information about the laptop computer device 328, as well
as a line 352 for relating information about the users and their security levels to the
Japtop device 328 and its associative display.

In one implementation, the section 342 may represent a “hidden frame” that is
not viewable to a viewer of the screen portion 306. Such a hidden frame is essentially
an independent web page, or a web page within a web page. That is, it has its own
uniform resource locator (URL), can be operated as its own web page, and can

communicate with other frames within a set of frames composing a given web page.
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For example, in the screen shot 300, the screen portion 302 and the location monitor
304 also may be designed as frames within the overall screen shot 300.

More specifically, a hidden frame often is a frame with the size set to zero (or
nearly zero), so that the frame may contain information that is not immediately
viewable to a user of the web page. As discussed in more detail below, the hidden
frame can thus be refreshed or revised separately from any Vie_wable frames, and,
further, can be designed so as to update only one field at a time within another one(s)
of the remaining frames (for example, a value for a particular field may be loaded into
(or stored in) the hidden frame using, for example, javascript, a scripting language
generally used to design interactive web sites, and then loaded from the hidden frame
into the particular field when permitted by the sensitive display system 100).

Such a hidden frame may be used in conjunction with a session manager
associated with the mediator 106. In one implementation, this session manager is
written as a java servlet application. A Java servlet is a server-side program, written
in the programming language Java, that may be executed from within a plurality of
other applications, including remote client-side applications. Java servlets allow
dynamic interactions with users, and are persistent (meaning that, once invoked, they
can be maintained in memory and fill multiple requests). In other implementations,
however, such a session manager may be written as a variety of applications, and/or
using a number of different programming languages. For example, the session
manager could be written as a common gateway interface (CGI) program.

Such a session manager may be responsible for, for example, initiating and
maintaining an active session between the mediator 106 and the browser 104 (e.g.,
screenshot 300). More specifically, the session manager might maintain an inventory
of information (e.g., received from the context manager 110) regarding which users
are within a perimeter of a relevant device, as well as what information is being
currently shown on that device.

Upon making a decision that information displayed within the screen shot 300
should be restricted, such a session manager within the mediator 106 may send out a
message within the hidden frame of section 342 to refresh and/or update information
within the screen portion 306. In this way, portions of the information within the
screen portion 306 may be updated at a given point in time, so as to be restricted from

display.
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For example, in a screenshot 400 of FIG. 4, the location monitor 304 indicates
that the engineer 332 has moved to a new location, as indicated by longitude
information 402, and is within a predefined perimeter of the laptop device 328. Asa
result, information 404 within the line 346 provides information about the engineer
332, as well as a location and security classification of the engineer 332.

Thus, information 406 within the line 352 indicates that WO USers (i.e., the
engineer 332 and the manager 330) can see the display of the laptop device 328, and
communicates that the display security level should be set to a level corresponding to
that of the engineer 332. This information is shared between the context manager
110, the security system 114, and the location GUI 112, via the CBM server 116. In
this way, the context manager 110 communicates with the security system 114 to
determine information that is to be restricted from the screen portion 306. As a result,
in screen portion 306, a section 408 is designated as classified and corresponding
information (i.e., a telephone or fax number, income level) are hidden from view.

In FIG. 5, the location monitor 304 indicates that the engineer 332 has again
changed location, and is outside of a perimeter associated with the laptop device 328.
However, the cleaner 334 has now relocated. The re-location of the cleaner 334 is
reflected in the information 502 within the section 338, as well as the new latitude
information 504 that is within the section 340.

As a result, information 506 within the section 344 reflects this updated user,
Jocation, and security level information. Information 508 within the line 352 also is
updated to reflect the fact that one user (i.e., the cleaner 334) can see a display of the
laptop device 328. As a result, the mediator 106 sets the security level of the display
of the laptop device 328 to a lower level. Thus, in the section 510, additional
information is restricted from view and marked as classified. It also should be noted
in the example of screen shot 500 of FIG. 5 that the manager 348 also has relocated,
as indicated within the location monitor 304.

In some implementations, including the example of FIGS. 3-5, users may
indicate relocation of themselves or other users simply by moving the corresponding
icons within the location monitor 304. In other implementations, security badges or
other transmitting devices, including, for example, a global positioning system (GPS),
may be used to automatically track location information relative to particular users.
Such automatic location information could be used in conjunction with, or as an
alternative to, the location GUI 112 of FIG. 1. As aresult, in various
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implementations, the location monitor 304 within screen shots 300, 400, and 500 may
or may not be visible to a particular user of the corresponding display device.

The mediator 106 also may be responsible for saving current values of
restricted-view fields (e.g., fields 312, 314, and 316 in the section 408 of FIG. 4). In
this way, upon a relocation of a user, the mediator 106 may replace the classified
sections of the display screen with their previous and/or current values. Although the
hidden frame 342 is used in FIGS. 3-5, the sensitive display system 100 of FIG. 1 also
could be implemented by requiring users to simply click on a submit or refresh button
within the browser window.

In the section 338 of the screen shots 300, 400, and 500, the security level of a
particular user may be set by a user of the location monitor 304. Alternatively, an
administrator may set such security levels from a central location. In either case, the
mediator 106 may collect the settings and see that they are stored, without
participation by a back-end system (e.g., including the server 102). As a further
alternative, the enterprise system may include security values as initial field values,
which may be collected by the mediator 106 and removed when passed through to the
user.

FIG. 6 is a screen shot 600 of a configuration screen for configuring the
mediator 106 of the sensitive display system 100 of FIG. 1. In FIG. 6, an automatic
configuration section 602 allows the browser to automatically detect proxy settings or
to use an automatic proxy script, whereas a proxy server section 604 allows the user
to select a specific proxy server for a network connection.

As discussed above, the mediator 106 functions in some way similar to a
proxy, and therefore can be accessed by the user via proxy settings of screen shot 600.
In particular, a user can disable a browser from automatically detecting whatever
proxy settings are available by de-selecting a box 606, and may input an automatic
proxy configuration script by selecting a box 608 and entering an address for the
proxy in line 610. The proxy server section 604 allows the user to specify use of a
particular proxy server for the network connection by selecting a box 612 and
specifying an address information 614 and a port information 616. An “advanced”
button 618 allows the user to further set proxy settings in a separate window (not
shown).

The user may select or bypass the selected proxy server in the case where local
addresses are selected, by selecting a box 620. The user may then apply the selected
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settings by clicking an OK button 622, or may cancel the selected changes by
selecting a cancel button 624.

FIG. 7 is a block diagram of a second implementation of a sensitive display
system 700. The sensitive display system 700 of FIG. 7 shares many components
with the sensitive display system 100 of FIG. 1. However, in FIG. 7, the mediator
106 is shown as a first web server 702. More specifically, the first web server 702
may literally be a web server, or may be a device such as the mediator 106 that
emulates a web server with respect to the browser 104.

In FIG. 7, then, the first web server 702 does not act in as a proxy in the
sense(s) described above with respect to the mediator 106. Rather, the first web
server 702 acts as the server for all practical purposes for the browser 104 (or other
client), which may obviate the need for proxy-type communications and settings such
as those described above (e.g., with respect to FIG. 6). Thus, a user of the browser
104 does not need to, for example, make the settings modifications described with
respect to FIG. 6.

In response to communications from the browser 104, the first server 702
communicates with the (second) server 102, and emulates data input into the browser
104 so as to, for example, gain the appropriate content from the second server 102
while masking (to the browser 104) the fact that the second server 102 is being
accessed. For example, the first server 702 may gain content from the second server
102 and modify Uniform Resources Locator (URL) strings (e.g., a URL associated
with a particular graphics file) to point to itself, rather than to the second server 102.
Thus, the user of the browser 104 need not even be aware that these functions are
being performed by the first server 702.

This type of client-server-server communication described with respect to
FIG. 7 is otherwise similar to the sensitive display system 100 of FIG. 1, and thus
provides for the temporary obstruction of sensitive data on the browser 104 in a
similar manner.

As described above, the sensitive display system 100 allows for mediation of
content provided from a source to a recipient, such as from a web server to a web
browser. Mediation may involve intercepting the content, and augmenting/restricting
the content through a browser-push or auto-refresh mechanism, perhaps using a
hidden frame, so as to restrict or otherwise control information displayed on a display
of the recipient device.
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In this way, an integrated security system allows restricted information to be
replaced with security status messages, or other desired content, or to be simply
removed. Thus, when users come within a specified distance from the active display
area, the security classification level of the approaching user is used to determine
whether there should be any change in the display. If so, a mediating device causes a
browser push to occur, to thereby block or otherwise restrict some or all of the
display.

In various implementations, this management of information being displayed
may be achieved through an active browser session. Environment information may
be broadcast in conjunction with multiple communication modes (e.g., browser-based
and publish/subscribe), where the communication modes are merged to thereby affect
an augmented browser content delivery system.

Also, although the above implantations have discussed server-client
environments, it also is possible to implement a sensitive display system on a single
computer/display device. For example, such a device may have access to all of the
necessary and relevant location, security, and content information, e.g., could be
located in the position of the mediator 106. In this implementation, however, the
CBM server 116 or other messaging/routing needs may be less than in the
implementations described above (although the CBM server 116 may still be used for
functions such as, for example, collection of security information), as the device
would generally only be responsible for itself and its own location.

A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made. Accordingly, other

implementations are within the scope of the following claims.
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WHAT IS CLAIMED IS:
1. A method for providing secure viewing of a display screen comprising:

transmitting a communication from a server computer to a client computer,
where the client computer is operable to communicate with the display screen to

display the communication;

determining a presence within a pre-determined distance of the display screen

of a person who is unauthorized to view a portion of the communication; and
obscuring a section of the display screen corresponding to the portion.

2. The method of claim 1 wherein transmitting the communication

comprises intercepting the communication at an intermediate device.
3. The method of claim 1 wherein determining the presence comprises:

transmitting identification information related to the person to a security

system; and

receiving a security clearance level of the unauthorized person from the

security system, based on the identification information.

4. The method of claim 3 wherein transmitting identification information
and receiving the security clearance level comprise transmitting the identification
information and receiving the security clearance level using a publish/subscribe

messaging system.

5. The method of claim 3 wherein transmitting identification information
and receiving the security clearance level comprise transmitting the identification
information and receiving the security clearance level using a content-based

messaging system.

6. The method of claim 3 wherein obscuring the section of the display
screen comprises selecting the portion to be obscured based on the security clearance

level.

7. The method of claim 3 wherein transmitting the communication

comprises:

attaching a message to the communication, the message containing fields;
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inserting data into the fields, the data including the identification information
and the security clearance information; and
selecting the portion based on the data.

8. The method of claim 7 wherein the message includes a hidden frame

that is not visible on the display screen as part of the communication.

9. The method of claim 1 wherein obscuring the section farther

comprises:
saving a current version of the communication;

determining that the person has moved outside of the pre-determined distance;

and
displaying the communication in its entirety, including the portion.

10.  The method of claim 1 wherein obscuring the section further comprises

maintaining an active session with the client computer.

11.  The method of claim 1 wherein obscuring the section comprises
performing an automatic refresh of the communication with respect to the client

computer.

12.  The method of claim 1, wherein determining the presence further
comprises tracking location information, with respect to the display screen, of a group

of persons, including the person.

13.  The method of claim 12, wherein tracking location information further

comprises:
viewing the location information on a user interface; and

updating the location information as it changes with respect to a movement of

the group of persons.

14.  The method of claim 13 wherein updating the location information

comprises:

selecting an icon on the user interface that is operable to represent the location

information, where the icon represents the person; and

moving the icon on the user interface, to thereby represent a location of the

person relative to the display screen.
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15.  The method of claim 12, wherein tracking location information
comprises receiving a transmission from a transmitter associated with the person once
the person is within the predetermined distance of the display screen, the transmission

containing identification information related to the person.

16. A system for securing a portion of a display screen from viewing, the

system comprising:

a positioning subsystem operable to determine position information, relative to

the display screen, of any one of a group of potential viewers of the display screen;

a security subsystem operable to access identification information and
corresponding security clearance information identifying a security clearance level of

each of the group of potential viewers; and

a mediation subsystem operable to receive data from a server computer and
forward the data to a client computer for display on the display screen with a portion
of the data obscured from display, where the portion is selected based on the position
information received from the positioning subsystem and the security clearance '

information received from the security database.

17.  The system of claim 16 wherein the mediation subsystem is operable
to obscure the portion based on a position indication in the position information that a
potential viewer is within a pre-determined distance of the display screen, and a
security indication in the security clearance information that the potential viewer is
associated with a security clearance level that is insufficient to permit viewing of the

portion.

18.  The system of claim 17 further comprising a context subsystem
operable to determine the position indication and the security indication for

forwarding to the mediation subsystem.

19.  The system of claim 16 wherein the mediation subsystem comprises a
session manager that is operable to maintain an active session between itself and the

client computer.

20.  The system of claim 19 wherein the mediation subsystem is operable

to obscure the portion by initiating a refresh of the display screen.
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21.  The system of claim 20 wherein the mediation subsystem is operable
to initiate the refresh by including a hidden frame with the data when forwarding the

data to the client computer.

22.  The system of claim 16 wherein the positioning subsystem includes a
user interface operable to display icons representing the position information of the

group of potential viewers.

23.  The system of claim 22 wherein a movement of a selected icon from
among the icons on the user interface represents updated position information relative

to a selected one of the potential viewers.

24.  The system of claim 16 wherein the positioning subsystem includes a
receiver operable to receive updated position information from a location transmitter
associated with a specific one of the group of potential viewers, to thereby track a

movement of the specific one of the group of potential viewers.

25.  The system of claim 16 further comprising a communications
subsystem operable to route the position information and the security clearance
information between the positioning subsystem, the security subsystem, and the

mediation subsystem.

26.  The system of claim 25 wherein the communications subsystem

includes a publish/subscribe messaging system.

27.  The system of claim 25 wherein the communications subsystem

includes a content-based messaging system.

28. A method for selectively displaying portions of a page of information

on a display screen, the method comprising:

determining that a potential viewer of the display screen is within viewing
distance of the display screen and is unauthorized to view a determined portion of the
page of information, based on location information and security information relating

to the potential viewer;

refreshing the page of information with a modified version of the page of
information, the modified version having the determined portion blocked from being

displayed; and

transmitting the modified version for display on the display screen.
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29.  The method of claim 28 wherein determining that the potential viewer
of the display screen is within viewing distance of the display screen and is
unauthorized to view a determined portion of the page of information comprises
tracking the location information on a user interface operable to display an icon

representing a location of the potential viewer relative to the display screen.

30.  The method of claim 28 wherein determining that the potential viewer
of the display screen is within viewing distance of the display screen and is
unauthorized to view a determined portion of the page of information comprises
tracking the location information received from a location transmitter associated with

the potential viewer.

31.  The method of claim 28 wherein determining that the potential viewer
of the display screen is within viewing distance of the display screen and is

unauthorized to view a determined portion of the page of information comprises:

transmitting the location information and the security information to a context
subsystem that is operable to perform the determining and output a modification order

containing instructions for creating the modified version; and

transmitting the modification order to a mediation subsystem operable to

perform the refreshing the page of information, based on the modification order.

32.  The method of claim 31 wherein transmitting the location information,
the security information, and the modification order comprises routing the location
information, the security information, and the modification order using a content-

based messaging system.

33.  The method of claim 28 wherein refreshing the page of information
comprises obtaining a current version of the page of information from a server

computer storing the current version.

34.  The method of claim 28 wherein refreshing the page of information
comprises sending a cached version of the page of information from a proxy server

storing the cached version.
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