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(57) Abstract: Wireless network access is described. Prompt information can be received, where the prompt information is used to
prompt existence of access point (AP) information that can be acquired. The AP information can be acquired by using a low-energy

o wireless communication protocol. An AP can be selected to access a wireless network according to the AP information,. A client
device can be prompted, by sending prompt information to the client device before the client device accesses an AP, that the client
device can acquire AP information, so that a user can select the most appropriate AP according to the AP information. Enabling re -
ceipt of the AP information after the prompt information is received can reduce power consumption of the client device, and use of
the low-energy wireless communication protocol can further reduce power consumption costs of the client device.



WIRELESS NETWORK ACCESS

Related Application

[0001] The present international patent cooperative treaty (PCT) application

claims the benefit of priority to Chinese Patent Application No. 201310628663.3, filed on

November 30, 2013, and entitled "Wireless Network Access Method and Access

Apparatus", which is hereby incorporated into the present international PCT application

by reference herein in its entirety.

Technical Field

[0002] The present application relates to the field of wireless communication

technologies, and for example, to wireless network access.

Related Art

[0003] With gradual popularization of wireless communication technologies, at

present, many public places (such as shopping malls, cafes, airports, conference centers,

and libraries) are deployed with Wireless Local Area Networks (WLAN) (hereinafter

referred to as "wireless networks"), and a user can have access to local basic network

services after accessing a corresponding wireless network through an access point (AP),

or achieves a faster or cheaper Internet connection, which facilitates people's work and

life. However, in a scenario of the above wireless network, a user may often encounter

such a problem: when there are multiple available APs, an access object generally can

only be selected according to a Signal-to-Noise Ratio (SNR) or received signal strength

(RSS) because current conditions of corresponding networks cannot be known. Evidently,

such a selection is not optimal, because it is likely that a large number of users have

accessed APs with stronger signals, which are very crowded, and after the access,

allocable bandwidth is very limited, which further exacerbates conflicts and congestion,

and even the user is informed of incapability of access after waiting for a long time.

[0004] Therefore, conventional systems do not adequately enable a user to select

the most appropriate wireless network AP.



SUMMARY

[0005] The following presents a simplified summary of the specification to

provide a basic understanding of some aspects of the specification. This summary is not

an extensive overview of the specification. It is intended to neither identify key or critical

elements of the specification nor delineate any scope particular to any embodiments of

the specification, or any scope of the claims. Its sole purpose is to present some concepts

of the specification in a simplified form as a prelude to the more detailed description that

is presented later.

[0006] An example, non-limiting objective of the present application is to provide

a wireless network access method and an access apparatus, so as to enable a user to select

the most appropriate wireless network AP.

[0007] To these and/or related ends, in a first aspect of one or more embodiments

of the present application, a wireless network access method is provided, where the

method includes steps of:

receiving prompt information, where the prompt information is used to prompt

existence of AP information that can be acquired;

acquiring the AP information by using a low-energy wireless communication

protocol; and

selecting, according to the AP information, an AP accessing a wireless network.

[0008] In a second aspect of one or more of the embodiments of the present

application, a wireless network access method is further provided, where the method

includes steps of:

sending prompt information, where the prompt information is used to prompt

existence of AP information that can be acquired; and

sending AP information of one or more APs by using a low-energy wireless

communication protocol.

[0009] In a third aspect of one or more of the embodiments of the present

application, a wireless network access apparatus is further provided, where the apparatus

includes:



a first communication module, configured to receive prompt information, where the

prompt information is used to prompt existence of AP information that can be acquired;

a second communication module, configured to acquire the AP information by using

a low-energy wireless communication protocol; and

an access module, configured to select, according to the AP information, an AP

accessing a wireless network.

[0010] In a fourth aspect of one or more of the embodiments of the present

application, a wireless network access apparatus is further provided, where the apparatus

includes:

a third communication module, configured to send prompt information, where the

prompt information is used to prompt existence of AP information that can be acquired;

and

a fourth communication module, configured to send AP information of one or more

APs by using a low-energy wireless communication protocol.

[0011] In a fifth aspect of one or more of the embodiments of the present

application, a computer readable storage device is provided, comprising at least one

executable instruction, which, in response to execution, causes a system comprising a

processor to perform operations, comprising:

receiving prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information that can be acquired;

acquiring the AP information by using a low-energy wireless communication

protocol; and

selecting, according to the AP information, an AP accessing a wireless network.

[0012] In a sixth aspect of one or more of the embodiments of the present

application, a device for accessing wireless network is provided, comprising a processor

and a memory, wherein the memory storing a computer executable instruction, the

processor being connected with the memory via a communication bus, and when the



device is operating, the processor executes or facilitates execution of the executable

instructions stored by the memory to cause the device to perform operations, comprising:

receiving prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information that can be acquired;

acquiring the AP information by using a low-energy wireless communication

protocol; and

selecting, according to the AP information, an AP accessing a wireless network.

[0013] In a seventh aspect of one or more of the embodiments of the present

application, a computer readable storage device is provided, comprising at least one

executable instruction, which, in response to execution, causes a system comprising a

processor to perform operations, comprising:

sending prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information that can be acquired; and

sending AP information of one or more APs by using a low-energy wireless

communication protocol.

[0014] In a eighth aspect of one or more of the embodiments of the present

application, a device for accessing wireless network is provided, comprising a processor

and a memory, wherein the memory storing a computer executable instruction, the

processor being connected with the memory via a communication bus, and when the

device is operating, the processor executes or facilitates execution of the executable

instructions stored by the memory to cause the device to perform operations, comprising:

sending prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information that can be acquired; and

sending AP information of one or more APs by using a low-energy wireless

communication protocol.

[0015] The method and the apparatus of one or more of the embodiments of the

present application can prompt a client device, by sending prompt information to the

client device before the client device accesses an AP, that it can acquire AP information,



so that a user can select the most appropriate AP according to the AP information;

enabling receipt of the AP information after the prompt information is received can

reduce power consumption costs of the client device to some extent, and use of the

low-energy wireless communication protocol further reduces the power consumption of

the client device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The disclosure will become more fully understood from the detailed

description given herein below for illustration only, and thus are not limitative of the

disclosure, and wherein:

[0017] FIG. 1 is an example flowchart of a wireless network access method

running on a client according to an embodiment of the present application;

[0018] FIG. 2 is an example flowchart of a wireless network access method

running on a client according to another embodiment of the present application;

[0019] FIG. 3 is an example flowchart of a wireless network access method

running on a server according to an embodiment of the present application;

[0020] FIG. 4 is an example flowchart of a wireless network access method

running on a server according to another embodiment of the present application;

[0021] FIG. 5 is an example detailed flowchart of sending a QoS response

message in a wireless network access method running on a client according to an

embodiment of the present application;

[0022] FIG. 6 is an example structural block diagram of a wireless network

access apparatus of a client according to an embodiment of the present application;

[0023] FIG. 7 is an example structural block diagram of a wireless network

access apparatus of a client according to another embodiment of the present application;

[0024] FIG. 8 is an example structural block diagram of a wireless network

access apparatus of a server according to an embodiment of the present application;

[0025] FIG. 9 is an example structural block diagram of a wireless network

access apparatus of a server according to another embodiment of the present application;



[0026] FIG. 10 is an example structural block diagram of a fourth communication

module in a wireless network access apparatus of a server according to an embodiment of

the present application;

[0027] FIG. 1 1 illustrates an example BLE link layer message format and a

message format of a QoS response message according to an embodiment of the present

application;

[0028] FIG. 1 illustrates an example message format of a QoS request message

according to an embodiment of the present application;

[0029] FIG. 13 is an example structural block diagram of a wireless network

access apparatus of a client according to still another embodiment of the present

application; and

[0030] FIG. 14 is an example structural block diagram of a wireless network

access apparatus of a server according to still another embodiment of the present

application.

DETAILED DESCRIPTION

[0031] Specific implementations of the present application are described in detail

hereinafter with reference to the accompanying drawings and embodiments. The

following embodiments are intended to describe the present application, but not to limit

the scope of the present application.

[0032] Embodiments of the present application provide a wireless network access

method; the method runs on a client, and may also run on a client device or another

device. As shown in FIG. 1, the method includes the following steps.

SI 10. Receive prompt information, where the prompt information is used to prompt

existence of AP information that can be acquired.

[0033] As is well known to those skilled in the art, when a client device enters a

region covered by a wireless network, a Beacon message issued by an AP may be heard

on a wireless network advertising channel that may be covered in the region. In the

method of this embodiment, in addition to receipt of the Beacon message, if AP

information that can be acquired exists, the client device further receives prompt

information.



[0034] In the method of this embodiment, the prompt information is used to

prompt the client device of existence of AP information that can be acquired. The AP

information may include one or more of the following content: a network type, an AP ID,

the number of accessed users, total link bandwidth, user effective bandwidth (that is,

available effective bandwidth after user access), link transmission delay, average forward

delay, delay jitter, a time stamp and so on. The prompt information may be sent by one or

more APs, or may be sent by a third-party device. According to the prompt information,

the client device can know a network condition of the wireless network covering the

location thereof, thereby selecting, according to the network condition, the most

appropriate AP to access the corresponding wireless network.

S120. Acquire the AP information by using a low-energy wireless communication

protocol.

[0035] In the method of this embodiment, the AP information is received

according to an agreement between the client device and one or more APs or the

third-party device sending the prompt information and according to a particular

low-energy wireless communication protocol; or the prompt information includes a

requirement on a low-energy wireless communication protocol that should be used for

receiving the AP information, the client device uses the low-energy wireless

communication protocol to receive the AP information, and the low-energy wireless

communication protocol may be any communication protocol whose power consumption

for using a corresponding communication function is lower than power consumption for

using a WiFi function, such as the classic Bluetooth protocol (Bluetooth 1.1, 1.2, 2.0, 2.1,

and 3.0 versions), the Bluetooth Low Energy (BLE) protocol (Bluetooth 4.0 version), the

Zigbee protocol, or the Near Field Communication (NFC) protocol. Therefore, the client

device receives the AP information according to a particular low-energy wireless

communication protocol, thereby reducing power consumption of sending and receiving

the AP information.

S130. Select, according to the AP information, an AP to access a wireless network.

[0036] To sum up, the method of this embodiment can prompt a client device, by

sending prompt information to the client device before the client device accesses an AP,



that it can acquire AP information, so that a user can select the most appropriate AP

according to the AP information; enabling receipt of the AP information after the prompt

information is received can reduce power consumption of the client device to some extent,

and use of the low-energy wireless communication protocol further reduces the power

consumption costs of the client device.

[0037] In the method of this embodiment, AP information is sent and received

according to a low-energy wireless communication protocol, while prompt information

may be sent by using another protocol. Alternatively, the prompt information is included

in a WiFi Beacon message, and is received by a client device together with the Beacon

message. With reference to provisions for a frame format of a Beacon message in an

802.1 1 standard, the notification information may be included in a QoS Capability part or

a Vendor Specific part of the Beacon message, or another suitable field.

[0038] In addition, in order to acquire the AP information, as shown in FIG. 2,

after the prompt information is received, the method of this embodiment further includes

the following step.

Sill. Advertise a QoS request message by using the low-energy wireless

communication protocol.

[0039] In the method of this embodiment, the prompt information is only used to

prompt existence of AP information that can be received, and only indicates: an AP

and/or a third-party device capable of providing the AP information exist/exists, and the

AP and/or the third-party device may not provide the AP information currently. In order

to acquire the AP information, the client device, after receiving the prompt information,

issues a request to a possible AP and/or third-party device by determining a specific QoS

requirement index of a user or an application (for example, the user hopes that an

available effective bandwidth is greater than 2Mbps, and the like) and advertising a QoS

request message by using the low-energy wireless communication protocol. The QoS

request message includes, but is not limited to, QoS requirements on the wireless network

to be accessed, for example, it may further include conditions for responding to the QoS

request message, that is, an AP satisfying the conditions may respond to the QoS request

message to send corresponding AP information.



[0040] There may be more than one AP responding to the QoS message and AP

information from the same AP may be sent multiple times. Therefore, after the AP

information is received, in the method of this embodiment, the AP information is updated

and stored after extraction of key information (for example, a network type, an AP ID, a

time stamp, and other possible information) included therein, so as to select the most

appropriate AP according to the stored information after a preset time (the process of

receiving the AP information ends). It should be noted that, a client may have an AP

information database used to store AP information, the database may maintain an AP

information list, and each time the client receives AP information, the client updates the

AP information list according to key information extracted from the AP information, so

as to provide a basis for screening of APs.

[0041] In addition, as there may be more than one AP responding to the QoS

message, in step S130, the AP to access the wireless network may be selected according

to a preset rule after a preset time. For example, the preset rule may include: selecting an

AP with the least number of accessed users; or may include selecting an AP with a

maximum user available bandwidth, or the like. When the AP information is updated and

stored, screening and sorting may be performed according to the preset rule, or screening

and sorting are not performed.

[0042] Embodiments of the present application further provide another wireless

network access method; the method runs on a server, for example, runs on any one or

more APs, or runs on a third-party device. As shown in FIG. 3, the method includes the

following steps.

S3 10. Send prompt information, where the prompt information is used to prompt

existence of AP information that can be acquired.

[0043] As stated in the embodiment shown in FIG. 1, the prompt information may

be sent by one or more APs, or may be sent by a third-party device, and used to notify a

client about existence of AP information that can be acquired. The AP information may

include one or more of the following content: a network type, an AP ID, the number of

accessed users, total link bandwidth, user effective bandwidth (that is, available effective

bandwidth after user access), link transmission delay, average forward delay, delay jitter,



a time stamp and so on. According to the prompt information, the client device can know

a network condition of the wireless network covering the location thereof, thereby

selecting, according to the network condition, the most appropriate AP to access the

corresponding wireless network.

[0044] Alternatively, the prompt information is included in a WiFi Beacon

message, and is advertised together with the Beacon message and received by a client

device. With reference to provisions for a frame format of a Beacon message in an

802.1 1 standard, the notification information may be included in a QoS Capability part or

a Vendor Specific part of the Beacon message, or another suitable field.

S320. Send AP information of one or more APs by using a low-energy wireless

communication protocol.

[0045] In order to reduce power consumption of sending and receiving the AP

information, according to an agreement with the client device or provisions of the server,

the AP information should be sent by using a particular low-energy wireless

communication protocol after acquisition of the AP information, thereby saving power

consumption of sending the AP information. Evidently, the server and the client use the

same protocol to send and receive the AP information.

[0046] In addition, according to different execution bodies (any one or more APs

or a third-party device) of the method of this embodiment, the manner of acquiring the

AP information may be distributed or centralized. For example, APs acquire network

condition information of their own networks, and advertise the network condition

information respectively; or a particular AP acquires AP information of other APs and

sends the AP information in a centralized manner; or the third-party device acquires

information of APs and sends the information in a centralized manner. Correspondingly,

as shown in FIG. 4, the method of this embodiment may further include:

S31 1. Acquire the AP information of one or more APs.

[0047] In the method of this embodiment, in addition to sending prompt

information and sending AP information, the server may also receive a QoS request

message by using the low-energy wireless communication protocol. Moreover, as shown

in FIG. 5, step S320 further includes the following steps.



5321. Select one or more APs according to the QoS request message.

[0048] The QoS request message includes QoS requirements of a user intending

to access the wireless network, and in step S321, one or more APs satisfying the

requirements are selected to wait for sending.

5322. Generate, according to the low-energy wireless communication protocol, a

QoS response message including AP information of the one or more APs selected in step

S321.

[0049] A format of generating the QoS response message according to the

low-energy wireless communication protocol is, for example, as follows: a format of a

advertising data packet of the AP information from an AP may be <a network type, an

AP ID, one or more kinds of AP information, a time stamp>, but it is not limited thereto.

It should be noted that, when the length of the AP information exceeds a maximum

length limit of the QoS response message to be issued, the AP information may be

divided into a plurality of data packets to send, but each data packet should include a

network type, an AP ID and a time stamp to facilitate judgment on the range of the AP

information.

[0050] In addition, all APs satisfying the QoS requirements may be selected, and

in a case that the QoS request message includes conditions of responding to the QoS

response message, APs satisfying the conditions should be selected.

5323. Send the QoS response message.

[0051] Those skilled in the art can understand that, in the methods of

embodiments of the present application, sequence numbers of the steps do not mean an

order of execution, the order of execution of the steps should be determined according to

their functions and internal logic, but should not pose any limitation to implementation of

the specific embodiments of the present application.

[0052] Embodiments of the present application further provide a wireless network

access apparatus of a client; the apparatus may be a part of a client device or an apparatus

independent of the client device. As shown in FIG. 6, the apparatus 600 in this

embodiment includes the following modules.



[0053] A first communication module 610 is configured to receive prompt

information, where the prompt information is used to prompt existence of AP information

that can be acquired.

[0054] As is well known to those skilled in the art, when a client device enters a

region covered by a wireless network, a Beacon message issued by an AP may be heard

on a wireless network advertising channel that may be covered in the region. In the

apparatus of this embodiment, in addition to receipt of the Beacon message, if AP

information that can be acquired exists, the client device may further receive prompt

information through the first communication module 610.

[0055] In the apparatus of this embodiment, the prompt information is used to

prompt the client device of existence of AP information that can be acquired. The AP

information may include one or more of the following content: a network type, an AP ID,

the number of accessed users, total link bandwidth, user effective bandwidth (that is,

available effective bandwidth after user access), link transmission delay, average forward

delay, delay jitter, a time stamp and so on. The prompt information may be sent by one or

more APs, or may be sent by a third-party device. According to the prompt information,

the client device may know a network condition of the wireless network covering the

location thereof, thereby selecting, according to the network condition, the most

appropriate AP to access the corresponding wireless network.

[0056] A second communication module 620 is configured to acquire the AP

information by using a low-energy wireless communication protocol.

[0057] In the apparatus of this embodiment, the AP information is received

according to an agreement between the client device and one or more APs or the

third-party device sending the prompt information and according to a particular

low-energy wireless communication protocol; or the prompt information includes a

requirement on a low-energy wireless communication protocol that should be used for

receiving the AP information, the client device uses the low-energy wireless

communication protocol to receive the AP information, and the low-energy wireless

communication protocol may be any communication protocol whose power consumption

for using a corresponding communication function is lower than power consumption for

using a WiFi function, such as the classic Bluetooth protocol (Bluetooth 1.1, 1.2, 2.0, 2.1,



and 3.0 versions), the Bluetooth Low Energy (BLE) protocol (Bluetooth 4.0 version), the

Zigbee protocol, or the Near Field Communication (NFC) protocol, and correspondingly,

the second communication module 620 may be a Bluetooth module, a Zigbee module, a

BLE module or a NFC module. Therefore, the second communication module 620

receives the AP information according to a particular low-energy wireless

communication protocol, thereby reducing power consumption of sending and receiving

the AP information.

[0058] An access module 630 is configured to select, according to the AP

information, an AP to access a wireless network.

[0059] To sum up, the apparatus of this embodiment can prompt a client device,

by sending prompt information to the client device before the client device accesses an

AP, that it can acquire AP information, so that a user can select the most appropriate AP

according to the AP information; enabling receipt of the AP information after the prompt

information is received can reduce power consumption costs of the client device to some

extent, and use of the low-energy wireless communication protocol further reduces the

power consumption of the client device.

[0060] In the method of this embodiment, AP information is sent and received

according to a low-energy wireless communication protocol, while prompt information

may be sent by using another protocol. Alternatively, the prompt information is included

in a WiFi Beacon message, and is received by a client device together with the Beacon

message. With reference to provisions for a frame format of a Beacon message in an

802.1 1 standard, the notification information may be included in a QoS Capability part or

a Vendor Specific part of the Beacon message, or another suitable field.

[0061] In addition, in order to acquire the AP information, the second

communication module 620 is further configured to advertise a QoS request message by

using the low-energy wireless communication protocol.

[0062] In the apparatus of this embodiment, the prompt information is only used

to prompt existence of AP information that can be received, and only indicates: an AP

and/or a third-party device capable of providing the AP information exist/exists, and the

AP and/or the third-party device may not provide the AP information currently. In order

to acquire the AP information, the client device, after receiving the prompt information,



issues a request to possible APs and/or third-party devices by determining a specific QoS

requirement index of a user or an application (for example, the user hopes that an

available effective bandwidth is greater than 2Mbps, and the like) and advertising, by the

second communication module 620, a QoS request message by using the low-energy

wireless communication protocol. The QoS request message includes, but is not limited

to, QoS requirements on the wireless network to be accessed, for example, it may further

include conditions for responding to the QoS request message, that is, APs satisfying the

conditions can respond to the QoS request message, to send corresponding AP

information.

[0063] There may be more than one AP responding to the QoS message and AP

information from the same AP may be sent multiple times. Therefore, as shown in FIG. 7,

the apparatus 600 of this embodiment further includes a storage module 640, configured

to, after the AP information is received, update and store the AP information after

extraction of key information (for example, a network type, an AP ID, a time stamp, and

other possible information) included in the AP information, so as to select the most

appropriate AP according to the stored information after a preset time (the process of

receiving the AP information ends). It should be noted that, the storage module 640 may

exist in a part of the client device or an apparatus independent of the client device, the

storage module 640 may be an AP information database that stores AP information, the

database may maintain an AP information list, and each time the client receives AP

information, the client updates the AP information list according to key information

extracted from the AP information, so as to provide a basis for screening of APs.

[0064] In addition, because there may be more than one AP responding to the

QoS message, the access module 630 may select the AP to access the wireless network

according to a preset rule after a preset time. For example, the preset rule may include:

selecting an AP with the least number of accessed users; or may include selecting an AP

with a maximum user available bandwidth, or the like. When the storage module 640

updates and stores the AP information, screening and sorting may be performed

according to the preset rule, or screening and sorting are not performed.

[0065] Embodiments of the present application further provide another wireless

network access apparatus; the apparatus is an access apparatus of a server, and may be a



part of any one or more APs, or a third-party device. As shown in FIG. 8, the apparatus

800 includes the following modules.

[0066] A third communication module 810 is configured to send prompt

information, where the prompt information is used to prompt existence of AP information

that can be acquired.

[0067] As stated above, the prompt information is sent by wireless network

access apparatuses of one or more APs, or is sent by a wireless network access apparatus

as a third-party device, and used to notify a client about existence of AP information that

can be acquired. The AP information may include one or more of the following content: a

network type, an AP ID, the number of accessed users, total link bandwidth, user

effective bandwidth (that is, available effective bandwidth after user access), link

transmission delay, average forward delay, delay jitter, a time stamp and so on.

According to the prompt information, the client device can know a network condition of

the wireless network covering the location thereof, thereby selecting, according to the

network condition, the most appropriate AP to access the corresponding wireless

network.

[0068] Alternatively, the prompt information is included in a WiFi Beacon

message, and is advertised together with the Beacon message and received by a client

device. With reference to provisions for a frame format of a Beacon message in an

802.1 1 standard, the notification information may be included in a QoS Capability part or

a Vendor Specific part of the Beacon message, or another suitable field.

[0069] A fourth communication module 820 is configured to send AP information

of one or more APs by using a low-energy wireless communication protocol.

[0070] In order to reduce power consumption of sending and receiving the AP

information, according to an agreement with the client device or provisions of the server,

after acquisition of the AP information, the fourth communication module 820 sends the

AP information by using a particular low-energy wireless communication protocol,

thereby saving power consumption of sending the AP information; the low-energy

wireless communication protocol is, for example, a BLE protocol, and correspondingly,

the fourth communication module 820 is also a BLE module. Evidently, the server and

the client use the same protocol to send and receive the AP information.



[0071] In addition, the manner of acquiring the AP information may be

distributed or centralized. For example, when the wireless network access apparatus is

located on every AP, the APs may acquire network condition information of networks

corresponding to the APs, and advertise the network condition information respectively;

or when the wireless network access apparatus is located on a particular AP, the AP may

acquire AP information of other APs and sends in a centralized manner; when the

wireless network access apparatus is a third-party device, the third-party device acquires

information of APs respectively and send the information in a centralized manner.

Correspondingly, as shown in FIG. 9, the apparatus 800 of this embodiment may further

include an acquisition module 830, used to acquire the AP information of one or more

APs.

[0072] In the apparatus of this embodiment, in addition to sending prompt

information AP information, the server may receive a QoS request message with the

fourth communication module 820 by using the low-energy wireless communication

protocol. Moreover, as shown in FIG. 10, the fourth communication module 820 further

includes the following units.

[0073] A selection unit 821 is configured to select one or more APs according to

the QoS request message. The QoS request message includes QoS requirements of a user

intending to access the wireless network, and the selection unit 821 selects one or more

APs satisfying the requirements to wait for sending.

[0074] A response message generation unit 822 is configured to generate,

according to the low-energy wireless communication protocol, a QoS response message

including AP information of the one or more APs selected by the selection unit 821.

[0075] A format of generating the QoS response message according to the

low-energy wireless communication protocol is, for example, as follows: a format of an

advertising data packet of the AP information from an AP may be <a network type, an

AP ID, one or more kinds of AP information, a time stamp>, but it is not limited thereto.

It should be noted that, when the length of the AP information exceeds a maximum

length limit of the QoS response message to be issued, the AP information may be

divided into a plurality of data packets to send, but each data packet should include a



network type, an AP ID and a time stamp to facilitate judgment on the range of the AP

information.

[0076] In addition, all APs satisfying the QoS requirements can be selected, and

in a case that the QoS request message includes conditions of responding to the QoS

response message, APs satisfying the conditions should be selected.

[0077] A sending unit 823 is configured to send the QoS response message.

[0078] In embodiments of the present application, the low-energy wireless

communication protocol is a BLE protocol, and BLE is the latest Bluetooth specification,

that is, Bluetooth V4.0 technology, announced and formally launched by Bluetooth SIG

in July 2010. The technology has extremely low operation and standby power

consumption, which can even work continuously for several years by using a button

battery. The technology also has a number of features such as a low cost, cross-vendor

interoperability, completion of connection within 3 milliseconds, an extra-long distance

of more than 100 meters, and AES-128 encryption, uses short-wave radio transmission at

2400-2483.5MHz in a 2.4GHz ISM band, and uses 2MHz-bandwidth 40 RF channels.

BLE transmission may have a variable range of, for example, 50m to 100m, an air data

rate of about IMb/s, and energy consumption of about 1% to 5% of typical Bluetooth.

[0079] BLE includes a plurality of link layer states, including an advertising state,

an initiation state, a scanning state, a connection state and a ready state. A link layer in

the advertising state may transmit advertising channel data, and may optionally monitor

responses triggered by the advertising channel data and respond to the responses. In BLE,

40 RF channels are allocated to two kinds of physical channels: advertising channels and

data channels. The advertising physical channels use three RF channels to discover

devices, enable connections and advertise data. The data physical channels use at most 37

RF channels to communicate between connected devices. The link layer uses a physical

channel at a given time. A BLE link layer only uses one data format for advertising

channel data and data channel data. The data format is illustrated at 1100 in FIG. 11.

Each piece of data consists of the following four fields: a preamble 1120, an access

address 1140, a protocol data unit (PDU) 1160 and a cyclic redundancy check (CRC)

1180. When data is transmitted in the advertising physical channels, the PDU is called

advertising channel PDU, and when data is transmitted in the data physical channels, the



PDU is called data channel PDU. The advertising channel PDU 1160 has a 16-bit header

1200 and a variable-size payload 1300. A PDU type field 1210 of the advertising channel

PDU included in the header 1200 indicates a PDU type. A length field 1250 indicates the

length of the payload 1300 taking 8 Bits (Octets) as a unit. An effective range of the

length field 1250 is six to thirty-seven 8 Bits. In a particular event, the following

advertising channel PDU types are used:

ADV_IND: used for non-directional advertising events that can be connected;

ADV_DIRECT_IND: used for directional advertising events that can be connected;

ADV_NONCONN_IND: used for non-directional advertising events that cannot be

connected; and

ADV_SCAN_IND: used for non-directional advertising events that can be scanned;

where the PDU types are sent through link layers in the advertising state.

[0080] The PDU types ADVJND, ADV_NONCONN_IND and

ADV_SCAN_IND are used for "non-directional" advertising events, this means that

transmission is advertised to nonspecific recipients and can be received by any

suitably-configured device in a transmission range of a sending device. The ADVJND

type maybe used to establish a connection with one or more receiving devices, the

ADV_NONCONN_IND type may be used to perform non-connected or one-way

communication with one or more receiving devices, and the DV_SCAN_IND may be

used to scan advertising events. Payloads 1300 of all the three PDU types ADVJND,

ADVJ^ONCONNJND and ADVJ^CANJND are the same. The payload 1300 is

formed by an advertising address (AdvA) field 1320 and an advertising data (AdvData)

field 1340. The AdvA field 1320 includes six 8 Bits of a public or random device address.

The AdvData field 1340 may include zero to thirty-one 8 Bits of advertising data. 8-Bit 0

and 1 of the AdvData field 1340 may be retained for manufacturer data, 8-Bit 2 to 3 1 are

left for advertising data, but when such manufacturer data is not needed, all 8-Bit 0 to 31

may be used for the advertising data.



[0081] In embodiments of the present application, two new BLE PUD types are

used to advertise a QoS request message and a QoS response message, and definitions of

them are shown in the following table respectively:

Table 1

[0082] Their payload formats are similar to the ADV_NONCONN_IND message

1000 shown in FIG. 11, including AdvA and advertising data AdvData, but differ in a

specific format of the advertising data. Specifically, advertising data of ADV_QOS_RSP

includes AP information (see FIG. 11), while advertising data of ADV_QOS_REQ

includes several QoS requests (see FIG. 12), and an AD type used by the AP information

is defined in Table 2. In addition, as shown in FIG. 12, the header 2100 of

ADV_QOS_REQ defines two fields reserved by a BLE standard (RFU 1220 and RFU

1260 in FIG. 11) respectively as RCT (2 bits) and RCC (2 bits), so as to include the

conditions of responding to the QoS request message, thereby controlling a recipient to

send a response. For example,

RCT: Response Control Type.

00: a response is made only when all QoS requirements are satisfied

01: a response is made only when at least QoS requirements numbered 1 to RCC are

satisfied

10: a response is made only when at least any RCC QoS requirements are satisfied

11: Reserved for future use

RCC: Response Control Counter, which functions when RCT is 01, 10 or 11,

indicating the number of conditions satisfied.



Table 2

[0083] Upon receipt of the prompt information, the client apparatus generates an

ADV_QOS_REQ message 2100 shown in FIG. 1 1 according to the QoS requirements,

and sends out the message through an advertising channel (the message may be sent at a

certain advertising interval, for example, 100ms, and the duration is not less than Is), the

BLE module is set to be in the scanning state, to wait for receiving a response message

for the ADV_QOS_REQ, and the process is triggered by a user or through a timer

timeout event. When the client apparatus receives an advertising packet, if the advertising

packet is not ADV_QOS_RSP, a general advertising message handling procedure is

invoked, and scanning continues; otherwise, key information (mainly including a network

type, an AP ID and time stamp information) therein is extracted, and the AP information

database is updated and stored according to the extracted information.



[0084] A server BLE module is in scanning state (scanning parameters are as

follows, for example, a scanning window is 200ms, and a scanning interval is Is). When

an advertising packet is received, if the advertising packet is not ADV_QOS_REQ, a

general advertising message handling procedure is invoked, and scanning continues; if it

is ADV_QOS_REQ, values of various requirements of the ADV_QOS_REQ are

extracted, and it is checked to see whether network conditions corresponding to one or

more APs satisfy the requirements, if no, the process is ignored, and scanning continues;

otherwise, the AP information is placed in an ADV_QOS_RSP advertising packet, and

the ADV_QOS_RSP advertising packet is sent through a BLE advertising channel

(which can be sent at a certain advertising interval, for example, Is). Because there may

be multiple APs satisfying the QoS requirements of the client, in order to avoid that the

multiple APs respond at the same time to cause collisions, a random waiting time may be

set before sending of an ADV_QOS_RSP reply.

[0085] It should be noted that, when the length of the AP information exceeds a

maximum length limit of the PDU, the server may divide the AP information into a

plurality of data packets to send, but each data packet should include key information

such as a network type, an AP ID and a time stamp, to facilitate judgment on the range of

the AP information. In order to better define an advertising data packet of the AP

information from an AP, the format of the advertising data packet of the AP information

may be defined as <a network type, an AP ID, one or more kinds of AP information, a

time stamp>, but it is not limited thereto. The format of each kind of AP information

conforms to requirements of the Generic Access Profile (GAP), and a standard AD

structure is used, including a length field, an AD type and an AD data field. With respect

to different types of AP information, the corresponding AD types as shown in Table 2 are

defined. Data advertising may last for a period of time, until an information advertising

operation stops (triggered automatically or by a user). During advertising, once any part

of the information is updated, corresponding information should be re-acquired and a

new ADV_QOS_RSP message is constructed for advertising.

[0086] FIG. 13 illustrates another wireless network access apparatus 1300 of a

client according to an embodiment of the present application. The specific embodiment



of the present application does not limit specific implementation of the wireless network

access apparatus 1300. As shown in FIG. 13, the apparatus 1300 may include:

a processor 1310, a communications interface 1320, a memory 1330, and a

communications bus 1340.

[0087] The processor 1310, the communications interface 1320, and the memory

1330 complete mutual communications via the communications bus 1340.

[0088] The communications interface 1320 is configured to communicate with a

network element such as a client.

[0089] The processor 1310 is configured to execute a program 1332, and

specifically, can execute relevant steps in the process embodiment shown in FIG. 1 to

FIG. 2.

[0090] Specifically, the program 1332 may include a program code, and the

program code includes a computer operation instruction.

[0091] The processor 1310 may be a central processing unit (CPU), or an

application specific integrated circuit (ASIC), or be configured to be one or more

integrated circuits which implement embodiments of the present application.

[0092] The memory 1330 is configured to store the program 1332. The memory

1330 may include a high-speed RAM memory, and may also include a non-volatile

memory, for example, at least one magnetic disk memory. The program 1332 may

specifically include:

a first communication module, configured to receive prompt information, where the

prompt information is used to prompt existence of AP information that can be acquired;

a second communication module, configured to acquire the AP information by using

a low-energy wireless communication protocol; and

an access module, configured to select, according to the AP information an AP to

access a wireless network.

[0093] Reference may be made to the corresponding units in embodiments shown

in FIG. 6 to FIG. 7 for specific implementation of each unit in the program 1332, which

is not repeated herein. Those skilled in the art can clearly understand that, for



convenience and clarity of description, reference may be made to the corresponding

descriptions in the preceding process embodiments for the modules described above and

the specific working procedures of the modules, and will not be repeated herein.

[0094] FIG. 14 illustrates another wireless network access apparatus 1400 of a

server according to an embodiment of the present application. The specific embodiment

of the present application does not limit specific implementation of the wireless network

access apparatus 1400. As shown in FIG. 14, the apparatus 1400 may include:

a processor 1410, a communications interface 1420, a memory 1430, and a

communications bus 1440.

[0095] The processor 1410, the communications interface 1420, and the memory

1430 complete mutual communications via the communications bus 1440.

[0096] The communications interface 1420 is configured to communicate with a

network element such as a client.

[0097] The processor 1410 is configured to execute a program 1432, and

specifically, can execute relevant steps in the method embodiment shown in FIG. 3 to

FIG. 5.

[0098] Specifically, the program 1432 may include a program code, and the

program code includes a computer operation instruction.

[0099] The processor 1410 may be a central processing unit (CPU), or an

application specific integrated circuit (ASIC), or be configured to be one or more

integrated circuits which implement embodiments of the present application.

[00100] The memory 1430 is configured to store the program 1432. The memory

1430 may include a high-speed RAM memory, and may also include a non-volatile

memory, for example, at least one magnetic disk memory. The program 1432 may

specifically make the apparatus 1400 execute the following steps:

receiving prompt information, where the prompt information is used to prompt

existence of AP information that can be acquired;

acquiring the AP information by using a low-energy wireless communication

protocol; and



selecting, according to the AP information, an AP accessing a wireless network.

[00101] It can be appreciated by those of ordinary skill in the art that each

exemplary unit and method step described with reference to embodiments disclosed

herein can be implemented by electronic hardware or a combination of computer

software and electronic hardware. Whether these functions are executed in a hardware

mode or a software mode depends on the particular applications and design constraint

conditions of the technical solution. Those skilled in the art can use different methods to

implement the functions described with respect to each particular application, but such

implementation should not be considered to go beyond the scope of the present

application.

[00102] If the function is implemented in the form of a software functional unit

and is sold or used as an independent product, it can be stored in a computer-readable

storage medium. Based on such understanding, the technical solution of the present

application essentially or the part which contributes to the prior art or a part of the

technical solution can be embodied in the form of a software product, and the computer

software product is stored in a storage medium, and includes several instructions for

enabling a computer apparatus (which may be a personal computer, a server, a network

device, or the like) to execute all or some steps of the method described in each

embodiment of the present application. The preceding storage medium includes various

media which can store a program code, such as a USB disk, a mobile hard disk, a

read-only memory (ROM), a random access memory (RAM), a magnetic disk or an

optical disc.

[00103] The above implementations are only used to describe the present

application, instead of limiting the present application; various alterations and variants

can be made by those of ordinary skill in the art without departing from the spirit and

scope of the present application, so all equivalent technical solutions also belong to the

scope of the present application, and the scope of patent protection of the present

application should be defined by claims.



CLAIMS

What is claimed is:

1. A method, comprising:

receiving, by a device comprising a processor, prompt information, wherein the

prompt information is used to prompt existence of access point (AP) information that is

capable of being acquired;

acquiring the AP information using a low-energy wireless communication protocol;

and

selecting, according to the AP information, an AP to access a wireless network.

2. The method of claim 1, wherein the prompt information is comprised in a WiFi

Beacon message.

3. The method of claim 1, further comprising:

advertising a QoS request message using the low-energy wireless communication

protocol.

4. The method of claim 3, wherein the QoS request message comprises a QoS

requirement on the wireless network to be accessed.

5. The method of claim 3, wherein the QoS request message comprises a condition

for responding to the QoS request message.

6. The method of claim 1, further comprising:

updating the AP information resulting in updated AP information and storing the

updated AP information.

7. The method of claim 1, wherein the selecting the AP comprises:

selecting the AP to access the wireless network after a preset time.

8. The method of claim 1, wherein the selecting the AP comprises:

selecting, according to a preset rule, the AP to access the wireless network.

9. The method of claim 8, wherein the preset rule comprises:



selecting the AP with a least number of user devices currently accessing the AP.

10. The method of claim 8, wherein the preset rule comprises:

selecting the AP with a maximum available bandwidth for user devices.

11. The method of claim 1, wherein the low-energy wireless communication

protocol is a Bluetooth Low Energy (BLE) protocol.

1 . The method of claim 1, wherein the AP information comprises at least one of a

network type, an AP ID, a number of user devices currently accessing the AP, a total link

bandwidth of the AP, an effective bandwidth for user devices to access the AP, an

average link delay of the AP, an average forward delay of the AP, a delay jitter associated

with the AP, or a time stamp.

13. A method, comprising:

sending, by a device comprising a processor, prompt information, wherein the

prompt information is used to prompt existence of access point (AP) information of one

or more APs that is accessible; and

sending the AP information using a low-energy wireless communication protocol.

14. The method of claim 13, further comprising:

acquiring the AP information of the one or more APs.

15. The method of claim 13, wherein the AP information is comprised in a WiFi

Beacon message.

16. The method of claim 15, further comprising:

receiving a QoS request message by using the low-energy wireless communication

protocol.

17. The method of claim 16, wherein sending the AP information further comprises:

selecting the one or more APs according to the QoS request message;

generating, according to the low-energy wireless communication protocol, a QoS

response message comprising the AP information of the one or more APs; and



sending the QoS response message.

18. The method of claim 17, wherein the QoS request message comprises a QoS

requirement of a user device requesting access the wireless network.

19. The method of claim 17, wherein the QoS request message comprises a

condition for responding to the QoS request message.

20. The method of claim 13, wherein the low-energy wireless communication

protocol is a Bluetooth Low Energy (BLE) protocol.

21. The method of claim 13, wherein the AP information comprises at least one of a

network type, an AP ID, a number of accessing users, a total link bandwidth, a user

effective bandwidth, an average link delay, an average forward delay, a delay jitter, and a

time stamp.

22. An apparatus, comprising:

a memory that stores executable modules; and

a processor, coupled to the memory, that executes the executable modules to

perform operations of the apparatus, the executable modules comprising:

a first communication module configured to receive prompt information, wherein

the prompt information is used to prompt existence of access point (AP) information that

is capable of being acquired;

a second communication module configured to acquire the AP information by using

a low-energy wireless communication protocol; and

an access module configured to select, according to the AP information, an AP to

access a wireless network.

23. The apparatus of claim 22, wherein the second communication module is

further configured to advertise a QoS request message by using the low-energy wireless

communication protocol.

24. The apparatus of claim 22, the executable modules further comprising:

a storage module configured to update and store the AP information.



25. The apparatus of claim 22, wherein the access module is further configured to

select the AP to access the wireless network after a preset time.

26. The apparatus of claim 22, wherein the access module is further configured to

select, according to a preset rule, the AP to access the wireless network.

27. The apparatus of claim 26, wherein the access module is further configured to

select the AP with a least number of users accessing the AP.

28. The apparatus of claim 26, wherein the access module is further configured to

select an AP with a maximum available bandwidth for users.

29. The apparatus of claim 22, wherein the second communication module is

further configured to receive the AP information by using a Bluetooth Low Energy (BLE)

protocol.

30. An apparatus, comprising:

a memory that stores executable modules; and

a processor, coupled to the memory, that executes the executable modules to

perform operations of the apparatus, the executable modules comprising:

a first communication module configured to send prompt information, wherein the

prompt information is used to prompt existence of access point (AP) information,

associated with an AP, that is accessible; and

a second communication module configured to send the AP information of the AP

by using a low-energy wireless communication protocol.

31. The apparatus of claim 31, the executable modules further comprising:

an acquisition module configured to acquire the AP information of the AP.

32. The apparatus of claim 31, wherein the first communication module sends the

AP information by including the AP information in a WiFi Beacon message.

33. The apparatus of claim 31, wherein the second communication module is

further configured to receive a QoS request message by using the low-energy wireless

communication protocol.



34. The apparatus of claim 34, wherein the second communication module further

comprises:

a selection unit configured to select the AP according to the QoS request message;

a response message generation unit configured to generate, according to the

low-energy wireless communication protocol, a QoS response message comprising the

AP information of the AP; and

a sending unit configured to send the QoS response message.

35. The apparatus of claim 31, wherein the low-energy wireless communication

protocol is a Bluetooth Low Energy (BLE) protocol.

36. A computer readable storage device comprising at least one executable

instruction which, in response to execution, causes a system comprising a processor to

perform operations, comprising:

receiving prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information that is exposed for acquisition;

acquiring the AP information by using a low-energy wireless communication

protocol; and

selecting, according to the AP information, an AP to access a wireless network.

37. A device for accessing wireless network, comprising a processor and a memory,

wherein the memory stores an executable instructions, the processor is connected with

the memory via a communication bus, and when the device is operating, the processor

executes or facilitates execution of the executable instructions stored by the memory to

cause the device to perform operations, comprising:

receiving prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information that can be acquired;

acquiring the AP information by using a low-energy wireless communication

protocol; and

selecting, according to the AP information, an AP to access a wireless network.



38. A computer readable storage device, comprising at least one executable

instruction, which, in response to execution, causes a system comprising a processor to

perform operations, comprising:

sending prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information of at least one AP that is authorized to be

requested; and

sending the AP information by using a low-energy wireless communication

protocol.

39. A device for accessing wireless network, comprising a processor and a memory,

wherein the memory stores executable instructions, the processor is connected with the

memory via a communication bus, and in response to execution of the executable

instructions, the device performs operations, comprising:

sending prompt information, wherein the prompt information is used to prompt

existence of access point (AP) information, of a set of APs, that is in accessible memory

of the memory; and

sending the AP information of the set of APs by using a low-energy wireless

communication protocol.
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