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Method of Authenticating Communication of an Authentication Device and at Least One

Authentication Server Using Local Factor

Field of Art

The invention relates to the field of security of information and communication
technologies.
The invention concerns protection of means, in particular devices, used for authentication

in local or remote electronic communication, against abuse by unauthorised persons.

Background Art

In the art, methods are known for securely establishing secure protected electronic
communication (authentication) using authentication devices communicating with
authentication servers and offering various levels of security, i.e. various levels of
resistance against abuse by an unauthorised person.

Significant risks connected with abuse of authentication means used in electronic
communication include unauthorised obtaining of the means themselves and their use by an
unauthorised person instead of an authorised person.

The present invention aims to provide a method of authentication of communication of
these authentication devices with authentication servers that will not allow an attacker to
obtain the user’s authentication information (the local factor), not even if he obtains the

authentication means or their data.

Disclosure of the invention

The present invention provides a method of authenticating communication of an

authentication device and an authentication server using a local factor chosen by the user.

The local factor is initialized within an initializing authentication transaction, wherein a
secret information shared by the authentication device and the authentication server is
created, and a reference information is derived from said secret information shared by the

authentication device and the authentication server, whereas said reference information is
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derived from said secret information in the same manner and independently in the
authentication device as well as in the authentication server; the authentication device
creates a transformed reference information from the reference information by means of
cryptographic transformation, whereas a local factor chosen and entered by the user or
obtained from a medium or from the surrounding environment is used as an input in said
cryptographic transformation, and whereas only the transformed reference information is
stored on the authentication device and only the reference information is stored on the
authentication server. The cryptographic transformation used is a two-way cryptographic

transformation.

In each subsequent authentication transaction using the initialized local factor (i.e.
initialized by the method described above), the authentication device obtains the local
factor from the user, from a medium or from the surrounding environment, the reference
information is derived from the stored transformed reference information in the
authentication device by means of a cryptographic transformation (inverse to the
cryptographic transformation used in the creation of the transformed reference information)
using the obtained local factor as an input for the cryptographic transformation of the
transformed reference information, and the thus obtained reference information is
transmitted in a secure manner, preferably using a shared authenticated random
information, to the authentication server, where it is evaluated with the use of the reference

information stored in the authentication server.

In one embodiment, the reference information from the authentication device is transmitted
to the authentication server in an encrypted form, wherein a shared authenticated random
information valid only for one authentication transaction is used. In one embodiment, the
secure transmission may include encryption, so that the authentication server can decrypt
the encrypted reference information received from the authentication device and evaluate it
using the stored reference information. In another embodiment, the secure transmission
may include applying a one-way cryptographic transformation to the reference information
and to the shared authenticated random information and the output of this transformation is
transmitted to the authentication server, and the same one-way cryptographic

transformation is applied in the authentication server to the reference information stored in
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the authentication server and to the shared authenticated random information; both these

results are then compared on the authentication server.

When changing the local factor from an original local factor to a new local factor, the
change is carried out as follows: the authentication device processes the original local factor
entered by the user, obtained from a medium or from the surrounding environment, said
original local factor is used as an input for the (inverse) cryptographic transformation
applied to the transformed reference information in order to obtain the reference
information, and subsequently a new local factor entered by the user or obtained from a
medium or from the surrounding environment is processed in the authentication device as
an input for a cryptographic transformation applied to the reference information in order to
obtain a new transformed reference information, wherein in the course of the change
procedure the authentication device verifies with the authentication server the accuracy of
the original local factor entered by the user or obtained from a medium or from the
surrounding environment . In this way, the reference information stored on the server may

remain the same, regardless of the change of the local factor.

The authentication device is a device used by the user for authentication and for
authenticated communication with the server. The authentication device can be, e.g., a

computer, a mobile phone, a tablet, a smartwatch, a chip card, etc.

The authentication server is a server communicating with the authentication device; this can

be e.g. a service provider’s (relying party's) server.

The local factor is a secret information held by the user. It can be in the form of information
obtained by the authentication device directly from the user (password, PIN, face image
recognition, fingerprint, gesture, etc.) or information stored in a medium (e.g. a card, a chip,
a bracelet, a smartwatch) or information obtained by the authentication device from the
surrounding environment (information from a Wi-Fi network, QR code, wireless payment
card recognition, etc.). The form of the local factor may also depend on the technology
which the authentication device is capable of using (e.g. keyboard, multimedia-based input

device, camera, chip reader, NFC, Bluetooth, USB, etc.).
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The local factor may utilise various technologies and thus influence the user features and
security parameters of the local factor. The technical means of the authentication device
must support the relevant local factor technology for the local factor to be usable with this
authentication device. These technical means must ensure that the verification of the local
factor occurs locally, i.e. over short distance. Local communication (short-distance
communication) is a communication which excludes the possibility of the communicating
subjects disclosing information to third parties or the communication being eavesdropped

or intercepted.

The local factor technology may optionally use other technical means apart from the
technical means of the authentication device. Said other technical means may include for
example a personal device which the user commonly uses for other purposes and carries it
with him/herself constantly or very often. This can be e.g. an electronic watch using

3

Bluetooth communication, a sports electronic wristband or other “wearable” electronics
using Bluetooth communication, electronic identification documents using NFC
communication, such as an electronic passport or a pre-paid electronic ticket using NFC-

compatible chip, a NFC-compatible payment card, etc.

The initializing authentication transaction is a transaction where the user chooses the local
factor, i.e. its technology and value. The initializing authentication transaction may also be

called "creation of the local factor".

The reference information is information created during the initializing authentication
transaction, which is not derived from the local factor and it is not related to the local
factor. It is derived from randomly generated secret information shared by the
authentication device and the authentication server during the initializing authentication
transaction. The reference information is stored in the authentication server; it is not stored

in the authentication device.

The transformed reference information is a product of a two-way cryptographic
transformation carried out in the authentication device using the reference information, with
the local factor serving as an input for cryptographic transformation. However, the

transformed reference information is not derived from the local factor, and the local factor
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cannot be retrieved from the transformed reference information. The transformed reference
information is stored in the authentication device and it is not transmitted to the
authentication server. Any kind of cryptographic transformation to which there is an inverse
cryptographic transformation can be used and the local factor is one of the inputs used by

this cryptographic transformation.

The authentication transaction is a transaction comprising a primary authentication and an

authentication using the local factor.

The secret information is information shared between the authentication device and the
authentication server; it is created during the initializing authentication transaction and it
can include any random or pseudorandom information. It serves as the source of the

reference information within the initializing transaction.

The shared authenticated random information is created during authentication transactions
following after the initializing authentication transaction; it is shared between the
authentication device and the authentication server and can serve as an input for the
cryptographic transformation applied to the reference information in order to increase the
security of its transmission. This cryptographic transformation may be one-way (e.g. a hash
function) or two-way (e.g. encryption and decryption). Preferably, the shared authenticated

random information is valid always solely for the given transaction.

The secret information shared between the authentication device and the authentication
server and/or the shared authenticated random information may preferably be a secondary

authentication secret (SAS) created during the primary authentication.

Primary authentication is a first step of any authentication transaction in which the
authentication device and the authentication server authenticate each other (e.g. using
public and private keys). During primary authentication, a secondary authentication secret
is created, which is an authenticated information shared between the authentication device
and the authentication server and which is preferably valid only for the authentication
transaction in which it is created. Primary authentication also creates a secured

communication channel through which all further communication between the
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authentication device and the authentication server is conducted during the given

authentication transaction.

The method of the invention provides for a creation of the local factor and its use in further
authentication transactions without the need for storing the local factor or any other
information from which the local factor could be retrieved (e.g. a product of the
cryptographic transformation applied to the local factor) in the authentication device or in
the authentication server. This significantly increases the security of the authentication
against an attack aimed at obtaining the local factor, since even if the attacker obtains the
reference information from the authentication server or the transformed reference
information from the authentication device, this information does not include any
information leading to the local factor or allowing to retrieve the local factor. The local
factor entered in the authentication device is not transmitted anywhere during the
authentication transaction and it is forgotten once the transaction is completed or after a
pre-determined period of time.

The local factor is an input used by a two-way cryptographic transformation in the
authentication device during derivation (encryption) of the transformed reference
information from the reference information and vice-versa during the derivation
(decryption) of the reference information from the transformed reference information.
Without the local factor being obtained by the authentication device, i.e. without it being
entered by the user or obtained from the surrounding environment or from a medium during
the authentication transaction, the cryptographic transformation cannot correctly derive

(e.g. decrypt) the reference information from the transformed reference information.

The method according to the invention further allows to authenticate communication with
another authentication server using the same local factor (i.e. to create the same local factor
on another authentication server); in the initializing authentication transaction with said
another authentication server, a secret information shared only between the authentication
device and said another authentication server is created, wherein a reference information is
derived from this secret information (since this secret information is pseudorandom and
thus different from the one in the initializing transaction with any previous authentication
server in which the same local factor was previously created, also the created reference

information is different for each authentication server), said reference information is given
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to said another authentication server and the authentication device. and the authentication
device creates a transformed reference information from the reference information by
means of two-way cryptographic transformation using the local factor entered by the user,
obtained from amedium or from the surrounding environment, as an input for the
cryptographic transformation, whereas, before the authentication is completed, the
authentication device connects to at least one authentication server in which the local factor
has already been created, and verifies on this server that a correct local factor has been
entered or obtained from a medium or the surrounding environment. If the correct local
factor has not been entered or obtained, the authentication transaction with said another
authentication server is not completed and the local factor is not created in said another
authentication server. If the correct local factor has been entered or obtained, the
authentication transaction with said another authentication server is completed and the local
factor is created in said another authentication server, thus allowing to use the local factor

for subsequent authentication transactions with the said another server.

Furthermore, several local factors may be merged into one local factor. This is done when
the user has created several local factors, for example in different authentication servers,
and wishes to replace them with a single one. In that case, all local factors which are to be
merged are entered in the authentication device or obtained from a medium or from the
surrounding environment, and the authentication device verifies each of the local factors
with, respectively, at least one authentication server where the local factor has been created,
and subsequently each of the replaced local factors is processed so that it is used as an input
for a cryptographic transformation applied to the transformed reference information in
order to obtain the reference information for each authentication server for which the local
factor to be merged is valid, and subsequently the local factor which is to replace all the
other local factors is processed in the authentication device so that it is used as an input for
a cryptographic transformation applied to the reference information in order to obtain a new
transformed reference information for each authentication server. In this way, the reference
information stored in the server may remain the same, regardless of the change of the local

factor caused by the merger.

Essential features of the present invention thus include the method of creation

(initialization) of the local factor and the method of subsequent authentication using said
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local factor, which ensure that no authentication device and no authentication server store
any information derived from the local factor. This means that even when all information
stored on these devices and servers is obtained, the local factor cannot be retrieved.
Therefore, the local factor is fully and exclusively controlled by the user. During creation of
the local factor as well as during authentication, the local factor is used as one of the inputs
for a cryptographic transformation to create transformed reference information, and for an
inverse cryptographic transformation to obtain the reference information from the

transformed reference information.

Using the method according to the invention also enables one user to use a single local
factor for more than one authentication server. At the same time, each authentication server
contains different reference information, since the reference information is generated
independently for each authentication server. This is enabled by the fact that the reference
information is independent of the local factor. From the viewpoint of the user, the local
factor remains the same for different authentication servers (e.g. service providers (relying
parties)), while from the viewpoint of the authentication server, the authenticating reference
information is completely different for each server, and also the information conveyed

during authentication is completely different for each server.

Examples of carrying out the Invention

Creation (initialisation) of the local factor

The local factor is created in the process of the initiation of authentication transaction.
Within this transaction, secret information, which is the secondary authentication secret,
shared between the authentication device and the authentication server is created. The user
is prompted to scan or enter the local factor; the choice of the technology of the local factor
may be a part of this task. The reference information is derived in the authentication device
from the secret information shared between the authentication device and the authentication
server, for example by means of one-way cryptographic transformation.

The local factor and the reference information derived from the secret information, shared
between the authentication device and the authentication server, is used as an input in
cryptographic transformation, i.e. the reference information is encrypted using the entered

local factor. The result of this cryptographic transformation in the transformed reference
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information is stored only in the authentication device and is not transferred anywhere else.
Neither the reference information nor the local factor are stored on the authentication
device.

On the authentication server, the reference information is derived from the secret
information shared between the authentication device and the authentication server in the
same way as in the authentication device (in this example, it is derived from the secondary
authentication secret). The aforesaid reference information is stored in the authentication
server and is not transferred elsewhere.

If necessary, the verification of whether or not a specific local factor belongs to an
authorized user may be performed during or after the initialisation of the local factor, for
example by organisational measures, i.e. for example the local factor can be verified by a

user accompanied by another trustworthy person.

Verification of the local factor in subsequent authentication transactions

In each subsequent authentication transaction where the user has to demonstrate the
knowledge or ownership of the local factor for the purpose of verification that the
authentication device is held by an authorized user, the following procedure is used. Before
or after the primary authentication with the authentication server, the authentication device
prompts the user to enter or scan the local factor. Within the primary authentication or after,
shared authenticated random information is created. The shared authenticated random
information is always valid only for a single authentication transaction.

The authentication device uses inverse cryptographic transformation with the use of the
local factor to create the reference information from the stored transformed reference
information, i.e. it for example decrypts the transformed reference information using a user-
entered or user-scanned local factor to obtain the reference information. One-way
cryptographic transformation with the use of the shared authenticated random information
is then applied by the authentication device to the thus obtained reference information and
the result, the derived authentication information, is transmitted to the authentication server.
The authentication server, after a potential check of integrity of the transmitted information,
uses the same one-way cryptographic transformation as used by the authentication device to
calculate the value of the derived authentication information with the use of the reference
information and the shared authenticated random information. By comparison of the value

of the derived authentication information created and transmitted by the authentication
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device and the derived authentication information created by the authentication server, the
authentication server verifies the correspondence of the verified local factor with the local

factor created during the initiating authentication transaction.

Creation of the local factor for another service provider (relying party)

In the process of the initiation of authentication transaction with another authentication
server, the same local factor (from the point of view of the user) can be used for
authentication with another authentication server. During creation (initialisation) of the
local factor on the second server within the initiating authentication transaction, the
correspondence of the user-entered local factor with the local factor created earlier for
authentication to the first server is verified first. The verification is carried out in that the
authentication device creates a secured communication channel to the authentication server
where the local factor was created earlier, and the verification of the local factor described
above is carried out. In case of a positive result of the verification, reference information is
derived from the secret information shared between the authentication device and the
authentication server by means of cryptographic transformation.

The local factor and the reference information derived from the secret information shared
between the authentication device and the authentication server are used as an input for the
cryptographic transformation, through which the reference information is encrypted using
the entered local factor. The result of this cryptographic transformation, which consists in
the transformed reference information, is stored in the authentication device and is not
transferred anywhere else. The reference information is not stored on the authentication
device.

On the authentication server, the same method as on the authentication device is used to
derive the reference information from the secret information shared by the authentication
device and the authentication server. The aforesaid reference information is stored on the
authentication server and is not transferred elsewhere.

Since every secret information created in the process of the initiation transaction with each
of the authentication servers is different, the reference information as well as the

transformed reference information are different for each authentication server.

Change of the local factor
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The user enters an original local factor and a new local factor in the authentication device
(when entering a new local factor, the user may potentially also choose its technology). The
authentication device verifies the correctness of the entered original local factor with at
least one authentication server where the local factor has been created (see “Verification of
the local factor” above for description of the procedure). If the result of the verification is
positive, the authentication device decrypts the transformed reference information for each
of the authentication servers using the original local factor in order to obtain the reference
information for each authentication server. Subsequently, the authentication device creates
new transformed reference information for each authentication server by deriving it from
the appropriate reference information by means of cryptographic transformation using the
new local factor as an input. Since this procedure does not involve changing the reference

information itself, no change needs to be done on the authentication servers.

Merging the local factors

The user has created several different local factors for various service providers (relying
parties). In order to merge all the local factors into one local factor for all service providers
(relying parties), the user first enters all the local factors and each is verified with the
authentication server where the given local factor has been created (see “Verification of the
local factor” above for description of the procedure). If all local factors are successfully
verified, the authentication device decrypts the transformed reference information for each
of the authentication servers using the appropriate local factor for the given authentication
server in order to obtain the reference information for each authentication server.
Subsequently, the authentication device creates the appropriate transformed reference
information for each authentication server by deriving it from the appropriate reference
information by means of cryptographic transformation, using the local factor which is to
serve as the single local factor after the merger of the local factors. Since this procedure
does not involve changing the reference information itself, no change needs to be done on

the authentication servers.
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CLAIMS

1. A method for authenticating the communication of an authentication device and at least
one authentication server using a local factor, wherein a secret information shared between
the authentication device and the authentication server is created within the initializing
authentication transaction, characterized in that a reference information is derived from the
secret information shared between the authentication device and the authentication server,
whereas the reference information is derived from the secret information in the same way in
the authentication device and in the authentication server; and the authentication device
creates a transformed reference information from the reference information by means of
a cryptographic transformation, wherein a local factor chosen and entered by the user or
obtained from a medium or from the surrounding environment is used as an input in said
cryptographic transformation, and where only the transformed reference information is
stored in the authentication device and only the reference information is stored in the

authentication server.

2. The method according to Claim 1, characterised in that in each subsequent authentication
transaction using the initialized local factor, the authentication device obtains the local
factor from the user, from a medium or from the surrounding environment, and the
reference information is derived in the authentication device from the stored transformed
reference information by means of inverse cryptographic transformation using said
obtained local factor as an input for said inverse cryptographic transformation, and the thus
obtained reference information is transmitted to the authentication server, where it is

verified using the reference information stored in the authentication server.

3. The method according to Claim 2, characterised in that the reference information is
transmitted from the authentication device to the authentication server in an encrypted
form, wherein shared authenticated random information, preferably valid only for one

authentication transaction, is used for the encryption.

4. The method according to Claim 2, characterised in that the reference information is
transmitted from the authentication device to the authentication server in the form of

a product of one-way cryptographic transformation, preferably using a shared authenticated
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random information as an input for the cryptographic transformation, more preferably using
a shared authenticated random information valid only for the given authentication

transaction as an input for the cryptographic transformation.

5. The method according to any one of the preceding Claims, characterised in that when
performing a change of the local factor from an original local factor to a new local factor,
the change is carried out as follows: the authentication device processes the original local
factor entered by the user, obtained from a medium or from the surrounding environment
by using it as an input for the inverse cryptographic transformation applied to the
transformed reference information in order to obtain reference information; and the new
local factor entered by the user, obtained from a medium or from the surrounding
environment is processed in the authentication device so that it is used as an input for the
cryptographic transformation applied to the reference information in order to obtain a new
transformed reference information; whereas 1in the process of performing the change, the
authentication device verifies with the authentication server the accuracy of the original
local factor entered by the user or obtained from a medium or from the surrounding

environment.

6. The method according to any one of the preceding Claims, characterised in that
authentication of the communication of the authentication device with another
authentication server using the same local factor is initialized as follows: first, a secret
information shared only between the authentication device and said other authentication
server is created within the initializing authentication transaction with said other
authentication server, whereas areference information is derived from said secret
information, and the authentication device then creates a transformed reference information
from the reference information by means of a cryptographic transformation using the local
factor entered by the user, obtained from a medium or from the surrounding environment as
an input; whereas before the authentication is completed, the authentication device connects
to at least one authentication server where the local factor has already been created, and
verifies with this authentication server that acorrect local factor has been entered or

obtained from a medium or the surrounding environment.
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7. The method according to any one of the preceding Claims, characterised in that several
local factors are merged into one local factor as follows: all local factors which are to be
merged are entered in the authentication device or obtained from a medium or from the
surrounding environment, and the authentication device verifies each of the local factors
with, respectively, at least one authentication server where the local factor has been created,
and subsequently each of the replaced local factors is processed so that it is used as an input
for an inverse cryptographic transformation applied to the transformed reference
information in order to obtain the reference information for each authentication server for
which the local factor to be merged is valid, and subsequently the local factor which is to
replace all the other local factors is processed in the authentication device so that it is used
as an input for a cryptographic transformation applied to the reference information in order

to obtain a new transformed reference information for each authentication server.
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