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A wireless communications device may be configured to perform integrity checking and interrogation
with a network entity to isolate a portion of a failed component on the wireless network device for
remediation. Once an integrity failure is determined on a component of the device, the device may identify
a functionality associated with the component and indicate the failed functionality to the network entity.
Both the wireless network device and the network entity may identify the failed functionality and/or failed
component using a component-to-functionality map. After receiving an indication of an integrity failure at
the device, the network entity may determine that one or more additional iterations of integrity checking
may be performed at the device to narrow the scope of the integrity failure on the failed component. Once
the integrity failure is isolated, the network entity may remediate a portion of the failed component on the

wireless communications device.
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A wireless communications device may be configured to perform integrity
checking and interrogation with a network entity to isolate a portion of a failed
component on the wireless network device for remediation. Once an integrity
failure is determined on a component of the device, the device may identify a
functionality associated with the component and indicate the failed functionality
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to the network entity. Both the wireless network device aﬁd tile' network entity

may identify the failed functionality and/or failed component using a
component-to-functionality map. After receiving an indication of an integrity

failure at the device, the network entity may determine that one or more

additional iterations of integrity checking may be performed at the device to

narrow the scope of the integrity failure on the failed component. Once the

integrity failure is isolated, the network entity may remediate a portion of the

failed component on the wireless communications device.
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