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A system detects abnormalities in a call signal indicative of call fraud. The system includes a first device situated in an originating
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to a first registry to which it sends the call data from the sent signals for storage as originating call records. The second device is
coupled to a second registry to which it sends the call data from the received signals for storage as terminating call records. The
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originating call records in the first registry and stored terminating call records in the second registry. The registries generate alerts
based on detected discrepancies, which may be used by the devices to block the call fraud.
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Abstract:

A system detects abnormalities in a call signal indicative of call fraud. The system includes a first
device situated in an originating call network and configured to send call signals to a second device
situated in a terminating call network. The first device is coupled to a first registry to which it sends
the call data from the sent signals for storage as originating call records. The second device is
coupled to a second registry to which it sends the call data from the received signals for storage as
terminating call records. The first and second registries exchange verification requests and responses
to detect whether discrepancies exist between the stored originating call records in the first registry
and stored terminating call records in the second registry. The registries generate alerts based on
detected discrepancies, which may be used by the devices to block the call fraud.
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Method and System for Detection of Call Signal Manipulation

Cross-Reference to Related Application

[0001] This application claims the benefit of U.S. Patent Application No. 17/011,336,
filed September 3, 2020, now issued as U.S. Patent No. 10,951,775.

Technical Field

[0002] The present invention relates to fraud detection for voice calls, and more

particularly to the detection of the manipulation of the call signals used to execute the calls.

Background Art

[0003] In the telecommunication environment, voice call communications within
interconnected carrier networks are often manipulated for fraudulent purposes, such as to
facilitate robocalls or other scams (e.g., Wangiri scam). For example, the call signals for
communicating a call may be manipulated to cause caller identifier (CLI) spoofing, short
stopping, call stretching, interconnect bypass, private branch exchange (PBX) hack, etc. Present
solutions for detecting such call fraud, such as present implementations of Secure Telephone
Identity Revisited/Secure Handling of Asserted Information Using Tokens (STIR/SHAKEN),
require complex procedures or have other deficiencies that prevent detecting, alerting, and

blocking of such fraudulent activities in real-time.

Summary of the Embodiments

[0004] In accordance with embodiments of the invention, a computer system detects
abnormalities in a call signal. The computer system includes a first device situated in an
originating call network. The first device configured to send call signals to a second device
situated in a terminating call network. The second device is coupled to a second registry that
stores call signals’ data received at the second device as terminating call records. The computer

system also includes a first registry coupled to the first device. The first registry is configured to,
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in real-time, obtain, from the first device, call data sent in a call signal, and store the obtained
call data as an originating call record in the first registry. The first registry is also configured to,
in real-time, send, to the second registry, a first verification request containing the originating
call record, and receive a first verification response, and in response: detect, by processing
response data included in the first verification response, a discrepancy between the originating
call record and terminating data in the second registry. The first registry is further configured to,
in real-time, receive, from the second registry, a second verification request that includes, as
request data, a terminating call record stored in the second registry, and in response: detect, by
processing the request data: (i) whether an originating call record exists in the first registry that
corresponds to the request data, and (i1) a discrepancy between such existing originating call
record and the request data, and send, to the second registry, a second verification response based
on the processing of the request data.

[0005] In some embodiments, call data contained 1n a call signal includes a calling A-
number, a called B-number, and a call event mark. In some embodiments, the call event mark is
a call start event. In some of these embodiments, the first registry is further configured to send a
spoofing alert to the first device responsive to a discrepancy between a calling A-number in the
first verification response and a calling A-number in a corresponding originating call record in
the first registry. In some of these embodiments, the first registry is further configured to send a
short stopping alert to the first device responsive to the first verification response indicating no
call data corresponding to the originating call record exists in the second registry. In some
embodiments, the call event mark is a call end event. In some of these embodiments, the first
registry is further configured to send a call stretching alert to the first device responsive to a
discrepancy between a call end event in the second verification request and a call end eventin a
corresponding originating call record in the first registry.

[0006] In some embodiments, the call event mark is a connect call event. In some of
these embodiments, the first registry is further configured to send a false answer supervision alert
to the first device responsive to the first verification response indicating no call data
corresponding to the originating call record exists in the second registry. In some embodiments,
the first registry is further configured to send a PBX hack alert to the first device responsive to
PBX hack mark included in the first verification response.

[0007] In some embodiments, the first registry is further configured to obtain, from the

first device, number portability information and roaming information associated with the
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obtained call data. In some embodiments, the first verification request and second verification
request include a calling A-number, a called B-number, a call event mark, number portability
information, and roaming information associated with a call signal. In some embodiments, the
first verification response and second verification response include a calling A-number, a called
B-number, a call event mark, number portability information, and roaming information
associated with a call signal.

[0008] In some embodiments, the obtained call data 1s transmitted from the first device to
the first registry by a standard networking protocol, including RADIUS, Diameter, HT'TP, or
SIGTRAN. In some embodiments, the first registry is further configured to match a called-B
number in the originating call record to corresponding E164 ranges so as to identify a host
address of the second registry to send the first verification request. In some embodiments, each
of the call signals is a call start signal, a call connect signal, or a call end signal. In some
embodiments, the first registry is further configured to include an indication in the second
verification response responsive to no originating call record existing in the first registry that
corresponds to the request data.

[0009] In accordance with related embodiments of the invention, a computer system
detects abnormalities in a call signal. The computer system includes a second device situated in a
terminating call network. The second device configured to receive a call signal from a first
device situated in an originating network. The first device is coupled to a first registry that stores
call signals’ data sent from the first device as originating call records. The system also includes a
second registry coupled to the second device. The second registry is configured to, in real-time
obtain, from the second device, call data received in a call signal, and store the obtained call data
as a terminating call record in the second registry. The second registry 1s also configured to, in
real time, send, to the first registry, a second verification request containing the terminating call
record, and receive a second verification response, and in response: detect, by processing
response data included in the second verification response, a discrepancy between the
terminating call record and originating data in the first registry. The second registry is further
configured to, in real time, receive, from the first registry, a first verification request that
includes, as request data, an originating call record stored in the first registry, and in response:
detect, by processing the request data: (i) whether a terminating call record exists in the second

registry that corresponds to the request data, and (ii) a discrepancy between such existing
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terminating call record and the request data, and send a first verification response based on the
processing of the request data.

[0010] In some embodiments, call data contained in a call signal includes a calling A-
number, a called B-number, and a call event mark. In some embodiments, the second registry is
further configured to send a spoofing alert to the second device responsive to detection of a
discrepancy between a calling A-number in the first verification request and a calling A-number
in a corresponding terminating call record in the second registry. In some embodiments, the
second registry is further configured to send an interconnect bypass alert to the second device
responsive to the calling A-number in the corresponding terminating call record being a local A-
number. In some embodiments, the second registry 1s further contigured to send an unconfirmed
call alert to the second device responsive to the second verification response indicating no data
corresponding to the terminating call record in the first registry.

[0011] Tn some embodiments, the second registry is further configured to obtain, from
the second device, number portability information and roaming information associated with the
obtained call data. In some embodiments, the first verification request and second verification
request include a calling A-number, a called B-number, a call event mark, number portability
information, and roaming information associated with a call signal. In some embodiments, the
first verification response and second verification response include a calling A-number, a called
B-number, a call event mark, number portability information, and roaming information
associated with a call signal. In some embodiments, the second registry is further configured to
include an indication in the first verification response responsive to no terminating call record
existing in the second registry that corresponds to the request data.

[0012] In some embodiments, the second registry 1s further configured to include a PBX
hack mark in the first verification response responsive to: (a) the request data in the first
verification request matching a terminating call record in the second registry, (b) a third-party
verification request from a third-party matching a called B-number in the terminating call record,
and (c) a discrepancy between a calling A-number in the third-party verification request and a
calling A-number in the terminating call record. In some embodiments, the second registry is
further configured to detect the discrepancy between the calling A-number in the first
verification request and the calling A-number in a corresponding terminating call record in the
second registry based on a verification response from a third registry coupled to a third device

assigned the calling A-number in the terminating call record.
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[0013] Tn some embodiments, the obtained call data is transmitted from the second
device to the second registry by a standard networking protocol, including RADIUS, Diameter,
or HTTP. In some embodiments, the second registry is further configured to match a calling A-
number in the terminating call record to corresponding E164 ranges to identify a host address of
the first registry to send the second verification request. In some embodiments, each of the call

signals 1s a call start signal, a call connect signal, or a call end signal.

Brief Description of the Drawings

[0014] The foregoing features of embodiments will be more readily understood by
reference to the following detailed description, taken with reference to the accompanying
drawings, in which:

[0015] Fig. 1 is a block diagram of a computer system for detecting and blocking call
fraud, in accordance with embodiments of the present invention.

[0016] Fig. 2 is a block diagram showing components of a call registry, in accordance
with embodiments of the present invention.

[0017] Fig 3 is a flow chart depicting a method for processing, in real-time, messages
received by a call registry, in accordance with embodiments of the present invention.

[0018] Fig. 4A is a sequence diagram depicting logic flow for generating alerts based on
the detection of discrepancies between originating call data and terminating call data associated
with a call signal, in accordance with embodiments of the present invention.

[0019] Fig. 4B is a sequence diagram depicting logic flow for generating alerts based on
the detection of discrepancies between originating call data, terminating call data, and third-party
data associated with a call signal, in accordance with embodiments of the present invention.

[0020] Fig. 5 is a sequence diagram depicting logic flow for generating alerts based on
the detection of no originating call record being associated with a call signal, in accordance with
embodiments of the present invention.

[0021] Fig. 6 is a sequence diagram depicting logic flow for generating alerts based on
the detection of no terminating call record being associated with a call signal, in accordance with
embodiments of the present invention.

[0022] Fig. 7 is a sequence diagram depicting logic flow for generating alerts based on

the detection of a PBX hack, in accordance with embodiments of the present invention.
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[0023] Fig. 8 is a flow chart depicting a method for processing verification requests by a
call registry in an originating call network, in accordance with embodiments of the present
invention.

[0024] Fig. 9 is a flow chart depicting a method for processing verification requests by a
call registry in a terminating call network, in accordance with embodiments of the present
invention.

[0025] Fig. 10 is a flow chart depicting a method for processing verification responses by
a call registry in an originating call network, in accordance with embodiments of the present
invention.

[0026] Fig. 11 is a flow chart depicting a method for processing verification responses by
a call registry in a terminating call network, in accordance with embodiments of the present

invention.

Detailed Description of Specific Embodiments

[0027] Embodiments of the present invention are directed to methods and systems for
detecting fraudulent activities with respect to voice calls, such as (CLI) spoofing, short stopping,
call stretching, interconnect bypass, private branch exchange (PBX) hack, robocalls, Wangiri
scams, etc., and alerting call network equipment to such activities in real-time. Some of the
embodiments provide a bi-directional handshake exchange performed, over an encrypted out-of-
band channel, between the call network that originates a call and the call network that terminates
the call. The bi-directional handshake verifies the legitimacy of call signals that are
communicated to execute the call.

[0028] Fig. 1 is a block diagram of a computer system for detecting and blocking call
fraud, in accordance with embodiments of the present invention. The computer system includes
an originating call network 101 associated with a first operator that originates a voice call. The
originating call network 101 is in the E164 range 1. A first device (call switching device) 102 is
situated in the originating call network 101 and communicatively coupled to a first call registry
103. The first device 102 may be a call session control function (CSCF) device, a session border
controller (SBC) device, switch, a Customized Application for Mobile Enhanced Logic Service
{CAMEL) gateway device, a Service Control Point (SCP) device, telephone application server
(TAS), etc. The first registry 103 may be configured with the components shown in Fig. 2. The
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first registry 103 is assigned a host address (e.g., TP address) associated with the E164 to identify
the first registry 103. The first device 102 is associated with a calling A-number.

[0029] The computer system of Fig. 1 also includes a terminating call network 111
associated with a second operator that terminates the call. The terminating call network 111 isin
the E164 range 2. A second device (call switching device) 112 is situated in the terminating call
network 111 and communicatively coupled to a second call registry 113. The second device 112
may be a call session control function (CSCF) device, a session border controller (SBC) device,
switch, a Customized Application for Mobile Enhanced Logic Service {CAMEL) gateway
device, a Service Control Point (SCP) device, a telephone application server (TAS), etc. The
second registry 113 may be configured with the components shown in Fig. 2. The second
registry 113 is assigned a host address (e.g., IP address) associate with the E164 to identify the
second registry 113. The second device 112 is associated with a called B-number.

[0030] The computer system of Fig. 1 further includes an interconnect networks 122 of
transit carriers and the Internet 132. In Fig. 1, the first device 102 of the originating network 101
is configured to send call signals 120 for a call, through the interconnect networks 122, to the
second device 112 of the terminating network 111. The call signals 120 may include a call start
signal, a call connect signal, and a call end signal.

[0031] The first registry 103 is configured to obtain, from the first device 102, call data
104 sent in a call signal 120 and to store the obtained call data 104 as an originating call record
in its database. The call data 104 may include the calling A-number, the called B-number, a call
event mark (e.g., a call start event, a call connect event, a call end event, etc.), etc. from the call
signal. In some embodiments, the first registry 103 is also configured to obtain from the first
device 102, and store, number portability information, roaming information, session identifier,
etc. associated with the call signal. In some embodiments, the first device 102 is configured to
transmit the call data to the first registry 103 using a standard networking protocol, such as
Remote Authentication Dial-In User Service {RADIUS), Diameter, Hypertext Transfer Protocol
(HTTP), SIGTRAN, etc.

[0032] The second device 112 is configured to receive the call signal 120 transmitted,
over the interconnect networks 122, from the first device 102. The second registry 113 is
configured to obtain, from the second device 112, the call data 114 received in the call signal and
to store the obtained call data 114 as a terminating call record in its database. The call data 114

may include the calling A-number, the called B-number, and a call event mark (e.g., a call start
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event, a call connect event, a call end event, etc.), etc. from the call signal. In some
embodiments, the second registry 113 is also configured to obtain from the second device 112,
and store, number portability information, roaming information, session identifier, etc. associated
with the call signal. In some embodiments, the second device 112 is configured to transmit the
call data to the second registry 113 using a standard networking protocol, such as RADIUS,
Diameter, HTTP, SIGTRAN, etc.

[0033] The call data contained in a call signal 120 may sometimes be changed on its path
from the first device 102 in the originating network 101 to the second device 112 in the
terminating network 111. In some situations, the change may cause the call signal to be stopped
or re-routed through the interconnect network 122, such that the call signal does not reach the
second device 112. In other situations, a call signal received at the second device 112 may be
configured so that it appears to have been sent from the first device 102, although the call signal
was sent by a third-party device. Accordingly, for a call signal, discrepancies may exist between
the originating call record stored in the first registry 103 and the terminating call record stored in
the second registry 113. Often such situations occur as a result of intentional manipulation of the
call signal to perform fraudulent activities with respect to the call, such as caller identifier (CLI)
spoofing, short stopping, call stretching, interconnect bypass, private branch exchange (PBX)
hack, robocalls, Wangiri, etc.

[0034] To detect such call signal manipulation, the first registry 103 and the second
registry 113 are configured to perform a bi-directional handshake to exchange their records for a
given call signal, over an encrypted out-of-band channel 134 configured between the first
registry 103 and second registry 113 through the Internet 132. The encrypted out-of-band
channel 134 is distinct from the network path used to transmit the call signals 120 through the
interconnect network 122.

[0035] As part of the handshake exchange, the first registry 103 is configured to send a
first verification request, over the out-of-band channel 134, to the second registry 113. The first
verification request contains, as request data, information from the originating call record stored
at the first registry 103 for the call signal. The first verification request may include the calling
A-number, the called B-number, a call event mark (e.g., a call start event, an intermediate
connect event, a call end event, etc.), number portability information, and roaming information
associated with the call signal. In some embodiments, the first verification request may also

include a session identifier of the call signal. The second registry 113 is configured to receive the
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first verification request and, in response, detect, by processing the request data: (i) whether a
terminating call record exists in the second registry 113 that corresponds to the request data, and
(i1) any discrepancy between such existing terminating call record and the request data.

[0036] The second registry 113 is configured to send, over the out-of-band channel 134
to the first registry 103, a first verification response based on such processing of the request data.
The first verification response may include the calling A-number, the called B-number, a call
event mark (e.g., a call start event, an intermediate connect event, a call end event, etc.), number
portability information, roaming information associated with the call signal, and an indication of
any detected discrepancy between the request data in the first verification request and the second
registry records (e.g., no call record, PBX hack, CLI spoof, etc.). The first registry 103 1s
configured to receive the first verification response, and in response, detect, by processing the
response data included in the first verification response, any discrepancy between the terminating
call record in the second registry 113 and originating call record in the first registry 103.

[0037] Also as part of the handshake exchange, the second registry 113 is configured to
send a second verification request, over the out-of-band channel 134, to the first registry 103.
The second verification request contains, as request data, information from the terminating call
record obtained and stored at the second registry 113 for the received call signal. The second
verification request may include the calling A-number, the called B-number, a call event mark
(e.g., a call start event, an intermediate connect event, a call end event, etc.), number portability
information, and roaming information associated with the call signal. In some embodiments, the
second verification request may also include a session identifier of the call signal.

[0038] The first registry 103 is configured to receive the second verification request and,
in response, detect, by processing the request data: (i) whether an originating call record exists in
the first registry 103 that corresponds to the request data, and (i1) any discrepancy between such
existing originating call record and the request data. The first registry 103 is configured to send,
over the out-of-band channel 134 to the second registry 113, a second verification response
based on the processing of the request data. The second verification response may include the
calling A-number, the called B-number, a call event mark (e.g., a call start event, an intermediate
connect event, a call end event, etc.), number portability information, roaming information
associated with the call signal, and an indication of any detected discrepancy between the request
data in the second verification request and the first registry records (e.g., no call record, CLI

spoof, etc.). The second registry 113 is configured to receive the second verification response,
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and in response, detect, by processing response data included in the second verification response,
any discrepancy between the terminating call record in the second registry 113 and originating
call record in the first registry 103.

[0039] The first registry 103 is configured to generate alerts 105 responsive to the data
contained in the first verification response or second verification request indicating a discrepancy
in the originating call record stored in the first registry 103. The first registry 103 is configured to
send these alerts 105 to the first device 102 for taking actions with respect to the alerts. The
second registry 113 is configured to generate alerts 115 responsive to the data contained in the
first verification request or second verification response indicating a discrepancy in the
terminating call record stored in the second registry 113. The first registry 103 1s configured to
send these alerts 115 to the first device 102 for taking actions with respect to the alerts. Such
alerts are described in further detail in connection with Figs. 4-11.

[0040] Fig. 2 is a block diagram showing components of a call registry, in accordance
with embodiments of the present invention. In some embodiments, the first registry 103 of Fig. 1
is configured with these call registry components, and in some embodiments, the second registry
113 of Fig. 1 is configured with these call registry components.

[0041] The call registry components of Fig. 2 include a local database 201 to store call
records associated with call signal data obtained from a local switching device. For example, the
first registry 103 in Fig. 1 may store call signal data 104, obtained from local switching device
102, in its local database 201 as originating call records. The call registry components of Fig. 2
also include a remote registrics database 202 to store data associated with remote call registries.
For a given remote call registry, this database 202 may contain records including the E164 range
associated with the remote call registry, the IP address assigned to the remote call registry, etc.
Discovering and storing the IP address of a remote call registry is useful so that this information
is available for sending a verification request, when needed, to that remote call registry. For
example, for a received call signal, the called B-number in the call signal is attempted to be
matched to the E164 ranges in its remote registries database 202. If a match is found, a
verification request is sent to the IP address of the originating call registry corresponding to the
matched E164 range in the database 202.

[0042] The call registry components of Fig. 2 further include a fraud detection module
203 configured with logic (e.g., hardware components, software instructions, etc.) to detect

discrepancies, between the call data in the local database 201 and the call data received in
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verification requests and responses from remote registries, indicative of call fraud and generate
associated alerts. Examples of fraud detected by the fraud detection module 203 is described in
detail in connection with Figs. 4-11.

[0043] The call registry components of Fig. 2 also include a call switching equipment
interface 204 for the call registry to communicate with call switching devices. For example, the
first registry 103 of Fig. 1 may use the call switching equipment interface 204 to communicate
with the local switching device 102, such as obtaining from the device 102 call data 104 using a
standard networking protocol (e.g., RADIUS, Diameter, HT'TP, SIGTRAN, etc.).

[0044] The call registry components of Fig. 2 further include a remote registries interface
205 for the call registry to communicate with remote registries, such as by sending verification
requests and verification responses to the remote registries. For example, the first registry 103 of
Fig. 1 may use the remote registries interface 205 to send a first verification request, over the
encrypted out-of-band channel 134, to the second registry 113.

[0045] The call registry components of Fig. 2 also include an alerting interface 206 for
the call registry to send an alert, generated by the fraud detection module 203, to a local
switching device or other external device for taking actions with respect to the alert. For
example, the first registry 103 of Fig. 1 may use the alert interface 206 to send an alert 105 to the
local switching device 102. In some embodiments, the call registry sends, by email, Slack
message, etc., the alert to the personnel responsible for system administration. Optionally, the
alert may include a control message to the local switching device to end the associated call. A
call registry may include one or more processors that implement the call registry components.

[0046] Fig. 3 is a block diagram depicting a method for processing call messages at a call
registry in real-time, in accordance with embodiments of the present invention. The call registry
of Fig. 3 is coupled to a local call switching device. The method processes the call messages to
detect abnormalities in call signals transmitted as part of a voice call. In some embodiments, the
first registry 103 of Fig. 1 uses the method of Fig. 3 to process call messages received from local
switching device 102 and the second registry 113. Similarly, in some embodiments, the second
registry 113 of Fig. 1 uses the method of Fig. 3 to process call messages received from local
switching device 112 and the first registry 103.

[0047] The method of Fig. 3 begins at step 305 by the registry (local registry) receiving a
message, which is analyzed by the local registry to determine the type of message. If, at step 310,

the message is found to be a call signal message received from the local switching device, the
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method checks 3135 the local registry database to determine whether a record exists for the
associated call. Note, that in some embodiments, the local switching device transmits the
message to the local registry using a standard networking protocol, such as RADIUS, Diameter,
HTTP, SIGTRAN, etc. If no such record exists, at step 320, the method resolves the call data and
creates a new call record. In some embodiments, to resolve the call data, the method, at step 315,
may obtain number portability information, roaming information, session identifier, etc.
associated with the call signal from the local switching device. The method, at 325, stores the
call data of the call signal in the new or existing call record in the local registry database. The
call data may include one or more of a calling A-number, a called B-number, a call event mark
(e.g., call start event, call connect event, call end event), number portability information, roaming
information, session identifier, etc.

[0048] At step 330, the method locates the registry address for the remote registry
coupled to the remote switching device associated with the call signal. For example, if local
registry is in the terminating network, then the remote registry is coupled to the switching device,
in the originating network, that sent the call signal. In some embodiments, the registry address is
a host address (e.g., IP address) that is located by matching the calling A-number and/or the
called-B number in the call record to a corresponding E164 ranges. At step 330, the method
sends a verification request to the remote registry at the located registry address. The method, at
step 330, includes data from the stored call record so that the remote registry can confirm that
consistent data for the call signal is stored in the remote registry’s database. This data may
include one or more of a calling A-number, a called B-number, a call event mark (¢.g., call start
event, call connect event, call end event), number portability information, roaming information,
session identifier, etc.

[0049] If, at step 340, the message is instead found to be a verification request received
from a remote registry, the method checks 345 the local registry database to determine whether a
call record exists that corresponds to the data contained in the verification request. This data may
include one or more of a calling A-number, a called B-number, a call event mark (e.g., call start
event, call connect event, call end event), number portability information, roaming information,
session identifier, etc. If no such call record exists, the method, at step 348, the method waits a
predetermined period of time for corresponding call data to be received from the switch (step
310) and stored as a call record. The method may set a timer to indicate the expiration of the wait

period. If the call data is not received during the wait period, at step 355, the method sends a
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verification response, to the remote registry, with a call not found indication. If a record does
exist or call data is receiving during the wait period, at step 350, the method sends a verification
response based on the request processing.

[0050] If a record does exist or call data is receiving during the wait period, at step 360,
the method also checks whether a discrepancy exists between the call record and the data
contained in the verification request. For example, a discrepancy between the calling A-number
in the call record and the calling A-number contained in the verification request. If such
discrepancy exists, at step 365, the method sends an alert to the local switching device for taking
actions with respect to the alert. Optionally, at step 370, as part of the alert, the method may send
a control message to the local switching device to end the call associated with the verification
request.

[0051] If, at step 380, the message received at the local registry is instead found to be a
verification response received from a remote registry, at step 360, the method checks whether the
verification response indicates a call discrepancy. For example, the verification response may
indicate that no call record exists in the remote registry corresponding to a verification request
sent by the local registry. If such a discrepancy is indicated, at step 365, the method sends an
alert to the local switching device for taking actions with respect to the alert. Optionally, at step
370, as part of the alert, the method may send a control message to the local switching device to
end the call associated with the verification response.

[0052] Fig. 4A is a sequence diagram depicting logic flow for generating alerts based on
the detection of discrepancies between originating call data and terminating call data associated
with a call signal, in accordance with embodiments of the present invention.

The sequence diagram depicts example logic flow within the computer system of Fig. 1.

[0053] The logic flow begins by the first switching device 102 in the originating network
sending a call signal 405, over the interconnect network 122, to the second switching device 112
in the terminating network. In the embodiment of Fig. 4A, the data in the call signal 405 is
manipulated prior to reaching the second switching device 112. For example, the call signal 405
may be spoofed by changing the calling A-number contained in the call signal. The first device
102 sends call data 410 contained in the sent call signal to the first registry 103, which stores the
call data 410 as an originating call record in its local database. The second device 112 sends call
data 415 contained in the received call signal to the second registry 113, which stores the call

data 415 as a terminating call record in its local database. Due to the manipulation of the call
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signal 405, a discrepancy exists between the originating call record in the first registry’s database
and the terminating call record in the second registry’s database.

[0054] The first registry 103 sends, over the out-of-band channel 134, a first verification
request 420 to the second registry 113. The first verification request 420 includes data from the
originating call record stored in the first registry’s local database. This data may include one or
more of a calling A-number, a called B-number, a call event mark (e.g., call start event, call
connect event, call end event), number portability information, roaming information, session
identifier, etc.

[0055] The second registry 113 receives the first verification request 420 from the first
registry 103, and determines that a discrepancy exists between the data in the first verification
request 420 and the originating call record stored in the second registry’s database. The second
registry 113 sends, over the out-of-band channel 134, a first verification response 425 with an
indication of the discrepancy to the first registry 103. The second registry 113 also sends an alert
430 to the second device 112 for taking actions with respect to the alert. If the discrepancy is
between an A-calling number in the first verification request and an A-calling number in the
corresponding terminating call record in the second registry’s database, the alert 430 sent to the
second device 112 is a spoofing alert. If the terminating call record has a local A-number, the
alert 430 sent to the second device 112 is a interconnect bypass alert.

[0056] In some scenarios, the first verification request 420 arrives from the first registry
103 prior to the call data 415 arriving from the second device 112. In these scenarios, the second
registry 113 may wait a predetermined period of time for the arrival of the call data 415 before
responding to the first verification request 420. A timer may be used to indicate the expiration of
the predetermined period of time.

[0057] Responsive to receipt of the first verification response 425 indicating the
discrepancy, the first registry 103 sends an alert 435 to the first device 102 for taking actions
with respect to the alert. If the discrepancy is between the calling A-number in the terminating
call record and the calling A-number in the corresponding originating call record, the alerts 430
and 435 sent to the devices are spoofing alerts.

[0058] The second registry 113 sends, over the out-of-band channel 134, a second
verification request 440 to the first registry 103. The second verification 440 request includes
data from the terminating call record stored in the second registry’s local database. This data may

include one or more of a calling A-number, a called B-number, a call event mark (e.g., call start
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event, call connect event, call end event), number portability information, roaming information,
session identifier, etc. The first registry 103 receives the second verification request 440 from the
second registry 113 and determines that a discrepancy exists between the data in the second
verification request and the terminating call record stored in the first registry’s database.

[0059] The first registry 103 sends, over the out-of-band channel 134, a second
verification response 445 with an indication of the discrepancy to the second registry 113. The
first registry 103 also sends an alert 450 to the first device 102 for taking acticns with respect to
the alert. In some embodiments, if the discrepancy is between a call end event in the second
verification request and a call end event in the originating call record in the first registry’s
database, the alert 450 sent to the first device 102 1s a call stretching alert. In some embodiments,
if the call signal 405 is associated with a call start event, and the discrepancy is between an A-
calling number in the second verification request and an A-calling number in the originating call
record in the first registry’s database, the alert 450 sent to the first device 102 is a spoofing alert.

[0060] Note, some embodiments the communication sequence may vary from the
sequence depicted in Fig. 4A. For example, the second registry 113 may send the second
verification request 440 before sending the first verification response 425. For another example,
the second registry 113 may send the alert 430 before sending the first verification response 425.

[0061] Alsc note, in some cases, the local registry may generate some alerts based on the
verification request received from a remote registry for a call signal, or the verification response
received from the remote registry for that call signals. In some embodiments, for these cases, the
local registry generates these alerts based on whichever of these messages 1s received first from
the remote registry.

[0062] Fig. 4B is a sequence diagram depicting logic flow for generating alerts based on
the detection of discrepancies between originating call data, terminating call data, and third-party
data associated with a call signal, in accordance with embodiments of the present invention.

[0063] The logic flow begins by the first switching device 102 in the originating network
sending a call signal 455, over the interconnect network 122, to the second switching device 112
in the terminating network. In the embodiment of Fig. 4B, the data in the call signal 455 is
manipulated prior to reaching the second switching device 112. In particular, the call signal 455
is spoofed by changing the calling A-number contained in the call signal to the calling A-number

of the third device 116. The first device 102 sends call data 460 contained in the sent call signal
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to the first registry 103, which stores the call data 460 as an originating call record in its local
database.

[0064] The first registry 103 sends, over the out-of-band channel 134, a first verification
request 465 to the second registry 113. The first verification request 465 includes data from the
originating call record stored in the first registry’s local database. This data may include one or
more of a calling A-number, a called B-number, a call event mark (e.g., call start event, call
connect event, call end event), number portability information, roaming information, session
identifier, etc. The second device 112 also sends call data 470 contained in the sent call signal to
the second registry 113, which stores the call data 470 as an originating call record in its local
database.

[0065] Due to the manipulation of the call signal 455, the second registry 113 sends a
verification request 475 to the third registry 117 communicatively coupled to the third device
116. As the third device 116 did not actually originating the call signal 455, the third registry 117
does not have a call record corresponding to the call signal 455, and sends a verification response
480 to the second registry 113 indicating no call data found in the third registry 117. Based on
the verification response 480, the second registry 113 detects that the calling A-number in the
call signal 455 was spoofed and sends a first verification response 485 to the first registry 103
with a call spoof mark. The second registry 113 also sends a call spoofing alert 490 to the
second device 112 for taking actions with respect to the alert. Responsive to receipt of the first
verification response 485, the first registry 103 similarly sends a call spoofing alert 495 to the
first device 102 for taking action with respect to the alert.

[0066] Fig. 5 is a sequence diagram depicting logic flow for generating alerts based on
the detection of no originating call record associated with a call signal, in accordance with
embodiments of the present invention. The sequence diagram depicts example logic flow within
the computer system of Fig. 1.

[0067] The logic flow begins by a third-party hacker device 322 sending a call signal
505, over the interconnect network 122, to the second switching device 112 in the terminating
network. The hacker device 322 configures the call signal 505 such that the call signal 505
appears to have originated from the first switching device 102 in the originating network. The
second device 112 sends the call data 515 contained in the received call signal 505 to the second

registry 113, which stores the call data as a terminating call record in its local database.
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[0068] The second registry 113 sends, over the out-of-band channel 134, a verification
request 520 to the first registry 103. The verification request 520 includes data from the
terminating call record stored in the second registry’s local database. This data may include one
or more of a calling A-number, a called B-number, a call event mark (e.g., call start event, call
connect event, call end event), number portability information, roaming information, session
identifier, etc. The first registry 103 receives the verification request 520 from the second
registry 113 and determines that a no originating call record exists in its local database that
corresponds to the data contained in the verification request 520. In response, the first registry
103 sends, over the out-of-band channel 134, a verification response 525 with an indication of no
originating call data found in the first registry 103.

[0069] Responsive to receipt of the verification response 525 indicating no originating
call data found, the second registry 113 sends an alert 530 to the second device 112 for taking
actions with respect to the situation of the call signal not actually originating from the first device
102. In some embodiments, the alert 530 is an unconfirmed call alert indicating a robocall,
Wangiri scam, etc

[0070] Fig. 6 is a sequence diagram depicting logic flow for generating alerts based on
the detection of no terminating call record associated with a call signal, in accordance with
embodiments of the present invention. The sequence diagram depicts example logic flow within
the computer system of Fig. 1.

[0071] The logic flow begins by the first switching device 102 in the originating network
sending a call signal 605, over the interconnect network 122, to the second switching device 112
in the terminating network. A hacker device 322 intercepts the call signal 605, such that the call
signal 605 never reaches the second switching device 112. For example, the hacker device 322
may re-route the call signal 605 to a switching device in another call network. The first device
102 sends the call data 615 contained in the sent call signal 605 to the first registry 103, which
stores the call data as an originating call record in its local database. As the call signal 605 never
reached the second device 112, no terminating call record is stored in the second registry 113 for
the call signal 605.

[0072] The first registry 103 sends, over the out-of-band channel 134, a verification
request 620 to the second registry 113. The verification request 620 includes data from the
terminating call record stored in the first registry’s local database. This data may include one or

more of a calling A-number, a called B-number, a call event mark (e.g., call start event, call
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connect event, call end event), number portability information, roaming information, session
identifier, etc. The second registry 113 receives the verification request 620 from the second
registry 113 and determines that a no terminating call record exists in its local database that
corresponds to the data contained in the verification request 620. In response, the second registry
113 sends, over the out-of-band channel 134, a verification response 630 with an indication of no
terminating call data found in the second registry 113. In some embodiments, the second registry
113 may wait a predetermined period of time for corresponding data to arrive from the second
device 112 prior to sending the verification response 630.

[0073] Responsive to receipt of the verification response 630 indicating no terminating
call data found, the first registry 103 sends an alert 640 to the first device 102 for taking actions
with respect to the situation of the call signal not reaching the second device 112. In some
embodiments, if the call signal 605 is associated with a call start event, the alert 640 is a short
stopping alert. In some embodiments, if the call signal 605 is associated with call connect event,
the alert 640 is a false answer supervision alert.

[0074] Fig. 7 is a sequence diagram depicting logic flow for generating alerts based on
the detection of a PBX hack, in accordance with embodiments of the present invention. The
sequence diagram depicts example logic flow within the computer system of Fig. 1.

[0075] In the logic flow, a third switching device 116, in the call network of a third
operator, initiates a legitimate call destined to the second switching device 112. To do so, the
third switching device sends, over the interconnect network 122, a call signal 705 with the
calling A-number of the third switching device 116 and called B-number of the second switching
device 112. A carrier in the interconnect network 122 redirects the call signal 705 in to the PBX
702 in the call network of the first switching device 102, and thus changes the calling A-number
in the call signal 705 to the call A-number assigned to the first device 102. Based on the changed
call data in the call signal 705, the PBX 702 sends the call signal 705 to the first device 102,
which in turn sends the call signal to the second device 112.

[0076] In response to sending the call signal 705, the third device 116 sends the call data
710 contained in the sent call signal 705 to the third registry 117, which stores the call data 710
as an originating call record in its local database. In response to receiving the call signal 705, the
first device 102 sends the call data 715 contained in the received call signal 705 to the first
registry 103, which stores the call data as an originating call record in its local database. The

third registry 117 then sends a third-party verification request 720 of the call data 710 to the
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second registry 113, and the second device 112 also sends the call data 725 received from the
first device 102 to the second registry 113, which stores the call data as an originating call record
in its local database. Based on the discrepancy in the calling A-numbers in the verification
request from the third registry 117 and the originating call record of the call signal 705 from the
first device 102, the second registry 113 sends a verification response to the third registry 117
indicating call spoofing of the call signal 705.

[0077] The first registry 103 sends a first verification request 735 to the second registry
113. The first verification request 735 includes data from the originating call record stored in the
first registry’s local database. The second registry 113 receives the first verification request 735
from the first registry 103 and determines that the terminating call record matches the data in the
first verification request 735. The second registry 113 also determines that the data in the third-
party verification request 720 from the third registry 117 matched the called B-number in the
terminating call record, but a discrepancy existed between the calling A-number in the third-
party verification request 720 and the calling A-number in the terminating call record. Based on
these determinations, the second registry 113 detects a PBX hack occurred with respect to the
call signal 705

[0078] The second registry 113 sends a first verification response 740 with a PBX hack
mark indicative of the detected PBX hack of the call signal 705. Responsive to receipt of the first
verification response 740, the first registry 103 sends a PBX hack alert 745 to the first device 102
for taking actions with respect to the alert.

[0079] The second registry 113 also sends a second verification request 750 to the first
registry 103 containing data from the terminating call record in the second registry’s database.
The first registry 103 receives the second verification request 440 from the second registry 113
and determines that a discrepancy (in the calling A-number) exists between the data in the
second verification request 750 and the originating call record stored in the first registry’s
database. The first registry 103 sends a second verification response 745 with an indication of the
discrepancy to the second registry 113. In some embodiments, the second registry 113 may also
generate an alert based on the discrepancy.

[0080] Fig. 8 is a flow chart depicting a method for processing verification requests by a
call registry in an originating call network, in accordance with embodiments of the present

invention. The call registry (local registry) is communicatively coupled to a call switching device

19

CA 03191409 2023-3-1



WO 2022/051091 PCT/US2021/046433

in the originating call network. In some embodiments, the method of Fig. 8 is performed by the
first call registry 103 of Fig. 1.

[0081] The method begins at step 805 by the local registry receiving, from a remote
registry in a terminating call network, a verification request to verify a call signal received at a
call switching device in the terminating call network. The verification request contains, as
request data, the call data in the call signal received at the terminating call network. The method,
at step 810, checks the local registry’s database to find an originating call record that corresponds
to the request data in the verification request. If no such call record is found, at step 840, the
local registry sends, to the remote registry, a verification response indicating no corresponding
call record in the local registry’s database.

[0082] If an originating call record is found, at step 820, the method checks if the request
data is for a call start event. If so, the method further checks if a discrepancy exists between the
calling A-number in the request data and the calling A-number in the originating call record. If
such discrepancy exists, the method generates a spoofing alert that is transmitted to the
communicatively coupled switching device to take action with respect to the alert, such as
ending the associated call.

[0083] At step 825, the method checks if the request data is for a call end event. If so, the
method checks if a discrepancy exists between the call end event in the request data and the call
end event in the originating call record. If such discrepancy is present, the method generates a
call stretching alert that is transmitted to the communicatively coupled switching device to take
action with respect to alert, such as ending the associated call. At step 830, the method generates
a verification response, which includes an indication of any discrepancy between the request data
and originating call record, such as a discrepancy in the calling A-number, in the call end event,
etc.

[0084] Fig. 9 is a flow chart depicting a method for processing verification requests by a
call registry in a terminating call network, in accordance with embodiments of the present
invention. The call registry (local call registry) is communicatively coupled to a call switching
device in the terminating call network. In some embodiments, the method of Fig. 9 is performed
by the first call registry 103 of Fig. 1.

[0085] The method begins at step 905 by the local registry receiving, from a remote
registry in a terminating call network, a verification request to verify a call signal sent from a call

switching device in the originating network. The verification request contains, as request data,

20

CA 03191409 2023-3-1



WO 2022/051091 PCT/US2021/046433

the call data in the call signal sent by the originating call network. The method, at step 910,
checks the registry’s database to find a terminating call record that corresponds to the request
data in the verification request. If no such call record is found, at step 912, the method waits a
predetermined period of time for corresponding call data (from a call signal) to be received from
the switching device and stored in a terminating call record. The method may set a timer to
indicate the expiration of the wait period. If the call data is not received during the wait period, at
step 940, the local registry sends, to the remote registry, a verification response indicating no
corresponding call record in the local registry’s database.

[0086] If a terminating call record is found or call data is received during the wait period,
at step 915, the method checks if a discrepancy exists between the calling A-number in the
request data and the calling A-number in the terminating call record. If such discrepancy exists,
the method generates a spoofing alert that is transmitted to the communicatively coupled
switching device to take action with respect to the alert. At step 920, the method further checks if
the A-number in the terminating call record is a local A-number. If so, the method generates an
interconnect bypass alert that is transmitted to the communicatively coupled switching device to
take action with respect to the alert.

[0087] At step 925, the method generates a verification response, which includes an
indication of any discrepancy between the request data and terminating call record, such as a
discrepancy in the calling A-number, etc. At step 930, the method checks the local registry’s
database to determine if a third-party also sent a verification request containing request data
matching to the terminating call record, but with a spoofed calling A-number. If so, the method
sets the indication in the verification response to include a PBX hack mark.

[0088] Fig. 10 is a flow chart depicting a method for processing verification responses by
a call registry in an originating call network, in accordance with embodiments of the present
invention. The call registry (local registry) is communicatively coupled to a call switching device
in the originating call network. In some embodiments, the method of Fig. 8 is performed by the
first call registry 103 of Fig. 1.

[0089] The method begins at step 1005 by the local registry receiving, from a remote
registry in a terminating call network, a verification response. The receipt of the verification
response is based on a verification request sent by the local registry to verify a call signal sent by
the communicatively coupled call switching device to the terminating network. The call data of

this call signal is stored in the local registry as an originating call record. The verification
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response contains, as response data, the call data in the call signal received at the terminating call
network.

[0090] At step 1010, the method checks if the response data is for a call start event. If so,
the method further checks if a discrepancy exists between the calling A-number in the response
data and the calling A-number in the originating call record. If such discrepancy exists, the
method generates a spoofing alert that is transmitted to the communicatively coupled switching
device to take action with respect to the call spoofing. At step 1015, the method checks if the
response data is for a call start event. If so, the method further checks the response data for an
indication of no data corresponding to the originating call record exists in the remote registry. If
such indication exists, the method generates a short stopping alert that is transmitted to the
communicatively coupled switching device to take action with respect to the short stopping.

[0091] At step 1020, the method checks if the response data is for a call connect event. If
so, the method further checks the response data for an indication of no data corresponding to the
originating call record exists in the remote registry. If such indication is present, the method
generates a false answer supervision alert that is transmitted to the communicatively coupled
switching device to take action with respect to this alert. At step 1025, the method checks if a
PBX hack mark is included in the response data. If such indication is present, the method
generates a PBX hack alert that is transmitted to the communicatively coupled switching device
to take action with respect to this alert.

[0092] Fig. 11 is a flow chart depicting a method for processing verification requests by a
call registry in a terminating call network, in accordance with embodiments of the present
invention. The call registry (local registry) is communicatively coupled to a call switching device
in the terminating call network. In some embodiments, the method of Fig. 11 1s performed by the
second call registry 113 of Fig. 1.

[0093] The method begins at step 1105 by the local registry receiving, from a remote
registry in an originating call network, a verification response. The receipt of the verification
response is based on a verification request sent by the local registry to verify a call signal
received by the communicatively coupled call switching device from the originating call
network. The call data of this call signal is stored in the local registry as a terminating call
record. The verification response contains, as response data, the call data in the call signal sent

by the originating call network.
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[0094] At step 1110, the method checks if the response data for an indication of no data
corresponding to the terminating call record exists in the remote registry. If such indication is
present, the method generates an unconfirmed call alert that is transmitted to the
communicatively coupled switching device to take action with respect to the alert.

[0095] The embodiments of the invention described above are intended to be merely
exemplary; numerous variations and modifications will be apparent to those skilled in the art.

All such variations and modifications are intended to be within the scope of the present invention

as defined in any appended claims.
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What is claimed is:

1. A computer system for detecting abnormalities in a call signal, the system comprising:

a first device situated in an originating call network, the first device configured to send
call signals to a second device situated in an terminating call network, wherein the second device
is coupled to a second registry that stores call signals' data received at the second device as
terminating call records; and

a first registry coupled to the first device and configured to, in real-time:

obtain, from the first device, call data sent in a given call signal, and store the
obtained call data as an originating call record in the first registry;
send, to the second registry, a first verification request containing the originating call
record, and receive a first verification response, and in response:
detect, by processing response data included in the first verification response, a
discrepancy between the originating call record and terminating data in the second registry;
receive, from the second registry, a second verification request that includes, as
request data, a terminating call record stored in the second registry, and in response:
detect, by processing the request data: (i) whether an ariginating call record exists
in the first registry that corresponds to the request data, and (ii) a discrepancy between such
existing originating call record and the request data, and
send, to the second registry, a second verification response based on the
processing of the request data,

wherein the first verification request and second verification request include a calling A-

number, a called B-number, a call event mark, number portability information, and roaming

information.

2. The system of claim 1, wherein call data contained in the given call signal includes a

calling A-number, a called B-number, and a call event mark.
3. The system of claim 1, wherein the first registry is further configured to obtain, from the

first device, number portability information and roaming information associated with the

obtained call data.
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4. The system of claim 1, wherein the first verification response and second verification
response include a calling A-number, a called B-number, a call event mark, number portability

information, and roaming information.

5. The system of claim 2, wherein the call event mark is a call start event.

6. The system of claim 5, wherein the first registry 1s further configured to send a spoofing
alert to the first device responsive to a discrepancy between the calling A-number in the first
verification response and the calling A-number in a corresponding originating call record in the

first registry.

7. The system of claim 5, wherein the first registry is further configured to send a short
stopping alert to the first device responsive to the first verification response indicating no call

data corresponding to the originating call record exists in the second registry.

8. The system of claim 2, wherein the call event mark is a call end event.

9. The system of claim 8, wherein the first registry is further configured to send a call
stretching alert to the first device responsive to a discrepancy between a call end event in the
second verification request and the call end event in a corresponding originating call record in

the first registry.

10. The system of claim 1, wherein the obtained call data is transmitted from the first device
to the first registry by a standard networking protocol, including RADIUS, Diameter, HTTP, or
SIGTRAN.

11. The system of claim 2, wherein the first registry is further configured to match a called-B
number in the originating call record to corresponding E164 ranges so as to identify a host

address of the second registry to send the first verification request.

12. The system of claim 1, wherein each of the call signals is a call start signal, a call connect

signal, or a call end signal.
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13. The system of claim 1, wherein the first registry is further configured to include an
indication in the second verification response responsive to no originating call record existing in

the first registry that corresponds to the request data.

14. The system of claim 2, wherein the first registry is further configured to send a PBX hack

alert to the first device responsive to PBX hack mark included in the first verification response.

15. The system of claim 2, wherein the call event mark is a connect call event.

16. The system of claim 15, wherein the first registry is further configured to send a false
answer supervision alert to the first device responsive to the first verification response indicating

no call data corresponding to the originating call record exists in the second registry.

17. A computer system for detecting abnormalities in a call signal, the system comprising;:

a second device situated in a terminating call network, the second device configured to
receive a call signal from a first device situated in an originating network, wherein the first
device is coupled to a first registry that stores call signals' data sent from the first device as
originating call records; and

a second registry coupled to the second device and configured to, in real-time:

obtain, from the second device, call data received in a given call signal, and store the
obtained call data as a terminating call record in the second registry;

send, to the first registry, a second verification request containing the terminating call
record, and receive a second verification response, and in response:

detect, by processing response data included in the second verification response, a
discrepancy between the terminating call record and originating data in the first registry; and

receive, from the first registry, a first verification request that includes, as request
data, an originating call record stored in the first registry, and in response:

detect, by processing the request data: (i) whether a terminating call record exists

in the second registry that corresponds to the request data, and (ii) a discrepancy between such
existing terminating call record and the request data, and

send a first verification response based on the processing of the request data,
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wherein the first verification request and second verification request include a
calling A-number, a called B-number, a call event mark, number portability information,

and roaming information.

18. The system of claim 17, wherein call data contained in the given call signal includes a

calling A-number, a called B-number, and a call event mark.

19. The system of claim 17, the second registry is further configured to obtain, from the
second device, number portability information and roaming information associated with the

obtained call data.

20. The system of claim 17, wherein the first verification response and second verification
response include a calling A-number, a called B-number, a call event mark, number portability

information, and roaming information.

21. The system of claim 18, wherein the second registry is further configured to send a
spoofing alert to the second device responsive to detection of a discrepancy between the calling
A-number in the first verification request and the calling A-number in a corresponding

terminating call record in the second registry.

22, The system of claim 18, wherein the second registry is further configured to send an
interconnect bypass alert to the second device responsive to the calling A-number in the

corresponding terminating call record being a local A-number.
23. The system of claim 17, wherein the obtained call data is transmitted from the second

device to the second registry by a standard networking protocol, including RADIUS, Diameter,
or HTTP.

24. The system of claim 18, wherein the second registry is further configured to match a

calling A-number in the terminating call record to corresponding E164 ranges to identify a host

address of the first registry to send the second verification request.
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25. The system of claim 17, wherein each of the call signals is a call start signal, a call

connect signal, or a call end signal.

26. The system of claim 17, wherein the second registry is further configured to include an
indication in the first verification response responsive to no terminating call record existing in

the second registry that corresponds to the request data.

27. The system of claim 17, wherein the second registry is further configured to send an
unconfirmed call alert to the second device responsive to the second verification response

indicating no data corresponding to the terminating call record in the first registry.

28. The system of claim 17, wherein the second registry is further configured to include a
PBX hack mark in the first verification response responsive to: (a) the request data in the first
verification request matching a terminating call record in the second registry, (b) a third-party
verification request from a third-party matching a called B-number in the terminating call record,

and (c) a discrepancy between a calling A-number in the third-party verification request and a

calling A-number in the terminating call record.

29. The system of claim 21, wherein the second registry is further configured to detect the
discrepancy between the calling A-number in the first verification request and the calling A-
number in a corresponding terminating call record in the second registry based on a verification
response from a third registry coupled to a third device assigned the calling A-number in the

terminating call record.
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