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A TERMINAL DEVICE RECORDING ATTRIBUTE INFORMATION ABOUT A
PRE-SET FILE IN A LOCAL AREA NETWORK

THE TERMINAL DEVICE DETERMINING WHETHER THE PRE-SET FILE IS A
GREY FILE ACCORDING TO THE ATTRIBUTE INFORMATION

IF IT IS DETERMINED THAT THE PRE-SET FILE IS A GREY FILE, THEN THE
TERMINAL DEVICE DETERMINING WHETHER THE GREY FILE HAS
TRIGGERED A PRE-SET ABNORMAL BEHAVIOUR RULE

IF IT IS DETERMINED THAT THE GREY FILE HAS TRIGGERED A PRE-SET
ABNORMAL BEHAVIOUR RULE, THEN THE TERMINAL DEVICE SENDING
TO A SERVER ABNCRMALITY ALARM INFORMATION ABOUT THE GREY
FILE HAVING TRIGGERED THE PRE-SET ABNORMAL BEHAVIOUR RULE
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(57) Abstract: Disclosed are a detection method for
an APT attack, a terminal device, a server and a
system, which relate to the technical field of in-
formation security and are primarily used for realiz-
ing rapid and precise detection of APT attacks. The
primary technical solution of the present invention
comprises: a terminal device recording attribute in-
formation about a pre-set file in a local area net-
work, wherein the attribute information about the
pre-set file comprises identification information,
time information, source information, and transfer
target information; determining whether the pre-set
file is a grey file according to the attribute informa-
tion, wherein the grey file neither exists in a white
list of the pre-set file nor a black list in the pre-set
file; if it is determined that the pre-set file is a grey
file, then determining whether the grey file has
triggered a pre-set abnormal behaviour rule; and if
it is determined that the grey file has triggered the
pre-set abnormal behaviour rule, sending to a server
abnormality alarm information about the grey file
having triggered the pre-set abnormal behaviour
rule, wherein the abnormality alarm information
contains identification information about the ter-
minal device. The present invention is primarily ap-
plied in the process of detecting an APT attack.
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