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TITLE: SYSTEM AND METHOD FOR MANAGING SPECTRUM
ALLOCATION

TECHNICAL FIELD OF THE INVENTION

The technology of the present disclosure relates generally to wireless
communications infrastructure and, more particularly, to a system and method for
managing spectrum allocation for spectrum that is used to support wireless
communications.

BACKGROUND

Wireless networks and systems are becoming increasingly popular. But wireless
communications are constrained due to a lack of available, interference free spectrum that
may be used for reliable communications within a geographic area.

To enhance the availability and reliability of interference free spectrum,
procedures that are governed by regulatory agencies (e.g., the Federal Communications
Commission (FCC) in the United States) have been developed for allocating and
governing spectrum use. In the U.S., for example, the FCC licenses spectrum in a primary
spectrum market to Commission licensees. A secondary market exists for the
Commission licensees to sublease spectrum for use by other parties.

In the U.S., some spectrum may be used without a license, but regulations on the
spectrum may be imposed. For example, analog television (TV) broadcasts have been
eliminated in favor of digital TV broadcasts. This frees spectrum channels for use by
unlicensed radio systems to offer various services, such as mobile communications and
Internet access. The available spectrum is commonly referred to as TV whitespace, which
is made up of the guard bands and unused TV channels between channel 2 and channel 51
(corresponding to 54 MHz to 698 MHz). To avoid interference with digital TV broadcasts
and other incumbent systems, such as wireless microphone systems, radios that use the TV
whitespace will be required to register and receive a channel map of available channels
that may be used for the communications activity of the radio system. Current regulations
require these radio systems to register every twenty-four hours. Also, for mobile radios, if
the radio moves into a new location, a new registration is required. Other regulations on
the radios are present, such as transmitted power limits for different types of radios.
Additional information regarding the regulation of TV whitespace may be found in FCC
08-260, Second Report and Order and Memorandum Opinion and Order, Adopted
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November 4, 2008 and Released November 14, 2008, the entirety of which is incorporated
herein by reference. Similar proposals have been made in places other than the United
States. For example, Ofcom in the United Kingdom has described access to certain
spectrum by cognitive radios in "Digital Dividend: Cognitive - Access Consultation on
License-Exempting Cognitive Devices Using Interleaved Spectrum,"” published February
16, 2009.

SUMMARY

Although the FCC has identified parameters for the use of TV whitespace and the
subleasing of spectrum, there is room for improvement in the manner in which
corresponding spectrum is allocated among radio systems and subsequently managed. For
instance, if a higher priority user requires spectrum, TV whitespace users may be forced to
relinquish spectrum at least on a temporary basis. In another exemplary context,
secondary market users of spectrum may be required to relinquish spectrum if a higher
priority spectrum user has a need for the spectrum. Disclosed are techniques for managing
situations where spectrum use by one party is preempted by spectrum needs of another
party.

These and further features will be apparent with reference to the following
description and attached drawings. In the description and drawings, particular
embodiments of the invention have been disclosed in detail as being indicative of some of
the ways in which the principles of the invention may be employed, but it is understood
that the invention is not limited correspondingly in scope. Rather, the invention includes
all changes, modifications and equivalents coming within the scope of the claims
appended hereto.

Features that are described and/or illustrated with respect to one embodiment may
be used in the same way or in a similar way in one or more other embodiments and/or in

combination with or instead of the features of the other embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a schematic view of an exemplary system for managing spectrum
allocation;
FIG. 2 is a flow diagram representing exemplary actions taken by various

components of the system of FIG. 1;
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FIG. 3 is a schematic view of portions of the system 10 during a temporary event
that results in preemptive spectrum use;

FIG. 4 is a flow diagram representing an exemplary technique for managing the
preemptive spectrum use; and

FIG. 5 is a flow diagram representing an exemplary technique for verifying
communication between a radio system and a central spectrum management system.

DETAILED DESCRIPTION OF EMBODIMENTS

Embodiments will now be described with reference to the drawings, wherein like
reference numerals are used to refer to like elements throughout. It will be understood that
the figures are not necessarily to scale.

A. Overview
A(l). Parties

Various entities that may have a relationship to electromagnetic spectrum for use
in wireless communications are described in this document. One entity is a government or
regulatory agency. In the United States, the governmental agency may be the FCC. The
governmental agency controls the rules and/or regulations for how wireless spectrum may
be used. Exemplary rules governing certain spectrum are described in the above-
mentioned FCC 08-260. Another exemplary agency is Ofcom in the United Kingdom.

In some situations, there may be a spectrum holder. A spectrum holder is any
entity having the authority to release spectrum use to another entity by granting the other
entity access to the spectrum. The granting of access may be a temporary permission to
use spectrum that is associated with the holder. Therefore, the access grant need not be a
lease or a sub-lease, as defined by the FCC. The holder may be, but is not limited to, a
government or regulatory agency (e.g., in the United States, the FCC), a Commission
licensee (e.g., in the United States, an entity that has licensed spectrum directly from the
FCC in the primary spectrum market), or a secondary market licensee. In some
embodiments, the holders may offer spectrum for use by others through an exchange or
matching platform that matches available spectrum to spectrum needs.

Another party may be a spectrum user, or simply a user. A user is any entity or
wireless communications system that has a need for spectrum in order to carry out
wireless communications, such as for offering wireless communications services to others

or Internet access to mobile client devices. With the transition of analog TV broadcasts to
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digital TV broadcasts, radios may seek registration in accordance with FCC 08-260 to gain
access to TV whitespace. These radios are referred to TV whitespace band radios
(TVBDs). Therefore, one exemplary user may be a TVBD. Other users may be users that
request or bid on spectrum from an exchange platform.

One type of user may be a priority spectrum user. Exemplary priority spectrum
users may include emergency responders or government agencies. Other exemplary
priority users may include incumbent spectrum users that have priority to certain spectrum
by regulation or have "grandfather" provisions so as to have access to certain spectrum.
For example, incumbent users to spectrum in the historical analog TV broadcast channels
are TV stations that broadcast using digital signals. Other exemplary incumbent users to
spectrum in the historical analog TV broadcast channels are wireless microphone systems.

Still another party may be an entity or system that manages registration of the
various users of the historical analog TV broadcast channels. This party may carry out
such management using a central registration system as described in greater detail below.

Another party may be a spectrum broker that hosts an automated spectrum
matching engine or exchange over which holders may transfer spectrum use rights to
users.

A(2). Wireless Communications Context

Aspects of the disclosed systems and methods are independent of the type or types
of radio devices that may use spectrum. As such, the systems and methods may be applied
in any operational context for wireless communications, and wireless communications are
expressly intended to encompass unidirectional signal transmissions (e.g., broadcasting of
a signal for receipt by a device without response) and to encompass bidirectional
communications where devices engage in the exchange of signals. The methods and
systems may be applied to dumb and/or cognitive radio devices. The methods and
systems may be applied to licensed or unlicensed spectrum. Furthermore, the methods
and systems are generic to modulation schemes, harmonic considerations, frequency bands
or channels used by the radio devices, the type of data or information that is transmitted,
how the radio devices use received information, and other similar communications
considerations. Thus, the systems and methods have application in any suitable

environment.



10

15

20

25

30

WO 2011/041052 PCT/US2010/047089

In addition, the systems and methods are primarily described in the exemplary
context of managing TV whitespace. However, the systems and method may be applied to
other circumstances where radios register for spectrum use or obtain spectrum use rights,
such as through a matching engine or exchange system.

In the case of managing spectrum related to TV whitespace, radio systems with
priority to the spectrum, including incumbent radio systems, have spectrum use rights that
are superior to secondary spectrum users, such as TVBDs. The secondary radio systems
may use spectrum that is interleaved with spectrum used by priority (or primary) radio
systems. A registration system to manage such spectrum use and allocation is described in
U.S. Patent Application No. 12/423,094 filed April 14, 2009, the disclosure of which is
incorporated herein by reference in its entirety.

Although aspects of the disclosed systems and methods are described in the
exemplary context of TV whitespace, the disclosed concepts may be applied to other
operational scenarios. One operational scenario includes a system in which requests or
bids for spectrum are matched to available spectrum that is posted on a spectrum
brokerage or exchange. A system that manages spectrum use and allocation in this
operational context is described in U.S. Patent No. 12/042,543 filed March 5, 2008, the
disclosure of which is incorporated herein by reference in its entirety. In this exemplary
context, the user may be granted a spectrum certificate or other data object that specifies
the spectrum that may be used by the user in terms of communications-related
information, such as geography, frequency, spectral mask, time, and power limits.

B. System Architecture

The following system architecture is described for the exemplary context of a
system that manages TV whitespace. Modifications to the system for use in other
operational contexts may be made.

With reference to FIG. 1, illustrated is a schematic block diagram of a computer-
based system 10 capable of executing computer applications (e.g., software programs).
The system 10 may include a central registration system 12 that is implemented using
computer technology. The central registration system 12 may be configured to execute a
spectrum allocation function 14 and to store a database 16 that contains data regarding

spectrum information that is used by the spectrum allocation function 14.
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In one embodiment, the spectrum allocation function 14 is embodied as one or
more computer programs (e.g., one or more software applications including compilations
of executable code). The computer program(s) and/or database 16 may be stored on a
machine (e.g., computer) readable medium, such as a memory in the form of a magnetic,
optical or electronic storage device (e.g., hard disk, optical disk, flash memory, etc.).

To execute the function 14, the system 12 may include one or more processors 18
used to execute instructions that carry out a specified logic routine(s). In addition, the
system 12 may have a memory 20 for storing data, logic routine instructions, computer
programs, files, operating system instructions, and the like. As illustrated, the function 14
and the database 16 may be stored by the memory 20. The memory 20 may comprise
several devices, including volatile and non-volatile memory components. Accordingly,
the memory 20 may include, for example, random access memory (RAM) for acting as
system memory, read-only memory (ROM), hard disks, floppy disks, optical disks (e.g.,
CDs and DVDs), tapes, flash devices and/or other memory components, plus associated
drives, players and/or readers for the memory devices. The processor 18 and the
components of the memory 20 may be coupled using a local interface 22. The local
interface 22 may be, for example, a data bus with accompanying control bus, a network, or
other subsystem.

The system 12 may have various video and input/output (I/O) interfaces 24 as well
as one or more communications interfaces 26. The interfaces 24 may be used to
operatively couple the computer system 10 to various peripherals, such as a display 28, a
keyboard 30, a mouse 32, other input devices, a microphone (not shown), a camera (not
shown), a scanner (not shown), a printer (not shown), a speaker (not shown) and so forth.
The communications interfaces 26 may include for example, a modem and/or a network
interface card. The communications interfaces 26 may enable the system 10 to send and
receive data signals, voice signals, video signals, and the like to and from other computing
devices via an external network 34 (e.g., the Internet, a wide area network (WAN), a local
arca network (LAN), direct data link, or similar systems). The interface between the
system 12 and any operatively interfaced device or network may be wired or wireless.

The memory 20 may store an operating system 36 that is executed by the processor
18 to control the allocation and usage of resources in the system 12, as well as provide

basic user interface features. Specifically, the operating system 36 controls the allocation
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and usage of the memory 20, the processing time of the processor 18 dedicated to various
applications being executed by the processor 18, and the peripheral devices, as well as
performing other functionality. In this manner, the operating system 36 serves as the
foundation on which applications, such as the function 14, depend as is generally known
by those with ordinary skill in the art. The operating system 36 also may control much of
the user interface environment presented to a user, such as features of the overall graphical
user interface (GUI) for the system 12.

In one embodiment, the system 12 may be configured as a server that executes the
function 14 to host the below-described spectrum management functions. The spectrum
management functions include providing spectrum certificates to qualified parties so that
the parties may make use of spectrum for wireless communications. The spectrum
management functions also may include revoking one or more spectrum certificates if a
higher priority system has a need for spectrum that is part of the spectrum certificate(s).

In the illustrated example, these parties include one or more incumbent spectrum
user systems 44a through 44n (e.g., TV stations) and priority systems 46a through 46n.
Exemplary priority systems 46 may include, for example, the radio systems of emergency
workers (e.g., fire, ambulance, police, search and rescue, hazardous material handlers, and
other public safety personnel), government agencies, the military, and so forth. Other
exemplary priority systems may include the radio systems of the media that are used by
reporters and correspondents to cover temporary events, such as news conferences,
political gatherings, sporting events, and other news-worthy events. In some cases, a
holder of the primary license to spectrum may be a priority user with respect to a sub-
licensee or another party that has been granted use rights.

Also, the parties may include one or more radio systems 48a through 48n. In the
exemplary context of managing spectrum for TV whitespace, the radio systems 48a
through 48n may be TVBD radio systems. Each radio system 48 may be an individual
radio device or a network of radio devices. Also, each radio system 48 may include at
least one transceiver for engaging in wireless communications and a controller for
managing radio system operation, including registration and channel selection functions,
and revocation compliance functions to comply with the revocation of a spectrum

certificate as described below.
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It is contemplated that there may be hundreds or thousands of incumbent systems
and thousands or millions of TVBD radio systems. Under current FCC procedure, TVBD
radios will register every twenty-four hours. Also, for mobile TVBD radios that do not
have a fixed location, the mobile TVBD radio will register each time the TVBD radio
changes location. Therefore, to handle registration volume of the systems 44, 46 and 48,
the central registration system 12 may be scaled to handle a high volume of registration
requests. Furthermore, the central registration system 12 may have a distributed
architecture, and may include plural server systems. The systems 44, 46 and 48 may
interact with the central registration system 12 for registration purposes over the Internet
using electronic messaging. Furthermore, the function 14 may be considered an expert
system for generating meaningful spectrum certificates that increase the operational
capacity of the corresponding spectrum and reduces interference among systems that use
the spectrum.

While the registration process for at least the radio systems 48 may be fully
automated, the function 14 may host an Internet-style website for the various parties to
conduct initial enrollment with the system 12, conduct manual registration if needed,
access various tools and reports supplied by the function 14, and so forth.

Use of one or more priority systems 46 may arise with little or no prior scheduling
in terms of time and location. The system 12 manages spectrum allocation and use by the
radio systems 48 to reduce or eliminate interference between the radio systems 48 and the
priority systems 48.

C. Spectrum Allocation

With additional reference to FIG. 2, illustrated are logical operations to implement
exemplary methods of managing spectrum. Steps carried out by the central registration
system 12, the incumbent system 44, and the radio system 48 are illustrated. Therefore,
the exemplary methods may be carried out, in part, by executing an embodiment of the
spectrum allocation function 14 and, in part, by respective control circuits of the radio
system 48 and the incumbent system 44. Although the flow chart shows a specific order
of executing functional logic blocks, the order of executing the blocks may be changed
relative to the order shown. Also, two or more blocks shown in succession may be
executed concurrently or with partial concurrence. Furthermore, the registration process

for one incumbent system 44 and one radio system 48 is described. The described
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functions may be repeated for all incumbent system 44 and for all radio systems 48 so that
appropriate spectrum certificates are provided to each qualified spectrum user.

Priority systems 46 may register for spectrum in the same manner as incumbent
systems 44 or in the same manner as radio systems 48. Alternatively, one or more types
of priority systems 46 may be entitled to use certain frequency bands without registration.
In this case, a user generated or automated notification may be generated and
communicated to the system 12 so as to inform the system 10 of the spectrum use by the
priority system(s) 46.

C(1). Incumbent Devices

Operators of appropriate incumbent systems may enroll with the central
registration system 12 to make registration for spectrum use in accordance with
governmental agency regulation. For example, operators of licensed TV stations may
enroll with the system 12 and request registration in block 50. The registration request
may be received by the system in block 52.

Information that is provided by the TV station may include channel definitions and
broadcast parameters, such as antenna location, antenna configuration, broadcast power
and so forth. Other information, such an operator identity, operator contact information,
FCC license information, and other profile information may be supplied to the system 12.
From this information, the system 12 may complete the registration in block 54 and, in
block 56, transmit a registration in the form of a spectrum certificate to the TV station.
The TV station may receive the spectrum certificate in block 58.

The spectrum certificate may be a data object that contains a channel map of
available channels under which the TV station may operate. For a TV station, it is
contemplated that the channel map will be the same as the channel definitions supplied by
the TV station. The spectrum certificate also may include information concerning a time
window in which the spectrum certificate is valid. At or near the expiration of the time
window, the TV station may reregister to obtain a new spectrum certificate. In other
embodiments, the TV station may operate without a spectrum certificate, in which case
blocks 56 and 58 may be omitted.

Returning to the functions of block 54, the system 12 may generate a grade B
contour for the TV station. In one embodiment, the grade B contour may be calculated

using information relating to the TV station, such as channel, antenna height, antenna site,
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transmitter power, and so forth. The grade B contour and the channel map contained in
the associated spectrum certificate may be logged in the database 16. The logged
information provides a record of the location in which the TV station operates and the
channel(s) (e.g., frequency or frequencies) used by the TV station. In one embodiment,
the location may be a two dimensional area. The location may be defined in any
appropriate manner, such as by using sets of coordinates (e.g., longitude and latitude,
world geodetic system (WGS), geographical information system (GIS) data), zip codes,
metropolitan boundaries, "FCC defined areas" (e.g., major trading areas (MTAs) or basic
trading areas (BTAs)), and so forth. As will be understood, the location and
corresponding channel map associated with a TV station is used spectrum. To avoid
interference, allocation of used spectrum to another system should be minimized.

In addition to TV stations, other types of incumbent systems 44 may enroll with
the central registration system 12 to make registration for spectrum use in accordance with
governmental agency regulation. Incumbent TV whitespace operators may include, for
example, wireless microphone systems or a cable head end. Other types of incumbent
users are possible. As indicated, priority systems 46 may register in the manner that
incumbent systems register for spectrum access. Similar to the registration of TV stations,
information may be collected from the alternative types of incumbent and/or priority
systems so as to generate an associated grade B contour for the registering system. The
grade B contour and any corresponding channel map generated for the system 44 or 46
may be logged in the database 16. The logged information provides a record of the
location in which system 44 or 46 operates, the channel(s) (e.g., frequency or frequencies)
used by the system 44 or 46 and, if applicable, when the system 44 or 46 operates. The
location may be a two dimensional area are described above. As will be understood, the
location and corresponding channel map associated with a system 44 or 46 is used
spectrum during the times of operation. To avoid interference, allocation of used
spectrum to another system should be minimized. In addition, and as described below,
registration by an incumbent system 44 or a priority system 46 may result in the
generation of an exception that, in turn, results in revocation of a spectrum certificate that

has been previously provided to a radio system 48.
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C(2). Whitespace Band Radios

With continued reference to FIGs. 1 and 2, the radio system 48 may register with
the central registration system 12 to receive a spectrum certificate with information
relating to available channels in which the radio system 48 may operate. The available
channels may not be contiguous in frequency. In one embodiment, the radio system 48
may undergo an initial enrollment by supplying various information, such as FCC
identifier (FCC id), device serial number, contact information of a responsible person or
entity (e.g., contact name, street and/or mailing address, electronic mail address, telephone
number, etc.), and any other appropriate information.

The FCC id and serial number may be validated against data that is previously
supplied by radio equipment manufacturers. Also, using the data from the radio
equipment manufacturer or information supplied by the radio system 48, the central
registration system 12 may identify characteristics of the radio system 48, such as fixed or
mobile device, radio type, and so forth.

An exemplary registration process for the radio system 48 may commence in block
60 where the radio system 48 transmits a registration request to the central registration
system 12. The registration request may identify the radio system 48 and may include
information to ascertain a location of the radio system 48. Location information may be
determined in any appropriate manner. For instance, location may be determined using a
triangulation method. A common triangulation method is by using a global position
system (GPS) or assisted GPS (AGPS) approximation of location. Another location
determination technique is to use a postal address, such as a street address or a zip code
(e.g., in the United States a "zip+4" code may provide a sufficiently accurate location
estimation).

Another location determining technique may involve reverse triangulation using a
channel map provided by the radio system 48. For instance, the radio system 48 may
identity the channels on which the radio system 48 detects (or "sees") transmission activity
and corresponding signal strengths. From matching this information to known service
contours of the radio devices, the central registration system 12 may estimate the location
of the radio system 28. Also, the information provided by the radio system 48 represents
data of actual broadcasts by other radio devices that may be used to adjust calculated

contours for the corresponding incumbent systems 44, 46, or other radio systems. In this
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manner, the database of used channels for the location the radio system 48 may be
adjusted based on feedback from various radio systems 48.

In block 62, the registration request may be received by the central registration
system 12. Then, in block 64, the central registration system 12 may process the
registration request. A spectrum certificate for the requesting radio system 48 may be
constructed. In one embodiment, data maintained in the database 16 may be compared to
the location contained in the request to identify any available channels that the radio
system 48 may use for wireless communications. The identification may include
determining which channels are in use by incumbent systems 44 and/or priority systems
46 for the location of the radio system 48. Those channels will be considered not
available for use by the radio system 48. Also, the type of radio system making the
request and/or the spectral mask of the radio system making the request may indicate that
certain channels are unavailable. In the exemplary context of TV whitespace, any unused
channels for the location of the radio system 48 and that the radio system 48 is permitted
to use based on radio type and spectral mask may be considered TV whitespace that is
available for use by the radio system 48. In effect, the channel map results from a
mapping of available channels into the spectral mask of the requesting radio system 48.

A channel map for the radio system 48 may established using the channel
availability information. In one embodiment, the channel map is a list of available
channels. In another embodiment, the channel map is a list of channels that are not
available. In another embodiment, the channel map is a complete list of channels across a
spectrum range in question and corresponding availability or non-availability status of
cach channel.

In another embodiment, information in the spectrum certificate may be used to
provide more guidance to the radio system 48 beyond a binary-type value of whether a
channel is available or not available for use. In addition, the information may be
constructed in a way to steer the channel choice of the radio system 48. An exemplary
reason to lead the radio system 48 to choose one channel over another channel includes
avoiding interference with operation of another radio system 48 or incumbent system 44.
Another exemplary reason to lead the radio system 48 to choose one channel over another
includes maximizing spectrum usage by distributing radios systems 48 among various

channels.
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The spectrum certificate may be a data object and, in addition to the channel map,
the spectrum certificate may contain other relevant information. For example, a time at
which the spectrum certificate expires may be present. At the arrival of the specified time,
the radio system 48 may reregister. Following current FCC guidelines for use of TV
whitespace, the spectrum certificate may be valid for twenty-four hours. However, it is
possible that there may be situations in which a spectrum certificate is valid for less than
or more than twenty-four hours.

For instance, the time frame for which the spectrum certificate is valid may be
related to the dynamic nature of radio system 48 and/or the dynamic nature of other
neighboring (e.g., commonly located or nearby) radio systems 48. The radio systems 48
may be dynamic in the sense that some of the radio systems 48 may not use spectrum in
the same location at all times. For example, some of the radio systems 48 may be mobile,
and some of the radio systems 48 may not operate a certain times or may be desire
spectrum for a limited period of time (e.g., a week or a month). Therefore, the time period
that the spectrum certificate is valid may be determined using a time period requested by
the radio system 48 and/or knowledge about the spectrum use plans by other radio systems
48. Using these factors, the time period specified in the spectrum certificate may be
determined so that the associated channel map is viable for as long as possible, while
minimizing the possibility that conditions leading to the generation of the channel map
have changed.

Following block 64, the logical flow may continue in block 66 where the spectrum
certificate with the channel map may be transmitted to the requesting radio system 48.
The spectrum certificate may be received by the requesting radio system 48 in block 68.
Following receipt of the spectrum certificate, the radio system 48 may select one of the
available channels for use in connection with the wireless communications activity of the
radio system 48. The radio system 48 may then carry out wireless communications
activity using the selected channel. In one embodiment, the selected channel may be
communicated back to the central registration system 12 for use in processing other
registration requests and/or managing the below-described exceptions.

D. Exception Handling
As previously indicated, the techniques disclosed in this document may be applied

not only to the management of spectrum whitespace, but to other spectrum management
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approaches. For example, the techniques that are described in the following portions of
the document may be used to carry out exception handling to situations where spectrum
use rights are transferred from one party to another over an exchange or matching system.
Such an exchange or matching system may segment spectrum by one or more of
geography, frequency or time to allow multiple radio systems to operate simultancously.
The operation of the radio systems may be regulated by a spectrum certificate that defines,
in part, a period of time that the radio system may use specified spectrum, a location and a
frequency.

During the time that a spectrum certificate is valid it is possible that a priority
system 46 may have a need for at least some of the spectrum that is made available to or is
otherwise used by a radio system 48 through the spectrum certificate. During this time,
the priority system 46 has use rights that dominate the radio system 48 such that the use
rights of the radio system 48 may require modification. In some cases, the dominating
rights may dictate that the radio system 48 relinquish all use of the spectrum specified
under the spectrum certificate. In other cases, the dominating rights may dictate that the
radio system 48 has less available spectrum in terms of one or more of geography,
frequency, transmitted power, or time.

With additional reference to FIG. 3, illustrated are portions of the exemplary
system 10 during a temporary event that results in the preemptive spectrum use by a
priority system 46. For purposes of an example, the radio systems 48 may be base stations
that offer wireless Internet or other services to client devices. For instance, the radio
systems 48 may be operated by hotels as a service to their guests. In the example, the
radio systems 48 may be TVBDs that have registered with the central registration system
12 and that have received respective spectrum certificates that identify available TV
whitespace channels.

In furtherance of this example, the priority system 46 may be a wireless
microphone system used by a roving television news crew. In the example, a news event
(e.g., a press conference) arises near the location of the radio system 48b. As will be
appreciated, the details of the example are provided for demonstrative purposes and
represent just one exemplary operational scenario. In a different example, the priority
system 46 may be emergency workers that respond to a natural disaster or man-made

cvent.
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D(1). Spectrum Certificate Revocation

With additional reference to FIG. 4, illustrated are logical operations to implement
exemplary methods of managing the preemptive spectrum use. Steps carried out by the
central registration system 12 and the radio system 48 are illustrated. Therefore, the
exemplary methods may be carried out, in part, by executing an embodiment of the
spectrum allocation function 14 and, in part, by control circuitry of the radio system 48.
Although the flow chart shows a specific order of executing functional logic blocks, the
order of executing the blocks may be changed relative to the order shown. Also, two or
more blocks shown in succession may be executed concurrently or with partial
concurrence.

The logical flow may start in block 70 where an exception is generated. An
exception may be considered a logic state that reflects any situation or event where a
primary system 46 has a need for spectrum that is currently available for use by a lower
priority radio system 48. As indicated, availability of spectrum for use by a radio system
48 is typically made through a spectrum certificate that has been provided to the radio
system 48.

An exception may be generated in response to receipt of a registration request from
a priority system 46. Receipt of other electronic data also may result in the generation of
an exception. For instance, it is possible that certain priority systems 46 may be
configured to generate an exception request message that is transmitted to the central
registration system 12. In one embodiment, the priority system 46 must have prior
authentication to invoke an exception. In still other embodiments, an exception may be
generated manually by user action by a user that has prior authorization to create the
exception or enters information showing a requisite level of authority. Computer security
techniques (e.g., password protection or biometric protection) may be used to authenticate
a previously authorized user. To create the exception, the user may be prompted to enter
various information items, such as the nature of the event, the location of the priority
system 46, the radio frequencies that will be impacted, and/or the duration of the event.

Referring to FIGs. 3 and 4, the exception may specify a location. Typically, this
location will correspond to the location of the priority system 46. From the location, an
arca of impact 72 for the exception may be determined. The area of impact 72 may be

determined by extending a predetermined radius in all directions from the location. In one
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embodiment, the radius may be about one kilometer. In this embodiment, the resulting
arca of impact 72 is a circle with a radius of one kilometer. It will be appreciated that the
length of the radius may be different. In addition, the shape of the area of impact 72 may
be different than a circle. Also, the area of impact 72 may be based on the type of radio
device(s) associated with the priority system 46 and/or based on the manner in which the
radio devices may be used. For example, a predetermined area of impact 72 for a wireless
microphone systems may be relatively small (e.g., a circle with a one kilometer radius)
and a predetermined area of impact 72 for radio systems used by a search and rescue team
may be relatively large (e.g., a square of five kilometers by five kilometers).

In other embodiments, the area of impact 72 may be based on a predetermined
boundary surrounding the location of the priority system 46. Exemplary predetermined
boundaries may be the boundary of a postal code (e.g. a five digit or a three digit zip code
in the U.S.), a city, a county, a state, a census block, or an FCC-defined area, such as a
major trading area (MTA), a basic trading area (BTA), a cellular market area, or an
economic area grouping. If the location of the priority system 46 is near an edge of the
predetermined boundary so as to be susceptible to interference from radio devices 48 from
a neighboring area, then the area of impact 72 may be the aggregate of two or more
adjacent areas delineated by predetermined boundaries (e.g., a plurality of postal codes).

Typically, the exception will be related to a temporary event that is expected to last
a specified number of hours, one day (e.g., a 24 hour period), or a specified number of
days. Ifitis expected that the underlying event will last longer than a predetermined
duration, or may be a widespread event to cover a relatively large geographic area, then
the spectrum usage by the priority system 46 may be handled in a manner other than
creating an exception. For instance, the spectrum use by the priority system 46 may be
registered with the central registration system 12 as a permanent entry or an entry with a
specified duration and geographic area.

In block 74, radio systems 48 that are impacted by the presence of the priority
system 46 may be determined. In one embodiment, the central registration system 12 may
track the location of each radio system 48 using the information collected at the time that
the radio systems 48 registered and/or using corresponding spectrum certificates. In the
case of radio systems 48 that acquired spectrum use rights through an exchange or other

spectrum availability matching engine, the location of the radio system 48 also may be
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known and/or tracked through corresponding spectrum certificates. The known locations
of the radio systems 48 may be searched to identify any radio systems 48 that have overlap
with the area of impact 72 and have spectrum certificates for frequencies that may contend
with the priority system 46 so as to be a potential source of interference to the priority
system 48.

In one embodiment, a tolerance level may be associated with the priority system
46. The tolerance level may indicate whether to include or exclude radio systems 48 that
fall within a predetermined distance of the boundary of the area of impact 72 in the group
of radio systems 48 that may be a potential source of interference to the priority system
46. Radio systems 48 that are indicated as potential sources of interference may be
considered impacted radio systems 48.

In the case where the radio system 48 is a TVBD, the spectrum certificate may
identify a number of available channels, but the channel used by the radio system 48 may
not be known to the central registration system 12. In this case, the radio system 48 still
may be considered impacted since at least one channel that has been identified as being
available to the radio system 48 now has a preemptive user.

The operations of block 74 identifies impacted radio systems 48. Using the
illustrated example of FIG. 3, radio systems 48a and 48c¢ are not impacted since they have
locations outside the area of impact 72. But radio system 48b is impacted since radio
system 48D is located within the area of impact 72.

Following determination of the impacted radio systems 48, a revocation message
may be transmitted to the impacted radio systems 48 in block 76. In one embodiment, the
revocation message is transmitted using a push delivery technique. In one embodiment,
the revocation message may be a termination of the validity of the spectrum certificate
under which the radio system 48 operates. In this manner, the spectrum certificate may be
rescinded due to the potentially competing spectrum use by the priority system 46. In
most embodiments, rescission of the spectrum certificate will result in the radio system 48
ceasing use of the spectrum defined by the spectrum certificate so as to vacate the
frequency or frequencies that are used by the priority system 46. For example, the
revocation message may be received in block 78 and, in response to receipt of the
revocation message, the radio system 48 may cease operation under the spectrum

certificate.
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In other embodiments, it may be possible for the radio system 48 to continue
operations under the spectrum certificate. For instance, the spectrum certificate or the
revocation message may specify alternative spectrum that may be used by the radio
system 48 during the exception. In another approach, the revocation message may revoke
only a portion of the spectrum specified by the spectrum certificate. In the case where the
radio system 48 is a TVBD, the revocation message may amend the spectrum certificate to
indicate that one or more previously available channels are now not unavailable.
Alternatively, the revocation message may be or may include a new spectrum certificate
that contains a new list of available or unavailable channels.

It will be understood that the revocation message is a form of communication
between the radio system 48 and the central registration system 12 to free spectrum from
the impacted radio systems 48 for use by the priority system 46. Other forms of
communication may include, for example, polling the impacted radio systems 48 for their
actual channel usage and determining if available spectrum exists for the priority system
46. If spectrum is not available for the priority system 46 based on actual spectrum usage
by the radio systems 48, then the central registration system 12 may coordinate with the
impacted radio systems 48 so as to have the impacted radio systems 48 stop using
spectrum that may contend with the priority system 46.

D(2). Revocation Message Delivery Verification

Continuing with the illustrated example of FIG. 4, the logical flow is arranged to
allow for an acknowledgement from the radio system 48. In the illustrated example,
where the radio system 48 is a TVBD, the acknowledgement is a new registration request.
In this manner, the revocation message prompts the radio system 48, in block 80, to enter
the process of requesting registration in the same manner as if the radio system 48 had
been powered on or changed location, or the spectrum certificate had expired. However,
the acknowledgement may be in another form, such as a simple acknowledgment message.

There is a possibility that a communication issue between the central registration
system 12 and the radio system 48 results in a failure of the revocation message to be
received by the radio system 48. Without alternative remedial action, this situation would
result in the radio system 48 operating in accordance with the spectrum certificate until the
spectrum certificate reaches its normal expiration. But this may adversely affect the

priority system 46 by causing interference.
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In one embodiment, the central registration system 12 is configured to take steps to
address the possibility that the radio system 48 does not receive the revocation message or
fails transmit an expected acknowledgement, which may be a registration request. For
instance, in block 82, the central registration system 12 may commence a timer. Then, in
block 84, if a registration request or other expected acknowledgement is received before a
predetermined time elapses since transmitting the revocation message, an assumption may
be made that the revocation message was received and properly processed by the radio
system 48. This may result in a positive determination in block 84. The predetermined
time may be, for example, one minute, five minutes, ten minutes, or some other length of
time.

Upon a positive determination in block 84, the logical flow may proceed to block
86. In block 86, the central registration system 12 may process the registration request
that was sent by the radio system 48 in block 80. A new spectrum certificate may be
transmitted to the radio system 48. The new spectrum certificate may be received by the
radio system 48 in block 88.

If a negative determination is made in bock 84, the logical flow may proceed to
block 90 where remedial action is taken. In one embodiment, an attempt may be made to
transmit the revocation message to the radio system 48 using a backup communication
pathway, such as a pathway that does not rely on the network 34. In another embodiment,
action may be taken to have a person or an automated system turn off the radio system 48.
In still another embodiment, the remedial action may include planning around the
operation of the radio system 48. For example, the priority system 46 may select a
channel that is determined to be available through use of spectrum sniffing, or may use an
alternative or backup channel.

D(3). Communication Pathway Verification

With additional reference to FIG. 5, illustrated are logical operations to actively
verify that communications between the radio system 48 and the central registration
system 12 are maintained so that, in the event of an exception, a revocation message may
be successfully delivered to the radio system 48. In one embodiment, the steps of FIG. 5
may be carried out whenever the radio system 48 is operating in accordance with a

spectrum certificate.
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In FIG. 5, steps carried out by the central registration system 12 and the radio
system 48 are illustrated. Therefore, the exemplary methods may be carried out, in part,
by executing an embodiment of the spectrum allocation function 14 and, in part, by
control circuitry of the radio system 48. Although the flow chart shows a specific order of
executing functional logic blocks, the order of executing the blocks may be changed
relative to the order shown. Also, two or more blocks shown in succession may be
executed concurrently or with partial concurrence.

The logical flow may commence in block 92 where the radio system 48 transmits a
keep-alive message to the central registration system 12. Keep-alive messages may be
transmitted on a periodic basis, such as every five minutes. The keep-alive message may
take any suitable form and, as used herein, a keep-alive message includes, but is not
limited to, a standard ping for testing an Internet protocol connection. The keep-alive
message may be received by the central registration system 12 in block 94.

In response to receipt of the keep-alive message in block 94, the central
registration system 12 may transmit an acknowledgment to the radio system 48 in block
96. In one embodiment, the radio system 48 is configured to take steps to address the
possibility that the central registration system 12 does not receive the keep-alive message
or fails to receive an expected acknowledgement. For instance, in block 98, the radio
system 12 may commence a timer. Then, in block 100, if an expected acknowledgement
is received before a predetermined time elapses since transmitting the keep-alive message,
an assumption may be made that the keep-alive message was received and by the central
registration system 12 and the communication pathway between the radio system 48 and
the central registration system 12 is properly operating. This may result in a positive
determination in block 100. The predetermined time may be, for example, one minute,
five minutes, ten minutes, fifteen minutes, or some other length of time.

Upon a positive determination in block 100, the logical flow may proceed to block
102 where normal communication operations in accordance with the spectrum certificate
are carried out. The logical flow may return to block 92 for the transmission of the next
keep-alive message at the appropriate time interval.

If a negative determination is made in bock 100, the logical flow may proceed to
block 104 where remedial action is taken. For example, the radio system 48 may cease

operation using the spectrum that is specified in the spectrum certificate. Operation may
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continue using alternate spectrum, if available to the radio system 48. In another
embodiment, operation may continue using a predetermined portion of the spectrum, but
the rest of the spectrum is relinquished for potential use by other systems (e.g., a newly
activated priority system 46).

In one embodiment, the radio system 106 also may transmit a new registration
request in block 106. Similar to blocks 62 through 68, the registration request of block
106 may be received by the central registration system 12 in block 108 and processed in
block 110. Also in block 110, a new spectrum certificate may be transmitted to the radio
system 48. The new spectrum certificate may be received and processed by the radio
system 48 in block 112.

The process depicted by FIG. 5 is arranged to verify that the communication
pathway between the radio system 48 and the central registration system 12 is capable of
successfully delivering a revocation message to the radio system 48. If the process
indicates that communication connection is lost or interrupted, the radio system 48 may
cease operation and may not restart operation using spectrum specified by the spectrum
certificate until the process of acquiring a new spectrum certificate is completed. It will be
appreciated that the central registration system 12 may originate the keep-alive message
and the radio system 48 may acknowledge the keep-alive message, thereby reversing the
illustrated operations. If the radio system does not receive the keep-alive message when
expected, the radio system 48 may cease use of at least some of the spectrum specified in
the spectrum certificate and seek a new spectrum certificate.

In another embodiment, the radio may send a message the central registration
system 12 at predetermined intervals. The message may be in the form of a keep-alive
message including, for example, a ping. The central registration system 12 may be
configured to respond to the message as long as the pinging radio system 48 is not an
impacted radio system. If no response is received to the message, an assumption may be
made that the spectrum certificate is no longer valid or the communication pathway
between the radio system 48 and the central registration system 12 is not operational. In
this case, the radio system 48 may be configured to cease use of at least some of the
spectrum from the spectrum certificate and may seek a new spectrum certificate. In this
embodiment, the central registration system 12 need not send a revocation message to

cach impacted radio system 48.
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E. Conclusion

Various approaches to clearing spectrum in a timely manner for use by a priority
system have been described. The spectrum to be cleared may be referred to as an
"exclusion zone" or excluded spectrum. For whitespace spectrum, it is contemplated that,
in most circumstances, the excluded spectrum may be cleared for use by the priority
system within two or three minutes.

Although certain embodiments have been shown and described, it is understood
that equivalents and modifications falling within the scope of the appended claims will
occur to others who are skilled in the art upon the reading and understanding of this

specification.
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CLAIMS

What is claimed is:

1. A spectrum management system for radio systems, comprising:
an interface to communicate with the radio systems over a network; and
a processor that executes a spectrum allocation function that is stored in a memory
and, by execution of the spectrum allocation function, the spectrum management system is
configured to:
receive data indicating that a priority radio system having spectrum use
rights that dominate spectrum use rights of secondary radio systems has a need for
spectrum,
determine one or more secondary radio systems that are impacted by the
priority radio system due to location and spectrum use rights of the second radio
systems that are determined to be in potential contention with operation of the
priority radio system; and
communicate with the impacted secondary radio systems to free spectrum

from the impacted secondary radio systems for use by the priority radio system.

2. The spectrum management system of claim 1, wherein the determination
includes establishing an area of impact of the priority radio system and identifying

secondary radio systems that are located in the area of impact.

3. The spectrum management system of any one of claims 1-2, wherein the
spectrum use rights of each secondary radio system is defined by a spectrum certificate

corresponding to the secondary radio system.

4. The spectrum management system of claim 3, wherein the spectrum
certificate contains a channel map identifying available channels from a plurality of

predetermined channels.

5. The spectrum management system of claim 4, wherein the secondary radio

systems are television whitespace band (TVBD) radios.
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6. The spectrum management system of claim 3, wherein the spectrum
certificate is generated as a result of matching spectrum needs of the secondary radio

system with available spectrum from a spectrum holder.

7. The spectrum management system of any one of claims 1-6, wherein the
spectrum management system is further configured to receive a keep-alive message from
cach of the secondary radio systems and transmit an acknowledgement in response to each

keep-alive message.

8. The spectrum management system of any one of claims 1-7, wherein the
communication with the impacted secondary radio systems includes transmitting a
revocation message to each of the impacted secondary radio systems, each revocation
message revoking at least some of the spectrum use rights of the corresponding secondary

radio system.

9. The spectrum management system of claim 8, wherein the spectrum
management system is further configured to determine if an acknowledgement is received
from the secondary radio system in response to the revocation message within a

predetermined amount of time from transmission of the revocation message.

10. The spectrum management system of claim 9, wherein the
acknowledgement is a request for a new spectrum certificate that contains an identification

of available spectrum.

11.  The spectrum management system of claim 9, wherein if the
acknowledgement is not received in the predetermined amount of time, the spectrum
management system plans spectrum use of the priority radio system around the secondary

radio system from which the acknowledgement is not received.
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12.  The spectrum management system of claim 9, wherein if the
acknowledgement is not received in the predetermined amount of time, the spectrum

management system alerts a user.

13. The spectrum management system of claim 12, wherein the user is
prompted to manually turn off the second radio system from which the acknowledgement

18 not received.

14. A spectrum management system for radio systems, comprising:
an interface to communicate with the radio systems over a network; and
a processor that executes a spectrum allocation function that is stored in a memory
and, by execution of the spectrum allocation function, the spectrum management system is
configured to:
receive data indicating that a priority radio system having spectrum use
rights that dominate spectrum use rights of secondary radio systems has a need for
spectrum,
determine one or more secondary radio systems that are impacted by the
priority radio system due to location and spectrum use rights of the second radio
systems that are determined to be in potential contention with operation of the
priority radio system; and
receive a message from one of the secondary radio systems, and if the
secondary radio system is an impacted radio system then not responding to the
message, and if the secondary radio system is not an impacted radio system then

responding to the message.

15. A secondary radio system for wireless communications activity and that
has spectrum use rights that are subservient to a priority radio system, comprising:
a transceiver for engaging in the wireless communications activity;
a controller for managing secondary radio system operation such that the
secondary radio system is configured to:
use spectrum specified by a spectrum certificate for the wireless

communications and, during the spectrum use, communicate with a spectrum
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management system to monitor operational status of a communication pathway

between the secondary radio system and the spectrum management system; and
if an expected message or acknowledgement is not received within a

predetermined period of time, terminate use of at least some of the spectrum

specified by the spectrum certificate.

16.  The secondary radio system of claim 15, wherein the secondary radio
system is further configured to receive a communication from the spectrum management
system to coordinate freeing at least some of the spectrum specified by the spectrum
certificate for use by a priority radio system and terminate use of the freed spectrum for

use by the priority radio system.

17.  The secondary radio system of claim 16, wherein the communication from
the spectrum management system to free spectrum is a revocation message that revokes a

right of the secondary radio system to use spectrum specified by the spectrum certificate.

18.  The secondary radio system of any one of claims 15-17, wherein the
communication to monitor operational status of the communication pathway is a message
transmitted by one of the secondary radio system or the spectrum management system and
a corresponding acknowledgement transmitted by the other of the secondary radio system

or the spectrum management system.

19.  The secondary radio system of claim 18, wherein the message is sent by the
secondary radio system and the secondary radio system is further configured to determine
if an acknowledgement is received from the spectrum management system in response to

the message within a predetermined amount of time from transmission of the message.
20.  The secondary radio system of any one of claims 15-19, wherein the

spectrum certificate contains a channel map identifying available channels from a plurality

of predetermined channels.
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21.  The secondary radio system of claim 20, wherein the secondary radio

system is a television whitespace band (TVBD) radio.

22.  The secondary radio system of any one of claims 15-19, wherein the
spectrum certificate is generated as a result of matching spectrum need of the secondary

radio system with available spectrum from a spectrum holder.
23.  The secondary radio system of any one of claims 15-22, wherein the

secondary radio system is further configured to request a new spectrum certificate if the

expected message or acknowledgement is not received.
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Box No. II Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. D Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. @ Claims Nos.: 7-13, 20-23
because they are dependent claims and are not drafted in accordance with the second and third seritences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

1. D As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. D As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. I:I No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

D The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

D No protest accompanied the payment of additional search fees.
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