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(57) Abrégée/Abstract:
Intelligent methods of providing online security against hackers, which prevents the hackers from obtaining unauthorized access to
secure resources. A first application session established between a first client and a first application of a first host device is
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(57) Abrege(suite)/Abstract(continued):
detected. The first application Is associated with a first plurality of security time limits that divide security for the first application into

security tiers. A duration of the first application session established between the first client and the first application is monitored.
One or more first security actions are executed against the first application session responsive to the duration of the first application
session reaching a security time limit of the first plurality of security time limits. One or more second security actions are executed
against the first application session responsive to the duration of the first application session reaching another security time limit of

the first plurality of security time limits.
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(57) Abstract: Intelligent methods of providing online security against hackers, which prevents the hackers from obtaining unau-
thorized access to secure resources. A first application session established between a first client and a first application of a first host

device is detected. The first application is associated with a first plural

ity of security time limits that divide security for the first ap -

plication mto security tiers. A duration of the first application session established between the first client and the first application 1s
monitored. One or more first security actions are executed against the first application session responsive to the duration of the first
application session reaching a security time limit of the first plurality of security time limits. One or more second security actions are
executed against the first application session responsive to the duration of the first application session reaching another security time
limit of the first plurality of security time limits.
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SESSION SECURITY SPLITTING AND APPLICATION PROFILER

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims prionity from U.S. Provisional Patent Application No.
62/105,685, filed on January 20, 20135, the contents of which arc incorporated by reference in

its entirety.

BACKGROUND

1. Field of the Invention

[0002] The present disclosure relates to computer secunty against unauthonzed access to
resources, and more specifically to profiling applications and splitting sessions and

connections ot those applications mnto security tiers.

2. FField of the Invention

[6003] In nctwork communications there arc many forms of softwarc and hardwarg
security, including firewalls and intrusion detection and prevention systems. But they all
fault on onc corc ssuc, that 1f rulcs arc not applicd corrcctly they can open opportunities for
unauthorized access. Operating Svstems and Applications today also have many bugs which

if exposed to the intemet, can enable remote access to servers hosting the applications.

[0004] Existing tircwalls support packet imspection. The inspcetion 1s based on rules
applied to a configuration m a firewall and have linutations on active lcaming because they
are not capable of talking to the application stack and the application stack having limited
capabilities to talk to the secunity stack. The firewalls normally try and reduce the number of
rules because it creates a huge overhead on every connection to a host and at scale can cause

problerus if too many rules are applied.

SUMMARY

[0005] Embodiments of the present disclosure mclude mtelligent methods of providing
onhine security against hackers, which prevents the hackers from obtaming unauthornzed
access to secure resources. In one embodiment, a method of security agamst unauthorized
access to resources s disclosed. A first application session established between a first client
and a first application of a first host device 1s detected. The first application is associated
with a first plurality of sccunty time imits that divide sccunity for the first application into

security ticrs. A duration of the first application session established between the first client
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and the first application 1s monitored. One or more first security actions are executed against
the first application session responsive to the duration of the first application session reaching
a sccurtty time limit of the first plurality of secunty time limits. One or more second secu rity
actions are executed aganst the tirst application session responsive to the duration of the first
application session reaching another security timc limit of the first plurality of security tiime

limits.

[0006] in one embodiment, the security time limits are established through a machine
learing process. The process can include monitoring durations of a plurality of previous
application sesstons corresponding to the first application to gencrate first session duration
data. The first plurahity of secunty time hmits are then determined based on the first session

duration data for the plurality of previous application sessions.

[0007] In one embodiment, the method further comprises: detecting a second application
session established between a second chient and a second application of the at least one
server, the second application associated with a second pluralitv of security time limits that
divide secunty for the second application into security ticrs; monitoring a duration of the
sccond application scssion ¢slablished between the scecond chient and the sccond application;
exceuting the onc or more first security actions against the second application scssion
responsive to the duration of the second appiication session reaching a security time limit of
the plurahity of sccurnity time limits; and exceuting the one or more sccond sccunty actions
against the sccond application session responsive to the duration of the sccond application

scssion reaching another sccuniy time limit of the plurality of sccurity time limits.

[0008] In one embodiment, one of the first security actions or the second securtty actions
mclude at least one of: IP lookups, deep packet inspection, malformed packet detection, or
enabling honeypot security sensors. In one embodiment, one of the first security actions or
the second secunty actions include 1solating the first application session from other
application sessions associated with the at least one host device. Isolating the first
application sesston can comprise moving the first application session to a second host device.
Isolating the first application scssion can also comprise maintaining the first application
session on the first host device and preventing the other application sesstons from being

established with the first host device.

[0009] In one embodiment, the method of online security can also be applied to

connections established for the application sessions. Other embodiments include a non-
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transttory computer rcadable medium storing instructions. The mstructions are exccutable by
at least one processor to tmplement operations for preventing unauthorized access to

FCSOUTCLS.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Figurc {(FIG. 1) 15 a block diagram of nctworked communication system with

session/connection splitting, according to an embodiment.

[0011] FI1G. 2 1s a dragram of an application session/connection that 1s split into differcnt

security tiers, according to an embodiment.

[0012] FIG. 3 15 a diagram of application sessions / connections tor different applications

that are split into different security tiers, according to an embodiment.

[0013] FI1G. 4 1s a diagram 1llustrating 1solation of an application session / connection,

according to an embodiment.

[{0014] FIG. 5 1s a diagram illustrating isolation of an application s¢ssion / connection,

according to another embodiment.

[0015] FI1G. 6 1s block diagram of a sesston/connection manager module from FIG. 1,

according to an embodiment.

[0016] F1G. 7 1s a flowchart of a method for profiling sessions / connections for an

application and leaming of time himits, according to an embodiment.

[0017] FIG. 8 1s a fiowchart of a method for session/connection sphitting security,

according to an embodiment.

[0018] F1G. 9 illustrates the hardware architecture of a computing device, according to an

embodiment.

DETAILED DESCRIPTION

[0019] Reference will now be made in detatl to several embodiments of the present
disclosure, examples of which are illustrated 1n the accompanying figures. 1t is noted that
wherever practicable simtlar or like reference numbers may be used in the figures and may
indicate similar or like functionality. The figures depict embodiments of the present
disclosure for purposes of tllustration only. One skilled 1 the art will readily recognize from

the following description that alternative embodiments of the structures and methods
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thustrated herein may be emploved without departing from the principles, or bencfits touted.

of the disclosure described herein.

[0020] The future of securing online applications is based on machine level lcaming of
security and allowing the secunty system to profile average application session flows. The
avcrage application sgssion flows can change triggening points of a multi stage triggering
session. The Ionger a session goes on, the higher the risk that the session has been
comprised. Embodimenis of the present disclosure will profile a session, and depending on
the time or statc, will inifiate security actions, such as by analyzing the session for abnormal
packet flows or duplicating the packet flows tor playback in a controlled analytics sccurity

sandbox.

[0021] Embodiments of the present disclosure relate to a component of a secunty system
platform that profiles applications to prevent hackers from getting access to backend datasets
and preventing ongoing access to any dataset. Embodiments of the preset disclosure also
split vartous application sessions found in applications and networks into security tiers /
scgments within a sigle session, and increases the secunty level tor each secunty ticr /
scgment over ttme. More particularly, embodiments of the present disclosure can prevent
access to unauthonzed resources through the use of escalating sceurity levels for a higher
security solution. Embodiments of the present disclosure can also split connections mnto

sccurtty ticrs and increase the security level for cach sccunty ticr over time.

[0022] FIG. 1 1s a block diagram of networked communication svstem with sesston and
connection splitting secunty, according to an embodiment. The system includes several
chient devices 105, a network 110, arouter 1135, firewall 120, load balancer 123, frontend
servers 130, backend server 133, and database 140. Computing devices such as the router
113, firewall 120, load balancer 123, frontend server 130, backend server 135, and database
140 may form a datacenter that 1s accessed by the clients 105 via the network 110. Only two
clients 105 and two frontend servers 130 are shown in Fi(G. 1 for ease of iflustration. In other

embodiments there may be a larger number of client devices 105 and frontend servers 130,

[06023] Chient devices 105 can be computing devices, such as smartphones, tablet
computers laptop computers and desktop computers, among others. A user interacts with
software of the client devices 105 through an nterface, such as a touchscreen or mouse and
keyvboard. The client devices 105 are controlled by the user to establish application sessions

and connections with various applications hosted bv the {frontend servers 130.
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[0024] Frontend scrvers 130 are server class computing device that can include onc or
more processors and executes an operating svstem. The servers 130 host several software
applications 130, and may also be referred to hercin as a host device. For example, the
applications 150 can host a credit card payment application 150A, a website 150B, and an
online banking application 150C. Other examples of host devices that host applications 150

may be general electronics, phones, tablets, flight control systems in planes. etc.

[0025] The chient devices 103 can establish networking connections C1-C6 with the
applications 150 via the network 110, router 113, firewall, and load balancer 125. A
connection 1s used as a bidirectional communication channel between sockets at the client
devices 105 and the servers 150, The connection is cstablished at a certain point in time,
such as using a handshake or sometimes no handshake process, and then terminated at a later
point in time. The connection may include several states defined by a protocol. One type of
connection example 1s a transimission control protocol (TCP) connection under the transport

faver of the Open Systems Interconnect (OS1) model.

[0026] The client devices 1035 also cstablish application sessions S1-86 with the
applications 150 over the connections C1-C6. An application session is an interactive
intormation exchange between two or more communicating entities for a given application.
The application session is established at a certain point in time, and then terminated at a later
pomt 1n tme. During the application session, one or more messages requesting information
or respounding to requests may be sent in cach direction over a connection that has been
established for the sesston. State (e.g. logged in, logged out, idle, uploading, downloading,
searching, manipulating or updating existing data, corrupting or removing data, trigger
alarms, time counter state, key match, key changed, risk factor statc) for the session may be
mamntained by either the frontend server 130A or the clients 105, Tn one embodiment, the
application sesstons are sessions of the OSI session laver that sit above the transport-laver.
bExamples of sessions can be HTTP sessions, FTP sessions, and SMTP sessions, among

others.

[0027] In one example. a credit card authentication session {¢.g: S1. 82) can be initiated
when a user swipes a credit card at a client device 1054, and the client device 105A
establishes a connection and session with credit card payment application 150A. Credit card
payment application 150A commumicates with the client device 105A to obtain the credit
card number and charge amount from the client device 105A. The credit card payment

application 150A then accesses the database 140 via backend scrver 135 to determine if the

>
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crcdit card number has sufficient credit to process the payment. The credit card payment
application 150A then provides a yes / no response to the client device 105A. The
connection and session are then terminated after providing the response to the client device
103A

[0028] In another example, a web form scssion (e.g. 83, §4) can be initiated when a user
enters a URL mnto a browser at a client 105B. The client device 105B establishes a session
with website 150B. The frontend server 130A (1.¢. webserver) may be processing multiple
sessions. The frontend server 130A starts a time counter per session. ‘The user has x amount
of time to fill out a form before the session closes. A different front end server 130B may
process the form submission from the imital session due to the time it takes to fill out the web

form data.

[0029] Io a further example, an online banking scssion (e.g. 85, §6) can be initiated when
a user opens a mobie banking application at the client device 105B, and the client device
105B establishes a connection and session with online banking application 150C. Online
banking applic-ation 150C communicates with the client device 105C to obtain authentication
information from the client device 105C. Once authenticated, the client device 105C can
request account balances, upload copices of checks for deposit, and make other banking
requests. The banking application 150C can access account information stored in database

140 via backend scrver 135 to process these requests.

[0030] Backend server 135 provides access to data stored in database 140. Any of the
applications 150 may request data from the backend server 135, which then retrieves the data
from the database 140 and provides the data to the appliéation 150. An example of a backend
server 135 1s a SQL server. Hackers often attempt to gain access to the data in the database
140 through hacked sessions or connections, and the session/connection manager module 152
attempts to detect these hacked sessions and connections before they successfullv access the
data. In the case of hijacked sessions, a hacker will be extending the timeline of the session
and this 1s where the risk factor increases and the sesston/connection manger module 1352 can

increasc sccurty and trigger alerts.

[0031] session/connection manager module 152 provides secunty against hacked
session/connections. For each sesston/connection, the session/connection manager module
152 divades the session/connection into different time triggered security tiers. By forcing

sessions/connections to be split by time 1nto security tiers, different actions can be triggered
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bascd on the sphit tiers of a single session/connection.  In each tier, the scssion/conncction
manger module 152 applies one or more security actions to the session/connection. In one
cmbodiment, a security action is applicd against a session/connection by executing software
- program code for the security action on a processing unit (¢.g.. a processor or controller or

custom application specific integrated circuit).

[0032]  Becunty actions can be actions designed (o detect a hacker or to prevent a backer
from successfully completing a hack by analyzing data from the session. Examples of
security actions can include IP lookups, activating honeypot sensors, session/connecﬁon
isolation, deep packet inspection, containing sessions:’conneétions, security alerting,
session/connection tracing, session/connection recording, applying machine leaming to
sessions/connections and full control/alerting and terminating sessions/connections. Earlier
security tiers may inclade different rules and could be configured to have little to no security
actions to reduce the false positives, while later securnity tiers may include more resource
intensive security actions. In later secunty tiers, the session/connection manger module 132
can notify the other devices such as the router 115, tirewall 120 or load balancer 125 of a
high nisk secunty session/connection and cause the other devices to apply security actions to

the session/connection.

[0033] The session/connection manger module 1352 monitors the duration of a
session/conncection, and then advances sceurity from one sccurity tier to the next once the
scssion/connection duration reaches certain securi ty timic himits. Most normal
scssions/connections are expected to complete before reaching the sceurity time limits. Only
hacked sessions/conncctions arc cxpected to exceed the security time limits. The more
resource mtensive securnity actions are thus applied onlv to séssions;’comwctions that arc at
higher risk of being hacked sessions. As a result, increasing the security tiers over time has a
tcchuical advantage of improving the functioning of the frontend scrvers 130 by reducing the
computing load on the computing hardware, such as processor and memory, of the frontend
servers 130 by methodically and increasing secunty tiers within particular time periods of a

session while still maintaining a hgh level of security against hackers.

[0034]  Having different security actions in different time intervals also enables tools to
understand what ts a normal session and what 1s a hacked session and terminate, track, trace,
record, escalate, analyze, the state of the session accordingfy. Additionally, the connection
and session are eventually terminated at the end of the session based on a hacker leaving or

being forced to leave. When a hacker retums, certain fingerprint data profiled from the

7
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‘hacker’s previous hack attempts can be used to identifier the hacker and immediately escalate
a risk level, which triggers recording or applying more security sensors while the system
leams how the hacker is attempting to escalate his access privileges to the host or backend
system. Once connected sessions states are removed / terminated, the machine leaming can

self correct the hole that was found and terminate the session to keep the hacker out.

[0035] The security time imits may be different for each type of apphication 150. In one
embodiment, the session/connection manager module 152 determines the security time limits
scparately for each application via a machine learning process. The learning process
monttors previous sesston/connection durations for an application, generates
session/connection duration data from the session/connection durations, and stores the
session/connection duration data into application secunty profiles in an application security
profiles database 154. The security time limits for an application’s sessions/connections can
then be determined from the session/connection duration data in the application security
profile for the application, which results in security time imits that are optimally tailored for
cach application 130. In other embodiment, hacked session time limits can be extended for

turther machine learning depending on end user risk factors and configuration.

[0036] The network 110 represents the communication pathways between the clients 105
and the router 115. Network 110 can include wired networks, wireless networks. or a
combmation of wircd and wircless networks. Router 110 18 a networking device that routes
data packets between network 110 and firewall 120, Firewall 120 may filter data traffic and
block certain data packets 1f thev do not mect the fircwall rules. Load balancer 125

distributes application traffic across a large number of scrvers 130.

[0037] In one embodiment, session/connection manager model 152 may be implemented
as software mstructions, hardware logic, or a combmation of software and hardware. In one
embodiment, the session/connection manager module 152 can be located elsewhere in the
system, such as in the router 115, firewall 120, load balancer 125, or backend server 135, In
other embodiments, the functions of the session/connection manager module 152 can be

distributed across several computing devices.

[0038] Turning now to FIG. 2, dlustrated 1s an application session or connection divided
into different secarity tiers, according to an embodiment. The session/connection of FIG. 2 is
sphit into four securnity tiers: security tier A 202, security tier B 204, secunty tier C 206 and

security tier D 208. Each security tier represents a higher level of security that is applied to
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the scsston/connection as the length of the scssion/conncection increases. Each successive
securtty tter 1s triggered by the duration of the application session/connection reaching a
different security time limit. Each security tier includes scveral seél.a,rity stages {1.¢. sccurity
sub-tiers) durning which specific secunty actions are performed. Generally speaking, the state
of the session/connection has different stages and the increased security of the

session/connection increases and difterent rules and secunty actions apply as time passes.

[0039] Security tier A 202 15 9 seconds long. A minimal number of security actions {e.g.
no security actions or few security actions) are applied to the session/connection during
security tier A 202, Security actions are not generally needed during security tier A 202
because most normal application sessions/connections are expected to termunate before the

end of security tier A 202.

[0040] Once the session/conneciion reaches the 9 sccond time lint of security tier A, the
security level is increased from security Tier A 202 to Security Tier B 204, Security tier B
204 15 9 seconds long and basic security actions are applied to the application
session/connection during sccurity tier B 204, For example, during stage 4 of secunty tier B,
the IP address of the chent deviee 105 can be looked up to determinge if the address s a
suspiciouns address. The [P address may be suspicious if it originates from coertain countrics
or if the IP address 1s a proxy server or predetermined factor analvtics results in the IP being
flaggcd as suspicious. If the IP address is suspicious, the sccunty level may be immediately

clevated to security ticr C 206 while skipping any sccurity actions in security stages 5 and 6.

0041 ] As another example, during stage 5 of sccurity tier B, honcvpot sccurity sensors
can be activated. Honeypot security sensors are attached to file folders that contain fake data
and not real data. The tolders with fake data can have security sensors attached to them that
generate a security alert when files 1n the folder are accessed or the folder is opened. For
example. a directory structure can include the folders™“/home/userl/” “/home/user?/”
“/home/user3/”. Keal data is stored only in the /home/user3/ folder but not the /home/userl/
or /home/user2/ directories. A hacker accessing the directory tree does not know which
dircctory contains rcal data and which directorics arc include fake data. Thus, the hacker will
likely open the honevpot folder during the session/connection and trigger the honevpot

SECUrity Sensor.

[0042] Once the session/connection reaches the 9 second time limit of secunty tier B 204

(1.€. 18 second time hmut from begmning of the session/connection), the security level is
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increasced from Sceurity Tier B 204 to Security Tier € 206. Sccurty tier C 206 is 9 seconds
long and intermediate security actions are applied to the application session/connection
dunng sccurity ticr C 206. For example, during stage 7 of security tier C 206. the application
session/connection can be isolated from other application sessions. Session/connection

1solation will be later explained by reference to FIG. 4 and §.

[0043] As another example. during stage 8 of security tier C 206, deep packet inspection
can be performed on data packets of the application session/connection to determine if the
data packets are suspicious. Data packets can be suspicious if they are determined to include

protocol anomalies, SQL injections, or arc malformed packets.

[0044] As another example, during stage 9 of secunty tier C, the other network devices
(¢.g. the router 113, firewall 120 or load balancer 125) can be notified of the high risk
session. The other network devices can then mitiate their own analvsis of data for the high
risk session and provide this information back to the session/connection manager module

152.

[0045] Once the session/connection reaches the 9 second time limit of security tier C 206
(1.e. 27 second time limit from beginning of the session/connection), the security level is
increased from security Tier C 206 to Security Tier D 208, Security tier D 208 is 9 seconds
long and advanced securnity actions are applied to the application session/connection during
security tier D 208. For example, during stage 10 of security tier C 206, the application
session/connection can be contained, which cuts off access to real data and only allows
access to fake data. During stage 11 of security tier 206, alerting, tracing and recording can
be performed. Alerting o volves notitying a network admmistrator of a potentially hacked
session such as through email or SMS text. Tracing involves tracing the flow of actions
pertormed during the application session, such as the order in which file directories were
accessed durmg the application session. Recording involves storing the data captured during
tracing for later offline analysis by 3™ party tools for further inve stigation. The
session/connection can also be terminated at the end of stage 12.

[0046] The sccurity tiers and stages are all shown to have the same duration in FIG. 2. In
other embodiments the security tiers and stages can have different durations. Only a few
security actions for a few security stages are shown in FIG 2. but other security actions now

shown in FIG. 2 can also be performed during the other security stages. Additionally, the
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sccurtty actions may be applied in a different order and during different sccurity stages than

that shown in FIG. 2.

[0047] Additionally, sphiting security into security tiers over time does not necessarily
prevent the session/connection manager module 152 from running high security all the time.
Diffcrent scts of sccurity rules may simply be applicd during diffcrent sceunty ticrs 202, 204,
206 and 208. This prevents false positives while also allowing computing resources to be
focused on hacked sessions/connections which typically last longer than non-hacked
sessions!conne.ctions. For example, security tier B 204 may also include a set of rules that

applies decp packet inspection, but only if the IP lookup indicates the IP is a suspicious IP.

|0048] FIG. 315 a diagram of application sessions/connections for different applications
that are split into different secunty tiers, according to an embodiment. The lengths of the
security tiers vary depending on the type of application. For a credit card processing
application 150A, the security tiers may be 9 seconds long and each security stage is 3
seconds long. For a web application 1308, the security tiers may be 90 seconds long and
cach secunty stage 1s 30 seconds long. For an online banking application 150C, the security

ticrs may be 9 minutes long and cach sccurity stage 1s 3 minutes long.

[0049] Reterring to the credit card example, a normal functioning credit card processing
application 150A would normally process a transaction within 5-10 seconds and give a credit
answer of approved or dented by 5-10 seconds. Embodiments of the present disclosure
protiles the application 150A for the average credit card transaction and figures out time
based sesston/connection time limits for the system from the average credit card transaction

time.

{0050] The securty actions performed in the sccurity ticrs can be the samce across
applications rcgardless of the application. For example, IP lookups can occur during sceurity

tier B 204 for all three applications.

[0051] FIG. 4 1s a diagram 1llustrating isolation of an application session, according to an
cmbodiment. FIG. 5 s a diagram iHustrating isolation of an application session, according to
another cmbodiment. FI1G. 4 and 5 both illustrate the scssion/conncction isolation security

action from stage 7 of FIG. 2.

{0052] The session/connection 1solation of F1G. 4 occurs by maintaining the high risk
‘session/coniection on the original server and allowing other sessions/connections established

with the scrver 130A to complete while preventing any new sessions/connections from being

11



CA 02973969 2017-07-13

WO 2016/118517 PCT/US2016/013942

cstablished with applications 150 of that scrver 130A. Initially, there are six scssions $1-86
established with the applications 150, and corresponding connections C1-C6. 1t is then
determined that session 83 has been open for an unusually long period of time and should be
isolated. To 1solate session S3, sessions S1, S2, S4, S5 and S6 are permitied to complete.
However, no new sessions are allowed to be established with server 130A. Eventually
session 83 1s the only session that is established with the applications 150 of server 130A.

thereby isolating session 83 and connection C3.

[0053] Alternatively, to 1solate high risk session S3, the other sessions (S, S2, 84, §5.
56} can be moved from frontend server 130A to anther frontend server 130B to be protected
agamst the data being compromised by a higher risk session S3 or connection. The higher
risk session time extends beyond what 1s normally allowed and further security actions are
taken against the sessions: analytics are processed against it, packets recorded, deeper
monitoring starts, the connection/session are terminated with full source data to trace and
track what happened or was happening. Dynamic access control lists (ACLs) are put in place
for the higher nisk session S3 to be blocked from performing any type of broad search, scan,
or download of larger datascts. Connections to databases 140 can also be removed or limited
all depending on the risk factor of the session. An IP address associated with the session S3
can also be recorded, and the client 105may be forced to reconnect. The second time the
session 53 1s established the session/connection manager module 152 1s in full recording
mode to record activities of the hacker session S3. The hacker session S§3 can be also be
manipulated to show bogus data m order to trick a hacker in falling into thinking he has
found data when he really hasn’t. The backend databases 140 can be also be real or replaced

with fake databascs

[0054] The session/connection tsolation of FIG. 5 occurs by moving a session/connection
between scrvers. Initially, there are six sessions S1-S6 and corrcsponding connections C1-C6
established with the applications 150 on frontend server A 130A. Tt is then determined that
session 83 has been open for an anusually long period of time and should be isolated. To
tsolate session $3, session S3 and connection C3 are moved from frontend server A 130A to
a different frontend server B 130B. The remauning sessions 81, 82, S4, S5 and S6 and

connections C1, C2, C4, C5 and C6 are unatfected and remain on frontend server 130A.

[0055]  Asshown in FIG. 3, depending on the time of a session, the state of a session $3
and connection C3 can be moved to another server B 130B by doing a session hop or mirror.

Upstream devices (e.g. router 115, firewall 120, load balancer 125) are also informed of the
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move.  This allows for full scssion/conncction nugration without disconnecting the users
session/connection or the user detecting a full state move took place. If a hacker has been
connected to the frontend server 130A 1n this case and uploaded a remote script to
compromise the server 130A, the session/connection hop will leave the changed application
bits on the previous server 130A and the hackers session/connection will or could be
prevented from functioning. A session/connection hop or failover can start generating alerts

based on the hop and also have multi levels of state change.

[0056] Addrtionally, the frontend server B 130B mayv be a specialized security server.
The specialized secunty server includes the ability to record every session / connection
packet in real time and enable playback of the packets for analyzing how a hacker got mto the

system, as described above.

[0057] FI1G. 6 1s block diagram of a session/connection manager module 152 from FIG. 1.
according to an embodiment. The session/connection manager module 152 includes a
session/connection monitoring module 605, an application profiler module 610. a security
tevel advancement module 6135, a security action module 620 and a time limit determination
module 625. In onc ecmbodiment. cach module is implemented as software instructions

stored on a computer readable mediam.

[0058] The session/connection montoring module 605 monitors applications 150 or
network tratfic or to detect when new application sessions/connections are established
between any of the clients 105 and any of the applications 150. Once a new application
scssion/connection 1s detected., the session/connection monttoring module 605 maintains a
sesston/connection counter for the session/connection that indicates the duration of the
session. A sep'arate sesston/connection counter 1s maintained for each session/connection so
that the duration of the sessions/connections can be separately tracked. At any given time the
session/connection momtoring module 603 may be monitoring multiple sessions/connections
for multiple applications 150. The session/connection monttoring module 603 can also
wdentify the type of application 150 for which the application session/connection 1s
cstablished.

[0059] The application profiler module 610 implements a learning process to capture
time durations of sessions/connections and to generate session/connection duration data for

the application security profiles 154, In one embodiment, the application profiler module 610

captures the session/connection durations for the sessions/connections of an application 150.
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The sesston/connection durations are processed to gencrate scssion/conncction duration data
for the application 150. Examples of session/connection duration data include: (1) the
shortest observed duration of the application scssions/connections (2) the highest observed
duration of the application sesstons/connections (3) the average observed duration of the
application sesstons/connections (4) the actual durations of the application
sessions/connections, and any other relevant duration data. The session/connection duration
data is then stored into an application security profile for the application 150. The process is
repeated for different applications 150 so that each application 150 has its own unigue

application security profile.

[0060] The application profiler module 610 can also capture hack state information
indicating whether a session/connection is considered hacked or not, which is stored into the
application security profiles in assoctation with the session/connection durations. A
session/connection is considered hacked, for example, if a hacker has been tri geCTing

honeypots within the system or other security sensors have been triggered.

[0061] Time limit determunation module 625 accesses the session/connection duration
data i thc apphcation sccurnty profiles and uscs the data to determine sceurity time limits
separating onc sceurity tier from the next sceurity tier. The sccurity time limits for an
application are derived from the session/connection duration data for that application only.
Thus, the sccurity time limits for Application A 150A, the sceurity time imits for Application

B 130B, and the sceunty time limits for Application C 150C will all be different,

|0062] The security time himits can be derived from the previously captured
session/connection duration data using pre-determined mathematical formulas. The sccurity
time himuts for sessions are computed from session duration data, and the security time limits
for connections are computed from connection duration data. For example, the security time
fumits for sessions of an apphication can be computed as multiples {e.g., 2x, 6x, &, 10x) of
the average duration of the application’s sessions. As another example, the time limits for
sessions of an application can computed as multiples of the longest observed session duration
(C.g. 1x, 2%, 3%, 4x) of thc application’s scssions. Each type of application 150 will thus have
security time himits that best reflects the session/connection characteristics of that particular

application.

[0063] The time limit determination module 620 can also deternmine time limits that

separate one secunty stage from another secunty stage using a similar process. The hack
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state information may further be used to lcam how durations of nonmal scssions/durations
differ from hacked sessions/connections. which in turn is used 1n setting of the security time

limits.

[0064] The security level advancement module 210 controls advancement from one
sccurity ticr to the ncxt. For a given scssion, the sceurity level advancement module 210
compares the session/connection duration to the time hmits established for that session. Once
the comparison indicates that the session/connection duration has reached a corresponding
time [imit, the securtty level advancement module 210 advances the secunty tier to a hagher

sccurity tier.

[0065] I one embodiment, the duration of an application sesston/connection s an overall
duration that is measured from the beginning of an application session. The time limus {for
cach security ticr are also measured from the beginning of the application session. In another
embodiment. the duration of an application session/connection can be a partial duration that
represents the duration of an application sesston/connection within a single security tier. The

time limits can also be maximurn time hmits of individual securnity tiers.

[0066] The security action module 620 executes or mitiates various security actions to
secure the frontend servers 130, backend servers 135 and database 140 against hacks by
malicious sessions. As previously explained, examples of secunty actions are iP lookups,
activating honeypot sensors, session/connection 1solation, deep packet mspection, containing
sessions, security alerting, session/connection tracing and session/connection recording,
Different security actions are performed in cach sccurtty tier and are triggered by the duration
of the session/connection reaching the time himits, In some emboduments, one or more ot the

security actions can be performed on encrypted sessions data.

[0067] In onc cmbodiment, the security action module 620 can initiate a sceurity action
by sending a security itiation request to an upstream or downstream device, which then
causes the other device to execute the security action. For example, the router 115, firewatl
120, Joad balancer 120, or backend scrver 135 may include functionality to perform secunty
actions, which 1s activated by the secunity action module 620. The secunty action module
620 can also receive communications from the other devices with results of the security

actions.

[0068] FIG. 7 is a flowchart of a method for profiling application sessions, according (o

an embodiment. The flowchart can represent operations of the session/connection manager
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modulc 152, In some embodiments the steps of the flowchart may be performed in a

different order than that shown in the tigure.

[0069] In step 702, application sesstons/connections for an application are detected. In
step 704, the durations of the sesstons/connections are monitored and captured. In step 706,
scssion/connection duration data is gencrated from the captured scssion/connection durations.
The sesston/connection duration data 1s stored nto an application security profile in
association with the application. In step 708, once sufficient session/conneciion duration data
ts avatlable for the previously established sessions/connections, the security profile is
accessed and security time limaits are determined from the session/connection duration data in
the security profile. The securnty time limits indicate the time boundaries between one

security tier and another security tier.

[0070] The process in FIG. 7 1s repeated several times for different applications {(¢.g.
150A, 1508, 150C) to generate a large set of application security profiles and different
security time lunits for each application that divide security for the application into different

security tiers representing increasing fevels of secunity risk.

[0071] FIG. 8 1s a lowchart of a method for session/connection splitting security,
according to an embodunent. The flowchart can represent operations of the
session/connection manager moduie 152 that typically occur after the flowchart of FIG. 7.
In some embodiments the steps of the fiowchart may be performed in a different order than

that shown in the figure.

[(0072] In s'tep 803, an apphication session/connection established between a client 105
and application 150 1s detected. In step 810, an application 150 corresponding to the
application scssion/connection ts wdentificd. In step 825, the duration of the application
session/connection 1s monitored. In step 830, the securnity level for the apphication
session/connection 1s increased over time as the duration of the application
session/connection reaches the security time limits determuned for that application. Step 830

can be divided 1nto several substeps 840-870.

[0073] In step 840, secunty 1s imitially sct to the lowest scearity tier, sach as sceurity ticr
A 202. During the lowest security tier A 202, a minimal number of security actions defined

by a munimal sct ot sccurity rules are pertormed.

[0074] In step 845, the sesston/connection duration 1s compared to an initial security time

ot Tn step 850, 1f the sesston/connection duration has reached the initial security time
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frmit, sccurity is increased to security ticr B 204, Duning sccunty tier B 204, basic sccurity
actions defined by a set of basic security rules are triggered and applied to the application
session/connection. The basic security actions arc applied by exccuting the basic security

actions against the application session/connection,

|0075] In step 855, the scssion/conncction duration s compared to a basic sccurity time
fumit. In step 860, 1f the session/connection duration has reached the basic securnity time limat,
security 1s mcreased to secunty tier C 206. During security tier € 206, intermediate security
actions defined by a set of intermediate security rules are triggered and applied to the
application session/connection. The mtermediate security actions arc applied by exccuting

the basic mtermediate security actions against the application session/connection.

|0076] In step 8635, the session/connection duration s compared to an intermediate
security time hnut. In step 870, if the session/connection duration has reached the
intermediate security time himit, security 1s increased to security tier D 208. During security
tier D 208, advanced security actions detined by a set of advanced security rules are triggered
and applicd to the application session/connection. The advanced secunty actions arc applied

by cxccufing advanced sccunty actions agamst the apphication scssion/connection.

|0077] The process shown 1 FIG. 8 can be repeated tor cach application
session/connection established between any of the chients 105 and any of the applications
150A, 1530B or 150C, thereby providing time based security against hackers that is tatlored to

cach application 150A, 1508 or 150C.

[0078] Embodiments of the present disclosure may have the following advantages.
Profiling application sessions/connections enables more inlelhigence for making better
sceuntty decisions. Corrclating application scssions/conncctions to sccunty ticrs can allow
for higher enlightened security and deciston making bascd. Incrcased analvtics of the
correlated data allows for timely reactions and containment of an issue before it turns into a
full network compromise. Profiling an application for security integration with all the
devices 1 the datacenter improves on containing hackers control 1n a network. Time staged
sessions/connections open new levels of secunty analysis. Deeper analvtics can be done as
hackers have to repeat their hacks over and over to get access to a platform. The more a
system 1s hacked, the greater the opportunity for sensors to pick up a hole in the application,

S or protocol that can be plugged.
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[0079] FIG. 9 illustrates the hardwarce architecture of a computing device, such as a
firewall 115, router 120, load balancer 125, client device 105, frontend server 130, or
backend server [35, according to onc embodiment. In one embodiment. the computing
device 1s a computer including components such as a processor 902, a memory 903, a storage
module 804, an input module {¢.g., kevboard, mouse, and the like) 906, a display module 907
and a communication interface 903, exchanging data and control signals with one another
through a bus 941, The storage moduie 904 1s implemented as one or more noo-transitory
computer readable storage medha {(e.g., hard disk or sohid state drive), and stores software
instructions 940 {¢.g. modules) that are executed by the processor 902 m conjunction with the
memory 903 to implement the securnity features described herein. An example of softwaic
mstructions can be software code or program code. Operating system software and other
application software may also be stored in the storage module 904 to run on the processor

902.

10080} Upon reading thus disclosure, those of skill in the art may appreciate still
additional alternative designs for sesston/connection splitting securitv. Thus, while particular
cmbodiments and apphications ot the present disclosure have been illustrated and described, it
1s to be understood that the disclosure 15 not limited to the precise construction and
components disclosed herem. Various modtifications, changes and vanations which may be
apparent to those skilled in the art may be made i the arrangement, operation and detatls of
the method and apparatus of the present disclosure herein without departing from the spint

and scope of the disclosure as defined n the appended claims.
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What 1s claimed 1s:

l A éomputcr implemented method to securc agamst unauthorized access to resources
during apphication sessions, comprising:
detecting a first application session established between a first client and a first
application of a tirst host device, the first application associated with a first
'plurality of security time himits that divide security for the first application nto
security tiers;
monmitoring a duration of the first application session ¢stablished between the first
client and the first application;
executing one or more first security actions against the first apphication session
responsive to the duration of the first application session reaching a security
time limit of the first plurality of sccunty time hinuts; and
executing one or more second security actions against the first application session
responsive to the duration of the tirst application session reaching another

security time lumut of the first plurality of securnity tume limits.

2. The method of claim 1. further comprising:
monitoring durations of a plurality of application sessions corresponding to the first
application to generate session duration data; and
determiming the first plurabty of security time limits based on the session duration

data for the plurality of application sessions.

(2

The method of clatm 1, further comprising:

detecting a sccond application session established between a second client and a
second application of the first host device, the second application associated
with a second plurality of security time limits that divide secunty for the
application mto security tiers;

monitoring a duratton of the sccond application scssion established between the
sccond chicnt and the sccond application;

cxccuting the onc or more first sccurity actions against to the second application
sesston responsive to the duration of the second application session reaching a

securtty tume imit of the second plurality of security time Iimits; and
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cxecuting the one or more second security actions against the sccond application
session responsive to the duration of the second application session reaching

another security time limit of the second plurality of security time lumits.

4. The method of clatm 1, wherein one of the first security actions or the sccond security
actions comprise onc of: IP Jlookups, deep packet inspection, malformed packet detection, or

enabling honeypot secunty sensors.

5, The method of claim 1, wherein one of the first sccurity actions or the second security
actions comprise tsolating the first application session from other application sessions

assoctated with the first host device.

-

O. The method of claim 5, wherein tsolating the first application session comprises

moving the first application session to a second host device.

7. The mcthod of claim 5, wherein isolating the first application scssion comprises
matntaming the first application scssion on the first host device and preventing the other

application scssions from being cstablished with the first host device .

8. The method of claim 1, wherein the first session 1s a session of an Open Systems

Interconnect (OS]) session layer.

9. A non-transitory computer readable medium storing instructions to sccurc against
unauthorized access to resources during application scssions, the instructions when exceuted
by at least one processor cause the at least one processor to perform operations of:
detecting a first application session established between a first client and a first
apphication of a first host device, the first application associated with a first
plurality of sccurity time limits that divide sccurity for the first application into
sceurity tiers:
monitonng a duration of the first application scssion established between the first
client and the first application;
executing one or more first security actions agatnst the first application session
responsive to the duration of the first application session reaching a security
tune linut of the first plurality of securitv time limits; and
executing one or more second secunty actions against the first application sesston
responsive to the duration of the first application session reaching another

sceurity time limit of the first plurality of sccurity time limits.
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10. The non-transttory computcr readable medium of claim 9, the operations furthe
comprsing operations of:
monitoring durations of a plurality of application scssions corresponding to the first
application to generate sesston duration data; and
determining the first plurality of security time limits based on the session duration

data for the plurality of application sessions.

11. A computer implemented method to secure agamnst anauthorized access to resources
during connections, comprising:
detecting a first connection established for a first session between a first client and a
first application of a first host device, the first application assoctated with a
tirst plurality of secunty time himits that divide secunity for the first
apphication 1nto sccurity fiers;
monitoring a duration of the first connection established between the first client and
the first application;
cxecuting one or more first security actions against the first connection responsive to
the duration of the first connection reaching a securnity time limit of the first
plurality of security time himits associated with the first application; and
¢xecuting one or more second securnty actions agamst the first connection responsive
to the durafion of the first conncction reaching another sccurity time limit of

the first plurahity of sccunty time limats.,

12.  The metbod of claim 11, further compnising:
monitoring durations of a plurality of connections established for sessions
corresponding to the first application to generate connection duration data; and
deternunmng the first plurality of securnity tunme limits based on the connection duration

data for the plurality of connections.

13, The method of claim 11, further comprising:
detecting a sccond application session established for a sccond session between a
sccond client and a second application of the first host device, the sccond
application assoctated with a second plurality of security time limits that
divide security for the second application into sccurity tiers;

monitoring a duration of the second connection;
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cxecuting the onc or more first sccurity actions against the sccond connection
responsive to the duration of the second connection reaching a security time
it of the second plurality of security time himits; and

executing the one or more second security actions against the second connection
responsive to the duration of the second connection reaching another security

time limit of the second plurality of sccurtty time lints.

14.  The method of claim 11, wheremn one of the first secunty actions or the second
security actions comprise: IP lookups, deep packet inspection, malformed packet detection, or

enabling honeypot security sensors.

15.  The method of claim i1, wherein one of the first sccurity actions or the second
securtty actions comprise isolating the first connection from other connections associaied

with the first host device.

16.  The method of claim 15, wheremn 1solating the first connection compnses moving the

first connection to a second host device.

17. - The method of claim 135, wherem 1solating the first connection comprises maintaming
the first connection on the first host device and preventing the other connections from being

established with the first host device.

12.  The mcthed of claim 11, wherein the first connection 1s a TCP connection.
19, A non-transitory computer readable medium storing instructions to secure against

unauthorized access to resources duning connections, the mstructions when executed by at
lcast onc processor cause the at Icast onc processor to perform operations of
detecting a first conncction established for a first scssion between a ﬁfst chient and a
first application of a first host device, the first apphication associated with a
tirst plurality of security time hmits that divide sccurity for the first
application into secunty fiers;
monitoring a duration of the first connection established between the first client and
the first application;
cxecuting one or more first secunty actions agast the first connection responsive to
the duration of the tirst connection reaching a secunity time limit of the first

plurality of security time himts associated with the first application: and
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exceuting one or more sceond sceurity actions against the first connection responsive
to the duration of the first connection reaching another security time limit of

the tirst plurality of sccunty time limits.

20.  The non-transitory computer readable medium of claim 19, the operations further
comprising opcrations of:
monioring durations of a plurality of connections established for sessions
corresponding to the first application to generate connection duration data; and
determining the first plurality of security time limits based on the connection duration

data for the plurality of connections.
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