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(57) ABSTRACT 

According to one aspect of the invention, there is provided 
a method of modeling operational risk comprising the Steps 
of defining one or more reporting hierarchies, wherein Said 
reporting hierarchies are composed of operational units, 
asSociating operational risk data to one or more of Said 
operational units, wherein Said operational risk data includes 
data associated with a plurality of first loSS events, and 
calibrating a plurality of loSS processes and a plurality of loSS 
process attributes using Said plurality of first loSS events, 
wherein a plurality of loSS processes are generated for use in 
at least one of risk management, operations management, 
and financial management. 
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SYSTEMAND METHOD FOR MEASURING AND 
MANAGING OPERATIONAL RISK 

FIELD OF THE INVENTION 

0001. The present invention relates generally to risk 
management Systems and methods, and is more specifically 
directed to Systems and methods for measuring and manag 
ing operational risk. 

BACKGROUND OF THE INVENTION 

0002 Risk management systems are commonly 
employed by firms, which may include financial institutions, 
resource-based corporations, trading organizations, govern 
ments, and other users, for example, to make informed 
decisions in assessing and managing the risks associated 
with the operations of these users. 

0003. In modern financial and regulatory environments, 
effectively measuring and managing market risk, credit risk 
and operational risk is vital in the development of a com 
prehensive risk management System. Many organizations 
have implemented procedures that Successfully address mar 
ket risk and, to Some extent, credit risk. However, managing 
operational risk presents Special challenges, Since the 
Sources of data required to measure operational risk are 
often limited, and Since there is a lack of industry-accepted 
methodologies to measure Such risk. 

0004 Operational risk is defined as the risk of loss 
resulting from inadequate or failed internal processes, 
people, Systems or external events. This definition may be 
extended for non-regulatory purposes to encompass legal 
risk and strategic risk (i.e. the risk of making a poor business 
decision). Some of the most important types of operational 
risk involve breakdowns in internal controls and corporate 
governance. Such breakdowns can lead to financial losses 
through error, fraud, or failure to perform (i.e. address risk 
events) in a timely manner or cause the interests of a 
financial institution to be compromised in Some other way 
(e.g. staff exceeding their authority or conducting business 
in an unethical or risky manner). Major publicized losses at 
financial institutions in recent years illustrate the enormity of 
loSS events resulting from the failure of or non-existence of 
operational risk management Systems. Major losses caused 
by information technology Systems failures, disasters, and 
rogue trading, for example, have cost financial institutions 
and firms vast Sums of money, diminished shareholder 
value, and tarnished their reputation with the general public. 

0005 Recent studies have suggested that the operational 
risk exposure in the banking industry is Substantial and 
growing. For instance, KPMG Consulting Inc. published an 
analysis entitled “Operational Risk Becomes a Capital Prob 
lem” (May 10, 2000) which found that operational risk 
accounts for approximately 40% of a financial institutions 
overall risk. Reflecting the growing importance of opera 
tional risk, the Basle Committee on Banking Supervision 
(BCBS) has recently established new capital proposals that 
will require financial institutions to implement robust SyS 
tems for the collection and monitoring of operational risk 
data. The BCBS is part of The Bank of International 
Settlements (BIS), an international organization which fos 
ters international monetary and financial cooperation, and 
serves as a bank for central banks. The BCBS proposes 

Aug. 7, 2003 

implementing three new methods for calculating the opera 
tional risk capital charge for financial institutions, namely. 

0006 (a) Basic Indicator Approach; 
0007 (b) Standardized Approach; and 

0008 (c) Advanced Measurement 
(AMA). 

0009 Under the Basic Indicator Approach, financial 
institutions must hold capital for operational risk equal to a 
fixed percentage of an indicator of size, or risk, Such as groSS 
income. Under the Standarized Approach, the required capi 
tal for a financial institution as a whole is the aggregate of 
the required capital amounts for all busineSS lines within the 
organization, as calculated individually using a similar 
methodology to the Basic Indicator Approach. The AMA is 
a more Sophisticated method that allows each institution to 
implement its own measurement method for operational 
risk. AS an incentive for implementing operational risk 
management Systems, BIS has proposed that as financial 
institutions move from the Basic Indicator method along the 
continuum of increasingly Sophisticated models for calcu 
lating the operational risk, they will be rewarded with a 
lower capital charge. Further, BIS mandates that failure to 
comply with its new policies will be result in a variety of 
Supervisory actions, including increased oversight, Senior 
management changes, and the requirement of additional 
capital. 

0010. In theory, the desire not to tie up capital should 
provide a powerful incentive for financial institutions to 
monitor and reduce operational risk. Despite being aware 
that operational risk has been increasing in the banking 
industry, many banks are only in the early Stages of devel 
oping a framework for measuring and managing operational 
risk. This reluctance to adopt operational risk management 
systems may be largely be attributed to the lack of effective 
risk measurement models and methodologies. 

Approach 

0011 Various approaches have been developed for mod 
eling operational risk. The majority of these models provide 
only a firm-wide View of operational risk, and are unable to 
effectively manage risk exposure at the busineSS unit level. 
For example, the Capital Asset Pricing Model (CAPM) is a 
top-down model which provides an overview of a firm's 
operational risk exposure by focusing only on major opera 
tional failures (e.g. disasters). 
0012. A further hindrance to the development and adop 
tion of operational risk management Systems is the limited 
availability of loSS proceSS data. While a growing number of 
financial institutions are collecting and analyzing opera 
tional loSS event data, it is clear that there has been no 
industry Standard for the accumulating Such data. Such data 
collection is vital for the assessment of operational risk at 
individual institutions. 

0013. Accordingly, there is a need for a system and 
method of measuring and managing operational risk that is 
capable of providing an assessment of risk exposure 
throughout all levels of a firm. There is a further need for a 
flexible operational risk management System that can be 
adapted to Support new operational risk capital calculation 
models and methodologies, and new Sources of loSS process 
data, as they appear. 
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SUMMARY OF THE INVENTION 

0.014. The present invention relates generally to risk 
management Systems and methods, and is more specifically 
directed to Systems and methods for measuring and manag 
ing operational risk. According to a first aspect of the 
invention, there is provided a System for measuring and 
managing operational risk, comprising: a database, wherein 
operational risk data is Stored therein, wherein Said opera 
tional risk data includes data associated with a plurality of 
first loSS events, a first calibration engine coupled to Said 
database, wherein Said calibration engine generates a plu 
rality of loSS processes, and estimates a plurality of loSS 
proceSS attributes, a Second reporting hierarchy engine 
coupled to Said database, wherein Said reporting hierarchy 
engine associates each of Said plurality of loSS processes to 
one or more operational units, a third simulation engine 
connected to Said calibration engine for performing simu 
lation-based computations, wherein Said third simulation 
engine forecasts a plurality of Second loSS events using Said 
plurality of loSS processes, wherein Said Second loSS events 
are estimates of future loSS events, and a fourth risk engine 
coupled to Said Second reporting hierarchy engine and Said 
third simulation engine for computing at least one risk 
measure using Said plurality of first or Said Second loSS 
events, wherein Said risk measure is a measure of opera 
tional risk. 

0.015 According to another aspect of the invention, there 
is provided a method of measuring and managing opera 
tional risk within a firm, comprising the Steps of defining a 
plurality of reporting hierarchies, wherein Said reporting 
hierarchies are composed of operational units, associating 
operational risk data to one or more of Said operational units, 
wherein Said operational risk data includes data associated 
with a plurality of first loSS events, defining a plurality of 
Scenarios, wherein Said plurality of Scenarios include a 
plurality of loSS proceSS attributes, computing a plurality of 
Second loSS events using Said plurality of loSS processes and 
Said plurality of loSS process attributes; Storing data associ 
ated with one or more of Said plurality of Second loSS events 
in a storage medium; and aggregating Said plurality of 
Second loSS events to produce at least one risk measure, 
wherein Said risk measure is a measure of operational risk. 
0016. According to another aspect of the invention, there 
is provided a method of modeling operational risk compris 
ing the Steps of defining one or more reporting hierarchies, 
wherein Said reporting hierarchies are composed of opera 
tional units, associating operational risk data to one or more 
of Said operational units, wherein Said operational risk data 
includes data associated with a plurality of first loSS events, 
and calibrating a plurality of loSS processes and a plurality 
of loSS process attributes using Said plurality of first loSS 
events, wherein a plurality of loSS processes are generated 
for use in at least one of risk management, operations 
management, and financial management. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 For a better understanding of the present invention, 
and to show more clearly how it may be carried into effect, 
reference will now be made, by way of example, to the 
accompanying drawings, in which: 
0.018 FIG. 1 is a schematic diagram illustrating a system 
for valuing and managing operational risk in an embodiment 
of the present invention; 
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0019 FIG. 2 is diagram illustrating a standard Mark-to 
Future (MtF) Cube; 
0020 FIG. 3 is a diagram illustrating a modified MtF 
Cube for operational risk measurement and management; 
0021 FIG. 4 a flowchart illustrating the steps in a 
modified MtF methodology for operational risk; 
0022 FIG. 5 is a diagram illustrating a first type of 
reporting hierarchy; 
0023 FIG. 6 is a diagram illustrating a second type of 
reporting hierarchy; 
0024 FIG. 7 is a diagram illustrating a third type of 
reporting hierarchy; and 
0025 FIG. 8 is a graph modeling an annual loss distri 
bution using an enterprise-wide approach to operational risk 
capital; and 
0026 FIG. 9 is a graph modeling an annual loss distri 
bution using a hierarchy-based approach to operational risk 
capital. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0027. The present application claims priority from Cana 
dian Patent Application No. 2,364,425, the contents of 
which are herein incorporated by reference. 
0028 Referring to FIG. 1, a schematic diagram of a 
System for measuring and managing operational risk capital 
in an embodiment of the present invention is shown gener 
ally as 10. 
0029 System 10 comprises a set of integrated compo 
nents in modular form used to provide for the hierarchical 
structuring, Mark-to-Future (MtF) valuation, simulation and 
risk management, and reporting of operational risk capital 
based on a variety of loSS processes. Operational risk capital 
is typically defined as the regulatory capital amount that a 
firm must maintain to Sufficiently absorb losses resulting 
from the failure of internal Systems, people or external 
events, for example, So as not to cause a financial collapse 
and/or disrupt the orderly functioning of financial markets. 
Operational risk capital may also have an internal aspect 
which would allow a firm to assess and manage its opera 
tional risk exposure. 
0030 System 10 comprises a set of input data modules 20 
and attribute mapping modules 30 to Support the loading and 
managing of large Volumes of data. Input data modules 20 
receive loSS event data and related information from a 
variety of Sources, including, for example, manual input 
through a computer keyboard or web-browser interfaces. 
The data received by input data modules 20 may be in 
various formats, including, for example, text files, spread 
sheets and web-based interfaces. 

0031 Attribute mapping modules 30 may be used to 
convert information obtained from input data modules 20 
into a consistent format for storage in database 40. For 
example, data may be mapped into a desired format and used 
to create text files with a prescribed layout that can be read 
by Standard database block copy tools 
0032 Database 40 may be used to store various data 
types, including, for example, internal loSS events, indica 
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tors, internal near-miss events, Scenarios, external consor 
tium losses, and external public domain losses (to be 
described in further detail with reference to FIG. 5). It will 
be obvious to those skilled in the art that data to be stored 
in database 40 may exist in a single database or other Storage 
means, or distributed acroSS multiple databases or other 
Storage means. Database 40 may be a known relational 
database, as manufactured by Oracle and Sybase, for 
example. 

0.033 Additionally, database 40 may have a canonical 
Structure comprising, for example: 

0034 (a) event tables (e.g. loss amount, monetary 
amount, data, event identification); 

0035 (b) classification structure (e.g. name, node 
identification, parent identification); 

0036) (c) join tables linking events and classifica 
tions (i.e. node identification, event identification); 
and/or 

0037 (d) Foreign 
amounts, value, date). 

exchange rates (monetary 

0.038 Alternatively, the present invention may utilize 
object-oriented databases, wherein the loSS events, reporting 
hierarchies and foreign exchange rates are Stored as objects. 
Other databases as known in the art may also be used. 
0.039 Database 40 is used to input and extract the opera 
tional risk data and reporting hierarchy information into a 
calibration engine 50. Generally, reporting hierarchies are 
representations of the physical or logical structure of a firm. 
Most firms are already logically or physically organized in 
a hierarchical Structure for risk reporting and management 
purposes, which may make the task of defining operational 
units in implementing the present invention leSS compli 
cated. Reporting hierarchies within a firm may be defined 
according to the firm's physical units (e.g. trading desks), 
geographic locations (e.g. regional offices), reporting lines, 
generic organizational units, or risk classes, for example. 
Risk class-based reporting hierarchies may also be struc 
tured according to “event-based” or “effect-based” catego 
rizations. Input data obtained from external data Sources is 
also often Structured in a hierarchical manner, and can be 
easily incorporated into the Subject firm's reporting hierar 
chy along Side internal input data. 
0040. The calibration engine 50 uses the input data and 
reporting hierarchy information from the database 40 to 
determine an appropriate Set of loSS processes. In the Sim 
plest case, this is done by bucketing (i.e., grouping) all 
available data associated with each node of a reporting 
hierarchy (operational unit), then examining the data within 
each bucket. More complex methods are also used. For 
example, when two (or more) reporting hierarchies are to be 
used simultaneously, it is the pair-wise combination of leaf 
nodes of the hierarchies that determines a Set of initial data 
buckets. A leaf node is an operational unit with no child 
units; for example in FIG. 5, leaf nodes are 154, 158, 160 
and in FIG. 6 leaf nodes are 164, 166, 168, 170. 
0041 Beyond the reporting hierarchy analysis, loss pro 
ceSSes may be determined using knowledge of real-world 
processes (e.g., trade settlement) or Statistical data analysis. 
0.042 A loss process is a model that can produce or 
describe a set of hypothetical future loSS events. AloSS event 
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is an occurrence having a quantifiable financial impact on a 
firm (e.g. a monetary loss). A future loss event is a plausible 
or possible loSS event that has not or will not necessarily 
occur in the future. A loSS proceSS may be modeled using a 
frequency distribution (number of events) and severity dis 
tribution (size of event), or using a complete loss distribution 
(total losses over a specified period) or in other ways. 
Typically the first approach, referred to as an actuarial 
model, is used. For ease of discussion, this approach is 
discussed herein Since it is the most common. Actuarial 
models are typically designed to produce loSS distributions 
which estimate the expected value of one or more economic 
variables, Such as would be generated by loSS processes, that 
are distributed in a random manner. A characteristic of a 
typical actuarial model is that the annual loSS is not a single 
loSS caused by a single event, but is the result of the 
aggregation of a number of losses. 
0043. A variety of parametric and non-parametric distri 
butions may be used to determine the frequency and Severity 
distribution models. Table 1 contains a list of possible 
frequency and Severity actuarial models which may be used 
by calibration engine 50 to produce the loss distributions: 

TABLE 1. 

Frequency and Severity Distributions 

Frequency Distributions Severity Distributions 

Poisson Normal 
Binominal Lognormal 
Bernoulli Students t 
User Defined 
Non-parametric (correlated) 

Non-parametric 
Dirac Delta 

0044 Possible non-parametric distributions which may 
be used by calibration engine 50 include, for example, 
various histogram or bucketed representations, or a simple 
resampling of the input data. 

0045 Calibration engine 50 may present a user with a list 
of possible models and allow the user to Select one or more 
models to be used in the calibration process. Alternatively, 
calibration engine 50 may also permit a user to add addi 
tional actuarial models and/or distributions to system 10 by, 
for example, Specifying a discrete distribution function, or 
by creating a Visual Basic or C++ module that is used by 
calibration engine 50. 

0046) Once the set of loss processes and distributions for 
the frequency and Severity of each loSS proceSS have been 
selected, calibration engine 50 utilizes a “fitting method” to 
calibrate the models. Note that if an actuarial model is not 
used, the Steps of choosing one or more distributions and 
then calibrating proceed in the same fashion. Fitting meth 
ods are used to compare the frequency results from actuarial 
loSS distributions to the expected frequencies of theoretical 
Statistical distributions, Such as a Chi-Square goodness of fit 
test. Alternatively, calibration engine 50 may utilize more 
Sophisticated fitting methods as known in the art, Such as the 
Maximum Likelihood and Bayesian methods, for example. 

0047 Given the limited Supply of operational risk data in 
financial and busineSS markets, it is usually not possible to 
calibrate loSS proceSS data using mark-to-market methods. In 
order to assess whether the loSS processes are adequate, it is 
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beneficial to provide the user with feedback regarding the 
“level of fit” of the selected models. Calibration engine 50 
is capable of providing goodness of fit feedback (e.g. 
Statistical ratios, graphical representations) to a user. The 
user then can use this feedback to decide whether the level 
of fit of the Selected models to the loSS process data is 
acceptable. 
0.048. The definition, sorting, and aggregation of different 
reporting hierarchies acroSS busineSS units, geographic loca 
tions, industries, instruments, risk classes, regulatory 
requirements, or other Sorting criteria are performed by a 
reporting hierarchy engine 60. 
0049 Scenario generator module 70 is used to generate a 
plurality of Scenarios, collectively known as a Scenario Set. 
The number of Scenarios must be large enough to provide an 
acceptable Statistical representation of the model. In prac 
tice, Scenario Sets typically contain thousands of Scenarios. 
A Scenario is a hypothetical value for an attribute of a loSS 
process that may occur during a given risk time horizon. An 
attribute of a loSS proceSS may include the frequency of loSS 
events per risk time horizon or the average Severity of Such 
a loSS event, for example. A Scenario is typically the real 
ization of a set of random variables representing attributes of 
a loSS process. Alternatively, a Scenario may be the value of 
one or more independent risk factors that can be used to infer 
the value of an attribute of a loSS process. 
0050. Subsequent output from calibration engine 50, 
reporting hierarchy engine 60, and Scenario generator mod 
ule 70 may be stored in database 40, to be used by simulation 
engine 80. Simulation engine 80 may use scenario sets 
having loSS processes with attributes or risk factors to 
generate Scenarios of loSS events. Scenarios of loSS events 
may be a set of loSS events experienced in a given risk time 
horizon by modeling a plurality loSS processes according to 
the model specified by the user in the calibration engine 50. 
For example, for a risk time horizon of one year, the unit of 
Simulation is the Sum of losses for the period of one year. In 
practice, any risk horizon may be used, however, the one 
year period is commonly used by risk managers in measur 
ing and managing credit and operational risk. Simulation 
engine 80 performs the following Steps for each loSS proceSS 
in the reporting hierarchy: 

0051 1. Simulate the number of loss events in each 
of the Scenarios, and where applicable, each time 
horizon (i.e. the frequency, n). 

0.052 2. Sample from the distribution of absolute 
loSS amounts, the result being a set of n losses as 
indicated in the Scenario. 

0053 3. Sum the losses to form the (simulated) loss 
at each time horizon for each Scenario. 

0054 4. Collect and analyze the simulated losses to 
provide risk measures (e.g. the largest expected loss 
every hundred years). 

0055. The output from simulation engine 80, such as MtF 
valuations, may be stored in directly database 40 or in a 
temporary data Storage medium. 
0056 Outputs from simulation engine 80 and reporting 
hierarchy engine 60 are provided to risk engine 90. Risk 
engine 90 is used to determine loss distributions and risk 
measures associated with each loSS process, and with each 
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operational unit in a reporting hierarchy. The risk measures 
can be used to Support decision-making and the management 
of operational risk, and may include, for example, expected 
loSS, unexpected loSS at a confidence level, value-at-risk 
(VaR) at a confidence level, marginal VaR at a confidence 
level, measures of frequency and Severity of loSS events, and 
arrival times of loss events. Risk engine 90 may also be 
programmed to perform real-time “what-if” scenario Simu 
lations for new and existing loSS proceSS data. 
0057 Output from risk engine 90 may be stored in 
database 40, and may be used to generate reports using 
report generator 100. Report generator 100 can be used to 
define and generate Standard and/or user-defined reports. 
Report generator 100 is able to query databases (e.g. data 
base 40), extract values directly from the risk engine 90, and 
utilize functions of the reporting hierarchy server 60 (e.g. 
assigning the loSS distribution results to specific units in the 
reporting hierarchy) Report generator 100 may be a standard 
database reporting tool, Such as Crystal Decision’s “Crystal 
Reports' application, for example. In a preferred embodi 
ment of the present invention, report generator 100 may 
create user reports that enable the user to “drill down” or 
incrementally review each level within a reporting hierar 
chy. Additionally, report generator 100 is capable of pro 
ducing and reporting risk measures internally based on more 
than one reporting hierarchy. 
0058. The present invention may be implemented in 
Systems designed to provide distributed, desktop capabilities 
to Support firm-wide operational risk management. Such 
Systems are also preferably designed to be computationally 
efficient and Scalable to the largest hierarchical firm Struc 
tures and loSS processes. In preferred embodiments of inven 
tion, the Systems comprise analysis and reporting tools that 
include the ability to attribute the marginal operational risks 
and capital contributions of each constituent unit (i.e. depart 
ments, trading desks) to the firm-wide regulatory and/or 
internal capital amount. When calibrated to a set of loSS 
processes, the System may compute MtF operational risk 
capital valuations for known and hypothetical loSS pro 
cesses. The System may be adapted to Support new opera 
tional risk capital calculation models and methodologies, 
and new Sources of loSS proceSS data, as they appear. 
0059 Application to a Mark-to-Future Methodology 
0060. As indicated with reference to FIG. 1, system 10 
can be adapted to generate MtF data for use in Simulation 
and risk management applications, both by components 
within system 10 of the present invention, and external 
applications. MtF data can be generated from the output of 
various components of System 10, including reporting hier 
archy engine 60, and Scenario generator module 70. In an 
application of the present invention to the MtF framework, 
reporting hierarchy Server 60 can work in parallel to produce 
a variant of the standard MtF Cube for use in the context of 
operational risk. 

0061 The generation of the standard MtF Cube is at the 
core of the MtF framework. Key to the MtF framework is the 
premise that knowledge of portfolio holdings is not required 
to generate a MtF Cube: a single MtF Cube accommodates 
the risk/reward assessment of multiple portfolios Simulta 
neously. FIG. 2 illustrates an example of a standard MtF 
Cube, shown generally as 110, comprising of a Set of 
Scenarios 112, time steps 114, and instruments 116 (e.g. 
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loans). For market and credit risk systems, the MtF frame 
work creates an instrument MtF Cube containing all of the 
necessary information about the values of individual instru 
ments. All market and credit risk/reward analyses and port 
folio dynamics for any set of holdings can be derived by 
post-processing the contents of the MtF Cube. Further 
details on the Mark-to-Future Cube can be found in Dembo 
et al., Mark-to-Future. A Framework for Measuring Risk 
and Reward (Toronto: Algorithmics Publications, 2000), the 
contents of which are herein incorporated by reference. An 
example of an implementation of this method and why it 
represents a Standard for simulation-based risk/reward mea 
Surement and management can be found in pending U.S. 
patent application Ser. No. 09/811,684, the contents of 
which are herein incorporated by reference. Mark-to-Future 
is a framework designed not merely to measure risk and 
reward, but also to manage the trade-off of risk and reward. 
0.062 Mark-to-Future Methodology for Operational Risk 
0.063. The application of the MtF framework to opera 
tional risk hinges on developing a variant of the Standard 
MtF Cube for use with reporting hierarchies and loss process 
data. FIG. 3 illustrates an example of a variant of the 
standard MtF Cube, shown generally as 118, for use in 
measuring and managing operational risk. The variant MtF 
Cube comprises of Scenarios 120, time Series 122, and loSS 
processes 124. The MtF methodology for operational risk 
assessment can be Summarized by the following Seven Steps, 
each of which can be explicitly configured as an independent 
component of the Overall process. 

0064. The first four steps build the Mtf Cube: 
0065 1. Define the reporting hierarchies and loss 
proceSSeS. 

0066 2. Define the scenario paths and time step(s). 
0067 3. Define the loss processes. 
0068 4. Simulate the loss processes over scenarios 
and time Steps to generate a MtF Cube. 

0069. The next three steps apply the MtF Cube: 
0070) 5. Map the MtF Cube into loss distributions to 
produce a loss distribution MtF table. 

0071 6. Aggregate the loss distribution MtF table 
values to produce risk measures and/or Statistics. 

0072 7. Incorporate loss distribution MtF tables into 
(other) advanced applications. 

0073. A key aspect of the modified MtF Cube method 
ology for use in operational risk measurement is the addition 
of Step 1 in which reporting hierarchies and loSS processes 
are defined. Defining loss processes in the MtF framework 
enables the resulting loss distributions and MtF values to be 
computed efficiently and consistently. 
0074 The simulation of the operational risk MtF Cube in 
StepS 1 to 4 above represents a computationally intensive 
Stage of the proceSS and need be performed only once. These 
StepS represent the pre-Cube Stage of MtF processing. In 
contrast, StepS 5 to 7 represent post-processing exercises, 
which can be performed with minimal additional processing 
(Step 5 and Step 6) or slightly more complex processing 
(Step 7). These steps represent the post-Cube stage of MtF 
processing. FIG. 4 provides a flowchart illustrating the 
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Seven Steps of the modified MtF methodology, as applied to 
operational risk management, explained in further detail 
below. 

0075. The decoupling of the post-Cube stage from the 
pre-Cube Stage is a key architectural benefit of the Mark 
to-Future framework. A Single risk Service may generate a 
MtF Cube (pre-Cube) that can be distributed to internal 
business units or departments (post-Cube) for a variety of 
customized busineSS applications. This generates leverage as 
a common risk framework and can be widely distributed 
throughout the financial institution or firm as well as to 
external organizations for user-specific analyses. 

0.076 Referring to FIG. 4, the details of this MtF frame 
work and the underlying methodology as it is applied to 
operational risk are shown generally as 126, and explained 
in further detail below. 

0.077 Step 1 (Marked as 128 in FIG. 4): Define Report 
ing Hierarchies 
0078 Reporting hierarchies represent the structure of a 
firm in a plurality of operational units (e.g. business units, 
regional offices, trading desks)(to be described in further 
detail with reference to FIGS. 5, 6 an 7) and loss processes. 
Defining the reporting hierarchies allows the MtF values for 
the loSS processes to be attributed to a Specific operational 
unit for risk management purposes and/or aggregated to 
determine the firm-wide operational risk capital. Reporting 
hierarchies are also used in the definition of the Set of loSS 
processes, a key requirement in the use of Mark to Future for 
operational risk measurement and management. 

0079 Step 2 (Marked as 130 in FIG. 4): Define the 
Scenarios and Time Steps 
0080. In the MtF framework, scenarios represent the joint 
evolution of risk factors through time, and are, thus, the 
ultimate determinant of future uncertainty. The explicit 
choice of Scenarios is the key input to many analyses. The 
Scenarios may be realizations of the number of loSS events 
per period (i.e. a year) for each operational loss process. 
Alternatively, Scenarios may be realizations of attributes or 
abstract risk factors affecting the Overall loSS distribution. 
For example, a linear combination of loSS frequencies may 
be used, taking into account any correlations between loSS 
events in the two processes? As a further example, param 
eters of the frequency or Severity distributions associated 
with a loSS process, Such as the average frequency over one 
year, may constitute risk factors, and hence realizations of 
the parameter values would constitute Scenarios. The infor 
mation generated from the Scenarios, Such as, the frequency 
of losses and the total amount of loSS for all operational loSS 
processes in the firm, for example, can be used to populate 
a three-dimensional Mark-to-Future (MtF). Accordingly, 
Scenarios directly or indirectly determine the estimated 
future distributions of MtF values. 

0081) Step 3 (Marked as 132 in FIG. 4): Define the Loss 
Processes 

0082 Reporting hierarchies consist of various loss pro 
cesses, both internal and external to the firm. A loSS process 
may represent an actual loss process or a statistical (e.g. 
hypothetical) loss process. Typically, loss processes are 
defined using the defined reporting hierarchies from Step 1 
(marked as 128 in FIG. 4) and data analysis, conducted in 
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calibration engine 50. The MtF Cube is a package of MtF 
tables, each table corresponding to an individual loSS pro 
cess with realizations across time and Scenario 120 (as 
illustrated in FIG. 3). 
0083) Step 4 (Marked as 134 in FIG. 4). Simulate the 
Loss Processes over the Scenarios and Time Steps 
0084. The MtF Cube consists of a set of MtF tables each 
associated with a given loss process. The cells of the MtF 
table contain the MtF values of that loss process as simulated 
over a set of Scenarios and a number of time Steps. Each loSS 
proceSS has a single loSS value on the current risk horizon 
(e.g. one year) assigned to a plurality of cells in the MtF 
tables. Determining these loSS Values is the act of simulation. 
0085) Step 5 (Marked as 136 in FIG. 4): Map the MtF 
Cube into a Hierarchical Portfolio Reporting Structures 
0086) From the MtF Cube, multiple hierarchical MtF 
tables can be generated as functions (or combinations) of the 
MtF tables associated with each loss process. The MtF 
framework allows a MtF Cube to be generated indepen 
dently of reporting hierarchy loSS events. Any reporting 
hierarchy or hierarchy regime can be represented by map 
ping the MtF Cube into Static or dynamically changing 
reporting hierarchies. 
0087 Step 6 (Marked as 138 in FIG. 4): Aggregate Loss 
Distribution MtF Values to Produce Risk Statistics 

0088. The reporting hierarchy-based MtF table resulting 
from the mapping of the MtF Cube into a given reporting 
hierarchy contains a full description of future uncertainty. 
Each cell of the reporting hierarchy MtF table contains a 
MtF value for a specific node or level within the reporting 
hierarchy under a given Scenario and time Step. The actual 
risk measures chosen to characterize this uncertainty can be 
arbitrarily defined and incorporated Strictly as post-proceSS 
ing functionality in the post-Cube Stage. 

0089 Step 7 (Marked as 140 in FIG. 4): Incorporate Loss 
Distribution Values into other Applications 
0090 MtF Cube may serve as input for applications more 
complex than calculating Simple risk measures. The prop 
erties of linearity and conditional independence on each 
Scenario and risk time horizon can be used to obtain com 
putationally efficient methodologies. For example, condi 
tional independence within a particular Scenario is a pow 
erful tool that allows the MtF framework to incorporate 
effectively processes Such as joint counterparty migration. In 
addition, reporting hierarchy or loSS proceSS MtF cubes may 
be used as input to a wide variety of Scenario-based risk 
management and reporting hierarchy optimization applica 
tions. 

0.091 The MtF methodology was designed to enable a 
new generation of risk quantification and management Soft 
ware, and it has a number of key features that make it an 
excellent choice for operational risk measurement and man 
agement purposes. Most importantly for operational risk, the 
MtF framework is efficient for marginal risk calculation 
within a reporting hierarchy. For example, in a simulation a 
position can be reset to Zero and the risk Statistics recalcu 
lated without revaluing the loSS processes. Furthermore, it 
allows multiple reporting hierarchies to be constructed from 
the same simulation results (the pre-Cube Stage occurs once 
while the post-Cube processing may be repeated). This 
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feature is particularly useful for operational risk managers to 
allow capital (and other risk measures) to be reported in a 
number of reporting hierarchies (i.e. business units, classes, 
geographical locations, process elements, etc.). 
0092 Given that credit risk and market risk measurement 
systems may also utilize the MtF framework, the present 
invention is capable of being quantified in conjunction with 
market and credit risk within the same framework, on the 
Same platform, and using the same Software architecture. 
This integration of market, credit and operational risk has 
Significant potential benefits through the use of common risk 
factors, instruments and risk measurement methodologies. 
0093 Reporting Hierarchies 
0094. An aspect of the MtF methodology, as applied in 
accordance with the present invention, is defining the orga 
nizational and management Structures of a firm into report 
ing hierarchies. In order to calculate the operational risk 
capital and related risk measures, it is necessary to first 
describe a firm's reporting hierarchy in terms of operational 
units and loSS processes. AS described earlier with reference 
to FIG. 1, most firms are organized in a hierarchical 
Structure according to physical or logical structure (e.g. 
geographic location and lines of business, respectively). 
Alternatively, reporting hierarchies may be prescribed by 
regulators or Set by a governing body. For example, in the 
2001 Working paper on Regulatory Treatment of Operational 
Risk issued by the Basel Committee on Bank Supervision 
and the Capital Accord, two reporting hierarchies are pro 
posed for use in the financial Services industry in determin 
ing operational risk capital, namely, busineSS lines and risk 
classification hierarchies. 

0.095 Referring to FIG. 5, an example of a reporting 
hierarchy in accordance with an embodiment of the present 
invention is illustrated and shown generally as 150. Report 
ing hierarchy 150 comprises of operational units 152, 154, 
156, 158 and 160. A reporting hierarchy represents the 
physical or logical Structure of a firm and may comprise of 
a plurality of operational units in a variety of configurations. 
FIGS. 6 and 7 illustrate two examples of reporting hierar 
chies defined in accordance with variant embodiments of the 
present invention. Referring to FIG. 6, a simplified risk 
class-based reporting hierarchy is shown generally as 162. 
Reporting hierarchy 162 comprises four operational units 
164, 166, 168, and 170. FIG. 7 illustrates a detailed report 
ing hierarchy 172 comprising a plurality of primary opera 
tional units 174, 176, 178, 180, 182, 184, 186,188, 190 and 
192. 

0096. In an alternative embodiment of the present inven 
tion, System 10 may combine reporting hierarchies to cal 
culate operational risk capital. In principle, the combination 
of hierarchies is useful to obtain accurate measurements 
when Sources of data are limited, or when “shallow' hier 
archies are combined. Other alternate reporting hierarchies 
may also be defined as required. 
0097 Codependence Between Operational Units Once a 
reporting hierarchy has been defined, certain additional 
issues may become easier to articulate. For example, one 
Serious concern is the correlations or more general relation 
ships between losses experienced by diverse operational 
units, referred to as the codependence between operational 
units. Codependence between operational units may arise in 
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at least two ways: First, codependence may arise “naturally' 
as a result of internal or external causal influences which 
affect distinct loSS events. For example, two loSS events 
might be reported in geographically distinct locations, but 
have a common causal influence, Such as an extreme market 
movement that creates StreSS and leads to human errors. If 
the decision has been made to hold capital against Such 
events Separately in the two geographical locations, the 
calculation of the amount of capital to hold will be affected 
by the correlation between some of the events. 
0.098 Codependences may also arise “artificially if a 
Single loSS event has effects which are shared throughout the 
hierarchy of the firm. For example, if the financial impact of 
a single loSS event is shared between two operational units, 
then that loss is effectively split into two events. However, 
there is an implied correlation because the events are derived 
from a single underlying loss (i.e. the events are not inde 
pendent). The capital held by the two operational units and 
by operational units higher up the hierarchy depends on this 
correlation. 

0099. The codependent relations between primary opera 
tional units can be expressed within the actuarial framework 
in the form of the joint frequency distribution of all m 
primary operational units. Suppose operational unit k has n 
events per year, then the required distribution is h" (n.1, n., 
. . . , n) with 

p=h".(n n. ... n.) 
0100 equal to the probability of n events at the first 
operational unit nevents at the Second operational unit, and 
So on. The marginal distributions are determined using the 
following equation: 

hk (na) =X h" (n1, m2, ..., n,n) 
pa 

0101 Because the joint distribution must be specified, the 
frequency and codependence models are linked in the frame 
work. 

0102 Loss Processes 
0103 Quantifying operational risk may be challenging 
because large Volumes of input data are required to properly 
calibrate both loSS process distributions and Scenario gen 
erators for risk factors. The term model is used generally to 
refer to any item requiring calibration, including loSS pro 
ceSS frequencies and Severities, and Scenario generators. The 
present invention can utilize Several different types of input 
data in the calibration of its models. It is often useful to 
assign more than one loSS process to an operational unit. For 
instance, if loSS processes correspond to distinct physical 
processes within a firm (e.g. manual and automatic settle 
ment of financial instruments), representing the two loss 
processes Separately is more intuitive and likely to more 
accurately reflect reality. However, loSS processes need not 
be independent of one another in any Sense (e.g. statistical). 
The following is a description of Some examples of various 
loSS processes that may be used in System 10. 
0104 Internal loss event data includes, for example, 
information regarding monetary loSS amounts and dates. The 
Basel Capital Accord regulatory proposals indicate that 
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these types of data should form the basis of all capital 
calculations under the Advanced Measurement Approach. 
The proposals also require that operational risk loSS event 
data be collected and maintained in a robust, Systematic way 
using well-defined and documented internal processes. 
0105 Indicators are (a time series of) internal or external 
numeric factors that may influence losses. In accordance 
with the present invention, indicators are used as predictors 
of operational risk. For example, if the Volume of financial 
transactions by a firm increases (e.g. introduction of a new 
product on the market) while the number of staff and 
availability of new technology decreases (e.g. layoffs or 
budget cutbacks), the number of loss processes during that 
period would likely increase. Such numerical correlations 
between indicators and losses can assist in calibrating loSS 
distributions and operational risk capital. Indicators can also 
be useful in assessing the frequency and Severity of loSS 
events. Since indicators may also serve as risk factors, time 
Series data may contribute to the calibration of Scenario 
generatorS. 

0106 Indicators, both internal and external, also provide 
Static data that are important for developing defensible 
Scaling models. The development of defensible Scaling 
models using indicators allows an organization to Scale its 
internal loss event data according to the operational (e.g. 
external) market. This ability to Scale internal loss event data 
using indicators is useful when an organization is changing 
its busineSS focus, expanding, merging and/or operating in 
inflationary economies. External data (e.g. public domain 
and consortium) may also need to be Scaled before it can 
applied rationally to the calibration of internal loSS distri 
bution models. 

0107 “Near-miss” or “close calls” data typically include 
event dates and monetary exposures. A "near-miss’ situation 
is one that could have resulted in a loSS process but failed to 
occur despite the non-existence of preventive risk avoidance 
measures. Monetary exposures are loSS amounts that may 
have been experienced had the situation occurred. Near-miss 
data can be used by organizations to understand the potential 
for loSS events, and to help prevent Similar mistakes or 
occurrences from leading to losses in the future. Addition 
ally, near-misses may be used to augment internal loSS data 
in the calibration of the capital calculation models. 
0.108 Issues include a set of frequency and approximate 
monetary amounts of hypothetical loss events (e.g. "what if 
risk assessments). Issue data is increasingly becoming the 
Subject of regulatory proposals. As a result, many firms have 
established practices for collecting this form of data. In 
many instances, issue data can be used to identify processes 
within a firm that have a high degree of risk. ISSue data may 
also be useful for assessing the operational risk of new 
business endeavours, which typically do not have large 
amounts of loSS process data, or to augment the tails of loSS 
distributions. In the risk management industry, issues are 
often referred to as Scenarios. Since these are not necessarily 
the same as Scenarios in the MtF context, we have used the 
term issue herein. 

0109 External public domain loss event data commonly 
comprises a Set of monetary amounts and dates of events 
experienced by external firms, taken from the public 
domain. Such loSS event data includes, for example, the 
Zurich IC Squared-Financial Institutions Risk Scenario 
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Trends (FIRST) database. External loss process data from 
loSS data consortia, Such as data obtainable from the Mul 
tinational Operational Risk Exchange or the British Bank 
er's ASSociation Operational Risk Data ASSociation, for 
example, may also be used. 

0110 Detailed classification of all the above, i.e. the 
assignment of each datum to one or more nodes or opera 
tional units in a reporting hierarchies. 

0111 System 10 may utilize various types and forms of 
data and is not limited Solely to the data types described 
above. Furthermore, in any given situation, not all of the 
above data may be available or necessary for system 10. It 
is possible that system 10 may utilize different procedures, 
for example, if the required output is regulatory capital, the 
procedure may be different than that for internal economic 
capital. The Basel Capital Accord proposals do not explicitly 
Specify a procedure for making Such decisions, except in the 
case of the Simpler approaches to capital calculation. Nev 
ertheless, the present invention is highly flexible and exten 
Sible, and is capable of evaluating and adopting new data 
Sources, models and methodologies as they appear. 

0112) In the following sections, two examples of simu 
lations have been provided to illustrate the application of the 
present invention to operational risk management problems. 
The first example shows the calculation of operation risk 
capital at the firm-wide level using an aggregate loSS distri 
bution approach. The Second example illustrates aggregation 
of operational risk using the hierarchy in FIG. 5. In both 
instances, the data utilized is purely hypothetical, and the 
examples are intended to explain the Simulation of opera 
tional risk in the Mark-to-Future framework. 

EXAMPLE 1. 

0113 Enterprise-wide Capital Calculation 

0114. In this example, the goal is to calculate operational 
risk capital at the firm-wide level. It is assumed the Subject 
firm has a reporting hierarchy identical to the hierarchy 
described in FIG. 5. For ease of understanding, the opera 
tional units in reporting hierarchy 150 will be referred by 
number (e.g. operational unit 152 will have a loss distribu 
tion of f(z)). The desired output value is a figure for the 
annual capital for firm 152 with a one-year risk horizon. A 
list of internal loSS event data and a set of indicator time 
Series data is presumed to be available. The data are asso 
ciated with a corresponding loss process (a, b, c, d, e, or f) 
attached to an operational unit directly (154, 158 or 160) or 
indirectly (156, 152). The loss events can be summed 
year-by-year to create a Series of total annual losses for each 
operational unit. 

0115. It is also presumed that the data collection is 
consistent with the Basel Capital Accord. In a more complex 
example, a very different result may be obtained if self 
assessment Scenarios, external data, near misses, or other 
inputs were included. Table 2 contains a Summary of the 
input data collected for the entire firm, consisting of Six 
years of losses totaling 316 losses. The number of loss 
events n for each year in the range 2000-2005 is listed, along 
with the total loss Z, the mean u(x) and Standard deviation 
O(x) of the severity (individual loss amounts). 
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TABLE 2 

Summary of input data for firm-wide capital calculation 

Year n (US $ millions) (US $ thousands) (US $ thousands) 
2OOO 64 7.55 117.9 109.6 
2001 57 6.35 1113 106.2 
2002 52 5.14 98.8 93.7 
2003 55 5.29 96.1 88.0 
2004 43 3.86 89.7 78.5 
2005 45 3.41 75.7 68.5 

0116 A Poisson distribution for the frequency of loss, 
and an empirical distribution for the Severity of the loSS are 
Selected, requiring both the estimation of the parameters of 
the distributions and the assessment of the appropriateneSS 
of the assumptions based on the assumed input data. 

0117 The frequency, whose probability distribution 
function is given by 

h(n) = 
it. 

0118 is calibrated using a calibration engine (e.g. cali 
bration engine 50 of FIG. 1). The parameter can be 
estimated by the average number of events per year over the 
six years. For this example, the result is 52.67. The Poisson 
distribution is likely to be appropriate because of the clus 
tering of the number of losses about the mean. This indicates 
a low variance, much in line with the effects of a Poisson 
distribution. A more detailed back-testing analysis would 
have to be carried out to formally determine the appropri 
ateness of the model. 

0119) To construct severity distributions, calibration 
engine 50 uses the given 316 individual loss events, with 
Severity {x}, i=1, 2, . . . , 316. Their broad Statistical 
properties can be deduced from the data in the table, Viz 
meanu=USD99.9K and standard deviation O=USD 93.6K. 
ASSuming that all previous losses are equally likely to 
reappear, Sampling, with replacement, can be conducted 
directly from the vector of past loSS Severities. In more 
formal terms, the implied assumption is that the loSS pro 
ceSSes are conditionally independent, given n. 

0120 Where codependences exist between loss pro 
cesses, a latent variable model (e.g. the Merton model) may 
be used to represent a frequency-codependence Structure 
which is equivalent to Specifying the joint frequency distri 
bution. The latent variable model is based on covariate 
normal risk factors, with the loSS event frequency deter 
mined by a threshold model. 

0121 Using a latent variable model approach, a set of m 
risk indexes {y} at the operational units are random vari 
ables with a covariate normal joint distribution. An event at 
operational unit k is deemed to have occurred if y crosses 
a threshold m. Using the latent variable model, the marginal 
distribution of frequencies at each operational unit is a 
Bernoulli distribution (or binomial of order 1). The distri 
bution has a probability given by: 
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0122) Possible values of N are 0 or 1. 
0123. If identical related uncorrelated operational units 
with probability p are grouped together, a binomial marginal 
frequency distribution is obtained for the group. When the 
group has v members, the maximum frequency is v, and the 
probability of a Single event is p". In the event that p is very 
Small, but pv=) remains finite, the distribution tends to a 
Poisson distribution with intensity .. 
0.124. Additionally, generalizations of the covariate nor 
mal approach are possible involving rank correlations and 
marginal distributions of y, which are not normal. Further 
more, dependencies between different Severity modules 
(basic risk) can be handled by the MtF framework in the 
present invention. 

0.125 Based on the assumption that the loss processes are 
conditionally independent, the annual distributions can be 
determined as follows: 

3; 

0126 where {x} is a sample (with replacement) of size 
in from the input data {x}. Note that an explicit choice was 
made not to fit a Smooth parametric model to the data to 
obtain the annual loSS distribution, but to Simple resample 
the input data. 

0127 Having determined and calibrated the distributions, 
a scenario generator module (e.g. Scenario generator 70 of 
FIG. 1) creates scenarios for the input data. First, N is equal 
to 1000 scenarios (i.e. 1000 simulated years are created). 
This results in 1000 scenarios for one quantity: the number 
of events, firm-wide, n. For every Scenario on n, an annual 
loSS is generated using the Selected actuarial model, with a 
different sample of {x}. With 1000,scenarios, there will be 
1000 samples of annual losses (with different values of n). 
This is the way that the most Simulation-based aggregation 
methods work in market and credit risk Systems. 

0128. A simulation engine (e.g. simulation engine 80 of 
FIG. 1) utilizes the selected actuarial model where the 
annual loSS Z is not a single loSS caused by a Single event, but 
rather is the result of the aggregation of a number of losses. 
For example, where in a particular year, there are n events 
that each cause a loSS and have monetary values given by: 

Xi, i=1,. . . , in 

0129 then 

2. 2. Wi 
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0.130 Understanding the composition of Z is facilitated 
by Viewing both X and n as random variables. Thus X has a 
distribution g Such that 

dp=g(x).dx 

0131 is the conditional probability of experiencing a loss 
with value in the range X, X+dx given that an event has 
occurred. Event n has a distribution h such that 

p=h(n) 

0132) is the probability of experiencing n loss events in a 
year. When no operational risk events have occurred pz.0. In 
actuarial terms, X is the “Severity of an event, g is the 
“severity distribution”, n is the “frequency', and h is the 
“frequency distribution” of the operational unit. 
0133. In preferred embodiments of the invention, system 
10 calculates the loss distribution f(x) for each operational 
unit (e.g. 152, 154, 156, 158 and 160 of FIG. 5) in a 
consistent manner. Generally, loss distribution f(x) is the 
probability that a loSS of magnitude X will occur over a 
Specified period (e.g. one year) in operational unit k. The 
annual loss distribution may be written as follows: 

0134) where g" is the distribution of annual losses, given 
that there were precisely n events. 
0.135 The actuarial model approach is advantageous 
when used in operational risk applications because it is 
operable when the number of events n is small. Although the 
estimation of his affected when there is a limited number of 
years of data, the actuarial model approach is generally more 
ready to accept assumptions about h. Principal among these 
assumptions is that the independent events have a Poisson 
distribution, as follows 

0.136 which has a single parameter 2, the average num 
ber of events per year. Another choice is the negative 
binomial distribution 

0.137 with Old-0, B>0. It is interesting to note that the 
negative binomial distribution can be derived as a mixture of 
Poisson distributions with different frequencies). The nega 
tive binomial distribution is obtained when ) has a gamma 
distribution. The above equation represents a process where 
there are expected to be =O.f3 loss events per year, however 
there can be more or less than this number. The standard 
deviation of the event frequency is given by BVol. 
0.138. Additionally, the annual loss distribution equation 
may be exploited to derive the Statistical properties off from 
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the properties of g and h. The expected value and variance 
of g and h can be written as follows: 

I0139) The expected value of X overg" is nu, and the 
variance is no,. Thus, the expected value of Z. Over f is, 
0140 

0141 and the second moment of Z is 

0142 so the variance of Z is 

varf(z) = u, O + C fai 

0143. The usual assumption is that the loss events at a 
given operational unit are conditionally independent given 
the value of n. Given this assumption g" is equal to g 
convolved with itself n time. This convolution expression 
can be written iteratively as, 

g'(x)=0(x), 
0144) where 8 is the Dirac delta: 8(x)=0 for xz0. 
0145 The advantage of assuming independence is that 
there are efficient analytic and numerical techniques for 
evaluating g". The assumption can be relaxed in special 
cases, at the expense of additional complication. 
0146 Each aggregate operational unit also requires a loss 
distribution. These distributions are created by aggregation 
of the constituent operational units. Aggregation consists of 
identifying all of the operational loSS processes belonging to 
the operational unit and all of its descendents in the hierar 
chy. The annual loSS in each Scenario for the operational unit 
is simply the Sum of all annual losses in the constituent 
operational loSS processes. 

0147 For aggregate operational units 152 and 156, dif 
ferent methods of calculating the loSS distributions are 
required because no operational loSS processes are directly 
attached to these operational units. For example, the infor 
mation available to operational unit 156 is comprised of all 
of the data from constituent primary operational units 158 
and 160, together with their loss distributions fiss and fo, 
and any intermediate results that have been Stored in data 
base 40. If losses in operational unit 158 are independent of 
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losses in operational unit 160, then f(x) may be deter 
mined as the convolution of fiss and floo. 
0.148. In many situations the losses experienced by the 
operational units 158 and 160 are related in some fashion. 
For example, if the hierarchy is based on a line of business 
reporting structure, operational units 158 and 160 may both 
experience losses due to the same event, Such as a technol 
ogy failure. This example illustrates a powerful reason to 
believe that operational risk will be correlated between 
operational units. In Such situations, the loSS distributions 
f, and figo of operation units 158 and 160 are not sufficient. 
Further information containing the relations between the two 
operational units will also be required. 
0149 While in this example, only one sample of Z is 
constructed per frequency Scenario, but it would also be 
possible to construct more than one; the results are equiva 
lent for a large enough number of scenarios. FIG. 8 shows 
the firm-wide annual loSS distribution calculated using the 
assumed input data in Table 2. The results of loss distribu 
tion results have been Summarized in Table 3. The simulated 
results in FIG. 8 represent one severity sample per fre 
quency Scenario. Simulation curve 194 is formed using a 
Simulation approach with resampling. For comparison, the 
results are also shown after applying the Central Limit 
Theorem. The expected loSS u is given along with the 
standard deviation O. VaR (p) is defined as the difference 
between the pth percentile and the expected loSS. 

TABLE 3 

Firm-wide risk measures using a non-parametric simulation 
approach 

it. 
USD, CS VaR VaR VaR 

Method millions USD, millions (95%) (99%) (99.9%) 

Resampling 5.28 1.OO 1.72 2.35 3.47 
Central Limit 5.26 O.99 1.63 2.31 3.07 
Theorem 

0150. In this example, the expected loss is 5.26M USD, 
and the standard deviation is 0.99M USD. The difference in 
the two results of risk Statistics is largely due to Sampling 
error owing to the Small number of Scenarios used. 
0151. For comparison, since a large number of events per 
year are expected, the results of a Semi-analytic convolution 
are also provided. In this case, Suppose that the Severity 
distribution does not appear to have an ultra-heavy tail, So 
the Central Limit Theorem can be applied to the convolu 
tion. With this approximation the frequencies are simulated 
as before, and the firm-wide annual loSS distribution can be 
effectively calculated to a high degree of accuracy. 

Example 2 

0152 Capital Calculation in a Hierarchy 
0153. In an embodiment of the present invention, system 
10 determines distributions for each of the operational loss 
processes and utilizes this information to derive distributions 
for the operational units. In the first example, the amount 
operational risk capital was calculated for the firm as a 
whole. In the Second example the amount operational risk 
capital is determine for each operational unit within the 
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reporting hierarchy. AS will be discussed below, the basis of 
the capital calculation is Scenario input data used in assess 
ing operational risk. 
0154) In this example of an embodiment of the present 
invention, it is assumed that each of the primary operational 
units 154, 158 and 160 has been through a risk profiling 
exercise. Table 4 Summarizes the Scenario data used for this 
example. 

TABLE 4 

Summary of Scenario Data 

Operational X w 
Unit Scenario (USD) (per year) 

154 Retail Typical 1OOK 1. 
Banking Worst case 1OM O.O1 

158 Custody Typical 1 M O.1 
Worst case 100 M O.O1 

160 Corporate Typical 2OOK 5 
Agency Worst case 40 M O.O1 

O155 The data relates to a fictitious risk profiling of the 
operational units in FIG. 5. Each primary operational unit 
has provided a “typical” and a “worst case” Scenario for loSS 
events. Each Scenario has a loSS amount and an estimated 
average frequency. 

0156 Capital for these risks is not necessarily regulated 
directly, but economic capital may be held by the firm as a 
buffer. An economic capital figure is also an efficient way of 
prioritizing the control and mitigation actions. Action plans 
to control and mitigate the unacceptable risks may be 
implemented based on the results of the capital calculations. 
O157 Using a simulation engine (e.g. Simulation engine 
80 of FIG. 1), the modified MtF framework is used to 
calculate the economic capital for the identified risks, and to 
aggregate the capital to the firm level. For Simplicity, the 
events in each of the Six Scenarios are assumed to be 
independent. This means that operational units 154, 158 and 
160 each have two separate operational loss processes (i.e. 
typical and worst case), with each having a separate Severity 
and frequency distribution. 

0158. Further, it is assumed that all operational loss 
processes have a Poisson frequency distribution in accor 
dance with the following equation: 

0159 with intensity equal to the estimated average fre 
quency in Table 4. All severity distributions are modeled as 
a simple Spike at the value of the estimated loSS. Either the 
frequency or Severity distributions could be extended to 
more complex models without altering the remainder of the 
example. 

0160 Simulation engine 80 simulates N=10000 scenarios 
over one time step, with one simulated quantity (frequen 
cies) per operational loss process (six in total), the dimen 
Sions of the MtF Cube are 10000x1X6. The results are 
summarized in Table 4 below and in FIG. 9. The quantiles 
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may be estimated using any method as known in the art (e.g. 
Kernel method) which improves their stability and reliabil 
ity. Kernel method estimators are useful for applications 
where the Severity distribution is composed of Spikes 
because the cumulative distribution of annual losses is not 
continuous. 

TABLE 4 

Summary of Simulation Results 

it. o VaR (99%) VaR (99.9%) MVaR (99.9%) 
Unit (USD) (USD) (USD) (USD) (USD) 
152 2.75 M 10.9 M 68.7M 99.2 M 100% 
154 2.54 M 10.8 M 68.7M 99.2 M 86% 
156 216 K 1.07 M 8.18 M 1O.OM 14% 
158 1.11 M 10.OM 49.9 M 98.9 M 67% 
160 143 M 413 M 24.9 M 40.2 M 19% 

0.161 The marginal Value-at-Risk of an operational unit 
is the contribution at the margin of that operational unit to 
the overall Value-at-Risk of the firm, or of the parent of the 
unit. A useful property of mVaR is that the sum of all values 
of mVaR for operational units at the same level in the 
reporting hierarchy (i.e. “child” operational units) would 
total the mVaR of an operational unit at the next highest 
level in the reporting hierarchy (i.e. a "parent operational 
unit). MVaR contributions are calculated by approximating 
the partial derivative of the firm-wide VaR with respect to 
the overall Scale of the loSS distribution at each operational 
unit. This is very efficient to calculate within the MtF 
framework because it does not require a re-simulation. Most 
of the VaR for the firm can be traced to operational unit 158, 
hence this operational unit would be deemed to be consum 
ing the most capital. With this information, a business 
decision can be made as to whether the return on the capital 
for operational unit 158 is acceptable to the firm as a whole. 

0162. In accordance with an embodiment of the present 
invention, the above examples describe Several approaches 
for performing firm-wide and hierarchy-based measure 
ments of operational risk capital. System 10 may also be 
used to perform Simpler day-to-day models or impact mea 
Sures that are intended to improve the quality of workflow, 
reduce losses caused by process failure, change the risk 
culture the firm, and provide early warning of deterioration 
in Systems or management. 

0163 The use of a simulation approach to operational 
risk overcomes many of the above-mentioned complica 
tions. An advantage of using a simulation approach to 
determine the operational risk capital is that no particular 
model is mandated for either frequency or Severity distri 
butions. Hence, the Simulation approach provides the flex 
ibility to Specify the precise forms and calibration methods 
of both distributions, and most particularly the severity 
distribution. 

0164. The simulation approach also accommodates spe 
cial forms of dependence between frequency and Severity 
distributions. For example, consider an operational unit that 
experiences only loSS events of five amounts: critical, Very 
high, high, moderate and low. If a critical loSS occurs, the 
operational unit will cease operations. This means that after 
a critical loss, the probability of further losses is zero. If a 
very high loSS occurs, the operational unit manager may 
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obtain insurance or enforce a policy change, thus affecting 
the probability of future losses at each level or the number 
of future losses, respectively. The consequence is that g'(z) 
has no explicit functional form. In Such instances, a simu 
lation engine (e.g. simulation engine 80 of FIG. 1) would 
Simulate these extreme cases by assigning Zero Sensitivities 
to Subsequent events. 

0.165 Lastly, in an alternative embodiment of the present 
invention, the frequency distribution h(n) can be re-ex 
pressed as the distribution of arrival times of an event. For 
example, the Simple Poisson distribution equation can be 
written in terms of the arrival time t as follows: 

0166 where q(t)dt is the probability of the next event 
arriving after t years. The arrival time formulation is par 
ticularly convenient for certain applications (e.g. forecasting 
loss processes), and can help with the Specification of the 
codependence between the different event types. 

0167. Writing the joint frequency distribution in terms of 
arrival times requires q" (t1, t2, . . . , t) with 

0168) 
the infinitesimal range of (t , t , . . 
distribution q is given by: 

equal to the probability of the arrival times being in 
. , t). The marginal 

qk (ik) = a"(t1, t2, ... , tin)dt, dit2 ... din 
jik 

01.69 Extending the concepts above, arrival time model 
ing facilitates the inclusion of more complicated ideas in a 
simulation framework. For instance, instead of q" being 
constant, it could be dependent on the most recent event. An 
important and convenient mechanism for Specifying joint 
distributions is through the use of copulas. Copulas are a 
Special form of joint distribution of continuous variables, 
which, in this context, would be used to specify q". 
0170 While simulation is an approach to estimating the 
loss distribution based on the calibrated loss distribution, 
other techniques are available. Specifically, analytic convo 
lution and numerical convolution methods, including for 
example Fast Fourier Transforms and Panjer's Algorithm, 
can be employed. These techniques provide computational 
efficiency, but generally rely on more restrictive assump 
tions. 

0171 The present invention has been described with 
regard to specific embodiments. However, it will be obvious 
to perSons skilled in the are that a number of variants and 
modifications can be made without departing from the Scope 
and Spirit of the invention defined in the claims appended 
hereto. 
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1. A System for measuring and managing operational risk, 
comprising: 

(a) a database, wherein operational risk data is stored 
therein, wherein Said operational risk data includes data 
asSociated with a plurality of first loSS events, 

(b) a first calibration engine coupled to said database, 
wherein Said calibration engine generates a plurality of 
loSS processes, and estimates a plurality of loSS process 
attributes, 

(c) a Second reporting hierarchy engine coupled to said 
database, wherein Said reporting hierarchy engine asso 
ciates each of Said plurality of loSS processes to one or 
more operational units, 

(d) a third simulation engine connected to said calibration 
engine for performing Simulation-based computations, 
wherein Said third simulation engine forecasts a plu 
rality of Second loSS events using Said plurality of loSS 
processes, wherein Said Second loSS events are esti 
mates of future loSS events, and 

(e) a fourth risk engine coupled to said Second reporting 
hierarchy engine and Said third Simulation engine for 
computing at least one risk measure using Said plurality 
of first or Said Second loSS events, wherein Said risk 
measure is a measure of operational risk. 

2. The System as claimed in claim 1, wherein Said risk 
measure is internal operational risk capital. 

3. The System as claimed in claim 1, wherein Said risk 
measure is regulatory operational risk capital. 

4. The System as claimed in claim 1, further comprising 
a report generator for representing Said risk measures in a 
report for use in managing operational risk capital. 

5. A method of measuring and managing operational risk 
within a firm, comprising the Steps of: 

(a) defining a plurality of reporting hierarchies, wherein 
Said reporting hierarchies are composed of operational 
units, 

(b) associating operational risk data to one or more of Said 
operational units, wherein Said operational risk data 
includes data associated with a plurality of first loSS 
events, 

(c) defining a plurality of Scenarios, wherein Said plurality 
of Scenarios include a plurality of loSS process 
attributes, 

(d) computing a plurality of Second loss events using said 
plurality of loSS processes and Said plurality of loSS 
process attributes, 

(e) storing data associated with one or more of Said 
plurality of Second loSS events in a storage medium; 
and 

(f) aggregating said plurality of Second loss events to 
produce at least one risk measure, wherein Said risk 
measure is a measure of operational risk. 

6. The method as claimed in claim 5, wherein the data 
asSociated with Said plurality of Second loSS events is Stored 
in an MtF Cube. 
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7. The method as claimed in claim 5, wherein said risk 
measure is internal operational risk capital. 

8. The method as claimed in claim 5, wherein said risk 
measure is regulatory operational risk capital. 

9. The method as claimed in claim 5, further comprising 
the Steps of generating a report, wherein Said report repre 
Sents said risk measures for use in managing operational 
risk. 

10. A method of modeling operational risk comprising the 
Steps of: 

(a) defining one or more reporting hierarchies, wherein 
Said reporting hierarchies are composed of operational 
units, 
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(b) associating operational risk data to one or more of Said 
operational units, wherein Said operational risk data 
includes data associated with a plurality of first loSS 
events, and 

(c) calibrating a plurality of loss processes and a plurality 
of loSS process attributes using Said plurality of first 
loSS events, wherein a plurality of loSS processes are 
generated for use in at least one of risk management, 
operations management, and financial management. 

11. The method as claimed in claim 10, wherein said 
plurality of loSS processes are for use in determining loSS 
distributions for one or more of Said operational units. 

k k k k k 


