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Quality of service signaling

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to QoS (Quality Of Service) signaling
between nodes in a communication network, and in particularly to a new way
of carrying out such signaling.

2. Description of Prior Art

QoS signaling is typically carried out in packet-switched networks,
for instance, in order to provide different priorities to different users or data
flows, or to guarantee a dataflow a certain level of performance. Prior art
solutions implement QoS signaling between network nodes as signaling
during, after or before signaling carried out for other purposes, such as
signaling relating to security, for instance. As the available bandwidth between
nodes is typically restricted, a continuous need exists to optimize the use of
the available bandwidth in such a way that as much of the bandwidth as
possible can be used for transmitting payload data. Therefore, a drawback
with the prior art QoS signaling is that it consumes bandwidth.

SUMMARY OF THE INVENTION

An object of the present invention is to solve the above mentioned
drawback and provide a new way of implementing QoS signaling. This object
is achieved with a method as defined in independent claim 1, a node as
defined in independent claim 6, and a node as defined in independent claim
11.

The invention is based on the idea of incorporating QoS signaling
into the transmission of security related information. Thus, a situation in which
a separate bandwidth is reserved in order to transmit QoS information
between nodes of a packet-switched network can be avoided. Instead, an
available bandwidth already reserved for transmitting security related
information can be utilized also for QoS signaling. Such a solution makes it
possible to save the available bandwidth for other purposes.
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2
Preferred embodiments of the method and nodes of the invention
are disclosed in the attached dependent claims.

BRIEF DESCRIPTION OF DRAWINGS

In the following, the present invention will be described in closer
detail by way of example and with reference to the attached drawings, in
which

Figure 1 is a flow diagram of an embodiment of the invention,

Figure 2 illustrates two nodes according to an embodiment of the
invention, and

Figure 3 illustrates an Authentication Header which can be utilized
in an embodiment of the invention.

DESCRIPTION OF AT LEAST ONE EMBODIMENT

Figure 1 is a flow diagram of an embodiment of the invention. The
embodiment illustrated can be utilized in a packet-switched network where the
protocol used is IKEv1 (Internet Key Exchange), IKEv2 (Internet Key
Exchange), Mobile IPv4 (Internet Protocol) or Mobile IPv6 (Internet Protocol),
for instance.

In block A it is assumed that predetermined service classes have
been defined in order to make it possible to select a desired QoS for a
dataflow. Qos (Quality of Service) refers to control mechanisms that can
provide different priorities to different users or data flows, or guarantee a
dataflow a certain level of performance in accordance with requests from an
application program. Several alternative prior art solutions exist for controlling
traffic in a network in order to obtain a desired QoS for the different data flows,
and also several alternative ways of defining QoS classes. In the following, it
will by way of example be assumed that seven predetermined QoS classes
have been defined such that class 1 means the best available QoS and class
7 means the worst available QoS.

In block A, a service class is selected for a dataflow from among
the available seven classes. In the following example it will be assumed that
service class 2 is selected.

In block B, information identifying the selected class is included in a
field reserved for transmitting security related information. One alternative is
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to utilize a field reserved for a Security Parameter Index (SPI). An SPI is a
pointer that refers to a session key and an algorithm used to ensure a secure
data connection between two nodes. A sending node uses the SPI to identify
and select the Security Association (SA) to be used for securing a packet. An
SA may include cryptographic keys, initialization vectors or digital certificates.
A receiving node uses the SPI to identify and select the encryption algorithm
and key to be used for decrypting a received packet.

An alternative is to have predetermined values of the SPI reserved
for QoS signaling via standardization, for instance. In such a case, seven SPI
values can be reserved for this purpose, starting from value N+1 and ending
with value N+7. In this case, the value of N is selected in such a way that a
conflict with SPI values already previously reserved for other purposes is
avoided. For instance, SPI values 1 to 255 are reserved for other purposes in
Mobile IP, which means that N has to be 255 or greater to avoid a conflict with
these reserved values. In this example, a selection of service class 2 therefore
means that the SPI value N+2 is included as the information identifying a
selected class.

Another alternative is to utilize dynamically allocated SPI values for
QoS signaling. In such a case, the nodes participating in the communication
utilize a predetermined algorithm to determine the SPI values used for QoS
signaling. One alternative is to utilize a Hash function (such as SHA1, Secure
Hashing Algorithm) or a random function (such as PRF, Pseudo Random
Function, of NIST, National Institute of Standards and Technology) in
connection with a predetermined input, such as a subscriber identity or a
service identifier. In this connection, the input should be unique to the
participating nodes. In this way, the previously mentioned number N can be
generated with the function utilizing the input (N =
get_nn_bits(function(input))). The best QoS class 1 is allocated the value N+1
and the worst available service class is allocated the value N+7.

In order to ensure that the dynamically allocated QoS values do not
conflict with SPI values which have been previously reserved for other
purposes, the utilized algorithm can be arranged to recalculate N in a
predetermined way if a conflict occurs. Such a recalculation can be carried out
by continuously increasing the value of N with one (N=N+1) until a conflict is
avoided for all values N+1..N+7, by recalculating N with an alternative
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function, or by recalculating N with an alternative input (subscriber identifier,
service identifier, etc.). Naturally in order to function properly, both nodes
participating in the communication need to implement the same algorithm with
the same input when they carry out the calculations and recalculations to
determine the SPI values dynamically allocated to the QoS values for the
datastream in question.

In block C, the packet including the field containing the information
identifying the selected QoS class is transmitted from the transmitting node to
the receiving node via the packet-switched network.

In block D, information identifying the selected class is retrieved
from the field reserved for security related information. In an implementation
where predetermined values of the SPI are reserved for QoS signaling, the
value itself directly indicates the QoS class for the receiving node. In the
above example, the value N+2 indicates the service class 2 to the receiving
node. If, however, dynamically allocated SPI values are used to indicate the
QoS class, the receiving node needs to carry out the calculation explained in
connection with block B in order to first determine the value of N, and after this
the receiving node is able to determine that the retrieved value N+2 indicates
service class 2.

Figure 2 illustrates two nodes according to an embodiment of the
invention. Nodes 1 and 2, such as a host and a gateway, communicate with
each other over a packet-switched communication network 3.

The nodes 1 and 2 can communicate with each other via a wired or
wireless connection. One alternative is that the node 1 is a mobile station,
such as a mobile station communicating via a WLAN connection (Wireless
Local Area Network), and that the node 2 is a Home Agent, in other words a
router on a mobile stations home network that maintains information about the
current location of the mobile station. Other nodes arranged in the network 3
between the nodes 1 and 2 may participate in transmitting the packets 4
between the nodes 1 and 2. One example of such a participating node is a
base station handling the traffic over the radio interface with node 1.

Nodes 1 and 2 correspond to prior art nodes, however, they have
been programmed to implement QoS signaling as has been explained in
connection with Figure 1.
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According to the present invention, a simple negotiation about the
QoS class for packets transmitted from node 1 to node 2 can be implemented.
In such a case, node 1 is configured to include information indicating a
selected QoS service class in packets 4 transmitted to node 2, as has been
explained in connection with Figure 1. However, if node 2 determines that the
selected QoS class is not appropriate, it includes information indicating which
service class node 2 determines to be an appropriate service class in the
packets 4 transmitted from node 2 to node 1. In that case, node 1 is
configured to be responsive to the service class indicated in the packets
received from node 2, in which case it starts to implement the service class
indicated by the packets received from node 2.

Figure 3 illustrates an Authentication Header which can be
utilized in an embodiment of the invention. An Authentication Header (AH)
contains a 32 bit field for a Security Parameter Index (SPI), which according to
the present invention can be utilized for QoS signaling, as has been explained
in connection with Figure 1. As the SPI is widely available, also lover levels
(such as wireless radio) can retrieve the information indicating the selected
QoS class and utilize it when controlling data flows.

It is to be understood that the above description and the
accompanying figures are only intended to illustrate the present invention. It
will be obvious to those skilled in the art that the invention can be varied and
modified also in other ways without departing from the scope of the invention.
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CLAIMS:

1. A method of implementing quality of service signaling in a
packet-switched communication system (3), comprising

selecting (A) a quality of service class from among a set of
predetermined available classes,

including (B) information identifying the selected class in a field of a
packet (4), and

transmitting (C) said packet (4) over the packet-switched
communication system (3), characterized inthat

said step of including (B) information identifying the selected class
in a field of a packet (4) is carried out by including said information in a field
reserved for transmitting security related information.

2. A method according to claim 1, characterized in that said
field reserved for transmitting security related information is a field reserved
for a Security Parameter Index.

3. A method accordingtoclam1or2,characterized inthat

each quality of service class has been assigned a fixed value
identifying the class, and

said fixed value assigned for the selected class is included (B) as
said information indicating the selected class.

4. A method according to claim 1 or 2, characterized in that
said method comprises

calculating a value indicating the selected class by utilizing a
predetermined algorithm and predetermined parameters, and

including (B) said calculated value as said information indicating
the selected class.

5. A method according to claim 4, characterized in that said
method comprises

comparing said calculated value with predetermined reserved
values which are reserved for other purposes, and

re-calculating said calculated value in a predetermined way prior to
including said value as said information indicating the selected class, until
said calculated value corresponds with no one of said reserved values.
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6. A node (1) for a packet-switched network, said node being
configured to

include information indicating a selected quality of service class in
a field of a packet (4), and

transmit said packet (4) via said packet-switched network (3) to
another node (2), characterized in that said node is configured to

carry out said inclusion of information indicating a selected quality
of service class in a field reserved for transmitting security related information.

7. A node (1) according to claim 6, characterized in that
said field reserved for transmitting security related information is a field
reserved for a Security Parameter Index.

8. A node (1) accordingtoclam6or7,characterized inthat
said information indicating a selected quality of service class consists of a
predetermined fixed value assigned to the selected quality of service class.

9. A node according to claim 6 or 7, characterized in that
said node (1) is configured to

calculate a value indicating the selected class by utilizing a
predetermined algorithm and predetermined parameters, and

include said calculated value as said information indicating the
selected class.

10. A node according to claim 7, characterized in that said
node (1) is configured to

compare said calculated value with predetermined reserved values
which are reserved for other purposes, and

re-calculate said calculated value in a predetermined way prior to
including said value as said information indicating the selected class, until
said calculated value corresponds with no one of said reserved values.

11. A node (2) for a packet-switched network, said node being
configured to:

receive a packet (4) transmitted via a packet-switched network (3)
from another node (1), and

retrieve information indicating a selected quality of service class
from a field of said received packet (4), characterized in that said node
(2) is configured to
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carry out said retrieval of information indicating a selected quality of
service class from a field reserved for transmitting security related information.

12. A node (2) according to claim 11, characterized in that
said field reserved for transmitting security related information is a field
reserved for a Security Parameter Index.

13. A node (2) according to claim 11 or 12, characterized in
that said information indicating a selected quality of service class consists of a
predetermined fixed value assigned to the selected quality of service class.

14. A node according to claim 11 or 12, characterized in
that said node (2) is configured to utilize a predetermined algorithm and said
retrieved information for calculating the selected quality of service class.
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