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METHODS, SYSTEMS, ARTICLES OF
MANUFACTURE AND APPARATUS TO IDENTIFY
APPLICATIONS

FIELD OF THE DISCLOSURE
[0001] This disclosure relates generally to network security, and, more
particularly, to methods, systems, articles of manufacture and apparatus to

identify applications.

BACKGROUND

[0002] In recent years, users of computing devices have been provided
access to an increasing number of applications (sometimes referred to as
“apps”). Sources of computing applications (apps) include the Google Play
Store® for Android®-based computing devices, the Apple App Store® for
Apple®-based computing devices, and the Microsoft Store® for computing
devices that use variants of the Windows® operating system. Additional
sources of executable content include the Amazon App Store®, and/or various
Internet-based sources (e.g., Android Package Kit (APK) files, apps from
Cydia sideloaded to 10S devices, etc.). Internet-based sources sometimes
include apps not authorized and/or otherwise not vetted by manufacturers of

computing device operating systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1 is a schematic illustration of an example networking
environment to identify applications in a manner consistent with teachings of
this disclosure.

[0004] FIG. 2 is a schematic illustration of an example implementation
of the fingerprinter of FIG. 1.

[0005] FIG. 3 is a chart of example router data obtained by the
example fingerprinter of FIGS. 1 and/or 2.

[0006] FIG. 4 illustrates example histograms generated by the example

fingerprinter of FIGS. 1 and/or 2.
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[0007] FIG. 5 illustrates an example implementation of a classifier of
the example fingerprinter of FIGS. 1 and/or 2.

[0008] FIG. 6 is a flowchart representative of example machine
readable instructions which may be executed to implement the example
fingerprinter of FIGS. 1 and/or 2 to identify application execution.

[0009] FIG. 7 is a block diagram of an example processing platform
structured to execute the instructions of FIG. 6 to implement the example
fingerprinter of FIGS. 1 and/or 2.

[0010] The figures are not to scale. In general, the same reference
numbers will be used throughout the drawing(s) and accompanying written

description to refer to the same or like parts.

DETAILED DESCRIPTION

[0011] Network security and device security can be harmed and/or
otherwise adversely affected by some applications (apps) and/or devices,
particularly apps of a malicious nature (e.g., virus-infested apps, malware-
infested apps, etc.). As used herein, “apps” refers to code that can execute on
computing devices such as computers, laptops, tablets, wireless telephones,
Internet of Things (IoT) devices, etc. In some examples, certain apps consume
a significant amount of processing and/or networking resources, thereby
decreasing performance of the host device on which the app executes. In
some examples, certain apps include malicious code to circumvent data
privacy expectations of the host device and/or its user.

[0012] To identify particular apps operating on a user device,
current/traditional analysis techniques perform packet inspection and/or
protocol analysis. Packet inspection, when feasible, facilitates signature
analysis and information related to domain name server (DNS) activity. DNS
caching may identify an app by analyzing a corresponding domain name
contained within packet communications (e.g., information within a payload
of a packet). For example, a Facebook® app establishes communication with
the facebook.com domain. While packet inspection can, in some examples,

identify a corresponding app that is operating on a host device and/or
.
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consuming network resources, such packet inspection techniques inherently
introduce privacy concerns. Accordingly, some computing environments
prohibit packet inspection, particularly when entities performing the packet
inspection cannot be properly vetted as trustworthy. Additionally, packet
inspection requires relatively substantial computing resources that fails to
scale well in view of industry standard computing costs. For instance,
traditional approaches using deep packet inspection require decryption prior to
content analysis of each received packet. In the event a relatively large
number of devices is to be inspected (e.g., 20-30 devices), then packet data
from each device must be decrypted and analyzed for signatures that may
match flagged apps. Such an approach requires significant computational
and/or network analysis capabilities on a level typically associated with
enterprise entities with powerful processing devices (e.g., processors and/or
other logic circuits capable of analysis rates of several megabytes per second
per device).

[0013] Packet inspection is particularly cumbersome for encrypted
packets. For example, a secure extension of hypertext transfer protocol
(HTTP) is referred-to as HTTPS. Packets transported in association with
HTTPS are encrypted (e.g., using transport layer security (TLS)). Because
HTTPS protocol communication is encrypted in a bidirectional manner
between a sender and a receiver, man-in-the-middle attacks are thwarted.
Similarly, attempts to perform packet inspection on packets using the HTTPS
protocol by a device other than the sender or receiver are not feasible because
payload data cannot be analyzed without prior decryption effort. Use of
HTTPS also prevents fingerprinting techniques related to protocol
identification, protocol analysis (e.g., analysis of source/destination ports),
URL/DNS-based mapping (e.g., sometimes referred to as Server Name
Identification (SNI)), and/or combinations of the above. In particular, HTTPS
prevents any unique mapping of the SNI, and prevents detection of domain
name inspection via DNS caching. While one or more of the aforementioned
limitations and/or computational burdens may be reduced via endpoint

solutions (as used herein, an endpoint reflects access to the user device and
-3-



WO 2020/028095 PCT/US2019/042997

privileged system-level and/or operating-system level access, such as
privileged access via on-device software/hardware), such endpoint approaches
are cumbersome, do not scale well to relatively large numbers of user devices,
and/or require privacy authorization by the users of the respective devices.

[0014] Methods, systems, articles of manufacture and apparatus are
disclosed herein to identify application execution without requiring endpoint
access and does not invoke the privacy concerns associated with packet
inspection techniques. Additionally, examples disclosed herein identify
application execution for packet types in an encrypted or unencrypted
state/environment. Stated differently, examples disclosed herein identify
application execution in an encryption-agnostic manner. Examples disclosed
herein acquire readily available router traffic data, determine and/or otherwise
calculate network metrics (e.g., network statistics) associated with the router
traffic data, convert the network metrics to histograms, and utilize the
histograms to train a model (e.g., via application of convolutional neural
network (CNN) techniques). In other words, examples disclosed herein
transform acquired networking data into another format that facilitates model
training. Once the model is trained, examples disclosed herein facilitate
runtime detection of applications (e.g., applications executing) for any number
of devices connected to the router.

[0015] FIG. 1 is a schematic illustration of an example networking
environment 100 in which examples disclosed herein identify application
execution. In the illustrated example of FIG. 1, the networking environment
100 includes any number of applications 102 executing on any number of
computing devices 104 (e.g., end user devices such as wireless telephones,
Internet of Things (IoT) devices, etc.) communicatively connected to a router
106. The example router 106 may be communicatively connected to any
number of networks 108, including the Intemet, an intra-net, a wide-area-
network (WAN), etc. The example networking environment 100 also includes
an application fingerprinter 110 communicatively connected to the example

router 106.
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[0016] In the illustrated example of FIG. 1, the application
fingerprinter 110 is communicatively connected to the example network 108
and the example router 106, as described above. In some examples, the
application fingerprinter 110 may be a part of the router 106 (e.g., a hardware
implemented application fingerprinter 110, a software implemented
application fingerprinter 110, and/or combinations thereof).

[0017] In operation, the example application fingerprinter 110
determines whether it is to operate in a training mode or a runtime mode. For
example, if the application fingerprinter 110 does not have one or more
models with which to use in connection with router data input (e.g., real-time
router data inputs), examples disclosed herein operate in a training mode to
generate one or more models in an effort to identify particular signatures
associated with apps. Generally speaking, apps that execute exhibit unique
communication demands. Such unique communication demands have
corresponding metrics, such as bandwidth metrics, communication frequency
metrics, particular statistics metrics (e.g., an average bandwidth per unit of
time), particular Internet protocol (IP) address usage metrics, etc. As
described above and in further detail below, examples disclosed herein train
one or more models (e.g., execution signature models) based on retrieved
network activity data from the router 106. As used herein, a model or a
signature model reflects a probabilistic analysis of candidate output conditions
as distinguished from a deterministic model that typically requires exact parity
in matching conditions before an event is determined to occur. Once the one
or more models has been trained, such model(s) are utilized by the
fingerprinter 110 during a runtime mode to identify application(s), such as
applications executing on a computing/networked device. When the example
application fingerprinter 110 is in the training mode, the example application
manager 202 invokes a known application (e.g., via one or more commands
over the example network 108 to one or more devices 104 and/or applications
102). However, in some examples the application manager 202 does not

invoke and/or generate commands to initiate application execution, but rather
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prompts an analyst to cause execution of known applications on user devices
that are communicatively connected to the example router 106.

[0018] FIG. 2 is a schematic illustration of an example implementation
of the application fingerprinter 110 of FIG. 1. The example application
fingerprinter 110 of FIG. 2 includes an example application manager 202, an
example router manager 206, an example data labeler 208, an example metrics
manager 210, an example classification engine 212, an example model
implementer 214, and an example application identifier. The example router
manager 206 identifies, collects, receives and/or otherwise retrieves data from
the example router 106.

[0019] FIG. 3 illustrates example router data 300 (e.g., in tabular
format) that has been retrieved and/or otherwise identified by the example
router manager 206. In the illustrated example of FIG. 3, the router data 300
includes time and date information 302 (e.g., timestamp information), source
Internet Protocol (IP) address information 304, destination IP address
information 306, protocol information 308, packet length information 310
(e.g., and/or other packet-size related information), and other packet
information 312. In some examples, the other packet information 312
includes payload information that may be encrypted. While the example
packet information 312 may be encrypted (e.g., when HTTPS is used), thereby
preventing any word searching efforts to identify potentially malicious apps,
information associated with the source IP address 304 and the destination IP
address 306 are readily available from the router 106.

[0020] The example data labeler 208 of FIG. 2 labels the router data
300 based on applications known to be executing. The example data labeler
208 divides the acquired and labeled data into segments, such as segments of
connection pairings (e.g., communication pairings) between a source [P
address and a destination IP address. As shown in the illustrated example of
FIG. 3, afirst source IP address 314 has a value 192.168.2.132 that is
indicative of a device on a local network associated with the router 106, and a
first destination IP address 316 has a value 31.13.77.6 that is indicative of a

device on a network external to the router 106. Taken together, the example
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first source IP address 314 and the example first destination IP address 316
from an example first pairing 318 that may occur and/or otherwise appear in
the example router data 300. As used herein, a pairing (communication
pairing) is also referred to as a segment indicative of communication between
a first and second IP address. Additionally, because the example first source
IP address is associated with communication activity local to the example
router 106, such communication is indicative of a device local to the router
106 initiating a communication attempt. Conversely, FIG. 3 illustrates an
example second source IP address 320 and an example second destination IP
address 322 that includes the same IP addresses as described above, but
switched in terms of the entity that is deemed to have initiated the
communication attempt. In some examples, the data labeler 208 identifies
whether a particular IP address is local and, if so, associates such
communications with a user device local to the router.

[0021] When the same IP address pair (i.e., IP address 31.13.77.6 and
IP address 192.168.2.132) occurs a subsequent (e.g., a second) time, there is a
second pairing 324. The example data labeler 208 divides such pairings as
segments that, taken together over a threshold amount of time or occurrences,
represents a portion (segment) of network data that forms the basis of metrics
(e.g., statistics) to be calculated. To illustrate, seven (7) additional pairings
between the IP address 31.13.77.6 and the IP address 192.168.2.132 occur in
the example router data 300 of FIG. 3 that can form the segment of interest
that further forms the basis for metrics (e.g., statistics) generation.

[0022] The example metrics manager 210 of FIG. 2 selects a traffic
metric (e.g., statistic) of interest, such as a frequency of communication (e.g.,
a number of communication attempts between source/destination IP address
pairs per unit of time), a duration of communication (e.g., an average number
of packets occurring per communication attempt between the
source/destination IP address pair), a packet size of communication (e.g., an
average, minimum and/or maximum packet size metric between
source/destination IP address pairs), etc. After the example metrics manager

210 selects one or more traffic metrics (e.g., statistics) of interest, it generates
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corresponding metric values associated therewith and then generates
corresponding histograms of the metrics (e.g., statistics) of interest.

[0023] FIG. 4 illustrates example histograms 400 generated by the
example metrics manager 210 of FIG. 2. In the illustrated example of FIG. 4,
first histograms 402 are encircled (see dashed-in area) to represent histograms
generated from metrics (e.g., statistics) associated with an IP camera app (e.g.,
DLink®) and second histograms 404 are shown in the lower-right hand side of
FIG. 4 to represent histograms generated from metrics associated with a smart
speaker app (e.g., Google Home®). Generally speaking, different apps are
expected to exhibit particular histogram signatures. While the illustrated
example of FIG. 4 includes two example apps, examples disclosed herein are
not limited thereto. In some examples, the metrics manager 210 selects
segments of interest for a particular threshold of time (e.g., a “chunk™), such as
a threshold number of milliseconds, a threshold number of seconds, a
threshold number of minutes, a threshold number of hours, etc.

[0024] After any number of histograms have been generated by the
example metrics manager 210, the example classification engine 212 builds a
model by applying the labeled histograms (e.g., the histograms 400 of FIG. 4)
to a classifier, such as the example classification engine 212 of FIG. 2. In
some examples, the classification engine 212 includes the classifier, while in
other examples the classifier is accessed by the example application
fingerprinter 110 via the example network 108.

[0025] FIG. 5 illustrates an example implementation of the example
classification engine 212 of FIG. 2. The example classifier 212 may or may
not be part of the example classification engine 212. In the illustrated example
of FIG. 5, the classifier 212 is provided histograms 502 as an input, such as the
example histograms 400 of FIG. 4. The example classifier 212 of FIG. 5 is
constructed as a neural network, such as a deep neural network or a
convolutional neural network (CNN), but examples disclosed herein are not
limited thereto. For instance, the example classifier 212 may be implemented
with/as random forest techniques, Markov chains and/or feature engineering

techniques. The example classifier 212 of FIG. 5 is an example CNN
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classifier that includes an example flat input layer 504 (e.g., a first layer), an
example first convolution layer 506 (e.g., a second layer), an example pooling
layer 508 (e.g., a third layer), an example second convolution layer 510 (e.g., a
fourth layer), an example pooling dropout layer 512 (e.g., a fifth layer), and an
example dense output layer 514 (e.g., a sixth layer). While the example
classifier 212 of FIG. 5 is shown with six example layers, examples disclosed
herein are not limited thereto and any number of layers may be used.

[0026] In operation, the example classifier 212 is trained with the input
data 502 (the histograms — labeled data), in which model parameters and/or
bias values are determined. Typical neural network models also define a loss
function as softmax cross entropy, but evaluation of the input data may also be
performed via random forest techniques, Markov chains and/or feature
engineering techniques, as described above. During runtime, the input data
502 may include network metrics (e.g., statistics), but such input data 502 is
not labeled and the classifier provides an output 516 indicative of the
particular application that is executing. Stated differently, during runtime the
example model implementer 214 applies router data to the trained model (e.g.,
the example classifier 212) and the example application identifier 216
retrieves probability scores as the output 516 of the classifier 212 to identify
the particular application. In some examples, the output 516 (e.g., the output
of the execution signature model) includes any number of candidate
application names and associated probability scores, in which a highest
relative score is identified as the executing application. Still further, the
example application manager 202 invokes one or more application control
actions in response to the type of app that is executing. In some examples, the
application manager 202 permits (e.g., not block) app execution in the event
the app is deemed safe (e.g., when the app includes an indication of trust, such
as indications of trust from a malware database), while in other examples the
application manager 202 blocks the app execution in the event the app is
deemed malicious or otherwise untrustworthy (e.g., when the app includes an
indication of harm). In some examples, the application manager 202 blocks

the app execution by prohibiting any router network communication
-9.
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associated with a particular IP address that is associated with a potentially
malicious app and/or when detected app behaviors exhibit a deviation from
policy expectations and/or policy boundary metrics (a policy deviation). For
example, the metrics manager 210 may compare detected router metrics
against previously established policy metrics (e.g., previously established
policy metrics stored in a database or memory device of the example
application fingerprinter 110 and/or stored in a mass storage device 728 as
shown in FIG. 7). In some examples, policy metrics may set one or more
thresholds for a behavior, such as a threshold number of outbound IP address
communication requests per unit of time, a threshold packet size, etc.

[0027] While an example manner of implementing the application
fingerprinter 110 and/or, more generally, the example networking environment
100 of FIGS. 1 and 2 are illustrated in FIGS. 1-5, one or more of the elements,
processes and/or devices illustrated in FIGS. 1-5 may be combined, divided,
re-arranged, omitted, eliminated and/or implemented in any other
way. Further, the example application manager 202, the example router
manager 206, the example data labeler 208, the example metrics manager 210,
the example classification engine 212 (e.g., including the example classifier
therein), the example model implementer 214, the example application
identifier 216 and/or, more generally, the example application fingerprinter
110 of FIG. 2 may be implemented by hardware, software, firmware and/or
any combination of hardware, software and/or firmware. Thus, for example,
any of the example application manager 202, the example router manager 206,
the example data labeler 208, the example metrics manager 210, the example
classification engine 212 (e.g., and the example classifier therein), the example
model implementer 214, the example application identifier 216 and/or, more
generally, the example application fingerprinter 110 of FIGS. 1 and 2 could be
implemented by one or more analog or digital circuit(s), logic circuits,
programmable processor(s), programmable controller(s), graphics processing
unit(s) (GPU(s)), digital signal processor(s) (DSP(s)), application specific
integrated circuit(s) (ASIC(s)), programmable logic device(s) (PLD(s)) and/or

field programmable logic device(s) (FPLD(s)). When reading any of the
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apparatus or system claims of this patent to cover a purely software and/or
firmware implementation, at least one of the example application manager
202, the example router manager 206, the example data labeler 208, the
example metrics manager 210, the example classification engine 212 (e.g.,
and/or the example classifier therein), the example model implementer 214,
the example application identifier 216 and/or, more generally, the example
application fingerprinter 110 of FIGS. 1 and 2 is/are hereby expressly defined
to include a non-transitory computer readable storage device or storage disk
such as a memory, a digital versatile disk (DVD), a compact disk (CD), a Blu-
ray disk, etc. including the software and/or firmware. Further still, the
example application fingerprinter 110 of FIGS. 1 and 2 may include one or
more elements, processes and/or devices in addition to, or instead of, those
illustrated in FIG. 4, and/or may include more than one of any or all of the
illustrated elements, processes and devices. As used herein, the phrase “in
communication,” including variations thereof, encompasses direct
communication and/or indirect communication through one or more
intermediary components, and does not require direct physical (e.g., wired)
communication and/or constant communication, but rather additionally
includes selective communication at periodic intervals, scheduled intervals,
aperiodic intervals, and/or one-time events.

[0028] Flowcharts representative of example hardware logic, machine
readable instructions, hardware implemented state machines, and/or any
combination thereof for implementing the application fingerprinter 110 of
FIGS. 1 and 2 are shown in FIG. 6. The machine readable instructions may be
an executable program(s) or portion of an executable program for execution
by a computer processor such as the processor 712 shown in the example
processor platform 700 discussed below in connection with FIG. 7. The
program(s) may be embodied in software stored on a non-transitory computer
readable storage medium such as a CD-ROM, a floppy disk, a hard drive, a
DVD, a Blu-ray disk, or a memory associated with the processor 712, but the
entire program(s) and/or parts thereof could alternatively be executed by a

device other than the processor 712 and/or embodied in firmware or dedicated
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hardware. Further, although the example program(s) is/are described with
reference to the flowchart illustrated in FIG. 6, many other methods of
implementing the example application fingerprinter 110 may alternatively be
used. For example, the order of execution of the blocks may be changed,
and/or some of the blocks described may be changed, eliminated, or
combined. Additionally or alternatively, any or all of the blocks may be
implemented by one or more hardware circuits (e.g., discrete and/or integrated
analog and/or digital circuitry, an FPGA, an ASIC, a comparator, an
operational-amplifier (op-amp), a logic circuit, etc.) structured to perform the
corresponding operation without executing software or firmware.

[0029] As mentioned above, the example processes of FIG. 6 may be
implemented using executable instructions (e.g., computer and/or machine
readable instructions) stored on a non-transitory computer and/or machine
readable medium such as a hard disk drive, a flash memory, a read-only
memory, a compact disk, a digital versatile disk, a cache, a random-access
memory and/or any other storage device or storage disk in which information
is stored for any duration (e.g., for extended time periods, permanently, for
brief instances, for temporarily buffering, and/or for caching of the
information). As used herein, the term non-transitory computer readable
medium is expressly defined to include any type of computer readable storage
device and/or storage disk and to exclude propagating signals and to exclude
transmission media.

[0030] “Including™ and “comprising” (and all forms and tenses
thereof) are used herein to be open ended terms. Thus, whenever a claim
employs any form of “include” or “comprise” (e.g., comprises, includes,
comprising, including, having, etc.) as a preamble or within a claim recitation
of any kind, it is to be understood that additional elements, terms, etc. may be
present without falling outside the scope of the corresponding claim or
recitation. As used herein, when the phrase "at least" is used as the transition
term in, for example, a preamble of a claim, it is open-ended in the same
manner as the term "comprising" and “including™ are open ended. The term

“and/or” when used, for example, in a form such as A, B, and/or C refers to
-12-
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any combination or subset of A, B, C such as (1) A alone, (2) B alone, (3) C
alone, (4) A with B, (5) A with C, (6) B with C, and (7) A with B and with C.

[0031] The program 600 of FIG. 6 includes block 602, where the
example application fingerprinter 110 determines whether to operate in a
training mode or a runtime mode. In the event the example application
fingerprinter 110 determines it is to operate in a training mode (block 602),
then the example application manager 202 invokes a known application (block
604). The example router manager 206 identifies, collects, obtains and/or
otherwise receives router data (block 606), such as the example router data
300 of FIG. 3. In some examples, the router manager 206 identifies, collects,
obtains and/or otherwise receives one or more types of the router data (e.g.,
the router data of FIG. 3), while in other examples the router manager 206
identifies all of the timestamp information, source IP address information,
destination IP address information and packet information. The example data
labeler 208 labels the router data based on invoked and/or otherwise known
executing apps (block 608), and the application manager 202 determines
whether there are one or more additional apps to be considered during the
training process (block 610). If so, then control returns to block 604,
otherwise the example data labeler 208 divides the acquired data into
segments of interest (block 612).

[0032] As described above, segments of interest may include
connection pairings between a source IP address and a destination IP address.
The example data labeler 208 selects a segment of interest (block 614), and the
example metrics manager 210 selects a traffic metric (e.g., statistic) of interest
and generates corresponding metrics (e.g., statistics) values (block 616). The
example metrics manager 210 generates histograms for the metric (e.g.,
statistic) of interest (block 618), and determines whether there are one or more
additional metrics of interest to be considered (block 620). If so, control
returns to block 616, otherwise the example data labeler 208 determines
whether there are one or more additional segments of interest to consider
(block 622). If so, control returns to block 614, otherwise the example

classification engine 212 builds a model by applying labeled histograms to a
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classifier (block 624), such as the example classifier 212 of FIG. 5. Trained
models may be stored in a memory and invoked during a runtime mode.

[0033] In the event the example application fingerprinter 110
determines that a runtime mode is to operate (block 602), then the example
model implementer 214 applies retrieved, received and/or otherwise obtained
router data (e.g., network traffic data 300 as shown in the illustrated example
of FIG. 3) to the trained model (block 626). The example application
identifier 216 retrieves probability scores from the output of the model (block
628) (e.g., from the example output 516 of FIG. 5) and identifies a
corresponding app that is executing (block 630). Based on the executing app
and one or more user defined rules/instructions, the example application
manager 202 invokes app control (block 632), such as permitting the
continued router communication associated with apps that are deemed safe
and blocking router communication associated with apps that are deemed
dangerous (e.g., virus-related apps, malware-related apps, etc.).

[0034] FIG. 7 is a block diagram of an example processor platform
700 structured to execute the instructions of FIG. 4 to implement the example
application fingerprinter 110 of FIGS. 1 and 2. The processor platform 700
can be, for example, a server, a personal computer, a workstation, a self-
learning machine (e.g., a neural network, a deep neural network, a
convolutional neural network, etc.), a mobile device (e.g., a cell phone, a
smart phone, a tablet such as an iPad™), a personal digital assistant (PDA), an
Internet appliance, a gaming console, a set top box, a headset or other
wearable device, or any other type of computing device.

[0035] The processor platform 700 of the illustrated example includes
a processor 712. The processor 712 of the illustrated example is hardware.
For example, the processor 712 can be implemented by one or more integrated
circuits, logic circuits, microprocessors, GPUs, DSPs, or controllers from any
desired family or manufacturer. The hardware processor may be a
semiconductor based (e.g., silicon based) device. In this example, the
processor implements the example application manager 202, the example

router manager 206, the example data labeler 208, the example metrics
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manager 210, the example classification engine 212 (e.g., and/or the example
classifier therein), the example model implementer 214, the example
application identifier 216 and/or, the example application fingerprinter 110.

[0036] The processor 712 of the illustrated example includes a local
memory 713 (e.g., a cache). The processor 712 of the illustrated example is in
communication with a main memory including a volatile memory 714 and a
non-volatile memory 716 via a bus 718. The volatile memory 714 may be
implemented by Synchronous Dynamic Random Access Memory (SDRAM),
Dynamic Random Access Memory (DRAM), RAMBUS® Dynamic Random
Access Memory (RDRAM®) and/or any other type of random access memory
device. The non-volatile memory 716 may be implemented by flash memory
and/or any other desired type of memory device. Access to the main memory
714, 716 is controlled by a memory controller.

[0037] The processor platform 700 of the illustrated example also
includes an interface circuit 720. The interface circuit 720 may be
implemented by any type of interface standard, such as an Ethernet interface, a
universal serial bus (USB), a Bluetooth® interface, a near field
communication (NFC) interface, and/or a PCI express interface.

[0038] In the illustrated example, one or more input devices 722 are
connected to the interface circuit 720. The input device(s) 722 permit(s) a
user to enter data and/or commands into the processor 712. The input
device(s) can be implemented by, for example, an audio sensor, a microphone,
a camera (still or video), a keyboard, a button, a mouse, a touchscreen, a track-
pad, a trackball, isopoint and/or a voice recognition system.

[0039] One or more output devices 724 are also connected to the
interface circuit 720 of the illustrated example. The output devices 724 can be
implemented, for example, by display devices (e.g., a light emitting diode
(LED), an organic light emitting diode (OLED), a liquid crystal display
(LCD), a cathode ray tube display (CRT), an in-place switching (IPS) display,
a touchscreen, etc.), a tactile output device, a printer and/or speaker. The
interface circuit 720 of the illustrated example, thus, typically includes a

graphics driver card, a graphics driver chip and/or a graphics driver processor.
-15-



WO 2020/028095 PCT/US2019/042997

[0040] The interface circuit 720 of the illustrated example also
includes a communication device such as a transmitter, a receiver, a
transceiver, a modem, a residential gateway, a wireless access point, and/or a
network interface to facilitate exchange of data with external machines (e.g.,
computing devices of any kind) via a network 726. The communication can
be via, for example, an Ethernet connection, a digital subscriber line (DSL)
connection, a telephone line connection, a coaxial cable system, a satellite
system, a line-of-site wireless system, a cellular telephone system, etc.

[0041] The processor platform 700 of the illustrated example also
includes one or more mass storage devices 728 for storing software and/or
data. Examples of such mass storage devices 728 include floppy disk drives,
hard drive disks, compact disk drives, Blu-ray disk drives, redundant array of
independent disks (RAID) systems, and digital versatile disk (DVD) drives.

[0042] The machine executable instructions 732 of FIG. 4 may be
stored in the mass storage device 728, in the volatile memory 714, in the non-
volatile memory 716, and/or on a removable non-transitory computer readable
storage medium such as a CD or DVD.

[0043] From the foregoing, it will be appreciated that example
methods, apparatus and articles of manufacture have been disclosed that
identify application execution in a manner that does not require endpoint
device access and, instead, determines app execution based on readily
available router data, even in circumstances where the payload network data is
encrypted. Accordingly, examples disclosed herein identify particular apps in
a manner that does not riase privacy issues because no effort is made to
examine, decrypt and/or otherwise view private network payload information
(even if it is not already encrypted). Disclosed methods, apparatus and articles
of manufacture improve the efficiency of a computing device by identifying
malware apps without spending any computer processing cycles decrypting
captured network communications, thereby allowing identification to occur
with relatively less expensive hardware as opposed to enterprise-grade routers

and/or computers. Disclosed methods, apparatus and articles of manufacture
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are accordingly directed to one or more improvement(s) in the functioning of a
computer.

[0044] Example 1 includes an apparatus to identify an application, the
apparatus comprising a data labeler to associate first router data with
application identification data, a metrics manager to generate metric values
associated with a segment of the first router data, and generate histograms of
the metric values, a classification engine to generate a signature model based
on the histograms, and an application identifier to identify the application
based on second router data by applying the second router data to the signature
model.

[0045] Example 2 includes the apparatus as defined in example 1,
further including a router manager to retrieve the first router data from a router
at a first time, the first time associated with a training mode.

[0046] Example 3 includes the apparatus as defined in example 2,
wherein the router manager is to retrieve the second router data from the
router at a second time, the second time after the first time, and associated
with a runtime mode.

[0047] Example 4 includes the apparatus as defined in example 2,
wherein the router manager is to identify at least one of timestamp
information, source internet protocol (IP) address information, destination IP
address information or packet length information.

[0048] Example 5 includes the apparatus as defined in example 2,
wherein the router manager is to identify timestamp information, source
Internet protocol (IP) address information, destination IP address information
and packet length information.

[0049] Example 6 includes the apparatus as defined in example 1,
wherein the data labeler is to identify the segment as a communication pairing
between a first internet protocol (IP) address and a second 1P address.

[0050] Example 7 includes the apparatus as defined in example 6,
wherein the data labeler is to identify at least one of the first IP address or the
second IP address of the segment as associated with a user device local to a

router.
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[0051] Example 8 includes the apparatus as defined in example 1,
wherein the application identifier is to retrieve scores from the signature
model, the scores respectively associated with respective applications.

[0052] Example 9 includes the apparatus as defined in example 1,
wherein the metrics values generated by the metrics manager include a
frequency of communication between a first internet protocol (IP) address and
a second IP address.

[0053] Example 10 includes the apparatus as defined in example 1,
wherein the metrics values generated by the metrics manager include at least
one of a communication duration or a communication packet size.

[0054] Example 11 includes the apparatus as defined in example 1,
further including an application manager to not block communication for an
internet protocol (IP) address associated with an application when the
application is associated with an indication of trust.

[0055] Example 12 includes the apparatus as defined in example 11,
wherein the application manager is to block communication for the IP address
associated with the application when the application is associated with an
indication of harm.

[0056] Example 13 includes the apparatus as defined in example 11,
wherein the application manager is to block communication for the IP address
associated with the application when the application is associated with a
policy deviation.

[0057] Example 14 includes a computer implanted method to identify
an application, the method comprising associating, by executing an instruction
with at least one processor, first router data with application identification
data, generating, by executing an instruction with the at least one processor,
metric values associated with a segment of the first router data, generating, by
executing an instruction with the at least one processor, histograms of the
metric values, generating, by executing an instruction with the at least one
processor, a signature model based on the histograms, and identifying, by

executing an instruction with the at least one processor, the application based
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on second router data by applying the second router data to the signature
model.

[0058] Example 15 includes the method as defined in example 14,
further including retrieving the first router data from a router at a first time, the
first time associated with a training mode.

[0059] Example 16 includes the method as defined in example 15,
further including retrieving the second router data from the router at a second
time, the second time after the first time, and associated with a runtime mode.

[0060] Example 17 includes the method as defined in example 15,
further including identifying at least one of timestamp information, source
internet protocol (IP) address information, destination IP address information
or packet length information.

[0061] Example 18 includes the method as defined in example 15,
further including identifying timestamp information, source Internet protocol
(IP) address information, destination IP address information and packet length
information.

[0062] Example 19 includes the method as defined in example 14,
further including identifying the segment as a communication pairing between
a first internet protocol (IP) address and a second 1P address.

[0063] Example 20 includes the method as defined in example 19,
further including identifying at least one of the first IP address or the second
IP address of the segment as associated with a user device local to a router.

[0064] Example 21 includes the method as defined in example 14,
further including retrieving scores from the signature model, the scores
respectively associated with respective applications.

[0065] Example 22 includes the method as defined in example 14,
further including identifying metrics values as a frequency of communication
between a first internet protocol (IP) address and a second IP address.

[0066] Example 23 includes the method as defined in example 14,
further including identifying metrics values as at least one of a communication

duration or a communication packet size.
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[0067] Example 24 includes the method as defined in example 14,
further including not blocking communication for an internet protocol (IP)
address associated with an application when the application is associated with
an indication of trust.

[0068] Example 25 includes the method as defined in example 24,
further including blocking communication for the IP address associated with
the application when the application is associated with an indication of harm.

[0069] Example 26 includes the method as defined in example 25,
further including blocking communication for the IP address associated with
the application when the application is associated with a policy deviation.

[0070] Example 27 includes at least one non-transitory computer
readable storage media comprising computer readable instructions that, when
executed, cause one or more processors to, at least associate first router data
with application identification data, generate metric values associated with a
segment of the first router data, generate histograms of the metric values,
generate a signature model based on the histograms, and identify the
application based on second router data by applying the second router data to
the signature model.

[0071] Example 28 includes the at least one storage media as defined
in example 27, wherein the computer readable instructions, when executed,
cause the one or more processors to retrieve the first router data from a router
at a first time, the first time associated with a training mode.

[0072] Example 29 includes the at least one storage media as defined
in example 28, wherein the computer readable instructions, when executed,
cause the one or more processors to retrieve the second router data from the
router at a second time, the second time after the first time, and associated
with a runtime mode.

[0073] Example 30 includes the at least one storage media as defined
in example 28, wherein the computer readable instructions, when executed,
cause the one or more processors to identify at least one of timestamp
information, source internet protocol (IP) address information, destination IP

address information or packet length information.
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[0074] Example 31 includes the at least one storage media as defined
in example 28, wherein the computer readable instructions, when executed,
cause the one or more processors to identify timestamp information, source
Internet protocol (IP) address information, destination IP address information
and packet length information.

[0075] Example 32 includes the at least one storage media as defined
in example 27, wherein the computer readable instructions, when executed,
cause the one or more processors to identify the segment as a communication
pairing between a first internet protocol (IP) address and a second IP address.

[0076] Example 33 includes the at least one storage media as defined
in example 32, wherein the computer readable instructions, when executed,
cause the one or more processors to identify at least one of the first IP address
or the second IP address of the segment as associated with a user device local
to a router.

[0077] Example 34 includes the at least one storage media as defined
in example 27, wherein the computer readable instructions, when executed,
cause the one or more processors to retrieve scores from the signature model,
the scores respectively associated with respective applications.

[0078] Example 35 includes the at least one storage media as defined
in example 27, wherein the computer readable instructions, when executed,
cause the one or more processors to identify metrics values as a frequency of
communication between a first internet protocol (IP) address and a second IP
address.

[0079] Example 36 includes the at least one storage media as defined
in example 27, wherein the computer readable instructions, when executed,
cause the one or more processors to identify metrics values as at least one of a
communication duration or a communication packet size.

[0080] Example 37 includes the at least one storage media as defined
in example 27, wherein the computer readable instructions, when executed,
cause the one or more processors to not block communication for an internet
protocol (IP) address associated with an application when the application is

associated with an indication of trust.
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[0081] Example 38 includes the at least one storage media as defined
in example 37, wherein the computer readable instructions, when executed,
cause the one or more processors to block communication for the IP address
associated with the application when the application is associated with an
indication of harm.

[0082] Example 39 includes the at least one storage media as defined
in example 37, wherein the computer readable instructions, when executed,
cause the one or more processors to block communication for the IP address
associated with the application when the application is associated with a
policy deviation.

[0083] Example 40 includes a system to identify an application, the
system comprising means for associating first router data with application
identification data, means for generating metric values associated with a
segment of the first router data, the generating means to generate histograms
of the metric values, means for generating a signature model based on the
histograms, and means for identifying the application based on second router
data by applying the second router data to the signature model.

[0084] Example 41 includes the system as defined in example 40,
further including a means for retrieving the first router data from a router at a
first time, the first time associated with a training mode.

[0085] Example 42 includes the system as defined in example 41,
wherein the retrieving means is to retrieve the second router data from the
router at a second time, the second time after the first time, and associated
with a runtime mode.

[0086] Example 43 includes the system as defined in example 41,
wherein the retrieving means is to identify at least one of timestamp
information, source internet protocol (IP) address information, destination IP
address information or packet length information.

[0087] Example 44 includes the system as defined in example 41,
wherein the retrieving means is to identify timestamp information, source
Internet protocol (IP) address information, destination IP address information

and packet length information.
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[0088] Example 45 includes the system as defined in example 40,
wherein the associating means is to identify the segment as a communication
pairing between a first internet protocol (IP) address and a second IP address.

[0089] Example 46 includes the system as defined in example 45,
wherein the associating means is to identify at least one of the first IP address
or the second IP address of the segment as associated with a user device local
to a router.

[0090] Example 47 includes the system as defined in example 40,
wherein the identifying means is to retrieve scores from the signature model,
the scores respectively associated with respective applications.

[0091] Example 48 includes the system as defined in example 40,
further including means for application management to not block
communication for an internet protocol (IP) address associated with an
application when the application is associated with an indication of trust.

[0092] Example 49 includes the system as defined in example 48,
wherein the application management means is to block communication for the
IP address associated with the application when the application is associated
with an indication of harm.

[0093] Example 50 includes the system as defined in example 48,
wherein the application management means is to block communication for the
IP address associated with the application when the application is associated
with a policy deviation.

[0094] Although certain example methods, apparatus and articles of
manufacture have been disclosed herein, the scope of coverage of this patent is
not limited thereto. On the contrary, this patent covers all methods, apparatus
and articles of manufacture fairly falling within the scope of the claims of this

patent.
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What Is Claimed Is:
1. An apparatus to identify an application, the apparatus comprising;
a data labeler to associate first router data with application
1dentification data;
a metrics manager to:
generate metric values associated with a segment of the first
router data; and
generate histograms of the metric values;
a classification engine to generate a signature model based on the
histograms; and
an application identifier to identify the application based on second

router data by applying the second router data to the signature model.

2. The apparatus as defined in claim 1, further including a router manager
to retrieve the first router data from a router at a first time, the first time

associated with a training mode.

3. The apparatus as defined in claim 2, wherein the router manager is to
retrieve the second router data from the router at a second time, the second

time after the first time, and associated with a runtime mode.

4, The apparatus as defined in claim 2, wherein the router manager is to
identify at least one of timestamp information, source Internet protocol (IP)
address information, destination IP address information or packet length

information.
5. The apparatus as defined in claim 2, wherein the router manager is to

identify timestamp information, source Internet protocol (IP) address

information, destination IP address information and packet length information.
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6. The apparatus as defined in claim 1, wherein the data labeler is to
identify the segment as a communication pairing between a first Internet

protocol (IP) address and a second IP address.

7. The apparatus as defined in claim 6, wherein the data labeler is to
identify at least one of the first IP address or the second IP address of the

segment as associated with a user device local to a router.

8. The apparatus as defined in claim 1, wherein the application identifier
is to retrieve scores from the signature model, the scores respectively

associated with respective applications.

9. The apparatus as defined in claim 1, wherein the metrics values
generated by the metrics manager include a frequency of communication

between a first Internet protocol (IP) address and a second IP address.

10.  The apparatus as defined in claim 1, wherein the metrics values
generated by the metrics manager include at least one of a communication

duration or a communication packet size.

11. The apparatus as defined in claim 1, further including an application
manager to not block communication for an Internet protocol (IP) address
associated with an application when the application is associated with an

indication of trust.

12. The apparatus as defined in claim 11, wherein the application manager
is to block communication for the IP address associated with the application

when the application is associated with an indication of harm.

13. The apparatus as defined in claim 11, wherein the application manager
is to block communication for the IP address associated with the application

when the application is associated with a policy deviation.
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14. A computer implanted method to identify an application, the method
comprising:

associating, by executing an instruction with at least one processor,
first router data with application identification data;

generating, by executing an instruction with the at least one processor,
metric values associated with a segment of the first router data;

generating, by executing an instruction with the at least one processor,
histograms of the metric values;

generating, by executing an instruction with the at least one processor,
a signature model based on the histograms; and

identifying, by executing an instruction with the at least one processor,
the application based on second router data by applying the second router data

to the signature model.

15. The method as defined in claim 14, further including retrieving the first
router data from a router at a first time, the first time associated with a training

mode.

16. The method as defined in claim 15, further including retrieving the
second router data from the router at a second time, the second time after the

first time, and associated with a runtime mode.

17. The method as defined in claim 15, further including identifying at
least one of timestamp information, source Interet protocol (IP) address

information, destination IP address information or packet length information.
18.  The method as defined in claim 15, further including identifying

timestamp information, source Internet protocol (IP) address information,

destination IP address information and packet length information.
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19. The method as defined in claim 14, further including identifying the
segment as a communication pairing between a first Internet protocol (IP)

address and a second IP address.

20. The method as defined in claim 19, further including identifying at
least one of the first IP address or the second IP address of the segment as

associated with a user device local to a router.

21. The method as defined in claim 14, further including retrieving scores
from the signature model, the scores respectively associated with respective

applications.

22, The method as defined in claim 14, further including identifying
metrics values as a frequency of communication between a first Internet

protocol (IP) address and a second IP address.

23.  The method as defined in claim 14, further including identifying
metrics values as at least one of a communication duration or a

communication packet size.

24. The method as defined in claim 14, further including not blocking
communication for an Internet protocol (IP) address associated with an

application when the application is associated with an indication of trust.

25.  The method as defined in claim 24, further including blocking
communication for the IP address associated with the application when the

application is associated with an indication of harm.

26.  The method as defined in claim 24, further including blocking
communication for the IP address associated with the application when the

application is associated with a policy deviation.
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27. At least one non-transitory computer readable storage media
comprising computer readable instructions that, when executed, cause one or
more processors to, at least:

associate first router data with application identification data;

generate metric values associated with a segment of the first router
data;

generate histograms of the metric values;

generate a signature model based on the histograms; and

identify the application based on second router data by applying the

second router data to the signature model.

28. The at least one storage media as defined in claim 27, wherein the
computer readable instructions, when executed, cause the one or more
processors to retrieve the first router data from a router at a first time, the first

time associated with a training mode.

29. The at least one storage media as defined in claim 28, wherein the
computer readable instructions, when executed, cause the one or more
processors to retrieve the second router data from the router at a second time,

the second time after the first time, and associated with a runtime mode.

30. The at least one storage media as defined in claim 28, wherein the
computer readable instructions, when executed, cause the one or more
processors to identify at least one of timestamp information, source Internet
protocol (IP) address information, destination IP address information or packet

length information.

31. The at least one storage media as defined in claim 28, wherein the
computer readable instructions, when executed, cause the one or more
processors to identify timestamp information, source Internet protocol (IP)
address information, destination IP address information and packet length

information.
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32. The at least one storage media as defined in claim 27, wherein the
computer readable instructions, when executed, cause the one or more
processors to identify the segment as a communication pairing between a first

Internet protocol (IP) address and a second IP address.

33. The at least one storage media as defined in claim 32, wherein the
computer readable instructions, when executed, cause the one or more
processors to identify at least one of the first IP address or the second IP

address of the segment as associated with a user device local to a router.

34, The at least one storage media as defined in claim 27, wherein the
computer readable instructions, when executed, cause the one or more
processors to retrieve scores from the signature model, the scores respectively

associated with respective applications.

35. The at least one storage media as defined in claim 27, wherein the
computer readable instructions, when executed, cause the one or more
processors to identify metrics values as a frequency of communication

between a first Internet protocol (IP) address and a second IP address.

36. The at least one storage media as defined in claim 27, wherein the
computer readable instructions, when executed, cause the one or more
processors to identify metrics values as at least one of a communication

duration or a communication packet size.

37. The at least one storage media as defined in claim 27, wherein the
computer readable instructions, when executed, cause the one or more
processors to not block communication for an Internet protocol (IP) address
associated with an application when the application is associated with an

indication of trust.
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38. The at least one storage media as defined in claim 37, wherein the
computer readable instructions, when executed, cause the one or more
processors to block communication for the IP address associated with the

application when the application is associated with an indication of harm.

39. The at least one storage media as defined in claim 37, wherein the
computer readable instructions, when executed, cause the one or more
processors to block communication for the IP address associated with the

application when the application is associated with a policy deviation.

40. A system to identify an application, the system comprising:

means for associating first router data with application identification
data;

means for generating metric values associated with a segment of the
first router data, the generating means to generate histograms of the metric
values;

means for generating a signature model based on the histograms; and

means for identifying the application based on second router data by

applying the second router data to the signature model.

41.  The system as defined in claim 40, further including a means for
retrieving the first router data from a router at a first time, the first time

associated with a training mode.

42.  The system as defined in claim 41, wherein the retrieving means is to
retrieve the second router data from the router at a second time, the second

time after the first time, and associated with a runtime mode.

43.  The system as defined in claim 41, wherein the retrieving means is to
identify at least one of timestamp information, source Internet protocol (IP)
address information, destination IP address information or packet length

information.
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44, The system as defined in claim 41, wherein the retrieving means is to
identify timestamp information, source Internet protocol (IP) address

information, destination IP address information and packet length information.

45.  The system as defined in claim 40, wherein the associating means is to
identify the segment as a communication pairing between a first Internet

protocol (IP) address and a second IP address.

46.  The system as defined in claim 45, wherein the associating means is to
identify at least one of the first IP address or the second IP address of the

segment as associated with a user device local to a router.

47. The system as defined in claim 40, wherein the identifying means is to
retrieve scores from the signature model, the scores respectively associated

with respective applications.

48.  The system as defined in claim 40, further including means for
application management to not block communication for an Internet protocol
(IP) address associated with an application when the application is associated

with an indication of trust.

49, The system as defined in claim 48, wherein the application
management means is to block communication for the IP address associated
with the application when the application is associated with an indication of

harm.
50. The system as defined in claim 48, wherein the application

management means is to block communication for the IP address associated

with the application when the application is associated with a policy deviation.
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