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Techniques are disclosed for in-band communication of
alarm status information or other information between physi-
cal layer devices comprising a working device and a protec-
tion device in a network-based communication system. In one
aspect, a protection receive signal is monitored in the protec-
tion device for the presence of alarm status information. The
protection device encodes alarm status information extracted
from the protection receive signal, and inserts the encoded
alarm status information into one or more designated portions
of'a protection loop-back signal supplied from the protection
device to the working device. The protection loop-back signal

(21) Appl. No:: 11/935,533 is monitored in the working device and the encoded alarm
status information therein is decoded and utilized by the
(22) Filed: Now. 6, 2007 working device to initiate a protection switching operation.
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FIG. 3
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IN-BAND COMMUNICATION OF ALARM
STATUS INFORMATION IN A
SYNCHRONOUS TRANSPORT
COMMUNICATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates generally to network-
based communication systems, and more particularly to map-
pers or other physical layer devices which process synchro-
nous transport signals in such communication systems.

BACKGROUND OF THE INVENTION

[0002] Conventional network-based communication sys-
tems include systems configured to operate in accordance
with well-known synchronous transport standards, such as
the synchronous optical network (SONET) and synchronous
digital hierarchy (SDH) standards.

[0003] The SONET standard was developed by the
Exchange Carriers Standards Association (ECSA) for the
American National Standards Institute (ANSI), and is
described in the document ANSI T1.105-1988, entitled
“American National Standard for Telecommunications—
Digital Hierarchy Optical Interface Rates and Formats Speci-
fication” (September 1988), which is incorporated by refer-
ence herein. SDH is a corresponding standard developed by
the International Telecommunication Union (ITU), set forth
in ITU standards documents G.707 and G.708, which are
incorporated by reference herein.

[0004] The basic unit of transmission in the SONET stan-
dard is referred to as a synchronous transport signal level-1
(STS-1). It has a serial transmission rate of 51.84 Megabits
per second (Mbps).

[0005] Synchronous transport signals at higher levels may
be concatenated or channelized. For example, an intermedi-
ate unit of transmission in the SONET standard is referred to
as synchronous transport signal level-3, concatenated (STS-
3c). It has a serial transmission rate of 155.52 Mbps. The
corresponding unit in the SDH standard is referred to as
STM-1. In a concatenated synchronous transport signal, the
entire payload is available as a single channel. A channelized
signal, by way of contrast, is divided into multiple channels
each having a fixed rate. For example, the channelized coun-
terpart to the concatenated STS-3c¢ signal is denoted STS-3.
STS-3 is a channelized signal that comprises three separate
STS-1 signals each at 51.84 Mbps.

[0006] A given STS-3c or STM-1 signal is organized in
frames having a duration of 125 microseconds, each of which
may be viewed as comprising nine rows by 270 columns of
bytes, for a total frame capacity of 2,430 bytes per frame. The
first nine bytes of each row are overhead, while the remaining
261 bytes of each row are payload. The overhead includes
transport overhead (TOH) and path overhead (POH). The
TOH includes section overhead (SOH), pointer information,
and line overhead (LOH). Additional details regarding signal
and frame formats can be found in the above-cited docu-
ments.

[0007] In conventional SONET or SDH network-based
communication systems, synchronous transport signals like
STS-3¢ or STM-1 are mapped to or from corresponding
higher-rate optical signals such as a SONET OC-12 signal or
an SDH STM-4 signal. An OC-12 optical signal carries four
STS-3c¢ signals, and thus has a rate of 622.08 Mbps. The SDH
counterpart to the OC-12 signal is the STM-4 signal, which
carries four STM-1 signals, and thus also has a rate 0 622.08
Mbps. The mapping of these and other synchronous transport
signals to or from higher-rate optical signals generally occurs

May 7, 2009

in a physical layer device commonly referred to as a mapper,
which may be used to implement an add-drop multiplexer
(ADM) or other node of a SONET or SDH communication
system.

[0008] Such a mapper typically interacts with a link layer
processor. A link layer processor is one example of what is
more generally referred to herein as a link layer device, where
the term “link layer” generally denotes a switching function
layer. Another example of a link layer device is a field pro-
grammable gate array (FPGA). These and other link layer
devices can be used to implement processing associated with
various packet-based protocols, such as Internet Protocol (IP)
and Asynchronous Transfer Mode (ATM), as well as other
protocols, such as Fiber Distributed Data Interface (FDDI).
[0009] SONET and SDH systems support certain protec-
tion mechanisms. For example, a given system may be con-
figured to implement automatic protection switching utiliz-
ing a 1+1 protection switching operation. In such an
arrangement, incoming and outgoing optical signals at a
given system node are bridged to both a working device and
a protection device. The working device and the protection
device are physical layer devices, such as mappers. In the
event of a problem with the working device, the protection
device can be switched in to take its place. Typically, the
protection device and the working device both monitor the
received signals. However, in order for the protection device
to provide the working device with alarm status information
based on received signals at the protection device, there gen-
erally must be an additional communication channel between
the protection device and the working device. This increases
the pin count and hardware complexity of the protection and
working devices, and is therefore undesirable. A possible
alternative approach is for software running on an external
host processor shared by the protection and working devices
to monitor alarm status from the protection device and report
that alarm status to the working device. However, this type of
software monitoring unduly increases the load on the host
processor and can be slow and inefficient.

[0010] Accordingly, a need exists for an improved
approach to communication of alarm status information from
a protection device to a working device in a SONET or SDH
system, particularly in those systems with 1+1 protection
switching.

SUMMARY OF THE INVENTION

[0011] Illustrative embodiments of the present invention
overcome the above-noted drawbacks of conventional prac-
tice by providing techniques for in-band communication of
alarm status information or other types of information
between a protection device and a working device in a syn-
chronous transport communication system, such as a SONET
or SDH system.

[0012] In accordance with an aspect of the invention, a
protection receive signal is monitored in the protection device
for the presence of alarm status information. The protection
device encodes alarm status information extracted from the
protection receive signal, and inserts the encoded alarm status
information into one or more designated portions of a protec-
tion loop-back signal supplied from the protection device to
the working device. The protection loop-back signal is moni-
tored in the working device and the encoded alarm status
information therein is decoded and utilized by the working
device to initiate a protection switching operation.

[0013] In a given one of the illustrative embodiments, the
one or more designated portions of the protection loop-back
signal into which the encoded alarm status information is
inserted comprise a designated byte of transport overhead of
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the protection loop-back signal, and more specifically an E2
byte of line overhead within the transport overhead. The
alarm status information may comprise at least one of the
following alarm status indicators: Loss Of Signal (LOS),
Loss Of Frame (LOF), Alarm Indication Signal-Line (AIS-
L), Signal Fail (SF) and Signal Degrade (SD). Other types of
alarm status information, representative of other types of
alarms, may be encoded and inserted into a protection loop-
back signal in other embodiments. The alarm status informa-
tion may be priority encoded utilizing a priority encoding
table in which codes are assigned to the alarm status indica-
tors in an order of increasing or decreasing priority.

[0014] The insertion of encoded alarm status information
may make use of a stored indicator of a minimum amount of
time that a given encoded value must be held before that value
can be updated with a new encoded value if the new encoded
value has a lower priority than the given encoded value. This
designated minimum amount of time may be stored in a
register of the protection device. The new encoded value may
be compared with the given encoded value and the given
encoded value may be immediately updated to the new
encoded value without regard to the minimum amount of time
if the new encoded value has a higher priority than the given
encoded value. If the new encoded value has a lower priority
than the given encoded value, the given encoded value is not
updated to the new encoded value until the given encoded
value has been held the minimum amount of time.

[0015] The encoded alarm status information may be
decoded and utilized to initiate a protection switching opera-
tion upon detection of a designated number of consecutive
consistent encoded values in the protection loop-back signal.
The designated number of consecutive consistent encoded
values required for decoding of alarm status information and
initiation of a protection switching operation may be stored in
a register of the working device.

[0016] The illustrative embodiments of the invention as
described herein provide a number of significant advantages
over the conventional techniques previously described. For
example, by providing in-band communication of alarm sta-
tus information between a protection device and a working
device, the need for an additional communication channel
between the protection device and the working device is
avoided, and thus the device pin count and hardware com-
plexity is not unduly increased. Also, the in-band communi-
cation of alarm status information from a protection device to
aworking device eliminates the need for software monitoring
using a common host processor, and the associated draw-
backs of that approach.

[0017] Other embodiments of the invention may provide
in-band communication of various types of information other
than alarm status information, and may perform functions or
operations other than protection switching based on receipt of
such information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG.1isablock diagram of one possible implemen-
tation of a network-based communication system in accor-
dance with an illustrative embodiment of the invention.
[0019] FIG. 2 is a more detailed view of a portion of the
FIG. 1 system, showing exemplary implementations of a
working device and a protection device providing 1+1 pro-
tection switching in the system.

[0020] FIG. 3 shows an example of an encoding table uti-
lized by an encoder in the protection device to encode alarm
status information for in-band communication to the working
device in the FIG. 1 system.
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[0021] FIG. 4 shows an insertion element with alarm status
information encoder as implemented in the protection device
of'the FIG. 1 system.

[0022] FIG. 5 shows an alarm status information monitor
implemented in the working device of the FIG. 1 system.
[0023] FIG. 6 is a state diagram for a finite state machine
implemented in the alarm status information monitor of FIG.
5.

DETAILED DESCRIPTION OF THE INVENTION

[0024] The invention will be illustrated herein in conjunc-
tion with an exemplary network-based communication sys-
tem which includes a physical layer device, a link layer device
and other elements configured in a particular manner. It
should be understood, however, that the invention is more
generally applicable to any system in which it is desirable to
provide improved communication of alarm status informa-
tion or other types of information from a protection device to
a working device in a synchronous transport communication
system.

[0025] A “link layer device” as the term is used herein
refers generally to a link layer processor or other type of
processor which performs processing operations associated
with a link layer of a network-based system.

[0026] A “physical layer device™ as the term is used herein
refers generally to a device which provides an interface
between a link layer device and a physical transmission
medium of a network-based system.

[0027] FIG. 1 shows a network-based communication sys-
tem 100 in which the invention is implemented. The system
100 includes a set of mappers 102 coupled to a link layer
processor 104 via an interface 105. The mappers 102 are
physical layer devices suitable for providing access termina-
tion and aggregation for multiple services. One or more addi-
tional physical layer devices may be utilized in conjunction
with the mappers 102, but such devices are not explicitly
shown in the figure for clarity and simplicity of illustration.
The link layer processor 104 is also coupled to a network
processor 106, via an interface 107. The mappers 102 in this
embodiment are coupled to a network 108. Examples of other
types of physical layer devices that may be incorporated into
the system 100 include optical transceivers for interfacing the
mappers with an optical transmission medium of the network
108.

[0028] In the FIG. 1 system, the mappers 102 are config-
ured to support 1+1 protection switching. Thus, the set of
mappers as shown includes a pair of interconnected mappers,
one operating as a working device 102W and the other as a
protection device 102P. The manner in which the working
device 102W is interconnected with the protection device
102P will be described in greater detail below in conjunction
with FIG. 2. The designation of a particular one of the devices
as a working device and the other as a protection device is
arbitrary, as either device may serve in either capacity. How-
ever, in a given typical configuration one of the devices is
designated the working device and the other is designated the
protection device.

[0029] Conventional aspects of 1+1 protection switching
utilizing a working device and a protection device are known
in the art, and are described, for example, in the above-cited
SONET/SDH standards documents. It should be noted that
the term “SONET/SDH” as used herein refers to SONET
and/or SDH.

[0030] The mapper 102 and link layer processor 104 may
include additional functionality of a conventional type. Such
additional functionality, being well known to those skilled in
the art, will not be described in detail herein, but may include
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functionality associated with known mappers, such as the L.SI
Hypermapper™,  Ultramapper™ and Supermapper™
devices, and known link layer devices, such as the L.SI Link
Layer Processor. These LSI devices are commercially avail-
able from LSI Corporation of Allentown, Pa., U.S.A. The
network processor 106 may comprise, for example, a conven-
tional network processor such as an L.SI Advanced Payload-
Plus® network processor in the APP300, APP500 or APP650
product family, also commercially available from LSI Cor-
poration.

[0031] Additional details regarding conventional aspects of
a SONET/SDH mapper can be found in, for example,
TMXF84622 Ultramapper™ 622/155 Mbits/s SONET/SDH
x DS3/E3/DS2/DS1/E1/DS0, Ultramapper™ Resource
Document, Jun. 6, 2002, which is incorporated by reference
herein.

[0032] The mappers 102, link layer processor 104, and
network processor 106 in this illustrative embodiment are
installed on a line card 109 of the system 100. The line card
109 is coupled between network 108 and a switch fabric 110
of'the system 100 as shown. The link layer processor 104 and
network processor 106 are configured to communicate pack-
ets, cells or other protocol data units (PDUs) between the
network 108 and the switch fabric 110 which controls switch-
ing of PDU data. As indicated previously, the mappers 102
serve to interface the link layer processor 104 to physical
transmission media of the network 108, which may comprise
optical fiber links or any other type of transmission media.

[0033] Also installed onthe line card 109 is a host processor
112. This processor is used to configure and control one or
more of the other processing elements of the line card, such as
the mappers 102, link layer processor 104 and network pro-
cessor 106. As a more particular example, a given such host
processor utilized to configure and control both the mappers
102 and the link layer processor 104 is referred to herein as a
microprocessor unit (MPU). Portions of the host processor
functionality may be incorporated into one or more of ele-
ments 102, 104 or 106 in alternative embodiments of the
invention.

[0034] Various elements of the system 100 may be imple-
mented, by way of example and without limitation, utilizing
a microprocessor, central processing unit (CPU), digital sig-
nal processor (DSP), application-specific integrated circuit
(ASIC), FPGA, or other type of data processing device, as
well as portions or combinations of these and other devices.

[0035] It should be noted that the line card configuration
shown in FIG. 1 is merely one example of a possible system
configuration. Other embodiments can be implemented using
a wide variety of other types of structural arrangements that
do not involve line cards. The elements 102, 104, 106, 109,
110 and 112 in this example may be viewed as being part of
a particular node of network 108 that operates in accordance
with the SONET/SDH standards. Other nodes of the network
108 may of course be configured in a similar manner.

[0036] The interface 105 between the mappers 102 and the
link layer processor 104 may comprise a conventional inter-
face over which SONET/SDH signals are transmitted from
the working device 102W to the link layer processor, and over
which SONET/SDH signals are received by the working
device from the link layer processor. Alternatively, the map-
pers may be equipped with payload extraction and insertion
functionality, such that SONET/SDH payloads can be com-
municated between the mappers and the link layer device. See
U.S. patent application Ser. No. 11/839,971, filed Aug. 16,
2007 and entitled “Synchronous Transport Signal Mapper
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with Payload Extraction and Insertion Functionality,” which
is commonly assigned herewith and incorporated by refer-
ence herein.

[0037] The interface 107 between the link layer processor
104 and the network processor 106 may be, for example, a
conventional interface such as a SPI-3 interface as described
in Implementation Agreement OIF-SPI3-01.0, “System
Packet Interface Level 3 (SPI-3): OC-48 System Interface for
Physical and Link Layer Devices,” Optical Internetworking
Forum, 2001, which is incorporated by reference herein.
Other types of known interfaces, such as POS-2, may also be
used.

[0038] Although the link layer processor 104 and network
processor 106 are shown as separate elements in this illustra-
tive embodiment, other embodiments may combine the func-
tionality of the link layer processor and the network processor
into a single link layer device. The general term “link layer
device” as used herein is thus intended to encompass devices
which incorporate at least a portion of the functionality com-
monly associated with a network processor.

[0039] For example, a given link layer device may be con-
figured to provide flow control, traffic shaping and other
functions. It may include an internal memory, as well as an
interface to an external memory. Such memory elements may
be utilized for implementing PDU buffer memory, queuing
and dispatch buffer memory, etc. The link layer device may
further include one or more memory controllers, as well as
appropriate interface circuitry for interfacing with the map-
pers 102 or other physical layer device(s), the switch fabric
110, and other external devices, such as the host processor
112, which may be configured to communicate with the link
layer device over a standard bus architecture, e.g., a periph-
eral component interconnect (PCI) bus. The link layer device
may also include a scheduler, queuing and dispatch logic, as
well as other conventional elements not explicitly shown in
the figure. The operation of these and other conventional
elements, being well understood by those skilled in the art, is
not described in detail herein.

[0040] Numerous alternative interfacing arrangements are
possible. It is also possible that, in other embodiments, a
given link layer device may be combined with one or more
physical layer devices into a single device. Thus the mappers
102 and any associated physical layer device(s) need not be
physically separate from the link layer processor 104 as in the
FIG. 1 embodiment, but such elements could instead be com-
bined into a single integrated circuit or other type of process-
ing device.

[0041] In describing the illustrative embodiment, it will be
assumed that the term “ingress” refers to a direction of data
transfer from the network 108 to the switch fabric 110. Simi-
larly, it will be assumed that the term “egress” refers to a
direction of data transfer from the switch fabric 110 to the
network 108. It should be understood that these and other
assumptions made herein are for clarity and simplicity of
description only, and should not be construed as limitations of
the invention. The terms “ingress” and “egress” as used herein
thus do not refer to particular fixed directions, but instead may
be viewed as arbitrary input and output data flow directions in
a particular system implementation.

[0042] It should also be noted that the particular arrange-
ment of system elements shown in FIG. 1 is by way of illus-
trative example only. More particularly, the invention can be
implemented in any type of communication system having a
working device, a protection device and at least one link layer
device, and is not limited to the particular signal processing
applications described herein. The system 100 may include
other elements in addition to or in place of those specifically
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shown, including one or more elements of a type commonly
found in a conventional implementation of such a system.

[0043] FIG. 2 shows the working device 102W and protec-
tion device 102P in greater detail. Generally, the protection
device is configured to monitor a protection receive signal for
the presence of alarm status information, to encode the alarm
status information extracted from the protection receive sig-
nal, and to insert the encoded alarm status information into
one or more designated portions of a protection loop-back
signal supplied from the protection device to the working
device. The protection loop-back signal is then monitored in
the working device and the encoded alarm status information
contained in that signal is decoded and utilized to initiate a
protection switching operation. In this embodiment, the
encoded alarm status information is inserted into a designated
byte of the TOH of the protection loop-back signal, and more
particularly into an E2 byte of LOH within the TOH.

[0044] It should be noted that the interface between the
working device 102W and the protection device 102P in the
illustrative embodiment may be implemented as a bidirec-
tional interface. Thus, it is possible for alarm status informa-
tion to move between both devices simultaneously. The fol-
lowing description of FIG. 2 will focus on the communication
of alarm status information from the protection device to the
working device, for simplicity and clarity of illustration,
although it should be understood that similar techniques may
be used to communicate alarm status information from the
working device to the protection device.

[0045] The working device 102W as shown in FIG. 2
receives in the ingress direction working receive signals via
signal lines 200 and transmits in the egress direction working
transmit signals via signal lines 202. Similarly, the protection
device 102P receives in the ingress direction protection
receive signals via signal lines 204 and transmits in the egress
direction protection transmit signals via signal lines 206. The
working and protection receive signals include Receive High
Speed Clock (RHSC) and Receive High Speed Data (RHSD).
The working and protection transmit signals include Transmit
High Speed Clock (THSC) and Transmit High Speed Data
(THSD). These signals may be respective data and clock
signals associated with a SONET OC-12 synchronous trans-
port signal.

[0046] The working device 102W also has a protection
transmit interface (TPSD/TPSC) coupled to a protection
receive interface (RPSD/RPSC) of the protection device
102P via signal lines 210, over which signals are transmitted
from the working device to the protection device. Similarly,
the protection device has a protection transmit interface
coupled to a protection receive interface of the working
device via signal lines 212, over which signals are transmitted
from the protection device to the working device. The signals
transmitted over the signal lines 210, 212 are examples of
what are more generally referred to herein as loop-back pro-
tection signals. The receive clock should be used for the
TPSD/TPSC interface.

[0047] The working device 102W and protection device
102P in this embodiment are generally configured with sub-
stantially the same set of circuitry. This circuitry in the work-
ing device includes 1+1 protection switches 220-1, 220-2 and
220-3, a 1:4 demultiplexer 222, a 4:1 multiplexer 224, paral-
lel-to-serial converters 226 and 228, insertion elements 230,
232, 234 and 236, a 2:1 multiplexer 238, and additional cir-
cuitry elements 240, 242 and 244. The insertion element 234
implements an E2 byte encoder. Element 240 is an alarm
status information monitor that implements an E2 byte moni-
tor.
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[0048] The insertion element 232 is more particularly iden-
tified as a Transport Overhead Access Channel (TOAC) inser-
tion element in this embodiment. The insertion element 234
receives as its inputs, among other signals, indicators associ-
ated with Loss Of Clock (LOC), Out-Of-Frame (OOF) and
B2 Errors (B2E). The insertion element 236 provides line
Remote Defect Indicator (RDI) and line Remote Error Indi-
cator (RET) insertion. Multiplexer 238 receives, in addition
to its inputs supplied by insertion element 236, inputs asso-
ciated with Unidirectional Path Switched Ring (UPSR). Ele-
ment 240 generates, among other outputs, a receive protec-
tion synchronization (RPSSYNC) signal.

[0049] Each of the elements in the working device 102W
has a corresponding element in the protection device. Ele-
ments 234 and 240 in the working device are more specifi-
cally identified as 234W and 240W, respectively, in order to
distinguish such elements in the description below from the
corresponding elements 234P and 240P in the protection
device.

[0050] The circuitry elements in a given one of the working
and protection devices may be generally characterized as
collectively comprising transmit circuitry and receive cir-
cuitry. It is to be appreciated that numerous alternative
arrangements of circuit elements may be utilized in imple-
menting such transmit and receive circuitry in a given
embodiment of the invention.

[0051] The working device 102W receives a working
receive signal via signal lines 200. The working device
demultiplexes the working receive signal using demultiplexer
222 into component signals for delivery to payload process-
ing blocks via output 250. Similarly, component signals
received via input 260 from payload processing blocks are
multiplexed using multiplexer 224 to form a working transmit
signal for transmission over signal lines 202. The switches
220-1, 220-2 and 220-3 are appropriately configured in a
straightforward manner to provide these desired signal
throughputs. The working receive and transmit signals may
be, for example, OC-12 signals, each having four component
STS-3 signals. As indicated previously, the corresponding
SDH signals are denoted STM-1 and STM-4, respectively. Of
course, other types of synchronous transport signals may be
used in implementing the invention.

[0052] The protection device 102P receives a protection
receive signal via signal lines 204. The protection device
monitors the protection receive signal for alarm status infor-
mation. This alarm status information may comprise, for
example, line or unit alarm status indicators such as Loss Of
Signal (LOS), Loss Of Frame (LOF), Alarm Indication Sig-
nal-Line (AIS-L), Signal Fail (SF) and Signal Degrade (SD)
indicators. It is to be appreciated that these are just illustrative
examples, and the invention is not limited to use with any
particular type of alarm status information. Also, the term
“alarm status information” as used herein is intended to be
construed broadly, so as to encompass, for example, other
types of indicators that may be used to trigger a protection
switching operation ina SONET/SDH mapper or other physi-
cal layer device.

[0053] As noted above, insertion element 234P of the pro-
tection device implements an E2 byte encoder. The E2 byte
encoder is configured to perform priority encoding of the
alarm status information detected in the protection receive
signal into corresponding E2 values, in the manner shown in
the encoding table of FIG. 3. A given provisionable value in
this embodiment is a single byte, or eight bits, of the form
xxxx_xxxx. The alarms are encoded in order of decreasing
priority. For example, with reference to the table, an E2 value
of xxx0__ 0111 indicates the highest priority alarm, which is
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an LOS alarm, while an E2 value of xxx0__0011 indicates the
lowest priority alarm, namely, an SD alarm. The E2 value of
xxx0__0000 indicates no alarms. A wide variety of alternative
encoding techniques may be used, and the term “encoding” as
used herein is therefore intended to be broadly construed.

[0054] A given E2 value for a particular detected alarm is
inserted into the E2 byte of the LOH in the TOH of an STS-1
signal to be transmitted as part of a protection loop-back
signal from the protection device to the working device over
signal lines 212. The working device monitors the protection
loop-back signal in an E2 byte monitor implemented in ele-
ment 240. Any encoded alarm status detected in the protec-
tion loop-back signal is decoded and can be utilized to initiate
a protection switching operation. For example, if the E2 byte
monitor in element 240 indicates an LOS alarm, the working
device can initiate an appropriate protection switching opera-
tion. This may involve configuring switch 220-1 such that the
protection loop-back signal is selected in place of the working
receive signal for further processing in the working device.
Other types of protection switching operations can also be
supported.

[0055] FIG. 4 shows amore detailed view of a portion of the
insertion element 234P of the protection device 102P. This
portion of the insertion element comprises a priority encoder
400 for encoding the alarm status indicators LOS, LOF, AIS-
L, SF and SD into respective E2 values in the manner
described above. The insertion element also includes an E2
state register 402, a comparison element 404, an E2 hold
register 406, and a frame counter 408.

[0056] Upon detection of a given alarm, the corresponding
input of the priority encoder 400 is asserted and the appropri-
ate new E2 value is generated and applied to one input of the
comparison element 404. The other input of the comparison
element receives an existing E2 value that has already been
stored in the E2 state register 402. The E2 hold register 406
stores an indicator of a minimum amount of time that a given
E2 value stored in the E2 state register 402 must be held
before that value can be updated with a new E2 value. This
time indicator controls the frame counter 408, which in con-
junction with the output of the comparison element controls
the updating of the E2 state register. A write signal MPU_
WRITE from the above-noted MPU is also applied to the
registers 402, 406.

[0057] The comparison element compares the new E2
value to the existing E2 value stored in the E2 state register. If
the new E2 value has a lower priority than the existing E2
value, then the existing E2 value will not be updated until it
has been held for the amount of time specified in the E2 hold
register. If the new E2 value has a higher priority than the
existing E2 value, then the existing E2 value will be updated
immediately to the new E2 value. Once the hold time has
expired for a given E2 value stored in the E2 state register, any
other monitored alarm status can immediately update the E2
state register.

[0058] FIG. 5 shows a more detailed view of alarm status
information monitor 240W implemented in the working
device 102W of the FIG. 1 system. The monitor includes an
E2 counted register 500, a bufter 502, an exclusive-or (XOR)
gate 504, a finite state machine (FSM) 506, and a received E2
state register 508. The buffer 502, also denoted as D-REG,
receives an input signal RCV_MON_E2. This input signal is
also applied to the XOR gate 504. The E2 counted register
500 is controlled by the previously-mentioned MPU_WRITE
signal. Outputs of the buffer 502 and the FSM 506 are applied
to corresponding inputs of the received E2 state register 508.
The output of the FSM is also utilized as an interrupt.
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[0059] In this embodiment, the received E2 state as stored
in register 508 will not change until a designated number of
consistent E2 values have been received, with the designated
number being stored in the E2 counted register 500. By way
of example, the E2 counted register may store a value
between 0 and 7, with O denoting that the E2 monitor is off, 1
denoting that the monitor will capture every change in E2
value, 2 denoting that the monitor will capture a change in E2
value after two consecutive consistent values, and so on.
[0060] FIG. 6 shows a state diagram of the FSM 506 for an
implementation in which the E2 counted register 500 stores a
value of 6, that is, the monitor will capture a change in E2
value after six consecutive consistent values. Thus, the
received E2 state as stored in register 508 will not change until
6 consecutive consistent E2 values have been received.
[0061] The FSM as shown in FIG. 6 includes a Wait state
and six other states denoted State 1 through State 6. It is
assumed that the FSM enters the Wait state after a reset of the
monitor 240W of the working device 102W. In the Wait state,
the monitor does not generate an interrupt and does not update
the E2 value as stored in the received E2 state register 508.
Upon receipt of the first E2 value after a reset, the FSM
transitions to State 1 and the incoming E2 value is buffered in
buffer 502.

[0062] If the second received E2 value is the same as the
first one buffered in buffer 502, then the output of the XOR
504 will be a logic zero, and the FSM will transition from
State 1 to State 2. Otherwise it will remain in State 2. The
second received E2 value is buffered in the buffer 502 in place
of the first E2 value.

[0063] Assume that the second E2 value was the same as
the first and a third E2 value is received. If the third received
E2 value is the same as the second one buffered in buffer 502,
then the output of the XOR 504 will be a logic zero, and the
FSM will transition from State 2 to State 3. Otherwise it will
return to State 1. The third received E2 value is buffered in the
buffer 502 in place of the second E2 value.

[0064] This process continues for the remaining states,
with the FSM transitioning from one state to the next if the
corresponding received E2 value is the same as the previous
one (XOR=0), and otherwise returning to State 1 (XOR=1).
[0065] After six consecutive consistent E2 values have
been received, the FSM will be in State 6. At this point, the
received E2 state register 508 is updated to store the current
E2 value and an interrupt is asserted. The interrupt provides
an indication to the working device that a protection switch-
ing operation should be initiated.

[0066] From State 6, another received E2 value that is the
same as the previous one (XOR=0) will result in a return to the
Wait state. If the other received E2 value is different than the
previous one (XOR=1), the FSM will return to State 1. The
process then continues for additional received E2 values in
the manner previously described.

[0067] An optional additional state may be used, desig-
nated as State 7 in the diagram, in place of a return to the Wait
state.

[0068] Theillustrative embodiments described above allow
141 protection switching operations to be performed in the
working device 102W based on alarm status information
detected in the protection device 102P and transmitted in-
band between the protection device and the working device.
The alarm status information can include alarm indicators
such as LOS, LOF, AIS-L, SF, SD and others. Use of in-band
transmission of such information between a protection device
and a working device is faster and more efficient than soft-
ware monitoring, and avoids the increased pin count and
hardware complexity that would be associated with providing
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an additional communication channel between the protection
and working devices. The illustrative embodiments allow the
working device to obtain information characterizing both the
working and protection signals, resulting in more efficient
protection switching. Also, various features of the alarm sta-
tus encoding and monitoring processes are configurable via
registers, allowing the techniques to be readily adapted to the
particular needs of different applications.

[0069] It is to be appreciated that the particular arrange-
ments of circuitry shown in FIGS. 2, 4 and 5 are merely
exemplary, and numerous alternative circuitry arrangements
may be used to implement the in-band alarm status commu-
nication techniques disclosed herein.

[0070] Alternative embodiments of the invention can uti-
lize the above-described in-band communication techniques
to carry information other than alarm status information. Any
type of information can be shared between the working
device and the protection device using this in-band commu-
nication mechanism, and such information can be used to
perform functions or operations other than those associated
with protection switching. The particular type of information
carried by an in-band communication channel can be, for
example, programmed under software, firmware or hardware
control.

[0071] As mentioned above, alarm status information or
other types of information can move simultaneously between
both the working device and the protection device. Thus, the
interface provided by the in-band communication channel
may be bidirectional.

[0072] Also, as indicated previously, the invention does not
require the use of the E2 byte. For example, any other unused
byte or bytes within the SONET/SDH overhead section could
be used.

[0073] A mapper or other working or protection device in
accordance with the invention may be implemented as an
integrated circuit device suitable for installation on a line card
or port card of a router or switch. For example, the working
and protection devices described above may be implemented
as separate integrated circuits. It is also possible that the
working and protection devices, or portions thereof, may be
implemented as a single integrated circuit. Numerous other
configurations are possible.

[0074] In a given integrated circuit implementation, iden-
tical die are typically formed in a repeated pattern on a surface
of'a semiconductor wafer. Each die includes at least a portion
ofamapper or other physical layer device as described herein,
and may include other structures or circuits. The individual
die are cut or diced from the wafer, then packaged as an
integrated circuit. One skilled in the art would know how to
dice wafers and package die to produce integrated circuits.
Integrated circuits so manufactured are considered part of this
invention.

[0075] Again, it should be emphasized that the embodi-
ments of the invention as described herein are intended to be
illustrative only. For example, the particular arrangement of
physical layer devices, link layer device, network processor
and other elements as shown in FIG. 1 may be varied in
alternative embodiments. Also, the particular encoding and
monitoring processes shown in the drawings and described
above are presented by way of example, and those skilled in
the art will recognize that alternative encoding and monitor-
ing arrangements may be used. Furthermore, other types of
circuitry may be used to implement alarm status encoding and
monitoring operations as disclosed herein. These and numer-
ous other alternative embodiments within the scope of the
following claims will be readily apparent to those skilled in
the art.
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What is claimed is:

1. A method of communicating alarm status information
between physical layer devices comprising a working device
and a protection device in a network-based communication
system, the method comprising the steps of:

monitoring a protection receive signal in the protection

device for the presence of alarm status information;
encoding alarm status information extracted from the pro-
tection receive signal;

inserting the encoded alarm status information into one or

more designated portions of a protection loop-back sig-
nal supplied from the protection device to the working
device;

wherein the protection loop-back signal is monitored in the

working device and the encoded alarm status informa-
tion therein is decoded and utilized to initiate a protec-
tion switching operation.

2. The method of claim 1 wherein the working and protec-
tion devices comprise SONET/SDH mappers.

3. The method of claim 1 wherein the one or more desig-
nated portions of the protection loop-back signal into which
the encoded alarm status information is inserted comprises a
designated byte of transport overhead of the protection loop-
back signal.

4. The method of claim 3 wherein the designated byte of
transport overhead comprises an E2 byte of line overhead
within the transport overhead.

5. The method of claim 1 wherein the alarm status infor-
mation comprises at least one of the following alarm status
indicators: Loss Of Signal (LOS), Loss Of Frame (LOF),
Alarm Indication Signal-Line (AIS-L), Signal Fail (SF) and
Signal Degrade (SD).

6. The method of claim 1 wherein the step of encoding
alarm status information further comprises the step of priority
encoding one of a plurality of alarm status indicators utilizing
a priority encoding table in which codes are assigned to the
alarm status indicators in an order of increasing or decreasing
priority.

7. The method of claim 1 wherein the step of inserting
encoded alarm status information further comprises storing
an indicator of a minimum amount of time that a given
encoded value must be held before that value can be updated
with a new encoded value if the new encoded value has a
lower priority than the given encoded value.

8. The method of claim 7 wherein the step of inserting
encoded alarm status information further comprises compar-
ing the new encoded value with the given encoded value and
immediately updating the given encoded value to the new
encoded value without regard to the minimum amount of time
if the new encoded value has a higher priority than the given
encoded value.

9. The method of claim 7 wherein the step of inserting
encoded alarm status information further comprises compar-
ing the new encoded value with the given encoded value and
not updating the given encoded value to the new encoded
value until the given encoded value has been held the mini-
mum amount of time if the new encoded value has a lower
priority than the given encoded value.

10. The method of claim 1 wherein the encoded alarm
status information is decoded and utilized to initiate a protec-
tion switching operation upon detection of a designated num-
ber of consecutive consistent encoded values in the protection
loop-back signal.
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11. A protection device configured for communication
with a working device, the protection and working devices
comprising physical layer devices of a network-based com-
munication system, the protection device comprising:
receive circuitry configured to monitor a protection receive
signal for the presence of alarm status information; and

transmit circuitry coupled to the receive circuitry and con-
figured to encode alarm status information extracted
from the protection receive signal and to insert the
encoded alarm status information into one or more des-
ignated portions of a protection loop-back signal sup-
plied from the protection device to the working device;

wherein the protection loop-back signal is monitored in the
working device and the encoded alarm status informa-
tion therein is decoded and utilized to initiate a protec-
tion switching operation.

12. The protection device of claim 11 wherein said protec-
tion device comprises a SONET/SDH mapper.

13. The protection device of claim 11 wherein said protec-
tion device is implemented in the form of an integrated cir-
cuit.

14. A working device configured for communication with
a protection device, the working and protection devices com-
prising physical layer devices of a network-based communi-
cation system, the working device comprising:

receive circuitry configured to monitor a protection loop-

back signal received from the protection device for
encoded alarm status information and to decode the
encoded alarm status information; and

transmit circuitry coupled to the receive circuitry and con-

figured to initiate a protection switching operation
responsive to the decoded alarm status information.

15. The working device of claim 14 wherein said working
device comprises a SONET/SDH mapper.

16. The working device of claim 14 wherein said working
device is implemented in the form of an integrated circuit.

17. A method of communicating information between
physical layer devices comprising a working device and a
protection device in a network-based communication system,
the method comprising the steps of:

monitoring a protection receive signal in the protection

device for the presence of specified information;
encoding specified information extracted from the protec-
tion receive signal;

inserting the encoded specified information into one or

more designated portions of a protection loop-back sig-
nal supplied from the protection device to the working
device;

wherein the protection loop-back signal is monitored in the

working device and the encoded specified information
therein is decoded for use in the working device.
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18. A node of a network-based communication system,
said node comprising:

a plurality of physical layer devices comprising a working

device and a protection device; and

a link layer device coupled to at least one of the physical

layer devices;
wherein the protection device comprises:
receive circuitry configured to monitor a protection receive
signal for the presence of alarm status information; and

transmit circuitry coupled to the receive circuitry and con-
figured to encode alarm status information extracted
from the protection receive signal and to insert the
encoded alarm status information into one or more des-
ignated portions of a protection loop-back signal sup-
plied from the protection device to the working device;

wherein the protection loop-back signal is monitored in the
working device and the encoded alarm status informa-
tion therein is decoded and utilized to initiate a protec-
tion switching operation.

19. The node of claim 18 wherein said working device and
protection device comprises respective integrated circuits.

20. A network-based communication system, said system
comprising:

a plurality of interconnected nodes;

wherein at least a given one of said nodes comprises:

a plurality of physical layer devices comprising a working

device and a protection device; and

a link layer device coupled to at least one of the physical

layer devices;
wherein the protection device comprises:
receive circuitry configured to monitor a protection receive
signal for the presence of alarm status information; and

transmit circuitry coupled to the receive circuitry and con-
figured to encode alarm status information extracted
from the protection receive signal and to insert the
encoded alarm status information into one or more des-
ignated portions of a protection loop-back signal sup-
plied from the protection device to the working device;

wherein the protection loop-back signal is monitored in the
working device and the encoded alarm status informa-
tion therein is decoded and utilized to initiate a protec-
tion switching operation.

21. The system of claim 20 wherein the one or more des-
ignated portions of the protection loop-back signal into which
the encoded alarm status information is inserted comprises a
designated byte of transport overhead of the protection loop-
back signal.



