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(57) ABSTRACT 

An electronic device protecting privacy is provided. The elec 
tronic device includes a communication module configured 
to perform wireless communication, and a control module 
configured to select one of an active scan and a passive scan 
by controlling the communication module. 
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ELECTRONIC DEVICE AND METHOD FOR 
PROTECTING USERS PRIVACY 

CROSS-REFERENCE TO RELATED 
APPLICATION(S) 

0001. This application claims the benefit under 35 U.S.C. 
S119(a) of a Korean patent application filed on Feb. 17, 2014 
in the Korean Intellectual Property Office and assigned Serial 
number 10-2014-0017665, the entire disclosure of which is 
hereby incorporated by reference. 

TECHNICAL FIELD 

0002 The present disclosure relates to an electronic 
device and method for selecting a scan method used during 
wireless communication and selecting whether to change a 
Media Access Control (MAC) address according to the scan 
method to protect a user's privacy. 

BACKGROUND 

0003. In general, an electronic device may perform wire 
less communication with an external electronic device by 
using active scan and passive scan. At this point, the elec 
tronic device searches for at least one external electronic 
device and performs communication with a located external 
electronic device by using an original Media Access Control 
(MAC) address assigned thereto. Then, a user of the elec 
tronic device may use a service Such as internet browsing 
through wireless communication. 
0004 Regardless of a users intention, since the external 
electronic device collects the original MAC address of the 
electronic device using the active Scan, the privacy of the 
electronic device's user, for example, the user's position and 
path of movement, may be exposed. 
0005 Accordingly, an electronic device and method for 
protecting a user's privacy, for example, the user's position 
and moving path, by selectively performing active scan and 
passive scan is desired. 
0006. The above information is presented as background 
information only to assist with an understanding of the 
present disclosure. No determination has been made, and no 
assertion is made, as to whether any of the above might be 
applicable as prior art with regard to the present disclosure. 

SUMMARY 

0007 Aspects of the present disclosure are to address at 
least the above-mentioned problems and/or disadvantages 
and to provide at least the advantages described below. 
Accordingly, an aspect of the present disclosure is to provide 
an electronic device and method for protecting a user's pri 
vacy, for example, the user's position and moving path, by 
selectively performing active scan and passive scan. 
0008 Another aspect of the present disclosure is to pro 
vide an electronic device and method for changing a Media 
Access Control (MAC) address by generating and providing 
a virtual MAC address while the electronic device uses active 
SCall. 

0009. In accordance with an aspect of the present disclo 
Sure, an electronic device protecting privacy is provided. The 
electronic device includes a communication module config 
ured to perform wireless communication, and a control mod 
ule configured to select one of an active scan and a passive 
scan by controlling the communication module. 
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0010. In accordance with another aspect of the present 
disclosure, a method of protecting privacy is provided. The 
method includes selecting, by a control module, one of an 
active scan and a passive Scan, and activating, by the control 
module, a communication module according to the selection. 
0011. Other aspects, advantages, and salient features of 
the disclosure will become apparent to those skilled in the art 
from the following detailed description, which, taken in con 
junction with the annexed drawings, discloses various 
embodiments of the present disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. The above and other aspects, features, and advan 
tages of certain embodiments of the present disclosure will be 
more apparent from the following description taken in con 
junction with the accompanying drawings, in which: 
0013 FIG. 1 is a block diagram illustrating a main con 
figuration of an electronic device protecting a user's privacy 
according to an embodiment of the present disclosure; 
0014 FIG. 2 is a flowchart illustrating a method of pro 
tecting privacy according to an embodiment of the present 
disclosure; 
(0015 FIGS. 3A and 3B are views illustrating a screen 
where a scan event occurs through a user interface according 
to an embodiment of the present disclosure; 
0016 FIG. 4 is a view illustrating a screen where a scan 
event occurs throughan application execution according to an 
embodiment of the present disclosure; 
0017 FIG. 5 is a view illustrating a screen where a scan 
event occurs through a change to a security mode according to 
an embodiment of the present disclosure; 
0018 FIG. 6 is a view illustrating a screen where a scan 
event occurs through an entry to a security area according to 
an embodiment of the present disclosure; 
(0019 FIGS. 7A,7B, and 7C are views illustrating a screen 
for selecting privacy protection when a scan event occurs 
according to an embodiment of the present disclosure; and 
0020 FIG. 8 is a block diagram illustrating an electronic 
device according to an embodiment of the present disclosure. 
0021. The same reference numerals are used to represent 
the same elements throughout the drawings. 

DETAILED DESCRIPTION 

0022. The following description with reference to the 
accompanying drawings is provided to assistina comprehen 
sive understanding of various embodiments of the present 
disclosure as defined by the claims and their equivalents. It 
includes various specific details to assist in that understanding 
but these are to be regarded as merely exemplary. Accord 
ingly, those of ordinary skill in the art will recognize that 
various changes and modifications of the various embodi 
ments described herein may be made without departing from 
the Scope and spirit of the present disclosure. In addition, 
descriptions of well-known functions and constructions may 
be omitted for clarity and conciseness. 
0023 The terms and words used in the following descrip 
tion and claims are not limited to the bibliographical mean 
ings, but, are merely used by the inventor to enable a clear and 
consistent understanding of the present disclosure. Accord 
ingly, it should be apparent to those skilled in the art that the 
following description of various embodiments of the present 
disclosure is provided for illustration purpose only and not for 
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the purpose of limiting the present disclosure as defined by 
the appended claims and their equivalents. 
0024. It is to be understood that the singular forms “a.” 
“an and “the include plural referents unless the context 
clearly dictates otherwise. Thus, for example, reference to “a 
component Surface' includes reference to one or more of such 
Surfaces. 
0025. The term “include,” “comprise.” “including,” or 
“comprising. Specifies a property, a region, a fixed number, a 
step, a process, an element and/or a component but does not 
exclude other properties, regions, fixed numbers, steps, pro 
cesses, elements and/or components. The term “include.” 
“comprise.” “including, or "comprising specifies a prop 
erty, a region, a fixed number, a step, a process, an element 
and/or a component but does not exclude other properties, 
regions, fixed numbers, steps, processes, elements and/or 
components. 
0026. The terms first and/or second may be used to 
describe various elements, but the elements should not be 
limited by these terms. For example, the above expressions do 
not limit the order and/or importance of corresponding com 
ponents. The expressions are used to distinguish one compo 
nent from another component. For example, a first user device 
and a second user device are all user devices and represent 
different user devices. For example, a first component may be 
referred to as a second component and vice versa without 
departing from the scope of the present disclosure. 
0027. In this specification, the expression “or” includes 
any or all combinations of words listed. For example, “A or 
B may include A or include B or include both A and B. 
0028. In this disclosure below, when one part (or element, 
device, and the like) is referred to as being connected to 
another part (or element, device, and the like), it should be 
understood that the former may be directly connected to the 
latter, or electrically connected to the latter via an interven 
ing part (or element, device, and the like). It will be further 
understood that when one component is referred to as being 
directly connected or directly linked to another compo 
nent, it means that no intervening component is present. 
0029 Terms used in this specification are used to describe 
specific various embodiments, and are not intended to limit 
the scope of the present disclosure. The terms of a singular 
form may include plural forms unless they have a clearly 
different meaning in the context. 
0030. Otherwise indicated herein, all the terms used 
herein, which include technical or scientific terms, may have 
the same meaning that is generally understood by a person 
skilled in the art. In general, the terms defined in the dictio 
nary should be considered to have the same meaning as the 
contextual meaning of the related art, and, unless clearly 
defined herein, should not be understood abnormally or as 
having an excessively formal meaning. 
0031. An electronic device according to this specification 
may be a device that includes a communication function. For 
example, an electronic device may include at least one of 
wireless communication-enabled Smartphones, tablet per 
Sonal computers (PCs), mobile phones, video phones, e-book 
readers, desktop PCs, laptop PCs, netbook computers, Per 
sonal Digital Assistants (PDAs), Portable Multimedia Players 
(PMPs), MP3 players, mobile medical equipment, cameras, 
or wearable devices (for example, Head-Mounted-Devices 
(HMDs) such as electronic glasses, electronic clothing, elec 
tronic bracelets, electronic necklaces, appcessories, elec 
tronic tattoos or Smartwatches). 
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0032. According to an embodiment of the present disclo 
Sure, an electronic device may be Smart home appliance hav 
ing a communication function. Smart home appliances, for 
example, electronic devices may include at least one of Digi 
talVideo Disk (DVD) players, audios, refrigerators, air con 
ditioners, vacuum cleaners, ovens, microwaves, washing 
machines, airpurifiers, set-top boxes, TV boxes (for example, 
the Samsung HomeSynctM, AppleTVTM, or Google TVTM), 
game consoles, electronic dictionaries, electronic keys, cam 
corders, or electronic frames. 
0033 According to an embodiment of the present disclo 
Sure, an electronic device may include at least one of various 
medical devices (for example, Magnetic Resonance Angiog 
raphy (MRA) devices, Magnetic Resonance Imaging (MRI) 
devices, Computed Tomography (CT) devices, medical 
imaging devices, ultrasonic devices, and the like), navigation 
devices, Global Positioning System (GPS) receivers, Event 
Data Recorders (EDRs), Flight Data Recorders (FDRs), 
vehicle infotainment devices, marine electronic equipment 
(for example, marine navigation systems, gyro compasses, 
and the like), avionics, security equipment, car head units, 
industrial or household robots, financial institutions Auto 
matic Teller's Machines (ATMs), and stores Point Of Sales 
(POS). 
0034. According to an embodiment of the present disclo 
Sure, an electronic device may include at least one of furniture 
or buildings/structures having a communication function, 
electronic boards, electronic signature receiving devices, pro 
jectors, or various measuring instruments (for example, 
water, electricity, gas, or radio signal measuring instruments). 
An electronic device according to an embodiment of the 
present disclosure may be one of the above-mentioned vari 
ous devices or a combination thereof. Additionally, an elec 
tronic device according to an embodiment of the present 
disclosure may be a flexible device. Furthermore, it is appar 
ent to those skilled in the art that an electronic device accord 
ing to an embodiment of the present disclosure is not limited 
to the above-mentioned devices. 

0035. Hereinafter, various embodiments of the present 
disclosure will be described in more detail with reference to 
the accompanying drawings. The term “user in various 
embodiments may refer to a person using an electronic device 
or a device using an electronic device (for example, an arti 
ficial intelligent electronic device). 
0036 FIG. 1 is a block diagram illustrating a main con 
figuration of an electronic device protecting a user's privacy 
according to an embodiment of the present disclosure. 
0037 Referring to FIG. 1, the electronic device may 100 
include a communication module 110, an input module 120, 
an output module 130, a storage module 140, and a control 
module 150, but is not limited thereto. The storage module 
140 includes Media Access Control (MAC) address informa 
tion 141, application information 142, and security area infor 
mation 143, and the control module 150 includes a state 
management unit 151, a location management unit 152, and a 
MAC address management unit 153. 
0038. The communication module 110 may connect a 
communication between the electronic device 100 and exter 
nal devices (another electronic device (not shown) or a server 
device (not shown)). For example, the communication mod 
ule 110 may communicate with an external device through 
wireless communication or wired communication. The wired 
communication, for example, may include at least one of a 
Universal Serial Bus (USB), High Definition Multimedia 
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Interface (HDMI), Recommended Standard 232 (RS-232), or 
Plain Old Telephone Service (POTS). 
0039. The wireless communication, for example, may 
include at least one of short-range communication (for 
example, Zigbee, Bluetooth Low Energy (BLE), and Near 
Field Communication (NFC)), Ibeacon, proximity commu 
nication, Wi-Fi, GPS or cellular communication (for 
example: Long Term Evolution (LTE), Long Term Evolution 
Advanced (LTE-A), Code Division Multiple Access 
(CDMA), Wideband Code Division Multiple Access 
(WCDMA), Universal Mobile Telecommunications System 
(UMTS), Wireless Broadband (WiBro), or Global System for 
Mobile communications (GSM)). Additionally, the commu 
nication module 110 may provide voice calls, video calls, 
chat messages, text message services, multimedia message 
services or Internet services through the cellular communi 
cation. At this point, various embodiments in this specifica 
tion use Wi-Fi communication for convenience of description 
but the present disclosure is not limited thereto. That is, the 
present disclosure is realized through any one type of wireless 
communication listed herein. Furthermore, various embodi 
ments of the present disclosure may be realized by the detec 
tion of a magnetic field transmitted from an external device. 
0040. According to an embodiment of the present disclo 
Sure, the communication module 110 may include a wireless 
communication chip (hereinafter referred to as the commu 
nication module 110) for wireless communication, for 
example, Wi-Fi and once power is applied to the electronic 
device 100, power may also be applied to the communication 
module 110. The communication module 110 may provide 
one MAC address of an original MAC address of the elec 
tronic device 100 assigned during manufacturing and at least 
one of a virtual MAC address generated from the control 
module 150 by a selection of the control module 150. The 
communication module 110 includes a MAC address in a 
Probe Request Frame by a control of the control module 150 
and provides the MAC address to another electronic device 
(not shown) or an Access Point (AP) and performs an active 
scan receiving a Probe Response Frame from another elec 
tronic device or an AP and providing a MAC address. The 
communication module 110 may perform a passive scan 
receiving information broadcasted from another electronic 
device or an AR Although it is described above that the 
communication module 110 receives AP information, the 
communication module 110 may perform passive scan by 
receiving at least one AP information, GPS information, Cell 
ID information, LTE location information, or Beacon infor 
mation in a threshold range. At this point, the AP information 
may be information for determining whether wireless com 
munication through an AP is used in a security area. The 
communication module 110 may receive information relating 
to the communication capacity of an AP and service informa 
tion broadcasted from an AP. The communication module 
110 may include the original MAC address of the electronic 
device 100. 

0041. The input module 120 may generate an operation 
signal for operating the electronic device 100 according to an 
input and may provide the operation signal to the control 
module 150. The input module 120 may generate a wireless 
communication activation signal according to an input. The 
input module 120 may generate a signal for executing an 
application according to an input. The input module 120 may 
generate an entry signal for entering a security mode accord 
ing to an input. The input module 120 may generate a select 
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signal for selectively performing active scan and passive scan. 
The input module 120 may generate a select signal for selec 
tively transmitting at least one of a virtual MAC address oran 
original MAC address. The input module 120 may be formed 
as an input device such as a key button, a keyboard, a keypad, 
a touch pad, and a touch screen. 
0042. The output module 130 may display an execution 
screen operating according to a control of the control module 
150. For this, the output module 130 may be formed of a 
Liquid Crystal Display (LCD) or a touch screen and if the 
output module 130 is formed of a touch screen, the output 
module 130 may perform the role of the input module 120 
simultaneously. When the output module 130 is formed of a 
touch screen, the output module 130 may display a virtual 
button for generating a wireless communication activation 
signal and a virtual button for generating a signal for execut 
ing an application. The output module 130 may display a 
pop-up window for providing notice of the entry or exit to the 
security area. The output module 130 may display a pop-up 
window for selecting the performance of active scan or pas 
sive scan and may display a pop-up window for selecting the 
transmission of at least one of a virtual MAC address and an 
original MAC address. 
0043. The storage module 140 may store a program or an 
application for operating the electronic device 100. Addition 
ally, the storage module 140 may include MAC address infor 
mation area 141 for storing the original MAC address of the 
electronic device 100 assigned to the communication module 
110 and at least one of a virtual MAC address generated from 
the control module 150. The storage module 140 may include 
an application information area 142 for storing specific appli 
cation information that requires privacy protection. At this 
point, the specific application may be an application relating 
to the positioning of the electronic device 100, wireless com 
munication setting, wireless communication roaming, a map. 
and location-based service or may be an application for oper 
ating the electronic device 100 in a security mode. 
0044) The storage module 140 may include a security area 
information area 143 for storing information on an AP for 
determining the entry or exit to a specific area. The security 
area information 143 may store AP information, GPS infor 
mation, Cell-ID information, and LTE location information. 
0045. The control module 150 may selectively perform 
one of active scan and passive scan by controlling the com 
munication module 110. According to an embodiment of the 
present disclosure, the state management unit 151 may check 
the occurrence of a scan event. At this point, the scan event 
may be an event for activating wireless communication in the 
input module 120, for example, an event for selecting an icon 
or a menu item provided in relation to wireless communica 
tion activation. The scan event may be a signal for application 
execution through the input module 120 or may be an opera 
tion signal of an application automatically executed during 
the booting of the electronic device 100. The scan event may 
be a signal allowing the electronic device 100 to enter a 
specific area by analyzing AP information received from the 
communication module 110. The location management unit 
152 may receive AP information from at least one AP or at 
least one of an external electronic device located within a 
threshold range of the electronic device 100 by controlling the 
communication module 110. The location management unit 
152 may check whether the electronic device 100 enters a 
specific area by analyzing the received AP information and 
comparing the received AP information with AP information 
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stored in the security area information 143. At this point, the 
specific area may mean a security area for monitoring the 
position and moving path of the electronic device 100 when 
the electronic device 100 enters the area. The specific area 
may be used to monitor all services in use by using wireless 
communication Such as data transmission in the electronic 
device 100. The location management unit 152 may check 
whether the electronic device 100 entering a specific area 
exits the specific area by checking the AP information con 
tinuously. 
0046. Once a scan event occurs, the state management unit 
151 may display a selection message for selecting one scan 
method to be performed among active scan and passive scan, 
on the output module 130. Once the input module 120 
receives a signal for performing passive scan, the state man 
agement unit 151 may perform the passive scan by control 
ling the communication module 110. Once the input module 
120 receives a signal for performing active scan, the state 
management unit 151 may perform the active scan by con 
trolling the communication module 110. When active scan is 
selected for performance, the state management unit 151 may 
call the MAC address management unit 153. At this point, for 
convenience of description, the input module 120 receives a 
selection signal allowing the state management unit 151 to 
select a scan method in this specification but the present 
disclosure is not limited thereto. The State management unit 
151 may select a scan method according to a type of a scan 
event that occurs. 

0047. The MAC address management unit 153 may dis 
play a selection message for selecting the transmission of at 
least one of a virtual MAC address or an original MAC 
address, on the output module 130. Once the input module 
120 receives a signal for transmitting an original MAC 
address, the MAC address management unit 153 extracts an 
original MAC address stored in the MAC address information 
141 and provides the original MAC address to the communi 
cation module 110. Once the input module 120 receives a 
signal for transmitting a virtual MAC address, the MAC 
address management unit 153 extracts at least one of a virtual 
MAC address stored in the MAC address information 141 and 
provides at least one of the virtual MAC address to the com 
munication module 110. At this point, if the virtual MAC 
address is not stored in the MAC address information 141, the 
MAC address management unit 153 may generate at least one 
of a virtual MAC address and may then provide the virtual 
MAC address to the communication module 110. If a specific 
condition is satisfied, the MAC address management unit 153 
may newly generate at least one of a virtual MAC address and 
may then provide at least one of the virtual MAC address to 
the communication module 110 or may provide the virtual 
MAC address to the MAC address information 141. For 
example, the MAC address management unit 153 may gen 
erate at least one of a virtual MAC address on the basis of a 
predetermined period and may generate at least one of a 
virtual MAC address each time a specific event occurs. The 
MAC address management unit 153 may terminate the trans 
mission of an original MAC address or at least one of a virtual 
MAC address if it is confirmed that a scan event is terminated 
in the state management unit 151. At this point, the termina 
tion of a scan event may be an event for selecting an icon or a 
menu item provided in relation to wireless communication 
activation or inactivation, an event for terminating specific 
application execution, or a signal reception event for provid 
ing notice that the electronic device 100 exits a security area. 
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0048. In such a way, in this specification, active scan and 
passive scan may be operated adaptively in accordance with a 
users intention and when a scan method is performed 
through active scan, a virtual or original MAC address may be 
operated adaptively. Therefore, in this specification, an exter 
nal device may not violate the user's privacy, for example, 
location tracking and location checking including a moving 
path of the electronic device 100, by using the MAC address 
of the electronic device 100. 

0049 FIG. 2 is a flowchart illustrating a method of chang 
ing a MAC address according to an embodiment of the 
present disclosure. 
0050 Referring to FIGS. 2, the control module 150 may 
check whether a scan event occurs in operation 11. At this 
point, the scan event may be an event for activating wireless 
communication in the input module 120, for example, a selec 
tion event for selecting an icon or a menu item provided in 
relation to wireless communication activation. At this point, 
the selection event may represent an event in which a user 
activates wireless communication through the input module 
120 or the output module 130 when the user wants to use 
wireless communication service through wireless communi 
cation (for example, Wi-Fi and Bluetooth). The scan event 
may be a signal for application execution through the input 
module 120 or may be an operation signal of an application 
automatically executed during the booting of the electronic 
device 100. The scan event may be a signal for providing 
notice that the electronic device 100 enters a specific area, for 
example, a security area, by analyzing AP information 
received from the communication module 110. The location 
management unit 152 may receive AP information from at 
least one AP located within a threshold range of the electronic 
device 100 by controlling the communication module 110. 
The location management unit 152 may check whether the 
electronic device 100 enters a security area by analyzing the 
received AP information and comparing the received AP 
information with AP information stored in the security area 
information 143. At this point, the specific area may mean a 
security area for monitoring the position and moving path of 
the electronic device 100 when the electronic device 100 
enters the area. The specific area may be used to monitor all 
services in use by using wireless communication Such as data 
transmission in the electronic device 100. 

0051. According to a checked result in operation 11, if the 
scan event occurs in the electronic device 100, the control 
module 150 performs operation 13 and if the scan event does 
not occur, the control module 150 performs operation 27. In 
operation 27, the control module 150 may perform a corre 
sponding function. At this point, the corresponding function 
may mean a specific function in an idle state or in execution 
by a user. In operation 13, if a select signal for performing 
active scan is received in the input module 120, the control 
module 150 performs operation 15 and if the select signal for 
performing active scan is not received in the input module 
120, the control module 150 performs operation 25. In opera 
tion 25, the control module 150 may perform passive scan by 
controlling the communication module 110. 
0052. In operation 15, if a select signal for transmitting an 
original MAC address is received through the input module 
120 during active scan, the control module 150 performs 
operation 17 and if the select signal for transmitting the origi 
nal MAC address is not received through the input module 
120 during the active scan, the control module 150 performs 
operation 19. In operation 17, the control module 150 may 
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extract an original MAC address stored in the storage module 
140 and may then transmit the original MAC address to the 
communication module 110. 

0053. In operation 19, the control module 150 may check 
whether a virtual MAC address exists in the storage module 
140. According to a checked result in operation 19, if the 
virtual MAC address exists in the storage module 140, the 
control module 150 may perform operation 23. In operation 
23, the control module 150 may extract a virtual MAC 
address stored in the storage module 140 and may then trans 
mit the virtual MAC address to the communication module 
110. According to a checked result in operation 19, if the 
virtual MAC address does not exist in the storage module 140, 
the control module 150 may perform operation 21. In opera 
tion 21, the control module 150 may generate at least one of 
a virtual MAC address (or a plurality of virtual MAC 
addresses) and may then perform operation 23. In operation 
23, the control module 150 may transmit the generated at least 
one of a virtual MAC address through the communication 
module 110. At this point, at least one of the virtual MAC 
address may be generated periodically and the periodically 
generated virtual MAC address may be updated and stored in 
the storage module 140 periodically. 
0054 FIGS. 3A and 3B are views illustrating a screen 
where a scan event occurs through a user interface according 
to an embodiment of the present disclosure. 
0055 Referring to FIG.3A, a user may select an icon 301 
for activating a Wi-Fi communication module from icons 
displayed on a status bar at the upper part of the output 
module 130 as in FIG. 1. 

0056 Referring to FIG.3B, a user may select abutton 302 
for activating a Wi-Fi communication module from short cut 
buttons displayed on a standby screen. When a selection event 
for activating Wi-Fi occurs, the control module 150 may 
recognize that a scan event occurs. Although not shown in the 
drawings, a selection event for activating wireless communi 
cation may occur through a setting menu provided from the 
electronic device 100. 

0057 FIG. 4 is a view illustrating a screen where a scan 
event occurs throughan application execution according to an 
embodiment of the present disclosure. 
0058 Referring to FIG.4, a user may select a button 401 
for executing a map application from short cut buttons dis 
played on a standby screen. When a selection event for 
executing a map application occurs, the control module 150 
may recognize that a scan event occurs. Although not shown 
in the drawings, the selection event for executing the map 
application may occur through an application list menu pro 
vided from the electronic device 100. 

0059 FIG. 5 is a view illustrating a screen where a scan 
event occurs through a change to a security mode according to 
an embodiment of the present disclosure. 
0060 Referring to FIG. 5, a user may select a button 501 
for executing a security application from short cut buttons 
displayed on a standby screen. When a selection event for 
executing a security application occurs, the control module 
150 may recognize that a scan event occurs. Although not 
shown in the drawings, the selection event for executing the 
security application may occur through an application list 
menu provided from the electronic device 100. 
0061 FIG. 6 is a view illustrating a screen where a scan 
event occurs through an entry to a security area according to 
an embodiment of the present disclosure. 
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0062 Referring to FIG. 6, once the electronic device 100 
enters a specific area, the output module 130 may output a 
message pop-up window 601 for providing notice of the entry 
to a security area. Once the message pop-up window for 
providing notice that the electronic device 100 enters the 
security area is outputted, the control module 150 may rec 
ognize that a scan event occurs. 
0063 FIGS. 7A to 7C are views illustrating a screen for 
selecting privacy protection when a scan event occurs accord 
ing to an embodiment of the present disclosure. 
0064 Referring to FIG. 7A, when it is confirmed that a 
scan event occurs, a screen may be disposed on the output 
module 130 of the electronic device 100. If NO is selected 
from a message pop-up window 701, the electronic device 
100 may perform passive scan. If 'OK is selected from the 
message pop-up window 701, a screen may be displayed on 
the output module 130 of the electronic device 100 as shown 
in FIG. 7B. 
0065 Referring to FIGS. 7B and 7C, if “OK is selected 
from a message pop-up window 702, the electronic device 
100 may transmit an original MAC address. If NO is 
selected from the message pop-up window 702, the electronic 
device 100 may transmit a virtual MAC address and may 
display a message pop-up window 703 for providing notice of 
the transmission of the virtual MAC address on the output 
module 130. At this point, for convenience of the present 
disclosure, operations for FIG. 7A are necessarily performed 
as described above but the present disclosure is not limited 
thereto. The electronic device 100 may check whether to 
perform active scan according to the scan event occurring as 
shown in FIGS. 3 to 6. In this case, a notification message 
pop-up window "operate in active Scan' or “operate in pas 
sive scan may be displayed instead of the message pop-up 
window for Selection 701 of FIG. 7A. 
0066. As mentioned above, the present disclosure may 
select one of active scan and passive scan according to the 
need of a user and may freely select at least one of a virtual 
MAC address generation and delivery and original MAC 
address extraction and delivery during active scan. Accord 
ingly, the present disclosure may prevent the invasion of 
privacy if a user does not want to be exposed. 
0067 FIG. 8 is a block diagram illustrating an electronic 
device according to an embodiment of the present disclosure. 
0068 Referring to FIG. 8, the electronic device 800 may 
configure all or part of the electronic device 100 protecting 
the user's privacy shown in FIG.1. The electronic device 800 
includes at least one AP810, a communication module 820, a 
Subscriber Identification Module (SIM) card 824, a memory 
830, a sensor module 840, an input device 850, a display 860, 
an interface 870, an audio module 880, a camera module 891, 
a power management module 895, a battery 896, an indicator 
897, and a motor 898. 
0069. The AP 810 may control a plurality of hardware or 
software components connected to the AP 810 by executing 
an operating system or an application program and may per 
form various data processing and operations with multimedia 
data. The AP810 may be implemented with a System on Chip 
(SoC), for example. According to an embodiment of the 
present disclosure, the AP 810 may further include a Graphic 
Processing Unit (GPU) (not shown). 
0070 The communication module 820 (for example, the 
communication module 110 of FIG. 1) may perform data 
transmission through communication between other elec 
tronic devices connected to the electronic device 800 (for 
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example, the electronic device 100) via a network. According 
to an embodiment of the present disclosure, the communica 
tion module 820 may include a cellular module 821, a Wi-Fi 
module 823, a Blue Tooth (BT) module 825, a Global Posi 
tioning System (GPS) module 827, a Near Field Communi 
cation (NFC) module 828, and a Radio Frequency (RF) mod 
ule 829. 
0071. The cellular module 821 may provide voice calls, 
Video calls, text services, or interne services through a com 
munication network (for example, LTE, LTE-A, CDMA, 
WCDMA, UMTS, WiBro, or GSM). Additionally, the cellu 
lar module 821 may distinguish and authenticate an elec 
tronic device in a communication network by using a Sub 
scriber identification module (for example, the SIM card 
824). According to an embodiment of the present disclosure, 
the cellular module 821 may perform at least part of a func 
tion that the AP 810 provides. For example, the cellular mod 
ule 821 may perform at least part of a multimedia control 
function. 
0072 According to an embodiment of the present disclo 
sure, the cellular module 821 may further include a Commu 
nication Processor (CP). The cellular module 821 may be 
implemented with SoC, for example. As shown in FIG. 8, 
components such as the cellular module 821 (for example: a 
CP), the power management module 295, or the memory 830 
are separated from the AP 810, but according to an embodi 
ment of the present disclosure, the AP 810 may be imple 
mented including some of the above-mentioned components 
(for example, the cellular module 821). 
0073. According to an embodiment of the present disclo 
sure, the AP 810 or the cellular module 821 (for example, a 
CP) may load commands or data, which are received from a 
nonvolatile memory or at least one of other components con 
nected thereto, into a Volatile memory and may then process 
them. Furthermore, the AP 810 or the cellular module 821 
may store data received from or generated by at least one of 
other components in a nonvolatile memory. 
0074. Each of the Wi-Fi module 823, the BT module 825, 
the GPS module 827, and the NFC module 828 may include 
a processor for processing data transmitted/received through 
a corresponding module. Although the cellular module 821, 
the Wi-Fi module 823, the BT module 825, the GPS module 
827, and the NFC module 828 are shown as separate blocks in 
FIG. 8, according to an embodiment of the present disclosure, 
some (for example, at least two) of the cellular module 821, 
the Wi-Fi module 823, the BT module 825, the GPS module 
827, and the NFC module 828 may be included in one Inte 
grated Chip (IC) or an IC package. For example, at least some 
(for example, a CP corresponding to the cellular module 821 
and a Wi-Fi processor corresponding to the Wi-Fi module 
823) of the cellular module 821, the Wi-Fi module 823, the 
BT module 825, the GPS module 827, and the NFC module 
828 may be implemented with one SoC. 
0075. The RF module 829 may be responsible for data 
transmission, for example, the transmission of an RF signal. 
Although not shown in the drawings, the RF module 829 may 
include a transceiver, a Power Amp Module (PAM), a fre 
quency filter, or a Low Noise Amplifier (LNA). Additionally, 
the RF module 829 may further include components for trans 
mitting/receiving electromagnetic waves on a free space in a 
wireless communication, for example, conductors or con 
ducting wires. Although the cellular module 821, the Wi-Fi 
module 823, the BT module 825, the GPS module 827, and 
the NFC module 828 share one RF module 829 shown in FIG. 
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8, according to an embodiment of the present disclosure, at 
least one of the cellular module 821, the Wi-Fi module 823, 
the BT module 825, the GPS module 827, and the NFC 
module 828 may perform the transmission of an RF signal 
through an additional RF module. 
0076. The SIM card 824 may be a card including a sub 
scriber identification module and may be inserted into a slot 
formed at a specific position of an electronic device. The SIM 
card 824 may include unique identification information (for 
example, an Integrated Circuit Card Identifier (ICCID)) or 
subscriber information (for example, an International Mobile 
Subscriber Identity (IMSI)). 
0077. The memory 830, for example, the storage module 
140 of FIG. 1, may include an internal memory 832 or an 
external memory 834. The internal memory 832 may include 
at least one of a volatile memory (for example, Dynamic 
RAM (DRAM), Static RAM (SRAM), Synchronous 
Dynamic RAM (SDRAM)) and a non-volatile memory (for 
example, One Time Programmable ROM (OTPROM), Pro 
grammable ROM (PROM), Erasable and Programmable 
ROM (EPROM), Electrically Erasable and Programmable 
ROM (EEPROM), mask ROM, flash ROM, NAND flash 
memory, and NOR flash memory). 
0078. According to an embodiment of the present disclo 
sure, the internal memory 832 may be a Solid State Drive 
(SSD). The external memory 834 may further include flash 
drive, for example, CompactFlash (CF). Secure Digital (SD), 
Micro Secure Digital (Micro-SD), Mini secure digital (Mini 
SD), extreme digital (xD), or memory stick. The external 
memory 834 may be functionally connected to the electronic 
device 800 through various interfaces. According to an 
embodiment of the present disclosure, the electronic device 
800 may further include a storage device (or a storage 
medium) Such as a hard drive. 
007.9 The sensor module 840 measures physical quanti 
ties or detects an operating state of the electronic device 800, 
thereby converting the measured or detected information into 
electrical signals. The sensor module 840 may include at least 
one of a gesture sensor 840A, a gyro sensor 840B, a pressure 
sensor 840C, a magnetic sensor 840D, an acceleration sensor 
840E, a grip sensor 840F, a proximity sensor 840G, a color 
sensor 840H (for example, a Red, Green, Blue (RGB) sensor), 
a bio sensor 840I, a temperature/humidity sensor 840J, an 
illumination sensor 840K, and a Ultra Violet (UV) sensor 
840M. Additionally/alternately, the sensor module 840 may 
include an E-nose sensor (not shown), an Electromyography 
(EMG) sensor, an Electroencephalogram (EEG) sensor (not 
shown), an Electrocardiogram (ECG) sensor (not shown), an 
Infrared (IR) sensor (not shown), an iris sensor (not shown), 
or a fingerprint sensor (not shown). The sensor module 840 
may further include a control circuit for controlling at least 
one sensor therein. 

0080. The input device 850, for example, the input module 
120 of FIG. 1, may include a touch panel 852, a (digital) pen 
sensor 854, a key 856, or an ultrasonic input device 858. The 
touch panel 852 (for example, the output module 130) may 
recognize a touch input through at least one of capacitive, 
resistive, infrared, or ultrasonic methods, for example. Addi 
tionally, the touch panel 852 may further include a control 
circuit. In the case of the capacitive method, both direct touch 
and proximity recognition are possible. The touch panel 852 
may further include a tactile layer. In this case, the touchpanel 
852 may provide a tactile response to a user. 
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0081. The (digital) pen sensor 85.4 may be implemented 
through a method similar or identical to that of receiving a 
users touch input or an additional sheet for recognition. The 
key 856 (for example, the input module 120) may include a 
physical button, an optical key, or a keypad. The ultrasonic 
input device 858, as a device checking data by detecting 
micro sound waves in the electronic device 800, may provide 
wireless recognition through an input tool generating ultra 
Sonic signals. According to an embodiment of the present 
disclosure, the electronic device 800 may receive a user input 
from an external device (for example, a computer or a server) 
connected to the electronic device 200 through the commu 
nication module 820. 
0082. The display 860, for example, the output module 
130 of FIG. 1, may include a panel 862, a hologram 864, or a 
projector 866. The panel 862 may include a LCD or an AM 
OLED, for example. The panel 862 may be implemented to 
be flexible, transparent, or wearable, for example. The panel 
862 and the touch panel 852 may be configured in one mod 
ule. The hologram 864 may show three-dimensional images 
in the air by using light interference. The projector 86.6 may 
display an image by projecting light on a screen. The screen, 
for example, may be placed inside or outside the electronic 
device 800. According to an embodiment of the present dis 
closure, the display 860 may further include a control circuit 
for controlling the panel 862, the hologram 864, or the pro 
jector 866. 
I0083. The interface 870 may include a High-Definition 
Multimedia Interface (HDMI) 872, a Universal Serial Bus 
(USB) 874, an optical interface 876, or a D-subminiature 
(D-sub) 878. Additionally/alternately, the interface 870 may 
include a Mobile High-definition Link (MHL) interface, an 
SD card/Multi-Media Card (MMC) interface, or an infrared 
Data Association (IrDA) standard interface. 
0084. The audio module 880 may convert sound and elec 

trical signals in both directions. The audio module 880 may 
provide Sound information inputted/outputted through a 
speaker 882, a receiver 884, an earphone 886, or a mike 888. 
0085. The camera module 891, as a device for capturing an 
image and a video, may include at least one image sensor (for 
example, a front sensor or a rear sensor), a lens (not shown), 
an Image Signal Processor (ISP) (not shown), or a flash LED 
(not shown) (for example, an LED or a Xenon lamp). 
I0086. The power management module 895 may manage 
the power of the electronic device 800. Although not shown in 
the drawings, the power management module 895 may 
include a Power Management Integrated Circuit (PMIC), a 
charger Integrated Circuit (IC), or a battery or fuel gauge, for 
example. 
I0087. The PMIC may be built in an IC or SoC semicon 
ductor, for example. A charging method may be classified as 
a wired method and a wireless method. The charger IC may 
charge a battery and may prevent overvoltage or overcurrent 
flow from a charger. According to an embodiment of the 
present disclosure, the charger IC may include a charger IC 
for at least one of a wired charging method and a wireless 
charging method. As the wireless charging method, for 
example, there is a magnetic resonance method, a magnetic 
induction method, or an electromagnetic method. An addi 
tional circuit for wireless charging, for example, a circuit Such 
as a coil loop, a resonant circuit, or a rectifier circuit, may be 
added. 
0088 Abattery gauge may measure the remaining amount 
of the battery 896, or a voltage, current, or temperature of the 
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battery 896 during charging. The battery 896 may store or 
generate electricity and may supply power to the electronic 
device 800 by using the stored or generated electricity. The 
battery 896, for example, may include a rechargeable battery 
or a solar battery. 
I0089. The indicator 897 may display a specific state of the 
electronic device 800 or a part thereof (for example, the AP 
810), for example, a booting state, a message state, or a 
charging state. The motor 898 may convert electrical signals 
into mechanical vibration. Although not shown in the draw 
ings, the electronic device 800 may include a processing 
device (for example, a GPU) for mobile TV support. The 
processing device for mobile TV Support may process media 
data according to the standards such as Digital Multimedia 
Broadcasting (DMB), Digital Video Broadcasting (DVB), or 
media flow. 

0090. In relation to an electronic device and method for 
protecting the user's privacy according to the above-men 
tioned various embodiments of the present disclosure, the 
electronic device selectively performs active scan and passive 
scan and generates and provides a virtual MAC address dur 
ing the active scan. Therefore, the occurrence of a user's 
privacy being compromised regardless of the user's inten 
tions may be minimized. 
0091. Each of the above-mentioned components of the 
electronic device according to this disclosure may be config 
ured with at least one component and the name of a corre 
sponding component may vary according to the kind of an 
electronic device. The electronic device according to this 
disclosure may be configured including at least one of the 
above-mentioned components. Moreover, Some components 
may be omitted or additional other components may be fur 
ther included. Additionally, some components of an elec 
tronic device according this disclosure are configured as one 
entity, so that functions of previous corresponding compo 
nents may be performed identically. 
0092. The term “module' used in this disclosure, for 
example, may mean a unit including a combination of at least 
one of hardware, software, and firmware. The term "module' 
and the term “unit”, “logic”, “logical block”, “component'. 
or “circuit” may be interchangeably used. “Module' may be 
a minimum unit or part of an integrally configured compo 
nent. “Module' may be a minimum unit performing at least 
one function or part thereof"Module' may be implemented 
mechanically or electronically. For example, “module' 
according to this disclosure may include at least one of an 
Application-Specific Integrated Circuit (ASIC) chip per 
forming certain operations, Field-Programmable Gate Arrays 
(FPGAs), or a programmable-logic device, all of which are 
known or are developed in the future. 
0093. According to various embodiments, at least part of a 
device (for example, modules or functions thereof) or a 
method (for example, operations) according to this disclo 
Sure, for example, as in a form of a programming module, 
may be implemented using an instruction stored in computer 
readable storage media. When at least one processor executes 
an instruction, it may perform a function corresponding to the 
instruction. The computer-readable storage media may 
include a memory, for example. At least part of a program 
ming module may be implemented (for example, executed) 
by a processor, for example. At least part of a programming 
module may include a module, a program, a routine, sets of 
instructions, or a process to perform at least one function, for 
example. 
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0094. The computer-readable storage media may include 
Magnetic Media Such as a hard disk, a floppy disk, and a 
magnetic tape, Optical Media Such as Compact Disc Read 
Only Memory (CD-ROM) and Digital Versatile Disc (DVD), 
Magneto-Optical Media such as Floptical Disk, and a hard 
ware device especially configured to store and perform a 
program instruction (for example, a programming module) 
such as Read Only Memory (ROM), Random Access 
Memory (RAM), and flash memory. Additionally, a program 
instruction may include high-level language code executable 
by a computer using an interpreter in addition to machine 
code created by a complier. The hardware device may be 
configured to operate as at least one software module to 
perform an operation of this disclosure and vice versa. 
0095. A module of a programming module according to 

this disclosure may include at least one of the above-men 
tioned components or additional other components. Or, some 
programming modules may be omitted. Operations per 
formed by a module, a programming module, or other com 
ponents according to this disclosure may be executed through 
a sequential, parallel, repetitive or heuristic method. Addi 
tionally, Some operations may be executed in a different order 
or may be omitted. Or, other operations may be added. 
0096. While the present disclosure has been shown and 
described with reference to various embodiments thereof, it 
will be understood by those skilled in the art that various 
changes in form and details may be made therein without 
departing from the spirit and scope of the present disclosure 
as defined by the appended claims and their equivalents. 

1. An electronic device protecting privacy, the electronic 
device comprising: 

a communication module configured to perform wireless 
communication; and 

a control module configured to select one of an active scan 
and a passive scan by controlling the communication 
module. 

2. The device according to claim 1, wherein the control 
module is further configured to control the communication 
module to transmit one of a virtual Media Access Control 
(MAC) address and an original MAC address selectively 
when the active scan is performed. 

3. The device according to claim 2, wherein the control 
module is further configured to generate the virtual MAC 
address periodically. 

4. The device according to claim 1, wherein the control 
module is further configured to activate wireless communi 
cation through a user interface of an external input. 

5. The device according to claim 1, wherein the control 
module is further configured to execute a specified applica 
tion. 

6. The device according to claim 5, wherein the specified 
application comprises positioning of the electronic device, 
map, location-based service, wireless communication set 
ting, wireless communication roaming, and security mode 
setting applications. 

7. The device according to claim 1, wherein the control 
module is further configured to provide an indication of 
whether the electronic device enters a specific area. 

8. The device according to claim 2, wherein the control 
module selectively transmits one of the virtual MAC address 
and the original MAC address based upon received Access 
Point (AP) information of an AP indicating whether the AP 
tracks movements of electronic devices within an area cov 
ered by the AP 
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9. A method of protecting privacy, the method comprising: 
selecting, by a control module, one of an active scan and a 

passive scan; and 
activating, by the control module, a communication mod 

ule according to the selection. 
10. The method according to claim 9, further comprising 

transmitting, by the control module, after the activating of the 
communication module, one of a virtual Media Access Con 
trol (MAC) address and an original MAC address when the 
active scan is selected. 

11. The method according to claim 9, wherein the selecting 
of one of the active scan and the passive scan comprises 
selecting, by the control module, selecting one of the active 
scan and the passive scan by checking one of a wireless 
communication activation, a specific application execution, 
and an entry to a specific area through a user interface by an 
external input. 

12. The method according to claim 10, where in the selec 
tive transmitting of one of the virtual MAC address and the 
original MAC address is based upon received Access Point 
(AP) information of an AP indicating whether the AP tracks 
movements of electronic devices within an area covered by 
the AP. 

13. A non-transitory computer-readable storage medium 
storing instructions that, when executed, cause at least one 
processor to perform the method of claim 9. 

14. The device according to claim 1, wherein the control 
module is further configured to transmit one of a plurality of 
virtual Media Access Control (MAC) addresses selectively 
while the active scan is performed. 

15. The device according to claim 1, wherein the control 
module is further configured to transmit a virtual Media 
Access Control (MAC) address while the active scan is per 
formed. 

16. A method of operating an electronic device, the method 
comprising: 

transmitting, by a control module, a signal comprising at 
least one virtual Media Access Control (MAC) address 
of the electronic device; and 

determining, by the control module, whether at least one 
external electronic device is located within a specific 
threshold range of the electronic device based on a 
response of the signal. 

17. The method according to claim 16, further comprising 
periodically generating, by the control module, the at least 
one virtual MAC address. 

18. The method according to claim 16, wherein the trans 
mitting comprises: 

receiving a request from the at least one external electronic 
device; 

determining whether the request corresponds to a specified 
application of the electronic device. 

19. The method according to claim 18, wherein the trans 
mitting comprises: 

transmitting the signal comprising the at least one virtual 
MAC address based on the request if the request corre 
sponds to the specific application. 

20. The method according to claim 19, wherein the trans 
mitting comprises: 

transmitting a signal comprising an original MAC address 
of the electronic device based on the request if the 
request corresponds to at least one other application. 
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21. The method according to claim 16, wherein the trans 
mitting comprises transmitting one of plurality of virtual 
MAC addresses selectively while the active scan is per 
formed. 

22. The method according to claim 16, wherein the deter 
mining comprises determining whether the at least one exter 
nal electronic device is located within the threshold range 
based on at least one received AP information, GPS informa 
tion, Cell-ID information, LTE location information, or Bea 
con information. 
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