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LOCKING AND UNLOCKING AN APPLICATION IN A SMART CARD

FIELD OF THE INVENTION

' The present invention relates generally to smart card transactions, more particularly, to a

system and method for locking and unlocking an application in a smart card.

'BACKGROUND OF THE INVENTION

A smait card is. typically a credit card-sized plastic card that includes a semiconductor chip
capable of holding data supporting multiple applications. One popular such application 1s the
holding of the digital equivalent of cash directly, instead o.f pointing to an account or providing
credits. Accordingly, smart cards with such an application are also sometimes referred to as
stored-value cards. When a card of this kind is used to make a purchase, the digital equivalent
of cash is transferred to the merchant’s “cash register” ahd then to a financial institution.

Stored-value cards are either replenishable (value can be reloaded onto the card using a terminal)

or non-replenishable (the card is decremented in value for each transaction and thrown away

when all its value is gone).

Physically, a smart card often resembles a traditional “credit” card having one or more
semiconductor devices attached to a module embedded in the card, providing contacts to the
outside world. The card can interface with a point-of-sale terminal, an ATM, or a card reader
integrated into a telephone, a computer, a vending machine, or any other appliance. A micro-
controller semiconductor device embedded in a “processor” smart card allows the card to
undertake a range of computational operations, protected storage, encryption and decision
making. Such a micro-controller typically includes a microprocessor, memory, and other
functional hardware elements. Various typés of cards are described in “The Advanced Card

Report: Smart Card Primer”, Kenneth R. Ayer and Joseph F. Schuler, The Schuler
Consultancy, 1993.
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One example of a smart card implemented as a processor card is illustrated 1n FIG. 1. Of

microprocessor or other features. The smart card may be programmed with various types of

functionality, including applications such as stored-value; credit/debit; loyalty programs, etc.

5 For the purpose of this disclosure, card 5 is programmed with at least one application such as

stored value application, and may be referred to as “ stored-value” card 5.

e card 5 has an embedded micro-controller 10 that includes a microprocessor

only memory (ROM) 16, non-volatile memory 18,

Stored-valu

12, random access memory (RAM) 14, read-

an encryption module 22, and a card reader interface 24. Other features of the micro-controller

nt but are not shown, such as a clock, a random number generator, interrupt

and interface contacts that allow the

10 may be prese

control, control logic, a charge pump, power connections,

card to communicate with the outside world.

Microprocessor 12 1s any suitable central processing umt for executing Comin

controlling the device. RAM 14 serves as storage for calculated results and as stack memory.

15 ROM 16 stores the operating system, fixed data, standard routines, and look up tables. Non-

volatile memory 18 (such as EPROM or EEPROM) serves to store information that must not be

lost when the card is disconnected from a power source but that must also be alterable to
PP

~ccommodate data specific to individual cards or any changes possible over the _gard lifetime.

This information might include a card  dentification number, a personal identification number,

credit limits, etc. Encryption module 22 1s an optional
n algorithms. Card reader interface

orld. A

70 authorization levels, cash balances,
hardware module used for performing a varety of encryptio

14 includes the software and hardware necessary for communication with the outside w

wide variety of interfaces are possible. By way of example, interface 24 may provide a contact

interface, a close-coupled interface, a remote-coupled interface, or a variety of other interfaces.

75 With a contact interface, signals from the micro-controller are routed to a number of metal

contacts on the outside of the card which come in physical contact with similar contacts of a

card reader device. Ao

A smart card can include multiple applications, including, for example, applications such

as credit, debit, stored value, telephone, or loyalty. Given such a multi-application smart card, a

30 problem could arise when the smart card is given to a service provider for a single transaction.

-9
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For example, the owner of the smart card may give the smart card to a waiter in a restaurant for
a credit transaction. Howevér, without a means for locking the other applications, such as the
stored value or telephone appﬁcations, the waiter has access to all of the applications, such that
the waiter could possibly make phone calls or conduct stored value transactions with the smart

card during the time it is in his possession.

A solution to this problem includes the use of a device, commonly referred to as an
« electronic wallet”, into which a smart card can be inserted and a particular application can be
locked such that a particular application cannot be used until it is unlocked. Some smart card
companies, such as Mondex International, currently utilize a wallet which can lock and unlock a
smart card. The locking and unlocking mechanism utilizes a personal identification number
(PIN) to ensure authenticity of the lock or unlock request. However, many people prefer not to -
use PINs. It is a nuisance to have to memorize a PIN, particularly if the person already has
several PINs memorized. Additionally, a particular PIN can be forgotten or confused with
another PIN. Further, the need for a PIN requires that the *“ electronic wallet” device has at least
a numeric key pad to enter the PIN. This is undesirable for some users who do not want to carry

a relatively bulky wallet with them.

What is needed is a system and method for automatically ensuring authenticity for locking
and unlocking an application in a smart card which does not require the user to memorize a PIN.
Preferably, the system and method may be implemented using a device which does not require

the use of a bulky and expensive keypad. The present invention addresses such a need.

SUMMARY OF THE INVENTION

The present invention provides a system and method for locking and unlocking an
application in a smart card. The system and method according to the present invention allows
for automatic determination of the authenticity of a lock or unlock command without the need
for a personal identification number. The smart card can be locked and unlocked by utilizing a
smart card device. The smart card can be inserted into the smart card device to lock at least one
application of the smart card such that the locked application cannot be utilized until 1t 1s
unlocked. During the locking process, the smart card sends identifying information, such as a

password and card ID, to the smart card device to allow automatic authentication for unlocking
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of the card at a later time. A password is herein meant to include a combination of characters

which can include letters, numbers, and various symbols.

To unlock an application in a smart card, the smart card device identifies the card and
looks for the password corresponding to this particular card. If the password 1s found in the
smart card device’s cache memory, then the password and an “unlock” command are 1ssued
from the smart card device to the smart card. When the smart card device receives the
password along with the unlock command, it is determined whether the received password
matches the actual password for the smart card. If the passwords match, then the application

1s unlocked.

Accordingly, 1n one aspect of the present invention there 1s provided a smart card
device for unlocking an application 1n a smart card able to be inserted 1in said smart card
device, said smart card device comprising:

a card reader arranged to read from and to write to said inserted smart card;

a memory coupled to said card reader, said memory including:

a card 1dentification number corresponding to said smart card, and
a password corresponding to said card 1dentification number; and

a microprocessor coupled to said card reader, said microprocessor arranged to issue
an unlock command along with said password to said smart card when .said smart card
provides identifying information matching said card identification number, whereby said
smart card device 1s able to unlock said application in said smart card without entry of an

unlocking password from a user.

According to another aspect of the present invention there is provided a method 6f
locking an application of a smart card using a smart card device, said method comprising:

rece1ving said smart card in said smart card device;

sending a lock command intended for Said application from said smart card device to
said smart card without entry into said smart card device of a locking password by a user,
such that said application becomes locked;

recerving 1dentifying information including a password from said smart card; and
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storing said received identifying information including said password in a memory of
said smart card device, whereby said application of said smart card may not be used until said

application is unlocked.

According to yet another aspect of the present invention there is provided a method of
unlocking an application of a smart card using a smart card device, said method comprising:

receiving said smart card 1n said smart card device;

receiving 1dentifying information including a password from said smart card;

searching a memory of said smart card device for said identifying information; and

sending an unlock command intended for said application to said smart card from said
smart card device without entry into said smart card device of an unlocking password by a

user, whereby said application of said smart card is unlocked and available for use.

According to still yet another aspect of the present invention there is provided a
method of unlocking an application of a smart card using a computing device, said method
comprising:

recelving said smart card in said computing device;

receiving identifying information from said smart card;

automatically generating a password corresponding to said identifying information of
said smért card; and

sending an unlock command along with said generated password to said smart card,

whereby said password is used by said smart card to verify that said unlock command from

said computing device is authorized.

-43 -
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BRIEF DESCRIPTION OF THE DRAWINGS
The invention, together with further advantages thereof, may best be understood by
reference to the following description taken in conjunction with the accompanying drawings
in which:
FIG. 1 1s a block diagram of an example of a conventional smart card.

FIG. 2 1s a block diagram of a conventional wallet.

FIG. 3 is a flow diagram of a conventional method for locking an application in a

smart card.

FIG. 4 1s a flow diagram of a conventional method for unlocking an application in a

smart card.

- 4b -
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FIGS. 5A and 5B show examples of a smart card device according to embodiments of the

present invention.

FIG. 6 is a block diagram of a smart card device according to an embodiment of the

present invention.

5 FIG. 7 is an example of a cache which may be used in conjunction with the smart card

device shown 1n FIG 6.

FIG. 8 is a flow diagram of a method according to an embodiment of the present invention

for locking an application in a smart card.

FIG. 9 is a flow diagram of a step of storing information in a cache as described 1n the

10 method shown in FIG 8.

FIGS. 10A-10C depict the International Standards Organization format for the command,

response, and command header for information conveyed to and from the smart card.

FIGS. 11A-11C are tables illustrating examples of the command, response, and return

codes for the lock application command.

15 FIG. 12 is a flow diagram of a method according to an embodiment of the present

invention for unlocking an application in a smart card.

FIGS. 13A-13B show tables describing the command and return codes for the unlock

command.

20 DETAILED DESCRIPTION OF THE INVENTION

While this invention is described in terms of several preferred embodiments, it 1s
contemplated that alternatives, modifications, permutations and equivalents thereof will become

apparent to those skilled in the art upon a reading of the specification and study of the drawings.

- 5.
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FIG. 2 shows a block diagram of 2 conventional electronic wallet 210. This example of a

conventional wallet includes a display 200, a microprocessor 202, a read only memory (ROM)

can insert a smart card mto a wallet such as that shown in FIG. 2 and information, such as the
~mount of value remaining in a stored value application of the card, can be displayed on the
display 200. The numeric pad and special function buttons 208 can be used by the user to mput
a PIN in order to access the information. Numeric pad and special function buttons 208 may
also include a “lock™ button (not shown) for locking a card. A separate ‘“unlock” button may

2150 be included or it may be the same button as the “lock” button.

FIG. 3 shows a flow diagram of a conventional method for locking an application in a
smart card. The smart card 18 inserted into a device such as an electronic wallet, an automated

teller machine (ATM), or an mnput device to a computer system. In this example, a conventional

command, then locks an application in the smart card (step 306).

TIG. 4 shows a flow diagram of a conventional method for unlocking an application mn a

«mart card. The smart card is inserted 1nto an electronic wallet (e.g., wallet 210) (step 400), and

(step 404). The user then enters the PIN (step 406). The wallet sends an unlock command to
the smart card wherein the PIN 1s included in the unlock command (step 408). The smart card

then unlocks an application in step 410 if the PIN sent by the wallet 1s correct.

One of the problems with these conventional methods of locking and unlocking an
application for a smart card as described in FIGS. 3 and 4, is that the user 1s required to
memorize a personal identification number (PIN). Many people find having to memorize a PIN
2 nuisance. This nuisance can be further compounded by the need to keep track of a number ot
different PINs for, e.g., a bank account, a password at work, etc. The user may choose to have a
different PIN for every different type of transaction which requires a PIN, or select a single PIN
to apply to all transactions in his life. However, if the user is required to memorize NUMErous
PTNs for numerous activities, then the user also needs to remember which PIN applies to which

transaction. If the user selects a single PIN for all of his transactions, then the user has a higher

_6 -
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risk of exposing his PIN. This problem may become even greater if different applications on a

single smart card require different PINs.

Accordingly, what is needed is a system and method for locking and unlocking an

application in a smart card which does not require the user to memorize a PIN. Embodiments of

the present invention address such a need.

The method and system according to embodiments of the present invention provides a
lock/unlock feature of an application in a smart card wherein the transaction 1s automatically
authenticated. Additionally, embodiments of the present invention provide the ability to
lock/unlock an application, such as a stored value application (sometimes referred to as a
“purse”), using one of a plurality of smart card devices which can lock/unlock a particular smart
card. An application in a particular smart card may also be locked with a first one of a plurality
of smart card devices and unlocked with a second one of the plurality of smart card devices. In
one embodiment of the present invention, the issuer of the smart card can also unlock an
application in a smart card if a smart card device is unable to do so. For example, 1n one
embodiment, the smart card issuer can look up or regenerate the umque password assigned to
the particular smart card and have it downloaded to a terminal device, such as the cardholder’s

personal computer system.

FIGS. 5A and 5B show examples of two embodiments of smart card devices 1200a and
1200b according to the present invention. Smart card device 1200a 1s shown to be
approximately a little larger than the smart card 1208. Smart card device 1200a includes a
display 1202a, at least one function button 1204, and a card slot 1206a. Display 1202a can be
used to display card value amounts such as monetary value or credit value, or other information
such as the last ten transactions performed by the smart card, or the like. Special function button
1204 can be a button dedicated for use in issuing a lock command or an unlock command.
Alternatively, special function button 1204 can represent more than one function, for instance
button 1204 can be pressed twice for unlock and once for lock. Smart card device 1200a also
includes a slot 1206a into which smart card 1208 is inserted. Another possible example 1s to
have smart card device 1200b attached to a key chain 1220. This type of smart card device
would still include a display 1202b and an insert slot 1206b. Smart card 1208 can simply be

partially inserted into smart card device 1200b and the pressure of the insertion of smart card

_7.
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1208’ against internal contacts (not shown) can initiate functions such as a lock or unlock

command.

FIG. 6 is a block diagram of a smart card device according to an embodiment of the
present invention. It shows a microprocessor 502 coupled with a display 500, a memory such as
1 ROM 504, function button(s) 510, a card reader 508, and a cache 506. Microprocessor 502
can accept input from both function button(s) 510 and card reader 508. It can then access
information from ROM 504 and access data from cache 506. Various messages, such as

“locked”, “unlocked”, available balance, and the last few transactions can be displayed on

display 500.

FIG. 7 shows an example of cache 506. Cache 506 can be a non-volatile memory such as
an EEPROM or a FLASH memory. Preferably, cache 506 can include several passwords
associated with several smart cards. Although the cache can contain a single password
associated with a single smart card, the retention of several passwords associated with several
smart cards allows for the flexibility of utilizing the same smart card device with several
different smart cards. Those skilled in the art will recognize that cache 506 may be used to store
other information as well. A card - dentification number (CID) assigned to each smart card
uniquely identifies each smart card. Cache 506 can include a list of smart cards used in the most
recent transactions. For example, the last ten smart cards utilized with a particular smart card
device can be listed under CID, preferably with the most recent transaction listed at the top with
the oldest transaction listed at the bottom. Associated with the CID are the passwords (PWD)
listed in the same order. Accordingly, the first card ID and its associated password would be
listed at the top of the list while the card 1D of the smart card which was used 1n the oldest
transaction and its password would be listed at the bottom of the list. When the cache 1s full,
then the card ID and its associated password which is listed at the bottom of the list, 1.e., the card

which was used in the oldest transaction, would be removed. Further details regarding the

generation and use of the CID and PWD will be giver nelow.

According to embodiments of the present mnvention, during personalization or
initialization of smart card 1208, the card 1ssuer generates a derived password based on the card
number and a master key. This password could be given to the cardholder, but the cardholder

will most likely not need to memorize 1t for normal operation. The password is stored 1n smart

-8 -
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card 1208 and is preferably not retrievable externally without using smart card device 1200
which can lock or unlock an application in smart card 1208. Upon reading thus disclosure, those
skilled in the art will recognize that entities other than the *“card 1ssuer” may be responsible for
generating the derived password for use in the present invention. For example, an agent of the
card issuer may generate the password. For simplicity, however, this specification will continue

to refer to the “card issuer” as the entity generating a password.

There are many ways to generate a password for smart card 1208. One example of a
method which can be used by the card issuer for generating a password for a card includes the
use of Data Encryption Standard (DES) algorithm. The 1ssuer can generate a DES cryptogram

using a DES algorithm and a secret key. The issuer can encipher a unique serial number or

“identification number of the card and provide a unique binary number for each card. The binary

number can be converted to a decimal number and a predetermined number of digits, such as the

last six digits, can be used to produce a unique password for the smart card 1208.

To lock an application, the cardholder can place smart card 1208 into smart card device
1200 and request a locking function, for example, by pressing special function lock button 1204.
Once the application is locked, the card can be safely given to another person, such as a waiter
‘1 a restaurant. When the card is returned, the cardholder can put smart card 1208 back mto
smart card device 1200 and press the unlock button, e.g., item 1204, to unlock the application
which was previously locked. The smart card device reads the card ID from the card and uses
the card ID to find the matching card ID and associated password in the cache 506 of smart card
device. Smart card device 1200 then sends the password to smart card 1208 in an unlock

command to unlock the locked application.

If the card holder forgets to bring his own smart card device 1200, he can borrow one from
a family member or another trusted party. Any smart card device implemented with features of
the present invention can lock any application in any smart card which has also been
implemented in accordance with the present invention. Additionally, any smart card device
1200 according to the present invention that has previously locked a specific application in a
specific smart card 1208 can unlock that application (within the limit of the cache storage
capacity of the smart card device). If a card holder borrows a smart card device 1200 from a

friend to lock an application in his smart card, the application can be unlocked with the friend’s

.9.
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smart card device or with the cardholder’s smart card device. This system and method allows

family members or close friends to share smart card devices 1200 if they wish.

Any smart card device 1200 implemented according to the present invention which has the

device that was used to lock the application in the smart card. If that smart card device 1s not

available, the application in the smart card can be unlocked via a bank termunal, a PC, a

10  generate lock and unlock commands per the present invention).

If required, (after appropriate identification), the password can be obtained from the card

issuer after being easily generated by numerous well-known methods, such as Data Encryption

Standard (DES), given the card ID. For example, an ATM can be programmed to display “card

then select the ““ card unlocking™
from the card. If the ATM

unlocking” as an option to 1ts list of services. A user can

15 service and allow the ATM to read information, including card ID,

already has the required DES key stored in its memory, then the card’s password can be

generated by the ATM. More likely, however, the ATM will need to contact a host computer

 which has access to the appropriate DES secret key (e.g., based on the card number and issuer).

The ATM can send the card ID to the host computer which can regenerate the card’s password.

70  Altematively, the host computer can read the card’s password from a database. The resulting

password can be returned to the ATM which can send an unlock command to the card using the

password. A simular unlocking transaction can occur using a bank terminal, a PC, a telephone,

or virtually any device with the capability to read and write information to a smart card.

FIG. 8 shows a flow diagram of a method according to an embodiment of the present

75  invention for locking an application 1n a smart card. Smart card 1208 is inserted into smart card

device 1200 (step 700), and a card application is selected (step 701). Once a card application 1s

selected, commands are directed toward the selected application thereafter. A lock request 1s

indicated (step 702). A lock button or split function button 1204 can be pressed by the

cardholder to indicate the lock request. Smart card device 1200 sends a lock command to the

30  smart card (step 704). Itis then determined if the application in smart card 1208 is aiready
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locked (step 706). If it is locked then smart card device 1200 displays a message such as

“locked” (step 708). Preferably, smart card device 1200 does not relock an application that has

already been locked. Avoiding relocking an application that has already been locked ensures
that no unauthorized person can simply relock the application thereby storing the password 1nto
his smart card device, then unlocking the application using the password which has just been .

stored.

If the application is not already locked (step 706) then the application 1s locked (step 710).
Smart card 1208 sends the card identification (CID) and password (PWD) to smart card device
1200 (step 712). Smart card device 1200 then displays a predetermined message such as “OK”
(step 714) and then smart card device 1200 stores the CID and associated PWD in 1ts cache 506
(step 716).

FIG. 9 is a flow diagram for a method for storing information. in cache 506 of smart card
device 1200 as reéited in step 716 of FIG. 8. The CID of the particular smart card is searched
for in cache 506 of smart card device 1200 (step 800). If smart card device 1200 finds that the
particular CID is in the cache (step 802), then that particular CID can be brought to the top of
the list of CIDs (step 804). The list refers to the CID list shown 1n FIG. 7.

If the CID is not found in cache 506 (step 802), then it is entered in cache 506, preferably
at the top of the CID list (step 806). It is determined 1f the cache is full (step 808) and if 1t 1s not
then the process is complete (step 810). If, however, the cache is full then the bottom 1tem on
the list 1s removéd (step 812). In this manne:, a relatively small cashe size can be used to store
the most recently used CID information. Those skilled in the art will recognize that other list

approaches may also be used.

FIGS. 10A-10C show the preferred format for the command response and command
header used in locking and unlocking a smart card according to the present invention. The
preferred format is described in detail by the International Standards Organization (ISO) which
defines the specific format for the command. ISO standard 7816-4, “ Information Technology -
Identification Cards - Integrated Circuit Cards with Contact Part 4”.

- 11 -
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FIG. 10A shows a currently preferred format for the command used to lock or unlock a
card. The format includes a command header (HDR) 800, followed by a data field, followed by

a trailer (Le). FIG. 10B shows a currently-preferred format for a response to the command

which includes optional data followed by the status (SW1, SW2). FIG. 10C shows a currently
preferred format of command header 800. The format for command header 800 includes a class
byte (CLA) followed by the instruction code (INS). P1 and P2 are in the third and fourth byte
positions with P1 and P2 varying depending on the specific instructions given. After P1 and P2,
is a field indicating the length of command data (Lc).

FIGS. 11A-11C illustrate examples of the command, the response, and the return codes tor
performing a locking function according to an embodiment of the present mnvention. In this
example, the preferred format from the above-described ISO standard is used. FIG. 11A shows
an example of a lock command which will be issued by, e.g., a smart card device as shown in
FIG. 5A or 5B. In this example of a lock command, the class field (CLA) has a content value of
2 hex number * 807, which in this case indicates that it is not a standard ISO instruction. The

instruction is identified as a lock command by a hex number, such as “FF”, and P1 and P2 both

command shown in FIG. 11B, smart card 1208 will generate a message including the CID (5
bytes) and the password (3 bytes). The return codes shown in FIG. 11C which will be generated
by the card will include status word one (SW1) and status word two (SW2) with values of
«9000” or “9110”. “9000” indicates a successful lock of the application, while “9110”

indicates that the application is already locked.

FIG. 12 shows a flow diagram of a method according to the present invention for
unlocking an application in a smart card 1208. Smart card 1208 is inserted into a smart card
device 1200 1n step 1000, and a card application is selected (step 1001). Once a card application
is selected, commands are then directed to the selected application. An unlock button (or other
means for initiating an unlock command) is then pressed (step 1002). The smart card device
reads the CID in step 1004. Smart card device 1200 then determines whether the password
associated with the CID is stored in the cache of the smart card device (step 1006). If the
password is not stored in the cache then the smart card device is unable to unlock the smart card

application and a message such as “unable to unlock” can be displayed (step 1008).

_12 -
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If, however, the password is found in the cache of smart card device 1200, then an
«unlock” command is issued (step 1010). Smart card device 1200 then determunes 1f the smart
card application is already unlocked (step 1012). If the card application 1s already unlocked,
then an error has occurred and an error message can be displayed to the card holder (step 1014).
If, however, the smart card application has not already been unlocked, then device 1200
determines whether the password sent to the smart card through the “unlock™ command
matches the password associated with the smart card (step 1016). If 1t does not, then an error
has occurred and the smart card application is not unlocked (step 1018). If, however, the
password sent from the smart card device to the smart card matches the password associated

with the smart card, then the application is unlocked (step 1020).

FIGS. 13A-13B illustrate an example of command and return codes for the uniock
function. Again, it is preferable that the command formats set forth by the ISO standards be
utilized. Accordingly, the example shown in FIG. 13A for the unlock command includes
information related to the class, instruction, the parameters, and the length of data command.
The example of the return codes shown in FIG. 13B include status word one (SW1) and status
word two (SW2) including “9000” implying successful operation, “9111” implying that the
application has already been unlocked, and “9112” implying that the application could not be
unlocked because the smart card device either did not have the password or the password was

Incorrect.

A method and system for locking and unlocking an application 1n a smart card has been
disclosed. Software written according to the present invention may be stored in some form of
computer-readable medium, such as in computer memory, on a floppy or hard disk, or on a CD-

ROM, transmitted over a network, and/or executed by a processor.

Although the present invention has been described in accordance with the embodiments
shown, one of ordinary skill in the art will readily recognize that there could be vanations to the
embodiments and those variations would be within the spirit and scope of the present invention.
Accordingly, many modifications may be made by one of ordinary skill in the art without

departing from the spirit and scope of the appended claims.
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What is claimed is:

1. A smart card device for unlocking an application in a smart card able to be inserted in
said smart card device, said smart card device comprising:
a card reader arranged to read from and to write to said inserted smart card;
a memory coupled to said card reader, said memory including:
a card identification number corresponding to said smart card, and
a password corresponding to said card identification number; and
a microprocessor coupled to said card reader, said microprocessor arranged to issue
an unlock command along with said password to said smart card when said smart card
provides 1dentifying information matching said card identification number, whereby said
smart card device 1s able to unlock said application in said smart card without entry of an

unlocking password from a user.

2. A smart card device as recited in claim 1 further comprising:
a function button arranged to issue an unlock request to said microprocessor when

activated.

3. A smart card device as recited in claim 1 further comprising:

a display for indicating a status of said smart card.

4. A smart card device as recited in claim 1 wherein said memory is a cache arranged to
hold a plurality of card identification numbers and a corresponding plurality of passwords,

whereby said smart card device may be used to unlock a plurality of applications.

5. A smart card device as recited in claim 4 wherein said microprocessor is further
arranged to delete an oldest pair of corresponding card identification number and password

when said cache is full.

6. A method of locking an application of a smart card using a smart card device, said
method comprising:

recerving said smart card in said smart card device;

- 14 -
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sending a lock command intended for said application from said smart card device to
sald smart card without entry into said smart card device of a locking password by a user,
such that said application becomes locked;

receiving 1dentifying information including a password from said smart card; and

storing said recerved 1dentifying information including said password in a memory of

said smart card device, whereby said application of said smart card may not be used until said

application 1s unlocked.

7. A method as recited in claim 6 wherein said 1dentifying information includes a card
identification number, whereby said card identification number may be used to find said

password 1n said memory of said smart card device.

8. A method as recited in claim 6 further comprising:

recelving into said smart card device an unlock request without entry into said smart
card device of an unlocking password by said user; and

sending said identifying information including said password from said memory of
said smart card device to said smart card along with an unlock command, whereby said

application of said smart card becomes unlocked and is available for use.

9. A method as recited in claim 6 wherein said memory is implemented as a stack and
wherein said element of storing includes:

determining whether said memory 1s full; and

wherein when 1t is determined that said memory is full, deleting other identifying

information related to an oldest transaction of said smart card device.

10. A method as recited in claim 6 further comprising:
determining whether said application of said smart card has already been locked; and
wherein when it is determined that said application is already locked, said identifying
information is not stored in said memory of said smart card device, whereby unauthorized

unlocking is inhibited.
11. A method of unlocking an application of a smart card using a smart card device, said

- 15 -
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method comprising:
receiving said smart card in said smart card device;
rece1ving identifying information including a password from said smart card;
searching a memory of said smart card device for said identifying information; and
sending an unlock command intended for said application to said smart card from said
smart card device without entry into said smart card device of an unlocking password by a

user, whereby said application of said smart card is unlocked and available for use.

12. A method as recited in claim 11 wherein said identifying information includes a card
1dentification number, said method further comprising:

identifying said password in said memory of said smart card device that corresponds
to said card 1dentification number; and

sending said password to said smart card, whereby said smart card password is used
by said smart card to verify that said unlock command from said smart card device is

authorized.

13. A method as recited in claim 11 wherein said memory is implemented as a cache and
wherein said method further comprises:

matching said i1dentifying information with a password in said cache; and

sending said password to said smart card along with said unlock command, whereby
said password is used by said smart card to verify that said unlock command from said smart

card device 1s authonzed.

14. A method of unlocking an application of a smart card using a computing device, said
method comprising:

recerving said smart card in said computing device;

rece1ving 1dentifying information from said smart card;

automatically generating a password corresponding to said identifying information of
said smart card; and

sending an unlock command along with said generated password to said smart card,
whereby said password is used by said smart card to verify that said unlock command from

said computing device is authorized.

- 16 -
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15. A method as recited in claim 14 wherein said computing device 1s a bank terminal, a

personal computer, a telephone, or an automated teller machine.

16. A method as recited in claim 14 wherein said password is generated by referencing a

memory of said computing device using said identifying information.

17. A method as recited in claim 14 wherein said 1dentifying information includes a card

identification number, and said element of automatically generating includes:

using a cryptographic technique to generate said password based upon said card

1dentification number, whereby said password need not be stored by said computing device.

18. A method as recited in any one of claims 14 to 17 further comprising:

displaying one of a locked and unlocked status message.

- 17 -
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