
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2015/0187.192 A1 

US 2015O187192A1 

Tabe (43) Pub. Date: Jul. 2, 2015 

(54) SYSTEMAND METHOD FOR INTERACTIVE (52) U.S. Cl. 
SECURITY CPC ................ G08B 13/02 (2013.01); G08B 19/00 

(2013.01) 
(71) Applicant: Costa Verdi, Series 63 Of Allied 

Security Trust I, San Francisco, CA 
(US) (57) ABSTRACT 

(72) Inventor: Joseph Akwo Tabe, Silver Spring, MD 
(US) 

(21) Appl. No.: 14/645,448 An interactive security system, device and method are dis 
closed. A plurality of sensors are positioned at one or more 

(22) Filed: Mar 12, 2015 predetermined locations in a controlled environment. The 
plurality of sensors are associated with a sensor, the sensor 

Related U.S. Application Data being configured to collect sensor data in the controlled envi 
(63) Continuation-in-part of application No. 1 1/634,535, ronment. The plurality of sensors include at least one human 

filed on Dec. 5, 2006. body sensor configured to detect a human body presence in 
(60) Provisional application No. 60/721,103, filed on Dec. the controlled environment. The plurality of sensors further 

8, 2005. include at least one emergency condition SSO configured tO 
s detect an emergency condition within the controlled environ 

Publication Classification ment. A control server communicatively coupled to the sensor 
is configured to receive, store, and process the sensor data and 

(51) Int. Cl. generate an alarm based on detection of at least one of the 
G08B I3/02 (2006.01) human body, the emergency condition or a combination 
GSB 9/00 (2006.01) thereof. 

1000 y 

10O2 Receive detection data from a sensor network associated 
with a controlled environment 

1004 Receive data associated with a human body in the 
controlled environment 

Emergency 
condition 
detected? 

1008 Retrieve profile information of the controlled 
environment 

1010 Generate an alarm based on the emergency condition, 
presence of human body, and profile information 

1012 Provide alarm information to a command center external 
to the controlled environment 

    

  



Patent Application Publication Jul. 2, 2015 Sheet 1 of 10 US 2015/O1871.92 A1 

100 y 
Controlled Environment 

122 

Positioning Unit Sensor Network 
106 110 

Display 

Camera 
112 

Archival and S N 

114 

Media Device 
118 

Communication 
Network 

104. 

Control Module Control Server 
116 102 

Remote Command Center 
120 

FIG. 1 

  



Patent Application Publication Jul. 2, 2015 Sheet 2 of 10 US 2015/O1871.92 A1 

Control Server 
102 

Security Controller Telephony Controller 
202 212 

Messaging Controller Video Controller 
204 214 

Network Interface 
Controller 

216 

Audio Controller 
206 

Menu Module Clock Module 
208 218 

File Controller Processor 
210 220 

FIG. 2 

  



Patent Application Publication Jul. 2, 2015 Sheet 3 of 10 US 2015/O1871.92 A1 

Archival and Retrieval Unit 
114 

Data Analyzer Data Recognizer 
302 304 

Decision Support 
System 
306 

Data Archive 
308 

Secondary Control 
Server 
310 

FIG. 3 

  



Patent Application Publication Jul. 2, 2015 Sheet 4 of 10 US 2015/O1871.92 A1 

Extended Controlled Environment 
400 

Controlled Environment 
122 

Communication 
Network 

104. 

Location 1 Location N 
402 404 

Sensor Network Sensor Network 
110 110 

Sensor N Sensor N 

Remote Command Center 
120 

FIG. 4 

  



Patent Application Publication Jul. 2, 2015 Sheet 5 of 10 US 2015/O1871.92 A1 

Controlled Environment 
122 

Media Device Sensor Network 
118 110 

Control Server 
102 SensOr 1 

Camera O 

112 

Device 
500 

Communication 
Network 

104. 

Control Module Positioning Unit 
116 106 

Remote Command Center 
120 

FIG. 5 

  

    

    

  

  



Patent Application Publication Jul. 2, 2015 Sheet 6 of 10 US 2015/O1871.92 A1 

500 y 
626 

System Memory 
612 

Central Processing Unit Random Access Memory 
602 614 

Read Only Memory 
Network Interface 616 

604 
Firmware 

618 

Keyboard Controller 
606 

Mass Storage Device Video Display Adaptor 620 
608 

Operating System 
622 

Application Data 
624 

FIG. 6 

  



Patent Application Publication Jul. 2, 2015 Sheet 7 of 10 US 2015/O1871.92 A1 

700 

y Ostar) 
702 Receive position information of a device in a controlled 

environment 

704 
Receive identification information of the device 

706 Provide the position and identification information to a 
control server 

708 Generate a profile for the controlled environment based 
on the position and identification information 

710 
Store the profile for the controlled environment 

FIG. 7 

  



Patent Application Publication Jul. 2, 2015 Sheet 8 of 10 US 2015/O1871.92 A1 

800 

y Ostar D 
802 Receive detection data from a device in the controlled 

environment 

804. Receive an environment profile for the controlled 
environment 

806 Present control options for the device to a user based on 
the environment profile 

808 Send a control command to the device based on the 
presented control options 

810 
Execute the control command at the device 

FIG. 8 

  



Patent Application Publication Jul. 2, 2015 Sheet 9 of 10 US 2015/O1871.92 A1 

900 

y Ostan) 
902 Provide a recording command to a recording device 

located in a controlled environment 

904 
Retrieve profile of the controlled environment 

906 Select a display device for display of the recorded data 
based on processing of the profile 

908 
Transmit the recorded data to the Selected display device 

910 
Select an audio level for the selected display device 

912 
Play the recorded data on the display device 

FIG. 9 

  



Patent Application Publication Jul. 2, 2015 Sheet 10 of 10 US 2015/O1871.92 A1 

1000 y Ostar D 
10O2 Receive detection data from a sensor network associated 

with a controlled environment 

T004 Receive data associated with a human body in the 
controlled environment 

1006 Emergency 
condition 
detected? 

Yes 

1008 Retrieve profile information of the controlled 
environment 

1010 Generate an alarm based on the emergency condition, 
presence of human body, and profile information 

1012 Provide alarm information to a command center external 
to the controlled environment 

FIG. 10 

  

  



US 2015/O 1871.92 A1 

SYSTEMAND METHOD FOR INTERACTIVE 
SECURITY 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation-in-part (CIP) of 
the application Ser. No. 1 1/634,535 filed on Dec. 5, 2006, 
titled, “Entertainment Device Configured for Interactive 
Detection and Security Vigilant Monitoring in Communica 
tion with a Control Server, now published as U.S. Patent 
Application Publication No. 2007/0256105 A1 and is incor 
porated by reference herein in its entirety, which in turn 
claims priority from provisional application No. 60/721, 103 
filed on Dec. 8, 2005, and is incorporated by reference herein 
in its entirety. 

BACKGROUND 

0002 1. Field 
0003 Embodiments of the present invention generally 
relate to a system and method for area Surveillance, and 
particularly to a system and method for interactive monitor 
ing and security of an area. 
0004 2. Description of Related Art 
0005. The innovation of the information age has revealed 
new and exciting opportunities for interactive high definition 
television capabilities. Personal televisions have been 
deployed in a variety of arenas to gain image clarity and 
efficiencies, reduce cost, and increase productivity. Miniatur 
ization and portability have made personal televisions more 
accessible and a more valued tool in many business environ 
ments. Personal televisions have also become a very useful 
tool in non-business environments, including educational 
institutions and homes. 

0006 Home television network in connection with a com 
puting device means are gaining increased popularity. Within 
a home, multiple personal televisions can be connected 
together in the home and/or used for office computing device 
to permit a user to share security data and other data without 
having to manually carry a camera from one room to another. 
The television network in connection with a computing 
device means also permits the user to receive detected data, 
share printers, fax machines, and other devices or reach other 
distant destination. Internet access facilities can also be pro 
vided to permit access to external networks and services. 
Thus, a user can operate an interactive high definition televi 
sion through his cellphone in communication with a server to 
gain instant access to information source from anywhere in 
the world. 

0007. Despite the increasing presence of home television 
network in connection with a computing device means, sev 
eral significant problems must be overcome. For example, 
installing a home detection network can be time extensive and 
expensive to deploy. Additionally, there is no easy method to 
integrate home television network in connection with a com 
puting device means with other residential, commercial/in 
dustrial devices, destination, Such as televisions, Stereos, cell 
phones, DVD distributors, and other home electronics. Being 
able to efficiently distribute digital audio/video (AV) data 
among personal televisions and other AV devices, destination 
such as, televisions, DVD distributors, PVRs, etc. is compli 
cated by differing and evolving detection and communica 
tions standards and/or formats. 

Jul. 2, 2015 

0008 Another significant challenge is being able to effec 
tively control the networked residential, commercial/indus 
trial devices. Although a remote control unit can be trained to 
send signals to components of an entertainment center Such 
as, a television, Stereo, and VCR, there is no known central 
device that can communicate and control multiple personal 
televisions and other analog and/or digital devices, destina 
tion at offices and residence or office environment. 
0009. Although the combination of improved interactive 
high definition television capabilities and global access to 
detection information has resulted in significant advance 
ments in the information processing age, there exists a need 
for a simple, inexpensive, yet versatile system that can inte 
grate the functions of interactive high definition television 
into multiple security and detection devices for residential, 
commercial/industrial/office and connected to a residential, 
commercial/industrial/ office network and access-able from 
any remote location to enable home protection from physical 
theft, un-authorized entry, burglary, etc. 

SUMMARY 

00.10 Embodiments in accordance with the present inven 
tion provide an interactive security system, method, and 
device for monitoring a controlled environment, detecting an 
emergency condition in the controlled environment and gen 
erating an alarm based on existence of the emergency condi 
tion. 
0011. In an embodiment, the present invention provides an 
interactive security system for monitoring a controlled envi 
ronment, detecting an emergency condition in the controlled 
environment and generating an alarm based on existence of 
the emergency condition. The interactive security system 
includes plurality of sensors positioned at one or more pre 
determined locations in the controlled environment. The plu 
rality of sensors are associated with a sensor, the sensor being 
configured to collect sensor data in the controlled environ 
ment. The plurality of sensors include at least one human 
body sensor configured to detect a human body presence in 
the controlled environment. The plurality of sensors further 
include at least one emergency condition sensor configured to 
detect an emergency condition within the controlled environ 
ment. A control server communicatively coupled to the sensor 
is configured to receive, store, and process the sensor data and 
generate an alarm based on detection of at least one of the 
human body, the emergency condition or a combination 
thereof. 
0012. In an embodiment, the present invention discloses a 
method for monitoring a controlled environment, detecting 
an emergency condition in the controlled environment and 
generating an alarm based on existence of the emergency 
condition. The method includes receiving sensor data for the 
controlled environment from a sensor associated with the 
controlled environment. The method further includes pro 
cessing the sensor data to determine an emergency condition 
and presence of a human body in the controlled environment 
and generating an alarm based on detection of at least one of 
the emergency condition, the human body or a combination 
thereof. 
0013. In an embodiment, the present invention provides an 
interactive security media device for monitoring a controlled 
environment, detecting an emergency condition in the con 
trolled environment and generating an alarm based on exist 
ence of the emergency condition. The media device includes 
a command interface for receiving a command from a control 
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module where the control module is communicatively 
coupled to the media device. The media device further 
includes a communication interface for receiving sensor data 
from a sensor via a communication network, the sensor com 
prising a plurality of sensors positioned at one or more pre 
determined locations in a controlled environment. The media 
device further includes a display for displaying media content 
and the sensor data. The media device further includes a 
network interface for communicating with a remote com 
mand center external to the controlled environment. The 
media device further includes a processor communicatively 
coupled to the command interface, the control module, the 
communication interface, the display, and the network inter 
face. The processor is configured to receive, store, and pro 
cess the sensor data and display the sensor data on the display. 
The processor is further configured to generate an alarm 
based on detection of at least one of presence of a human 
body in the controlled environment, detection of an emer 
gency condition in the controlled environment or a combina 
tion thereof and provide the alarm information to the remote 
command center. 
0014. The preceding is a simplified summary to provide an 
understanding of some embodiments of the present invention. 
This Summary is neither an extensive nor exhaustive over 
view of the present invention and its various embodiments. 
The Summary presents selected concepts of the embodiments 
of the present invention in a simplified form as an introduction 
to the more detailed description presented below. As will be 
appreciated, other embodiments of the present invention are 
possible utilizing, alone or in combination, one or more of the 
features set forth above or described in detail below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015 The above and still further features and advantages 
of embodiments of the present invention will become appar 
ent upon consideration of the following detailed description 
of embodiments thereof, especially when taken in conjunc 
tion with the accompanying drawings, and wherein: 
0016 FIG. 1 illustrates a block diagram depicting a secu 

rity system associated with a controlled environment, accord 
ing to an embodiment of the present invention; 
0017 FIG. 2 illustrates a block diagram depicting a con 

trol server of the security system, according to an embodi 
ment of the present invention; 
0018 FIG. 3 illustrates a block diagram depicting an 
archival and retrieval unit of the security system, according to 
an embodiment of the present invention; 
0019 FIG. 4 illustrates a block diagram depicting an 
extended controlled environment, according to an embodi 
ment of the present invention; 
0020 FIG. 5 illustrates a block diagram depicting a media 
device associated with a controlled environment, according 
to an embodiment of the present invention; 
0021 FIG. 6 illustrates a block diagram depicting a com 
puting device at which one of more processing devices may 
be based, according to an embodiment of the present inven 
tion; 
0022 FIG. 7 depicts a flowchart of a method for generat 
ing a profile of a controlled environment, according to an 
embodiment of the present invention; 
0023 FIG. 8 depicts a flowchart of a method for control 
ling one or more devices of the security system, according to 
an embodiment of the present invention; 
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0024 FIG.9 depicts a flowchart of a method for handling 
sensor data of the controlled environment, according to an 
embodiment of the present invention; 
0025 FIG. 10 depicts a flowchart of a method for gener 
ating an alarm based on sensor data of the controlled envi 
ronment, according to an embodiment of the present inven 
tion; 
0026. It is to be noted that the drawings presented are 
intended solely for the purpose of illustration and that they 
are, therefore, neither desired nor intended to limit the dis 
closure to any or all of the exact details of construction shown, 
except insofar as they may be deemed essential to embodi 
ments of the claimed invention. 
0027. The headings used herein are for organizational pur 
poses only and are not meant to be used to limit the scope of 
the description or the claims. As used throughout this appli 
cation, the word ' is used in a permissive sense (i.e., mean 
ing having the potential to), rather than the mandatory sense 
(i.e., meaning must). Similarly, the words “include”, “includ 
ing, and “includes’ mean including but not limited to. To 
facilitate understanding, like reference numerals have been 
used, where possible, to designate like elements common to 
the figures. Optional portions of the figures may be illustrated 
using dashed or dotted lines, unless the context of usage 
indicates otherwise. 

DETAILED DESCRIPTION 

0028. The phrases “at least one”, “one or more', and “and/ 
or are open-ended expressions that are both conjunctive and 
disjunctive in operation. For example, each of the expressions 
“at least one of A, B and C, “at least one of A, B, or C, “one 
or more of A, B, and C. “one or more of A, B, or C and “A, 
B, and/or C' means A alone, B alone, C alone, A and B 
together, A and C together, B and C together, or A, B and C 
together. 
(0029. The term “a” or “an entity refers to one or more of 
that entity. As such, the terms “a” (or “an”), “one or more' and 
“at least one' can be used interchangeably herein. It is also to 
be noted that the terms “comprising”, “including, and “hav 
ing can be used interchangeably. The term “automatic' and 
variations thereof, as used herein, refers to any process or 
operation done without material human input when the pro 
cess or operation is performed. However, a process or opera 
tion can be automatic, even though performance of the pro 
cess or operation uses material or immaterial human input, if 
the input is received before performance of the process or 
operation. Human input is deemed to be material if such input 
influences how the process or operation will be performed. 
Human input that consents to the performance of the process 
or operation is not deemed to be “material. 
0030 The term “computing device-readable medium' as 
used herein refers to any tangible storage and/or transmission 
medium that participate in providing instructions to a proces 
sor for execution. Such a medium may take many forms, 
including but not limited to, non-volatile media, Volatile 
media, and transmission media. Non-volatile media includes, 
for example, NVRAM, or magnetic or optical disks. Volatile 
media includes dynamic memory, such as main memory. 
Common forms of computing device-readable media 
include, for example, a floppy disk, a flexible disk, hard disk, 
magnetic tape, or any other magnetic medium, magneto 
optical medium, a CD-ROM, any other optical medium, 
punch cards, paper tape, any other physical medium with 
patterns of holes, a RAM, a PROM, and EPROM, a FLASH 
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EPROM, a solid state medium like a memory card, any other 
memory chip or cartridge, a carrier wave as described here 
inafter, or any other medium from which a computing device 
can read. 

0031. A digital file attachment to e-mail or other self 
contained informationarchive or set of archives is considered 
a distribution medium equivalent to a tangible storage 
medium. When the computing device-readable media is con 
figured as a database, it is to be understood that the database 
may be any type of database. Such as relational, hierarchical, 
object-oriented, and/or the like. Accordingly, embodiments 
may include a tangible storage medium or distribution 
medium and prior art-recognized equivalents and Successor 
media, in which the software embodiments of the present 
invention are stored. 

0032. The terms “determine”, “calculate” and “compute.” 
and variations thereof, as used herein, are used interchange 
ably and include any type of methodology, process, math 
ematical operation or technique. 
0033. The term “module” as used herein refers to any 
known or later developed hardware, software, firmware, arti 
ficial intelligence, fuzzy logic, or combination of hardware 
and Software that is capable of performing the functionality 
associated with that element. Also, while the present inven 
tion is described in terms of exemplary embodiments, it 
should be appreciated those individual aspects of embodi 
ments of the present invention can be separately claimed. 
0034 FIG. 1 illustrates a block diagram depicting a secu 

rity system 100, according to an embodiment of the present 
invention. The security system 100 includes a control server 
102 communicatively coupled to a positioning unit 106, a 
display 108, a sensor network 110, a camera 112, and an 
archival and retrieval unit (ARU) 114 through a communica 
tion network 104. The security system 100 may be installed in 
a geographical region, hereinafter referred to as “the con 
trolled environment 122. 

0035. The control server 102 governs addition or deletion 
of a system component to the security system 100. In an 
embodiment, the control server 102 generates an environ 
ment profile to track and monitor all devices, destinations and 
applications within the controlled environment 122. A text 
based or graphical interface enables a user to specify the 
location or dimensions of the controlled environment 122 for 
monitoring. The controlled environment 122 may include a 
home, an office, an educational institution, a medical institu 
tion, an industrial establishment, a residential building or any 
other commercial or residential space where monitoring and 
security of occupants is desired. The controlled environment 
122 can be one or more rooms or designated areas within a 
room. Embodiments may also be used to control the opera 
tions and functions of system components located within the 
surrounding area of the controlled environment 122. Once the 
controlled environment 122 is established, the user can 
specify the system components that will be governed in the 
controlled environment 122 and enable communication with 
the control server 102. A system component announces its 
presence by broadcasting a detection control message on a 
continuous or periodically scheduled basis. The control 
server 102 receives the broadcast and adds the system com 
ponent to the profile for that particular controlled environ 
ment 122 by extracting a detection type and properties for the 
system component from the detection message. The system 
component can be automatically interfaced with the environ 
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ment profile. The user can expressly accept the profile 
change, or ignore it thereby allowing the profile change to be 
automatically approved. 
0036. With respect to updating the profile data, the control 
server 102 may also explicitly enable a request through at 
least one of the broadcast mechanism that all system compo 
nents in the controlled environment 122 identify themselves 
through. 
0037. The security system 100 monitors positions of vari 
ous objects, system components and human beings within the 
controlled environment 122 in real time. In an embodiment, 
the security system 100 utilizes one or more positioning units 
106 for monitoring and tracking the location. 
0038. The positioning unit 106 includes an interactive 
detector as described in Pat. No. U.S. Pat. No. 6,762,686, 
which is incorporated in by reference herein in its entirety. 
The positioning unit 106 designates spatial locations within 
the controlled environment 122 for security system 100. The 
positioning unit 106 is communicatively coupled to the other 
system components such as the control server 102 via a wired 
and/or wireless interface. The positioning unit 106 is operable 
to be designated by coded means, to a floor or room within the 
controlled environment 122. The positioning unit 106 is also 
operable to designate a specific location within a floor or 
room. In an embodiment, the positioning unit 106 can be 
situated outside of the controlled environment 122 to thereby, 
designate external areas of protection for the controlled envi 
ronment 122. In another embodiment, multiple positioning 
units 106 are distributed throughout the controlled environ 
ment 122. For example, the positioning units 106 may be 
located within, or mounted to, a wall, door, ceiling, floor, or 
the like of the controlled environment 122. The positioning 
units 106 can be coupled to the control module 116 or located 
as a stand-alone device within the controlled environment 
122. 

0039. In another embodiment, the positioning unit 106 is 
part of a radio frequency (RF) communications system. A RF 
transponder interacts with a RF interrogator to communicate 
positioning information. The transponder is coupled to a sys 
tem component and makes available identification informa 
tion that uniquely identifies the system component. The tran 
sponder can make available other types of information, 
including an assigned location of the system component if the 
component is a stationary or infrequently moved device. The 
transponder can be coupled to either the control module 116 
or the positioning unit 106. In an embodiment, the transpon 
der is an active transponder. The active transponder transmits 
a continuous or periodic signal containing the identification 
information. In this embodiment, the position of the system 
component is being tracked and/or monitored in real time or 
near real time. In another embodiment, the transponder is a 
passive transponder. The passive transponder remains inac 
tive or silent until it is activated by detection, an interrogator, 
or manually activated by the user. In this embodiment, the 
current position of the system component is not known to the 
security system 100 with certainty until the transponder is 
activated. 

0040. The interrogator is coupled to another system com 
ponent and receives positioning information when it comes 
within the communications range of the transponder. The 
interrogator will automatically receive the positioning infor 
mation from an active transponder, or will activate a passive 
transponder to receive the positioning information. 
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0041. The interaction between the transponder and the 
interrogator can be explained with following illustration. The 
transponder is coupled to the control module 116 and the 
interrogator is coupled to or embodied within the positioning 
unit 106. When the user carrying the control module 116 
enters the vicinity of the positioning unit 106, the positioning 
unit 106 receives identification codes from the control mod 
ule 116. The identification codes may include an identifier for 
the control module 116. The positioning unit 106 sends the 
identification codes to the control server 102 for further pro 
cessing. In an embodiment, the positioning unit 106 sends a 
vicinity identifier in response to detection of at least an object, 
wherein the object is responsible for the activation of devices 
in the controlled environment 122 where the positioning unit 
106 is located. In another embodiment, the control server 102 
determines the vicinity identifier from an identifier assigned 
to the positioning unit 120. For example, when the control 
module 116 is determined to be located within a dining area 
and enabled, the control server 102 will then allow the control 
module 116 to control system components positioned in the 
dining area. 
0042. The sensor network 110 is communicatively 
coupled to the control server 102 via the communication 
network 104. The sensor network 110 includes a plurality of 
sensors distributed throughout the controlled environment 
122. The plurality of sensors may be configured to detect a 
variety of events or data in the controlled environment 122. 
The plurality of sensors may further be configured to detect a 
severity level of an emergency condition. For example, the 
plurality of sensors may determine severity of a fire accident 
in the controlled environment 122 and/or severity of burn 
injuries to a human being present in the controlled environ 
ment 122. A high resolution image of the human body may be 
used to determine severity of the burn injuries. The plurality 
of sensors may include an interactive sensor. The interactive 
sensor may analyze a detection severity within at least a 
frequency threshold value, and for providing at least a time 
map based on at least a classification of the human body. The 
interactive sensor may further determine a human body tem 
perature of a human being present in the controlled environ 
ment 122. 

0043. The plurality of sensors may be positioned at pre 
determined locations in the controlled environment 122. The 
plurality of sensors may collect detection data in the con 
trolled environment 122. The detection data may correspond 
to one or more events in the controlled environment 122. In an 
embodiment, the plurality of sensors may include a human 
body sensor configured to detect a human body presence in 
the controlled environment 122. The human body sensor may 
be a heat sensor, a heartbeat sensor, a Voice sensor, a motion 
sensor or the camera 112. In an embodiment, the human body 
sensor may detect a position and a movement of a human 
being. The plurality of sensors may further include one or 
more emergency condition sensors configured to detect an 
emergency condition within the controlled environment. The 
emergency condition sensors may include a Smoke sensor, a 
fire sensor, a temperature sensor, a break-through sensor, a 
pressure sensor, a sound sensor, a Voice sensor, or the camera 
112. 

0044. In an embodiment, the smoke sensor serves as a 
detection platform for the control server 102. The smoke 
sensor's ceiling-wall mounted base and direct connection to 
existing Voltage AC powerline of the controlled environment 
122 provides an ideal platform for the control server 102 and 
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enables information to be transported throughout the con 
trolled environment 122 either through a wireless connection 
or through the power line. In this embodiment, the control 
server 102 can be housed within a wired/wireless access 
point, which provides the control server 102 with “always 
on' connectivity. The Smoke sensor may include a network 
interface card which enables the smoke sensor to provide the 
control server 102 with Home-PNA and/or wireless (e.g., 
IEEE 802.11 or 49.11) network connectivity. Since most 
Smoke sensors are presently hard-wired into the controlled 
environment 122 power line, the Smoke sensor platform also 
provides means of connectivity for the control server 102. 
Another advantage of using the Smoke sensor as a detection 
platform for the control server 102 is that the smoke sensor 
can be ceiling/wall mounted to facilitate a greater communi 
cations range. 
0045. In an embodiment, electronic image sensors may be 
embedded in the sensor network 110. The image sensors may 
have mega-pixel resolution with optical/digital Zoom arrays 
of a large number of very Small light sensors, together called 
"mega-pixel resolution with optical/digital Zoom arrays'. 
The camera 112 comprises imaging components to produce 
an optical image of an emergency scene onto the mega-pixel 
resolution with optical/digital Zoom array. The electronic 
image sensors convert the optical image detected into a set of 
electronic signals. The electronic image sensors may utilize 
arrays of CCD sensors for converting light into electrical 
signals. The camera 112 is communicatively connected to the 
control server 102. The camera 112 may include a control unit 
that enables remote control of various camera functions, such 
as pan, tilt, Zoom, focus, and iris control. In an embodiment, 
the camera 112 includes one or more video cameras or cam 
corders and is installed in a media device 118. In an embodi 
ment, the media device 118 may be an interactive high defi 
nition television. 

0046. The plurality of sensors may provide detection data 
to the control server 102 for further processing. The control 
server 102 may provide processed detection data to the archi 
val and retrieval unit (ARU) 114 which is configured to 
receive compressed data streams, filter the streams for meta 
data Such as, date, time, and source and store the streams and 
metadata for future retrieval. Further details of the ARU 114 
are explained with reference to FIG. 3 below. 
0047. The control server 102 may provide processed 
detection data to the display 108 for playback of the detection 
data. The display 108 is a wired or wireless display that 
Supports closed-circuit viewing. In an embodiment, the dis 
play 108 is a flat liquid crystal display (LCD) positioned on a 
wall or standing on a desk, table, or countertop. In an embodi 
ment, the display 108 receives a streaming screen saver that 
displays static or dynamic images of a photograph, or a por 
trait when the display 108 is functioning in an inactive state. 
In an embodiment, the display 108 receives feeds from the 
media device 118. 

0048. The data from the plurality of sensors is analyzed by 
the control server 102 for determining an emergency condi 
tion. If an emergency condition exists in the controlled envi 
ronment 122, the control server 102 may activate one or more 
alarms or response functions in the controlled environment 
122. In another embodiment, the control server 102 intimates 
a remote command center 122 of the emergency condition. 
For example, if the detection data indicates a fire in the con 
trolled environment 122, the control server 102 may activate 
water sprinklers and intimate the remote command center 120 
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about the fire incident. The control server 102 may transmit 
live data associated with the emergency condition to the 
remote command center 120. 

0049. Further, the control module 116 is a wired or wire 
less data processing device that enables a user to interact with 
the security system 100 and send control commands to the 
control server 102 and other devices. The control module 116 
enables a user to remotely control the operations of various 
components of the security system 100. In an embodiment, a 
display of the control module 116 is capable of receiving 
video, text, and/or audio from other devices. In an embodi 
ment, the control module 116 includes a flash ROM that 
enables wireless downloads and uploads of detection data 
about sections of the controlled environment 122. 

0050. Further, the communication network 104 of the 
security system 100 may include a wired and/or wireless local 
area network (LAN) or wide area network (WAN), such as an 
organizations intranet, a local internet, the global-based 
Internet including the WorldWideWeb, an extranet, a. virtual 
private network (VPN), licensed wireless telecommunica 
tions spectrum for digital cable and cell including CDMA, 
TDMA, GSM, EDGE, GPRS, CDMA2000, WCDMA FDD 
and/or TDD or TD-SCDMA technologies, or the like. The 
communication network 104 includes wired, wireless, or 
both transmission media and includes satellite, terrestrial 
such as fiber optic, copper, UTP, STP coaxial, hybrid fiber 
coaxial “HFC, or the like, radio, free-space optics, micro 
wave, and/or any other form or method of transmission. 
0051 FIG. 2 illustrates a block diagram depicting a con 

trol server 102 of the security system 100, according to an 
embodiment of the present invention. The control server 102 
includes a security controller 202, a messaging controller 
204, an audio controller 206, a menu module 208, a file 
controller 210, telephony controller 212, a video controller 
214, a network interface controller 216, a clock module 218, 
a processor 220, and a memory 222. The control server 102 
may further include application software and data for 
enabling the above controllers. 
0052. The security controller 202 enables the control 
server 102 to interact with and/or manage various system 
component of the security system 100. In an embodiment, the 
security controller 202 controls and/or monitors feedback 
from the plurality of sensors that form a part of the security 
system 100. In one embodiment, the security controller 202 
receives feedback from one or more motion sensors placed 
within the controlled environment 122 or in external locations 
Surrounding the controlled environment 122. In an embodi 
ment, the feedback activates the camera 112 and/or an audio 
means within the vicinity of the detected motion. In another 
embodiment, such feedback activates a security alarm or 
signals the control module 116. To signal the user, the control 
module 116 can vibrate, ring, flash a message, or the like. The 
camera 112 may be moved and/or focused in a particular 
direction and particular location within the controlled envi 
ronment 122. In an embodiment, the security controller 202 is 
operable to lock or unlock doors, windows, or entryways in 
response to users input at the control module 116. Further, in 
an embodiment, the security controller 202 interfaces with a 
fire and safety control system within the controlled environ 
ment 122. As such, the plurality of sensors is feed into control 
server 102 and may enable a user to log in and monitor 
emergency situations. The user can be authorized via the 
security controller 202 to log into the control server 102 over 
the Internet from the remote command center 120 and receive 
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live feeds from the camera 112, archived feeds from the 
camera 112, or broadcasts feed from the media device 118. 
0053. The messaging controller 204 enables centralized 
storage of telephone calls received via the telephony control 
ler 212. Voice messages are written to a memory of the ARU 
114. The messaging controller 204 enables messages includ 
ing audio, video, and/or text to be created, stored, and/or 
retrieved within the security system 100. The user can operate 
the control module 116, a telephone (not shown), or an audio 
means to create a message for another user. The messaging 
controller 204 may also enable the control server 102 to 
interact with a computing device to communicate, search 
and/or retrieve data from the computing device. 
0054 The audio controller 206 manages the exchange of 
audio signals within the security system 100. Accordingly, 
the audio controller 206 receives and/or distributes audio 
signals for one or more audio components, such as, for 
example, a Voice auditory/audio means, speakers coupled to 
the computing device, the media device 118 or the control 
module 116. The audio controller 206 may receive audio 
signals from the ARU 114 and distribute the audio signal to 
the voice auditory/audio means and the control module 116. 
Further, the audio controller 206 may store an audio stream in 
the ARU 114 for future recall. In an embodiment, the audio 
controller 206 reads and/or writes to an internal storage 
medium that is designated for audio, and hence distributes 
audio to and from its internal storage medium. The audio 
controller 206 may query a web site, for example, "MP3. 
com' to download a digital recording to be played at a media 
device or stored in the ARU 114. In an embodiment, the audio 
controller 206 encodes the audio stream to MPEG-3 formatto 
produce compact disk (CD) quality in real time or near real 
time. In another embodiment, the audio controller 206 
encodes the audio stream to produce detection data on the CD 
quality audio in real time or near real time. 
0055. The menu module 208 may manage one or more 
menus associated with one or more devices in the controlled 
environment 122. The menu module 208 may direct storing 
and retrieval of menu items in the ARU 114. The menu mod 
ule 208 is configured to interact with the control module 116 
to receive one or more commands and direct a corresponding 
device to execute a function based on the one or more com 
mands. In an embodiment, the control server 102 manages a 
clock associated with a device via the menu module. 208 

0056. The clock module 218 can set or synchronize a 
clock for one or more system components including the com 
ponents of the ARU 114. The clock module 218 includes a 
real-time clock that can be set by the user through the control 
module 116. Alternatively, the real-time clock can be set via 
the Internet through the communication network 104. The 
clock module 218 uses its own real-time clock to set the clock 
of other system components by navigating a menu of the 
respective system component. Since the control server 102 
tracks and monitors the state of the system components, the 
clock module 218 is programmable to navigate the menus of 
the system component to set the clock without interfering 
with the component's operations, such as when the media 
device 118 is on. In an embodiment, instructions for navigat 
ing a system component are stored in the ARU 114. For 
example, the input numbers for navigating the menus of a 
VCR or DVD distributor to set or program its internal clock 
can be memorized. The memorized numbers are associated 
with a set of infra red (IR) codes, which are stored at the 
control server 102. At the appropriate time, the IR codes are 
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retrieved from an IR code database or library, and transmitted 
to the appropriate system component. Upon receipt, the IR 
codes are executed to navigate the menus to set the clock or 
retrieve detection data content. 

0057 The file controller 210 enables the control server 
102 to function as a central file server for all personal devices 
in the controlled environment 122. The file controller 210 
enables data to be stored and accessed by system components 
located within the controlled environment 122. In an embodi 
ment, a device located outside the controlled environment is 
able to store and/or retrieve datavia the file controller 210. For 
example, if a static internet protocol (IP) address is Sustained 
by the internet service provider (ISP) of the security system 
100, then a remote user could log into the control server 102 
to retrieve and/or store data via the file controller 210. 

0058. The telephony controller 212 manages the distribu 
tion of telecommunications from conventional telephone 
paths and/or a television network. In an embodiment, the 
telephone is coupled to a conventional wired or wireless 
telephone path, such as POTS or PSTN. The telephone can 
also be coupled to a cellular or satellite communications path. 
A dedicated interface is provided to enable the cellular/satel 
lite telephone means to interact with the security system 100. 
Calls or signals received or transmitted over the conventional 
path are also monitored and/or controlled by the control 
server 102. As such, the control server 102 is responsive to 
distributing detection and communication signals from the 
calls or the controlled environment 122 to other system com 
ponents. For example, the user is able to directly operate the 
control module 116 to place and/or receive calls indirectly via 
the telephone when detection is enabled. 
0059. The video controller 214 manages the exchange of 
video signals within the controlled environment 122. The 
video controller 214 receives and/or distributes video signals 
for displays coupled, for example, to the computing device, 
the media device 118, or the control module 116. The video 
controller 214 also interacts with the components of the ARU 
114. In an embodiment, the video controller 214 reads and/or 
writes to an internal storage medium that is designated for 
video in addition to or in lieu of the ARU 114 components. 
Accordingly, the video controller 214 receives video signals 
from the ARU 114 components and/or its internal storage 
medium and distributes the video signals to other system 
components such as the media device 118 and the control 
module 116. The video controller 214 can also receive a video 
stream from a source Such as the Internet or the media device 
118 and store the video stream in the ARU 114 or its internal 
storage medium for future references and viewing. For 
example, the video controller 214 can query a web site Such as 
“www.bet.com' to download a music video to be played 
and/or stored to a system component while also checking for 
ongoing security at a current bet show. To enable distribution 
over the communications network 104 and or the Internet, the 
video controller 214 provides MPEG encoding. The video 
controller 214 is configured to receive, encode, and distribute 
a media and detected data stream in real time or near real time. 
In an embodiment, a network connection to the Internet 
enables the video controller 214 to implement broadband 
Internet access for audio/video distribution of security data 
associated with the controlled environment 122. 

0060. Further, the network interface controller 216 
enables the control server 102 to communicate with the 
devices within or outside the controlled environment 122 via 
the communication network 104 and the Internet. The pro 
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cessor 220 is configured to process data received, stored or 
transmitted by the control server 102 in coordination with the 
various controllers described above. Processing of data may 
include reformatting or Scaling of data (e.g., from a range of 
0-65.535 to a human-interpretable range or meaningful units 
Such as degrees Fahrenheit), combining or dividing various 
data or data fields, performing calculations on the data, com 
paring or correlating data, buffering the data, and so forth. 
The memory 222 is configured to store and hold data received 
at the control server 102. The memory 222 may be accessed 
by various controllers and the processor 220 for retrieving 
data stored therein. 
0061 FIG. 3 illustrates a block diagram depicting compo 
nents of the ARU 114, according to an embodiment of the 
present invention. In an embodiment, the ARU 114 includes a 
data analyzer 302, a data recognizer 304, a decision Support 
system (DSS) 306, a data archive 308, a secondary control 
server 310, and a menu 312. The aforementioned ARU 114 
components are not intended to be an exhaustive listing. 
Other ARU 114 components can be implemented and are 
deemed to be within the scope of embodiments of the present 
invention. 
0062. The ARU 114 is communicatively coupled to the 
control server. The ARU 114 is configured to receive com 
pressed streams, filter the streams for metadata such as, date, 
time, and source and store the streams and metadata for future 
retrieval. The ARU 114 may be internal or external to the 
control server 102. The ARU 114 components may be cen 
trally located or distributed throughout the controlled envi 
ronment 122. In an embodiment, the ARU 114 components 
may be accessible from an external source such as, a web 
server device having communicating means over the global 
Internet via the communication network 104. 

0063. The data archive 308 provides one or more storage 
mediums for various data including video data, audio data, 
and metadata. In an embodiment, the data archive 308 may 
include a removable storage unit such as a Zip disk, a floppy 
disk, or a compact disc-read only memory (CD-ROM). To 
Support larger Volumes of detection data, one or more inte 
grated databases or a data warehouse system may be used to 
store the detection data and support the control server 102. In 
an embodiment, the data archive 308 may include a relational 
or object oriented (OO) component based database manage 
ment system, or the like, that controls the analyzer, storing, 
retrieving, and updating of relevant data and metadata in the 
database records. The database management system also con 
trols data integration, enforces integrity rules and constraints 
including detection data integrity and detection data referen 
tial integrity, and enforces security constraints. In an embodi 
ment, the data archive 308 is a scalable system that stores data 
on multiple disk arrays. The detection and communication 
data warehousing can be implemented with the SQL Server 
2000 application, which is available from Microsoft(R) Cor 
poration, the Oracle(R) 9i database system is available from 
Oracle(R) Corporation or other similar proprietary products 
and services. Further, the data archive 308 may support Open 
Database Connectivity (ODBC) and/or Java Database Con 
nectivity (JDBC) protocols. The data archive 308 may further 
include an index file database system and/or a planner file 
database system. 
0064 Secondary control server 310 receives audio and 
video signals from the television 412 and the plurality of 
sensors. In an embodiment, the secondary control server 310 
may include radio or television tuners and programmers. 
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0065. The data analyzer 302 can be a VCR distributor, 
DVD distributor, PVR, video server, virtual recorder, audio 
server, stereo, CD distributor, record distributor, audio tape or 
cassette distributor, digital audio tape recorder, and/or any 
other device or application that stores, records, generates, or 
plays back via magnetic, optical, electronic, or any other 
storage media. The IR codes may also be used to program the 
data analyzer 302 to record selected programs. 
0066. The data recognizer 304 records and plays back 
media and detected data and/or multimedia and detected data 
similar to the data analyzer 302 functions. However, the data 
recognizer 304 is further capable of loading multiple record 
ings such as CD or DVD to be played without having to be 
reloaded. 

0067. The DSS306 may include a human body heat sensor 
to detect presence of a human body in the controlled environ 
ment 122. The DSS 306 may enable the security system 100 
to determine presence and condition of a human body in the 
controlled environment 122. Further, the menu 312 may 
include one or more menus associated with one or more 
devices or components of the security system 100. The menu 
312 may be stored in the data archive 308 or it may be external 
to the data archive 308 and stored in another storage medium 
Such as a read only memory. 
0068 FIG. 4 illustrates a block diagram depicting an 
extended controlled environment 400, according to an 
embodiment of the present invention. The extended control 
environment 400 may include the controlled environment 
122 and Surrounding areas up to a predetermined distance 
from the boundaries of the controlled environment 122. The 
controlled environment 122 may include a home, an office, an 
educational institution, a medical institution, an industrial 
establishment, a residential building or any other commercial 
or residential space where monitoring and security of occu 
pants is desired. 
0069. The extended controlled environment 400 may 
include one or more sensor networks at one or more locations. 
For example, the extended controlled environment 400 may 
include a location 1 402 having installed a sensor network 
110. The extended controlled environment 400 may further 
include a location N 404 having installed another sensor 
network 110. The location 1 and the location N may be 
outside the controlled environment 122 but within the Sur 
rounding areas and included in the extended controlled envi 
ronment 400. The controlled environment 100, the sensor 
networks 110 at locations 1-N may be communicatively 
coupled to the remote command center 120 via the commu 
nication center 120. Each sensor network 110 may include the 
plurality of sensors as described with reference to FIG. 1. 
Each sensor network 110 may send sensor data to the control 
server 102 of the controlled environment 122. The nature of 
the sensor data may depend upon the type of sensor that 
Supplies the sensor data. For example, sensor data may 
include an analog measurement (e.g., a temperature measure 
ment). Sensor data may also include images or streaming 
media (e.g., photos, videos, audio recording, etc.). Sensor 
data may also include a binary indication (e.g., whether some 
thing is present or not present, whether a measurement is 
above or below a threshold, etc.). In an embodiment, the 
controlled environment 122 includes a plurality of sections at 
locations 1-N, each section having at least one human body 
sensor and the at least one emergency condition sensor. Other 
characteristics and functions of the extended controlled envi 
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ronment 400 are similar to that of the controlled environment 
122 and the security system 100 as described with reference 
to FIG.1. 

0070. In an embodiment, the extended controlled environ 
ment 400 may further include an audio means (not shown). 
The audio means may include a wired or wireless audio 
system, such as a cellphone, Stereo or audio Voice server. The 
audio means may include a microphone as part of the security 
system 100. In an embodiment, the audio means includes one 
or more speakers with audio outputs located throughout the 
controlled environment 122. 
0071 FIG. 5 illustrates a block diagram depicting a media 
device 118 associated with the controlled environment 122, 
according to an embodiment of the present invention. In this 
embodiment, the control server 102, the camera 112, and a 
computing device 500 are included in the media device 118. 
The media device 118 may be communicatively coupled to 
the sensor network 110, the control module 116, the position 
ing unit 106, and the remote command center 120 via the 
communication network 104. The media device 118 is con 
figured for monitoring and security of the controlled environ 
ment. The media device 118 may include a command inter 
face for receiving a command from the control module 116. 
The control module 116 being communicatively coupled to 
the media device 118. The media device 118 may further 
include a communication interface for receiving and trans 
mitting data from the network of sensors via the communi 
cation network 104. The media device 118 may include a 
display for displaying media content and the sensor data. The 
media device 118 may further include a network interface for 
communicating with the remote command center 120 exter 
nal to the controlled environment 122. The media device may 
further include the computing device 500. The computing 
device may include a processor. The processor is communi 
catively coupled to the command interface, the control mod 
ule 116, the communication interface, the display, and the 
network interface. The processor is configured to receive 
detection data from the network of sensors. The processor is 
further configured to display the detection data on the display 
of the media device 118. 
0072 The processor is further configured to generate an 
alarm based on the sensor data and providing the alarm infor 
mation to the remote command center 120. Generation of an 
alarm may proceed in various ways. For example, sensor data 
or a sensor status may be received by the processor from a 
sensor. The processor may then compare sensor data to a 
threshold, and generate the alarm if the sensor data is above a 
threshold (if higher sensor data is bad), or generate the alarm 
if the sensor data is below a threshold (if lower sensor data is 
bad). An alarm may also be generated if the sensor exhibits 
insufficient activity over time (e.g., if the sensor is defective). 
In other embodiments, a sensor status may be sufficient to 
generate an alarm without comparison to a threshold, e.g., if 
the sensor status indicates the presence of an unwanted 
object, or the lack of presence of a wanted object. Further 
details of the computing device 500 are explained with refer 
ence to FIG. 6 below. 

0073. In an embodiment, the media device 118 includes an 
interactive high definition television. The television may be a 
conventional television having embedded cameras with all 
features focused for enabling interactive detection and com 
munication. In another embodiment, the television is 
enhanced to Support interactive and personal services. The 
personal services may include monitoring, virtual recording, 
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programming, pausing/rewinding live broadcasts, or the like. 
For example, the television can be a personal television with 
interactive means enhanced to Support online communication 
and other radio frequencies transmission through web TV 
Networks or other conventional networks. In an embodiment, 
the television may include means for enabling communica 
tion through cable or satellite receptions and in connection to 
a device having at least a PVR, VCR, or DVD distributor/ 
recorder. 

0074 FIG. 6 illustrates a block diagram depicting the 
computing device 500 at which one of more processing 
devices may be based, according to an embodiment of the 
present invention. The following discussion is intended to 
provide a brief, general description of a suitable computing 
environment in which one or more components or devices of 
embodiments of the present invention may be implemented. 
Those skilled in the art will appreciate that the embodiments 
may be practiced with other computing device system con 
figurations, including hand-held devices, multiprocessor sys 
tems, microprocessor-based or programmable consumer 
electronics, minicomputer devices, mainframe computing 
devices, and the like. The embodiments of the present inven 
tion may also be practiced in distributed computing environ 
ments where tasks are performed by remote processing 
devices that are linked through a communications network. In 
a distributed computing environment, program modules may 
be located in both local and remote memory storage devices. 
Computing device architecture for the computing device 500 
utilized in the various embodiments of the present invention 
will be described. The computing device architecture illus 
trates a conventional computing device, including a central 
processing unit (CPU) 602, a system memory 612, including 
a random access memory (RAM) 614, a read only memory 
(ROM) 616, firmware 618, and a system bus 624 that couples 
the system memory 612 to the CPU 602. In an embodiment, 
the CPU 602 may comprise a general purpose microprocessor 
from INTEL(R) CORPORATION. For instance, the CPU 602 
may comprise a PENTIUM 4(R) or XEONR) microprocessor 
from INTEL(R) CORPORATION. It should be appreciated 
that any type of CPU may be utilized including INTEL 
compatible devices from AMDR, MIPS processors, POW 
ERPC(R) devices from IBM(R), or other types of RISC or CISC 
processors. The ROM 616 may store the firmware 618 for use 
in operating the computing device 500, such as a BIOS or an 
extensible firmware interface (EFI), containing the basic rou 
tines that perform basic platform initialization and prepare 
the computing device 500 to launch an operating system 622. 
The RAM 614 is a battery-backed memory device that may be 
used by the firmware 618 to store setting information for the 
computing device 500. In the case of an EFI firmware, the 
ROM 616 may be utilized to store configuration information. 
0075. The computing device 500 further includes a mass 
storage device 620 for storing the operating system 622 and 
application data 624. The mass storage device 620 is con 
nected to the CPU 602 through a mass storage controller (not 
shown) connected to the bus 626. The mass storage device 
620 and its associated computing device-readable media, pro 
vide non-volatile storage for the computing device 500. 
Although the description of computing device-readable 
media contained herein refers to a mass storage device. Such 
as a hard disk or CD-ROM drive, it should be appreciated by 
those skilled in the art that computing device-readable media 
can be any available media that can be accessed by the com 
puting device 500. 
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0076. By way of example, and not limitation, computing 
device-readable media may comprise computing device Stor 
age media and communication media. Computing device 
storage media includes volatile and non-volatile, removable 
and non-removable media implemented in any method or 
technology for storage of information Such as computing 
device-readable instructions, data structures, program mod 
ules or other data. Computing device storage media includes, 
but is not limited to, RAM, ROM, EPROM, EEPROM, flash 
memory or other solid state memory technology, CD-ROM, 
digital versatile disks (“DVD), or other optical storage, mag 
netic cassettes, magnetic tape, magnetic disk storage or other 
magnetic storage devices, or any other medium which can be 
used to store the desired information and which can be 
accessed by the computing device 500. 
0077 According to various embodiments of the present 
invention, the computing device 500 may operate in a net 
worked environment using logical connections to remote 
computing devices through the communication network 104. 
and the Internet. The computing device 500 may connect to 
the Internet through a network interface 604 connected to the 
bus 626. It should be appreciated that the network interface 
604 may also be utilized to connect to other types of networks 
and remote computing device systems. The computing device 
500 may also include a keyboard controller 606 for receiving 
input from a keyboard and a video display adapter 608 for 
providing output to a display screen. 
(0078 FIG. 7 depicts a flowchart of a method 700 for 
generating a profile of the controlled environment 122 or the 
extended controlled environment 400, according to an 
embodiment of the present invention. The method 700 starts 
at step 702. At step 702, position information of a device or a 
system component located in the controlled. environment 122 
is received. Embodiments may determine the current position 
of any of the aforementioned system components. The 
present invention includes various embodiments for access 
ing locator codes and/or a vicinity identifier. For instance, in 
the described embodiment, a user interacts with a text or 
graphical interface to manually enter the current location for 
an intelligent component. In another embodiment, a Voice 
command interface enables the user to enter Voice commands 
for an intelligent component responsive for enabling Verbally 
communicating through devices in current and distant loca 
tion indicative of enabling communication to intruders from 
remote locations. In an embodiment, an intelligent compo 
nent interacts with positioning unit 106 to access locator 
codes. The intelligent component may be the control module 
116 and is coupled to the interrogator. The interrogator polls 
positioning unit 106 for a vicinity identifier. The vicinity 
identifier includes an infrared. Sensor having locator codes 
responsive for identifying the current location of detection 
activities and for identifying the location of users when detec 
tion is enabled for both or all system components. Further, the 
interrogator may be integrated with positioning unit 106 and 
connected to the control module 116 to enable interactive 
communication with an intelligent component. The intelli 
gent component representing at least the control module 116 
in communication with the interrogator and configured with a 
plurality of devices. As a result, the interrogator receives an 
identifier for communications with intelligent component to 
enable a locator code representing at least the vicinity where 
detection was enabled. The locator codes are then produced 
and transmitted by associating the identifier with the vicinity 
identifier for the interrogator. 
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0079. At step 704, identification information of the device 
or the system component is received. At step 706, the position 
information and the identification information is provided to 
the control server. At step 708, the control server generates a 
profile for the controlled environment 122 based on the posi 
tion and identification information of the devices or the sys 
tem components. At step 710, the profile of the controlled 
environment 122 may be stored by the control server 102 at 
the data archive 308 for future reference or retrieval and 
method 700 ends. 

0080 FIG. 8 depicts a flowchart of a method 800 for 
controlling one or more devices of the security system 100, 
according to an embodiment of the present invention. The 
method 800 starts at step 802. At step 802, detection data from 
a device in the controlled environment is received. The detec 
tion data may be received via the sensor network 110. At step 
804, an environment profile for the controlled environment 
122 is received. The environment profile for the controlled 
environment 122 may be retrieved from the ARV 114. The 
environment profile includes a listing of devices having links 
with distant destination and/or other device applications rep 
resenting system components that receive commands and/or 
controls from the control server 102 and/or the control mod 
ule 116. 

0081. At step 806, control options for the device are pre 
sented to a user based on the environment profile and the 
detection data. The control options include the listing of 
devices in communication with a device destination and/or 
other device applications corresponding to the environment 
profile. As described with reference to FIG. 1, the positioning 
can be determined remotely at the control server 102 or 
locally at the intelligent components such as cell phones, 
telephones, computing devices, portable wireless devices, or 
the control module 116. When detection is enabled and deter 
mined remotely, the control server 102, for example, pro 
duces description of the detection through interactive com 
munication with plurality of devices having camera means 
and in wired/wireless communication with the control server 
102. The control server 102 sends a user the detection data 
through an interface means with at least an intelligent com 
ponent and enable displaying the detection and control 
options on the intelligent component Such as the control mod 
ule 116 or another system component that the user is operat 
ing. If transmitted data is determined locally, at least the 
intelligent component retrieves the environment profile data 
to enable the user to interface with the environments of the 
home to which detection was enabled and also with security 
agencies such as the fire department and the police depart 
ment. The environment profile can be sent to the intelligent 
component on demand through wired/wireless means, or the 
intelligent component can be updated periodically with avail 
able environment data. 

0082. At step 808, a control command is sent to the device 
based on the presented. control options. The user operates the 
intelligent component Such as at least the control module 116 
to send a request to control a system component such as the 
media device 118 that are identified in the environment pro 
file. The user can senda request to control a function and/oran 
operation of a system component. The user can send a request 
to alter the configuration or security profile for the compo 
nent. Other control request can be sent as would be suggested 
by one skilled in the relevant art. The control request can be 
transmitted directly to the designated component, or indi 
rectly to the designated component via the control server 102. 
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I0083. At step 810, the device executes the received control 
command and the method 800 ends. 

I0084 FIG. 9 depicts a flowchart of a method 900 for 
handling sensor data of the controlled environment 122, 
according to an embodiment of the present invention. The 
method 900 starts at step 902. At step 902, a recording com 
mand is sent to a recording device located in the controlled 
environment. The recording can be a recorder coupled to the 
media device 118. At step 904, a profile of the controlled 
environment 122 is retrieved from the ARU 114. At step 906, 
a display device is selected for displaying of the recorded data 
based on processing of the profile. The selected display 
device may be the media device 118. At step 908, the recorded 
data is transmitted to the selected display device. At step 910, 
an audio level is selected for the selected display device. At 
step 912, the recorded data. is played. on the selected, display 
device and the method 900 ends. 

I0085 FIG. 10 depicts a flowchart of a method 1000 for 
generating an alarm based on sensor data of the controlled 
environment 122, according to an embodiment of the present 
invention. The method 1000 starts at step 1002. At step 1002, 
detection data from the sensor network 110 associated with 
the controlled environment 122 is received at the control 
server 102. At step 1006, detection data from the sensor 
network 110 for detecting presence of a human body in the 
controlled. environment 122 is received at the control server 
102. The data received from the sensor network 110 is pro 
cessed by the control server 102. At step 1006 it is determined 
whether an emergency condition exists in the controlled envi 
ronment 122 based on the processed data. If it is determined 
at step 1006 that an emergency condition exists, the method 
1000 proceeds to step 1008. If an emergency condition does 
not exist the method 1000 loops back to step 1002. At step 
1008, a profile of the controlled environment 122 is retrieved 
from the ARU 114 by the control server 102. At step 1010, an 
alarm is generated based on the emergency condition., the 
presence of human body, and the profile information. At step 
1012, alarm information is provided to the remote command 
center 120 external to the controlled environment 122 and the 
method 1000 ends. 

0.086 Thus, the embodiments in accordance with the 
present invention provide an interactive security system, 
method, and device for monitoring a controlled environment, 
detecting an emergency condition in the controlled environ 
ment and generating an alarm based on existence of the emer 
gency condition 
I0087 Furthermore, while the exemplary embodiments of 
the present invention illustrated herein show the various com 
ponents of the system collocated, certain components of the 
system can be located remotely, at distant portions of a dis 
tributed network, such as a LAN and/or the Internet, or within 
a dedicated system. Thus, it should be appreciated, that the 
components of the system can be combined in to one or more 
devices. Such as a Switch, server, and/or adjunct, or collocated 
on a particular node of a distributed network, Such as an 
analog and/or digital telecommunications network, a packet 
switch network, or a circuit-switched network. 
I0088. Furthermore, it should be appreciated the various 
links connecting the elements can be wired or wireless links, 
or any combination thereof, or any other known or later 
developed element(s) that is capable of Supplying and/ or 
communicating data to and from the connected elements. 
These wired or wireless links can also be secure links and may 
be capable of communicating encrypted information. Trans 
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mission media used as links, for example, can be any Suitable 
carrier for electrical signals, including coaxial cables, copper 
wire and fiber optics, and may take the form of acoustic or 
light waves, such as those generated during radio-wave and 
infra-red data communications. 

0089. Also, while the flowcharts have been discussed and 
illustrated in relation to a particular sequence of events, 
changes, additions, and omissions to this sequence can occur 
without materially affecting the operation of embodiments of 
the present invention. 
0090. Various other embodiments may include variations 
and modifications of the present invention. It would be pos 
sible to provide for some features of the present invention 
without providing others. 
0091 For example in one alternative embodiment of the 
present invention, the system and method embodiments of the 
present invention may be implemented in conjunction with a 
special purpose computing device, a programmed micropro 
cessor or microcontroller and peripheral integrated circuit 
element(s), an ASIC or other integrated circuit, a digital sig 
nal processor, a hard-wired electronic or logic circuit Such as 
discrete element circuit, a programmable logic device orgate 
array such as PLD, PLA, FPGA, PAL, special purpose com 
puting device, any comparable means, or the like. 
0092. In general, any device(s) or means capable of imple 
menting the methodology illustrated herein can be used to 
implement the various aspects of this present invention. 
Exemplary hardware that can be used for embodiments 
includes computing devices, handheld devices, telephones 
(e.g., cellular, Internet enabled, digital, analog, hybrids, and 
others), and other hardware known in the art. Some of these 
devices include processors (e.g., a single or multiple micro 
processors), memory, non-volatile storage, input devices, and 
output devices. Furthermore, alternative software implemen 
tations including, but not limited to, distributed processing or 
component/object distributed processing, parallel process 
ing, or virtual machine processing can also be constructed to 
implement the methods described herein. 
0093. In yet another embodiment of the present invention, 
the disclosed methods may be readily implemented in con 
junction with Software using object or object-oriented Soft 
ware development environments that provide portable source 
code that can be used on a variety of computing device or 
workstation platforms. Alternatively, the disclosed system 
may be implemented partially or fully in hardware using 
standard logic circuits or VLSI design. Whether software or 
hardware is used to implement the systems in accordance 
with embodiments of the present invention is dependent on 
the speed and/or efficiency requirements of the system, the 
particular function, and the particular software or hardware 
systems or microprocessor or microcomputing device sys 
tems being utilized. 
0094. In yet another embodiment of the present invention, 
the disclosed methods may be partially implemented in soft 
ware that can be stored on a storage medium, executed on 
programmed general-purpose computing device with the 
cooperation of a controller and memory, a special purpose 
computing device, a microprocessor, or the like. In these 
instances, the system and method embodiments of the present 
invention can be implemented as program embedded on per 
Sonal computing device Such as an applet, JAVAR) or CGI 
Script, as a resource residing on a server or computing device 
workstation, as a routine embedded in a dedicated measure 
ment system, system component, or the like. The system can 
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also be implemented by physically incorporating the system 
and/or method into a software and/or hardware system. 
0.095 Although the present application describes compo 
nents and functions implemented in the embodiments with 
reference to particular standards and protocols, it is not lim 
ited to Such standards and protocols. Other similar standards 
and protocols not mentioned herein are in existence and con 
sidered to be included in embodiments of the present inven 
tion. Moreover, the standards and protocols mentioned herein 
and other similar standards and protocols not mentioned 
herein are periodically superseded by faster or more effective 
equivalents having essentially the same functions. Such 
replacement standards and protocols having the same func 
tions are considered equivalents included in embodiments of 
the present invention. 
0096. The present invention, in various embodiments, 
configurations, and aspects, includes components, methods, 
processes, systems and/or apparatus Substantially as depicted 
and described herein, including various embodiments, Sub 
combinations, and subsets thereof. Those of skill in the art 
will understand how to make and use embodiments of the 
present invention after understanding the present disclosure. 
The present invention, in various embodiments, configura 
tions, and aspects, includes providing devices and processes 
in the absence of items not depicted and/or described herein 
or in various embodiments, configurations, or aspects hereof, 
including in the absence of such items as may have been used 
in previous devices or processes, e.g., for improving perfor 
mance, achieving ease and/or reducing cost of implementa 
tion. 

0097. The foregoing discussion of embodiments of the 
present invention has been presented for purposes of illustra 
tion and description. It is not intended to limit the present 
invention to the embodiments, form or forms disclosed 
herein. In the foregoing Detailed Description, for example, 
various features of the present invention are grouped together 
in one or more embodiments, configurations, or aspects for 
the purpose of streamlining the disclosure. The features of the 
embodiments, configurations, or aspects may be combined in 
alternate embodiments, configurations, or aspects other than 
those discussed above. This method of disclosure is not to be 
interpreted as reflecting an intention that embodiments of the 
present invention require more features than are expressly 
recited in each claim. Rather, as the following claims reflect, 
inventive aspects lie in less than all features of a single fore 
going disclosed embodiment, configuration, or aspect. Thus, 
the following claims are hereby incorporated into this 
Detailed Description, with each claim standing on its own as 
a separate embodiment of the present invention. 
What is claimed is: 
1. An interactive security system for occupancy detection, 

the system comprising: 
a plurality of sensors positioned at one or more predeter 

mined locations in a controlled environment, wherein 
the sensors are associated with a sensor to collect sensor 
data, the plurality of sensors comprising: 
at least one human body sensor to detect presence of a 
human body in the controlled environment; and 

at least one emergency condition sensor to detect pres 
ence of an emergency condition within the controlled 
environment; 

a control server communicatively coupled to the sensor, the 
control server configured to: 
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receive, store, and process the sensor data; and 
generate an alarm based on detection of at least one of 

the human body, the emergency condition or a com 
bination thereof. 

2. The system of claim 1, further comprising a control 
module configured to provide one or more control commands 
to at least one of the control server and the sensor. 

3. The system of claim 1, further comprising a positioning 
unit configured to provide at least one of position information 
and identification information of an object present in the 
controlled environment to the control server. 

4. The system of claim 1, further comprising an archival 
and retrieval unit configured to at least receive, store, and 
recall the sensor data. 

5. The system of claim 4, further comprising a communi 
cation network, the communication network configured to 
enable communication among at least one of the sensor, the 
control server, the control module, the positioning unit, and 
the archival and retrieval unit. 

6. The system claim 1, wherein the human body sensor is 
further configured to detect a position and a movement of the 
human body within the controlled environment. 

7. The system of claim 1, wherein the at least one emer 
gency condition sensor comprises at least one of a Smoke 
sensor, a fire sensor, a temperature sensor, a break-through 
sensor, a pressure sensor, a sound sensor, and a voice sensor. 

8. The system of claim 1, wherein the controlled environ 
ment comprises a plurality of locations, each location com 
prising the at least one human body sensor and the at least one 
emergency condition sensor. 

9. The system of claim 1, wherein the control server is 
included in a media device, and wherein the media device 
comprises an interactive high definition television and the 
control module comprises a remote control configured to 
interact with the interactive high definition television. 

10. A method of emergency condition detection of a con 
trolled environment, the method comprising: 

receiving sensor data for the controlled environment from 
a sensor associated with the controlled environment; 

processing the sensor data to determine an emergency con 
dition and presence of a human body in the controlled 
environment; and 

generating an alarm based on detection of at least one of 
the emergency condition, the human body or a combi 
nation thereof. 

11. The method of claim 10, further comprising transmit 
ting information of the emergency condition to a remote 
command center external to the controlled environment via a 
communication network. 
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12. The method of claim 10, wherein the sensor comprises 
a plurality of sensors positioned at one or more predetermined 
locations in the controlled environment. 

13. The method of claim 10, wherein the sensor comprise 
at least one human body sensor configured to detect a human 
body presence in the controlled environment and at least one 
emergency condition sensor configured to detect an emer 
gency condition within the controlled environment 

14. The method of claim 13, wherein the at least one human 
body sensor is further configured to detect a position and a 
movement of the human body within the controlled environ 
ment. 

15. The method of claim 13, wherein the at least one 
emergency condition sensor comprises at least one of a Smoke 
sensor, a fire sensor, a temperature sensor, a break-through 
sensor, a pressure sensor, a sound sensor, and a voice sensor. 

16. The method of claim 13, wherein the controlled envi 
ronment comprises a plurality of locations, each location 
comprising the at least one human body sensor and the at least 
one emergency condition sensor. 

17. The method of claim 10, wherein generating the alarm 
comprises displaying sensor data on a media device. 

18. The method of claim 10, further comprising receiving 
a command from a control module to activate or deactivate at 
least one sensor of the sensor. 

19. An interactive security media device for monitoring 
and occupancy detection, the media device comprising: 

a command interface to receive a command from a control 
module, the control module being communicatively 
coupled to the media device: 

a communication interface to receive sensor data from a 
sensor via a communication network, the sensor com 
prising a plurality of sensors positioned at one or more 
predetermined locations in a controlled environment; 

a display to display at least one of media content and the 
sensor data; 

a network interface to communicate with a remote com 
mand center external to the controlled environment; and 

a processor communicatively coupled to the command 
interface, the control module, the communication inter 
face, the display, and the network interface, the proces 
Sor configured to: 
receive, store, and process the sensor data; 
display the sensor data on the display; 
generate an alarm based on detection of at least one of 

presence of a human body in the controlled environ 
ment, detection of an emergency condition in the con 
trolled environment or a combination thereof, and 

provide the alarm information to the remote command 
Center. 

20. The media device of claim 19, wherein the media 
device comprises an interactive high definition television 
having a camera installed therein. 
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