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(57) Abstract: Determining term scores based on a modified inverse domain frequency is disclosed. One example is a system includ-
ing a data processing engine, an evaluator, and a data analytics module. The data processing engine identifies a key term associated
with a system, and a sub-plurality of a plurality of documents, the sub-plurality of documents associated with the event. The evaluat -
or determines, based on the presence or absence of the key term, a first distribution related to the sub-plurality of documents, and a
second distribution related to the plurality of documents, and evaluates, for the key term, a term score based on the first distribution
and the second distribution, the term score indicative of a moditied inverse domain frequency based on the sub-plurality of docu-
ments. The data analytics module includes the key term in a word cloud when the term score for the key term satisfies a threshold
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DETERMINING TERM SCORES BASED ON A MODIFIED
INVERSE DOMAIN FREQUENCY

Background

{0001] Documents are routinely searched and ranked based on term relevance
of terms appearing in a given document or a corpus of documents. Terms may
be weighted based on term frequency, term frequencyfinverse document

frequency, and so forth. Word clouds may be generated for visual depiction of

weighted terms appearing in a document.

Brief Description of the Drawings

[0002] Figure 1 is a functional block diagram itlustrating an example of a system
for determining term scores based on a modified inverse domain frequency.
JO003] Figure 2 is a flow diagram iHustrating an example algorithm for
determining term scores based on a modified inverse domain frequency.
{04} Figure 3 is a block diagram illustrating an example of a processing
system for implementing the system for determining term scores based on a
modified inverse domain frequency.

{0008] Figure 4 is a block diagram illustrating an exampie of a computer
readable medium for determining term scores based on a modified inverse
domain frequency.

jaat6] Figure 5 is a flow diagram illustrating an example of a method for
determining term scores based on a modified inverse domain frequency.
{0007] Figure 6 is a flow diagram illustrating an example of a method for
determining ferm scores in service case resolutions.

{0008] Figure 7 is a flow diagram illustrating an example of a method for
determining term scores in operations analytics.

Detatled Description
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[0009] Online documents are searched andi/or ranked for a varisty of
apphications. Generally, documents may be searched and/or ranked based on
key ferms appearing in the documents. identifying relevance of key terms
appearing i a decument is crucial for the performance of efficient and accurate
searches.

{0010] Determining term scores for key terms is useful in operations analylics
where operations daia is routinely analyzed. QOperations analylics includes
management of complex systems, infrastructure and devices. Compilex and
distributed data systems are monitored at regular intervals to maximize their
performance, and detected anomalies are ulilized 1o quickly resolve problems.
In operations related to information technology, key terms may be used to
understand log messages, and search for patlerns and trends in telemetry
signals that may have sematic operational meanings. Various performance
metrics may be generated by the operational analytics, and operations
rmanagement may be performed based on such performance metrics.
Operations analytics is vastly important and spans management of complex
systems, infrastructire and devices. In a big data scenario, the size of the
volume of data often negatively impacts processing of query-based analyiics.
One of the biggest problems in big dala analysis is that of formulating the right
guery. Automated analysis of data requires an ability to perform contextual
searches based on key ferms. All such operational activities rely on an ability to
quickly search and identify issues, often based on key terms. Accordingly,
determining term scores for key terms is key to performing insightful analytics.
jaut 1} Determining term scores for key terms is useful in a resolution of a
service case. Key terms appearing in document descriptions related o a
resolution of a past service case may provide critical information as o a
resolution of a new service case. For example, past service cases that are most
similar to a newly arrived one may be identified, and event data for the past
service cases may be indicative of potential resolutions of the new service case.
Accordingly, there is a strong need 1o create a search engine that retrieves the
past service cases that are most similar {0 8 newly arrived one, by comparing
their textual descriplions.
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[0012] More particutarly, there is a need for a method to determine the
irnportance of each key term appearing in a document description of the new
service case, and identify past service cases based on such information. For
example, a new call may be received al a service center, with a document
deseription such as "Device screen not warking properly”™.  The proposed method
may be able to defermine that the word “screen”is the most relevant key term in
the docurment description for choosing, say, which R&D depariment o escalate
the case {o.

JOU13] A word cloud may be generated to provide a visual representation of a
plurality of words highlighting words based on a relevance of the word in a given
context. For example, a word cloud may comprise key terms that appear in log
messages associated with a selected systam anomaly. As another example, a
word cloud may include key terms appearing in service case descriptions for
senvice cases. Words in the word cloud may be associated with term scores
that may be determined based on, for example, relevance and/or position of a
word in the log messages, as described herein.

014} There are several technigues to determine ferm scores, including, for
example, term frequency, and term frequency/inverse document frequency ("TF-
IDF"). However, such techniques may not be adequate in identifying the
relevance of key terms in the context of avent data. For example, the TRDF
for a key term may be generally viewed as an information gain provided by a
knowledge that the key term is in a document description. This may be
deduced based on an assumption that the service cases are uniformiy
distributed. Accordingly, as disclosed herein, TF-IDF may be improved if the
underlying measure is not assumed to be uniform, but is based on an
appropriate weighiing of the service cases, such as, for example, a term
prominence frequency indicative of prominence of the key term in the document
description.

[OR15] In some examples, such modifications may not be adequate in identifying
the relevance of key terms in the context of event data. Accordingly, as
disclosed herein, a {erm score may be determined, the term score indicative of

relevance of the key term in a resolution of a past service case. A combination
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of the term prominence frequency and the term score may therefore caplure the
frequency of a key farm in a document description, and the relevance of the key
term to a resolution of the service case associated with the document
description. Also, for example, the term score may be determined based on a
Kuliback-Liebler Divergence ("KL-Divergence™). As described herein, the KL~
Divergence may be viewed as a modified TF-IDF.

{0816} Event data provides information related o a system. In some examples,
the event may be a new service case. For example, in service case resolutions,
a new service case may be received for resolution. Also for example, in
operations analytics, the event may be selection andior detection of a system
anomaly. For example, a domain expert may be provided with a visual
representation of system anomalies and/or event patterns, and the domain
expert may select a system anomaly and/or a system pattern.

[0017] A system anomaly is an outlier in a statisticatl disinbution of data
elements of input data. The term outlier, as used herein, may refer to a rare
gvent, and/or a system that is distant from the norm of a distribution {e.g., an
unexpected or remarkable event). For example, the outlier may be identified as
a data element that deviates from an expectation of a probahility distribution by
a threshold value. The distribution may be a probability distribution, such as, for
example, uniform, quasi-uniform, normal, long-tailed, or heavy-tailed.
Generally, an anomaly processor may identify what may be "normal” (or
expecited, or unremarkable) iy the distribution of clusters of events in the series
of events, and may be abie {0 select outliers that may be representative of rare
situations that are distinctly different from the norm {or unexpected, or
remarkable). Such situations are likely fo be “interesting” system anomalies. In
some examples, rare, unexpected andfor remarkable events may be identified
based on an expeciation of a probability distribution. For example, a meanof a
normal distribution may be the expectation, and a threshold deviation from this
mean may be utilized o determine an outlier for this distribution.

[O0IR] In some examples, the event data may be structured or unstructured.
When event data is structured, there are a limited number of possible

alternatives. For example, in a service case scenario, structured outcome data
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may indicate that there are only a imited number of potential resolutions for the
service case. Alsg, for example, in operations analytics, structured outcome
data may indicate thal there are only a limited number of polential system
anomalies and/or event patlerns.

{8019 Accordingly, when the event data is structured, each key term may be
mapped to one of the limited number of possible allernatives, thus simplifying
the underlying probability distributions. When event data is unstructured, the
number of possible alternatives may be large. In such instances, there s a
neead to determine the underlying probability distribution based on an outcome
metric, the outcome metric indicative of distance between iwo outcomss of the
unstructured outcomes. For example, in a service case scenario, event data
may be service data, and the cutcome metric may be resolution metric
indicative of distance between two resolutions of past service cases.

{0020] As described in various examples herein, determining term scores based
on a modified inverse domain frequency is disclosed. One example is a system
including a data processing engineg, an evaluator, and a data analytics module.
The data processing engine identifies a key term associated with a system, and
a sub-plurality of a plurality of documents, the sub-plurality of documents
associated with the event. The evaluator determines, based on the presence or
absence of the key term, a first distribution related 1o the sub-pluralify of the
plurality of documents, and a second distribution related to the plurality of
documents, and svaluates, for the key term, a term score based on the first
distribution and the second distribution, the term score indicative of a modified
inverse domain frequency basead on the sub-pluralily of the plurality of
documents. The dala analylics module includes the key term in 8 word ¢loud
when the term score for the key term satisfies a threshold.

{0021} in the following detailed description, reference is made {o the
accompanying drawings which form a part hereof, and in which is shown by way
of lustration specific examples in which the disclosure may be practiced. tisto
be understood that other examples may be utlilized, and structural or logical
changes may be made without departing from the scope of the presemnt
disclosure. The following detailed description, therefore, is notto be taken in a

5
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limiting sense, and the scope of the present disclosure is defined by the
appended claims. It is to be understood that features of the various examples
described herein may be combined, in part or whole, with each other, unless
specifically noted atherwise.

{8022 Figure 1 is a functional block diagram illustrating an example of a system
100 for determining term scores based on a modified inverse domain frequency.
System 100 is shown o include a data processing engine 104, an evaluator
108, and a data analytics module 108. .

j0023] The term “system” may be used to refer to a single computing device or
muiliple computing devices that communicate with each other (e.g. via a
natwork} and operate together to provide a unified service. In some examples,
the components of systern 100 may communicate with ane another over a
network. As described herein, the network may be any wired or wireless
network, and may include any number of hubs, routers, switches, cell towers,
and so forth. Such a network may be, for example, part of a celiular network,
part of the internet, part of an intranet, and/or any other type of network.

0024} The components of system 100 may be compuling resources, each
including a suitable combination of a physical computing device, a virtual
computing device, a network, software, a cloud infrastructure, a hybrid cloud
infrastructure that includes a first cloud infrastructure and a second cloud
infrastructure that is different from the first cloud infrastructure, and so forth.
The componenis of system 100 may be a combination of hardware and
prograrmming for performing a designated function. in some instances, each
component may include a processor and a memaory, while programming code is
stored on that memory and executable by a processor {0 perform a designated
function.

{00251 The computing device may be, for example, a web-based server, a local
area network server, a cloud-based server, a notebook computer, a deskiop
comptiter, an all-in-one system, a tablet computing device, a mobile phone, an
glectronic book reader, or any other electronic device suitable for provisioning a
compuling resource 1o determine term scores based on a modifled inverse
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domain frequency. Compuling device may include a progessor and a computer-
readable storage medium.

j026] The system 100 identifies a key term associaled with a system, and a
sub-plurality of a plurality of documents, the sub-plurality of documenis
assodciated with the event. The system 100 defermines, based on the presence
or absence of the key term, a first distribution related to the sub-plurality of the
plurality of documents, and a second distribution related to the plurality of
documents. The system 100 evaluates, for the key term, a term score based on
the first distribution and the second distribution, the tern: score indicative of a
modified inverse domain frequency based on the sub-plurality of the plurality of
documents. The system 100 includes the key term in a word cloud when the
term score for the key term satisfies a threshold.

{00271 The data processing engine 104 may identify a key term associated with
a system 1028, and a sub-plurality of a plurality of documents 1024, the sub-
plurality of documents associated with the event 102B. For example, the event
1028 may be a given service case, the plurality of documents 102A may be a
collection of document descriptions for service cases, and the sub-pluralify of
the plurality of documents 102A may be a document description for the given
service case. In some examples, the daia processing engine 104 may receive
avent data for event 1028 related to service cases, the event data including a
document description for each of the service cases. In some examples, system
100 may receive event data directly from a service center that is processing
sarvice related requests. For example, a service center may be supporting a
company that provides services related {o information technology (IT).
Cusiomaers receiving such 1T services may contact the service center with
service requests. I some examples, service requests may be received in the
form of emails, text messages, transcribed text from voice messages, and so
forth. In some example, employees at the service center may receive telephone
calis from customers and may enter senvice requests into a database. in some
examples, system 100 may retrieve event data from the database. Eventdala
may also be received in additional and/or alternative ways.
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{0028} In some examples, the event 1028 may be a selecled system anomaly,
the plurality of documents 102A may be a collection of log messages, and the
sub-plurality of the plurality of documents may be a sub-collection of the
collection associated with the selected system anomaly. For example, a domain
expert may be viewing an interactive visual representation of system anomalies
andfor event patterns in the collection of fog messages, and the domain expert
may select a system anomaly andfor event pattem. In same examples, the
selected system anomaly may correspond {o a time interval, and may be
associated with a collection of log messages appearing in the ime interval
[29] The plurality of documents 102A may include textual andfor non-textual
data. In some examples, the sub-plurality of the plurality of documents may be
those that include the key term. In some examples, the sub-plurality of the
plurality of documents may be identified based on temporal and/or spatial
criferia associated with the key term.

{0030] For example, service cases may include document descriptions
describing the service request. For example, a first document description may
state "Lines are appearing on the screen.” As another example, a second
document description may state “Laptop is not powering up”. Also, for example,
a third document description may state “Track pad malfunctioning.”

{0031} Also, for example, log messages in operalions analylics may include log
messages such as “Date Time [Number] HP.B} INFO - Starting mornifor
operation against data 'EDW Seaquest Production Database (EMR)™. In some
examples, log messages in operations analytics may include suitably
normalized fog messages such as "2013-07-16 04:54:55 <2»°, where <2> is the
class tag of the corresponding message "<Starting monitor operation against
data ‘EDW <P> Production Database (<P>Y>"

100321 The datla processing engine 104 may identify a key term associated with
the event 102B. For example, the data processing engine 104 may identify a
key term 104A in the document description for each of the service cases. For
example, “Lines” and “screen” may be key terms 104A identified from the first
document description. As ancther example, "Laplop” and "powering” may be
key terms 104A identified from the second document description. Alse, for

8
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example, “Track pad” and “malfunclion” may be key terms 104A identified from
the third document description. As described herein, key ferms 104A may be
utilized to identify a polential resolution of the service cases, based on past
resciutions of past service cases. Also, as describad herein, key terms 104A
may be utilized to identify system anomalies and/or event pattemns.

{0033] The evaluator 106 may determine, based on the presence or absence of
the key term 104A, a first distribution related to the sub-plurality of the plurality
of documents 1024, and a second distribution related to the plurality of
documents 102A. The evaluator 106 may evailuate, for the key term 104A, a
term score 106A based on the first distnbution and the second distribution, the
term score 106A indicative of a modified inverse domain frequency based on
the sub-plurality of the plurality of documents 102A. To fully describe the many
advantages described herein, a formal framework is formulated.

[0034] Let 7 be a set of terms, and ¢ be document descriptions associated with the
pluralify of documents 102A. For example, ¢ may be the collection of service
case descriptions, or the collection of log messages. Everymemberce € hasa
document description T{¢), which is a ist of key terms in T, and possible
outcomes R{c). The oulcome may be an element of a given collection of
outcomes R, as in structured resolution, or also a list of terms, as in
unstruciured resclution. An example of structured resolution is the name of a
technician 1o whom a service case may be assigned. An example of
unstructured resolution is a free-text description of how a service case may be
resolved. In operations analytics, the cutcome may also be an associated
system anomaly andfor event pattern.

{0033] For each key term t in the listof terms in 7', a mapping { may be defined,
where the mapping represents relevance of the key term ¢ for a search for an
outcome. Mare formally, amap [ : T — R, may be defined mapping a key ferm ¢ in
the list of terms in T o & non-negative real number in B, The most pervasive
method for assigning impaortance to terms is the TF-IDF method. The TR-IDF fora

key term t may be defined as TF ~ [DF (¢} = log {:m) where € is a plurality of
Rt

documents {or document descriptions), and ¢; is the sub-plurality of documents
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{or document descriptions) containing the key term ¢. TF-IDF may not always
be adequate to determine relevance of a key ferm in the context of case
resclutions and/or operations analvtics. In fact, it may be useful to utilize the
case resolution and/or the system anomaly as a guide to determine the
relevance of a key term.

0036 In some examples where € is assumed to be associated with a uniform
distribution, the TF-IDF may be realized as a KL-Divergence. Generally, the KL~
Divergence between two prabability disinbutions, a first distribution p,, and a
second distribution p,,, is given by:

Dy ipalipsd = Ls}(c}e’wﬁ}f (Eqn. 1)
where D, |- [} 1is the KL-Divergence operator, and ¢ runs over all the values in
the domain of the distributions p, and py. In the case of TF-IDF, the domain is
the set of all documents {e.g., services case descriptions or log messages) in
the plurality of documents, p, may be p.(c), the probability that the document

description ¢ containing the term ¢ is chosen among all documents with term ¢

1
p(C) = {m"* finc (Eqn.2)
O, atherwise
and py, is p{c), the probability of choosing a document:
1
plc) = T (Eqn. 3)
Accordingly,
e } 1 in ! i
D {petipd ;-Z 3. (cloyg e 13 = fog e=—
<o (Pl p(cHog - e ¥ = iﬂd Off oo c o mti igti
c80 xS
= log 1lr § = [DF{E) (Eqn. 4)

Accordingly, as described herein, the TF-IDF may be modified, as in KL-
Divergence, o be based on a first distribution refated to the sub-plurality of the
plurality of documents, and a second distribution refated to the plurality of

documents.

Tarm Score based on a Non-Uniform Distribution

10
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{0037} In many instances, the service cases and/or log messages that include
the key term ¢t may not be equally weighted. in such instances, the evaluator
106 may determine a term prominence frequency indicative of prominence of
the key term t in the sub-plurality of documents. For example, the term
prominence frequency may be indicative of prominence of the key term ¢t in the
case description, or in a log message associated with the key term andfor a
system anomaly. The term prominence frequency may be utilized 1o distinguish
between documents that include the key term ¢, For example, the key term

¢t may be more prominent in a first document description than in a second
document description. Accordingly. the first document description may be
assigned a grealer weight than the second document description. Accordingly,
the collection of document descriptions £ may no longer be associated with a
uniform distribution. In fact, based on such unequatl weights of document
descriptions, the collection of document descriptions £ may be associated with a
non-uniform distribution. Based on such considerations, the term prominence
frequency may be defined as a function f,.(¢), the frequency of a keyterm tin a
document description ¢, In some examples, the term prominence frequency
may be a frequency of a term ¢ in 3 document description ¢.

{0038} In some examples, the term prominence frequency may be defined as

[lrma ]|

%

Fele) = exp (Egqn. 53
where t{t, ¢} is the number of appearances of the key term t in a document
description ¢ divided by the total number of key terms in ¢. In some exampies,
{t,¢) K g, and accordingly, fi(c) may be close o one. In some examples,
it c) » o, and accordingly, f;(c) may be close to zero. In some examples,

o = 10 may be utiized. As described, the function f.{c) may represent a term
frequency. However, the function fi.{c) may represent other criteria
represemiative of a document description. For example, in some examples, the
function f,{c) may represent a position of the key term ¢t inside the dotument
description ¢.

11
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J3039] The function f.{c) may be transformed to a distribution p.{¢3 on the
collection of document descriptions ¢ via a process of normalization and
regularization. For example, we may define the distribution as:

Lled+
Seentfole) + nl

ple) = (Fgu. 6)

048] In Eqgn. 8, the variable 1 is a data regularization factor, which reduces the
probability distribution p,(c} for infrequent tlerms (e.g., typos). In soms
examples, » = 1 may be ulilized. Based on the probability distribution p, {¢}. an
entropy H (Cit) may be computed, thereby providing a modified TF-IDF. For
example, the TF-IDF may now be maodified to determine the term score based
on a non-uniform distribution as:

Hey = H{CY — H{CIY) (Egn. 7}
In some instances, the term score in Egn. 7 may not be adequate. For
example, the term score for the key term may not satisfy a threshold criterion,
and may therefore be inadeguate for a quick and efficient resolution of service
cases. For example, the TF-IDF may provide the relevance of a term in helping
code the identity of an individual service case, However, in a service case
scenario, a desired outcome goat may not be o find a relevant service case,
but ultimately {0 find a relevant resolution for the service case. Accordingly,
case resolution information may need to be incorporated, where the case
resclution information is retrieved from a database D of resolutions of past
cases. As described herein, in some examples, the term score may be based
on a term relevance score indicative of indicative of relevance of the key term to
the event. For example, the term relevance score may be indicative of
relevance of the key term in a potential resolution of the service case. Sucha

term score may be evaluated for structured and unstructured resolutions.

Term Scare for Structured Qutcomes

{0041] In some examples, the event 1028 may be associated with event data
that includes structured putcomes. The evaluator 106 evaluaies the term score

12
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for the key term 104A based on a probability of the key lenm resulling in a
selection of an cutcome in the structured outcomes. When event data is
structured, there is a small collection of cutcomes R, A key term t may be
determined to be relevant, if the Key ferm ¢ may be mapped {o an outcome in
the collection of outcomes R, For example, a key term ¢ may be determined to
be relevant fo a resolution of a service case if the key term ¢ may be mapped to
a resolution of the siructured resolutions. Likewise, a key term t may be
determined to be relevant to a system anomaly in a log message if the key term
t may be mapped {o a system anomaly of the structured system anomalies.
{6421 More formally, p.(r) may represent the probability of a key term ¢
leading o the oulcome r &€ R, which may be computed by narmalizing a
function £,(r) = Leep H{QY I(r.c} + n.where I(r, ¢) is the probability of the
document description ¢ having an outcome r € R, and n is the normalization
data regularization factor, as for example, in Egn. 7. In some examples, every
service case ¢ may be assigned to a single resolution r. In such examples,
I{r,c}is an indicator function: I{r, ¢) = 1 when the service case ¢ is assigned to
resolution r, and I{r, ¢) = 0 when the service ¢ase ¢ is not assigned o
resolution r. In some examples, every log message c may be assigned to
a single system anomaly r. Ih such examples, I{r. ¢} is an indicator function:
I{r,cy = 1 when the log message ¢ is assignad o system anomaly r, and
{r.c) = (0 when the log message ¢ is not assigned o system anomaly r.

{0043} A regularized probability, p(r} may be defined, the regularized probability
indicative of a probability of obfaining outcome r when a service case is
drawn with uniform distribution. In some examples,

pir} = ST {Fgn.R)
whers
fo = Z pef} I{r,c) + x (B 9)
o EL

where p, {c) is the probabiiity of a service case ¢ being drawn with uniform
distribution. As already described, entropies may be delermined, based
on probability distributions. For example, a first entropy H(R) may be

determined based on the probahility distribution p{r), and a second entropy
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H{R|t) may be determinead based on the probability distribution p.(r ).
Accordingly, the {erm score for the structured ocuicome may be delermined as
Ip{t) = R{R} ~ H(R{t) {Eqgn. 10)
{0044] Alsa, for example, the term score may be determined as the Kl.-
Divergence between the probability distributions p, (v and p(r), Le.
Term Score = Dy, {p, 0Mip(ri} {BEgun 11)

Term Score for Unsiructured Quicomaes

[0045] in some examples, where the event data 102 includes unstructured
outcomes, the evaluator 106 evaluates the term score on an outcome metric,
the outcome metric indicative of distance between fwo outcomes of the
unstructured outcomes. An unstructured outcome is a free-text description,
such as, for example, of how a service case may be resolved, or a system
anomaly may be analyzed. In some examples, an outcome melric may measure
proximity of such free-text descriptions o gach other. For example, key terms
from two free-text descriptions may be identified, and a proximity of the two free-
text descriptions may be determined based, for example, on an aggregation of
similarity scores for the respective kay lerms.

4o} More formally, the d{c b} may denote the distance between outcomes

B and ¢ according to the cutcome metric. The structured outcome may be
obtained as a particular instantiation of the unstruclured case. For example,
when d{c, b) is binary in the sense that d{c, 5} = 0 when b and ¢ have the same
outcome, whereas d{¢, b} = oo when & and ¢ do not have the same oulcome.
{0047} In some examples, the term score for such unstructured cutcomes, may
be determined by assigning a higher weight to a key term that may be
associated with case outcomes that are proximate o each other based on the
outcome metric. in some exampies, the evaluator 106 further evaluates a
continuous density signal based on the outcome metric. Evaluator 108
evaluates such a lerm score by transforming the distance information from the
outcome melric into a continuous density signal, and by computing a continuous
entropy for this continuous density signal, as described herein.

14
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{0048 To determine such a continuous density signal, the puicome metric may
be mapped to Euclidean space. In some examples, an operator p may map
avery service case fo an outcome point in an Euclidean space £, where
distances between outcomes are given by the culcome metnic d. For example,
the outcome melric d may represent a distance between resolutions of a service
case. Forexample, for a pair of service cases b and ¢, a distance in Euclidean
space £ may be defined as d L( ,a(b),p(f:}) = d{c, b}, where d, is the distance in
Euchidean space E. For a probabhility distribution p on the collection of document
descriptions (e.4., service cases, log messages) €, a density signal may be

determined as a confinucus function
D) = ) klp(e) = x] pe), (Eqn.12)
S

where x is a point in BEuclidean space £, and k is a translational kernel defined
on £. The integral of k over £ may be required to be 1. In some examples, this
may be achieved by selecting k as a zero-mean Gaussian distribution with
variance o, As may be determined, the integrat of D,{x) over £'is 1, and
accordingly, [t,{(x} may represent a probability density function. Based on such
considerations, an entropy may be determined as:
H{D,} =~ j D, () tog Dp(x) dx {Egn. 13}

Accordingly, the term score for the unstructured outcome may be determined
as:

In(6) = H{D, )~ H{,) (Egn, 14}
{349] I some examples, the determination of the information gain may be
understood in terms of channel capacity. For example, B = p{{) may be
inferpreted as a channel input, where ( has distribution g, and K is the
k —distributed noisy media. Accordingly, the information transmittable over
channet €, or the channel capacity for the given distribution p may be given as:

H{D,) = H(K) {Eqn. 15)
This information gain may be viewed as a difference between a non-conditioned
channel capacity, with p = p,. and a t-conditioned channel capacity, with
g = pe Accordingly, the information gain (1) = H{D, ) — H{D,,) = L{) In
15
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particular, when K is the Dirac delta operatlor, the term score given by Egn. 15 1s
identical to the {erm score given by Egn. 14, i.e.:

0y = I (8) (Egn. 16)
{0050] In some examples, an approximate term score 1, may be computed
directly on the collection of service cases €. In some examples, this may
remove and/or reduce the need o work in a higher-dimensional Euclidean
space E.
{051} In some examples, the term score may be determined as the KL-
Divergence between the probability distributions I, and D,

Term Score = I (1) = Dy {D,, iiif-’pu} = [ D, (x} iog%:%% dx {Egn, 17)
[0052] In some examples, a discrete form of Eqn. 17 may be utilized fo
determine the term score. For example, if a service case may be associated
with a resolution, a value 1 may be assigned 10 the service case. On the other
hand, if the service case may not be associated with a resolution, a value 0 may
be assigned to the service case. Also for example, if a log message may be
asscciated with a system anomaly, a value 1 may be assigned to the log
message. On the other hand, if the log message may not be associated with a
system anomaly, a valug 0 may be assigned to the log message. Accordingly,
the term score may be computed as:

Deslpellp} = po()lag 2 + p,(1)log B2, (Bqn. 18)
which is a discretized version of Egn. 17,
{0053} In some examples, the data may be large and/or the number of
messages in the log messages associated with the syslem anomaly may be
small relative to the {otal number of messages. Also, for example, the number of
case descriptions may be small as compared to the total number of case
descriptions. in such instances, the term score based on Egn. 18 may not be
stable. For example, p.(1) may tend to zero and the result in the limit may not
depend on the sub-plurality of documents associated with the event.
{0034] In some examples, the term score may be determined based on a
modification of the formula in Egn. 18. More formally, instead of a first

distribution p, = {p. {0}, p,{1)} and a second distribution p = {p{0}. p(1}}, as
16
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ufilized in Egn. 19, a first distribution p; = {p, (). p, (1)} and a second
distribution p, = {pe(£3, Py (1)}, may be defined as follows:

» pi{L) = p (1)
. Palt) = p A1)

. m{~t) is the probability of the ferm ¢ not appearing in an anomaly
message
N pe{~—t) is the probability of the term ¢ not appearing in an non-anomaly

{normal) massage
Accordingly, Eqn. 18 may be modified to obtain:

: ple) pi{-0) .
Dy (i} = 21 (8) log =t 4+ py {(—0) log =—= Equ. 19
si{plipel = pa(t) log ooy TPt Hog s {Equ. 19)

[00S5] Figure 2 is a flow diagram Hustrating an example algorithm for
determining term scores based on a modified inverse domain frequency. As
described herein, in some examples, the term score may be based on a
modified inverse domain frequency, as provided by Egn. 18,

[00306] At 200, a key term associated with a system is identified, and a sub-
plurality of a plurality of documents are identified, the sub-plurality of documents
associated with the event.

[0037] At 202A, a total number of documents in the plurality of documents is
determined and denoted as Np. For example, Ng may represent the number of
log messages, or the number of case descriptions.

{0038} Also, 2 total number of documents in the sub-plurality of documents is
determined and dencted as Ny. For example, Ny may represent the number of
log messages associated with a selected system anomaly, or the number of
case descriptions received.

[O0S9] At 202B, a total number of documents {in the plurality of documents)
including the key term is determined and denoted as Ng (). For example, Ng {f)
may represent the number of log messages that include the key term, or the
number of case descriptions that include the key term.

{0060} Also, a total number of documents (in the sub-plurality of documents)
including the key term is determined and denoted as N4 {1). For example, Ny (1)
may represent the number of log messages {associated with a selecled systam
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anomaly) that include the key term, or the number of case descriptions
{received) that include the key term.
{861 At 204, additional quaniities may be determined as:

o Ny {-1)=Ny- Ny (), and

o Ng{-t} = Ng— Ng (1),
A first distribution Pgand a second distribution Py may be determined, where 0"
is indicative of absence of a key term (e.g., in a case description or log
message), and “1" is indicative of a presence of a key term. (e.g., in a case
description or log message):

o Py{ty= [Ny {)+0.1] 7[N:+ 0]

s Po{f)= [Ny i)+ 091/ {No+ 03]

o Py{-i=[Ng (1) + 0.1/ [Ny + 0.1] and

s Po{)=[Ne () + 01]7/ [No+ 0.1
[a062] At 208, a term score hased on a modified inverse domain frequency may
be determined based on Egn. 19, as follows:
TermBeore =Py (g P /Py D]+ Py ) M log [P (Y Po ()] (Bgn. 20}
{0063] Data Analylics Modude 108 may include the key term in a word cloud
when the ferm: scave 106A for the key term 104A satisfies a threshold. For
example, the data analytics module 108 may generate a word cloud based on
the sub-plurality of documents. In some examples, the word cloud may include
additionat key terms identified from the sub-plurality of documents. For
example, the word cloud may include additional key terms in received service
case descriptions. Also, for example, the word cloud may include additional key
terms in the log messages associated with a selected system anomaly. A
thraeshold may be determined, and the key word may be included in the word
cloud if the term score satisfies a threshold value.
ju64] Referring again o Figure 2, at 208, it may be determined if the term
score is over g threshold. i #is, then at 2104, the term score s included in the
ward cloud. If it is not, then at 2108, the term score is not included in the word
cloud.
j{0065] In some examples, the data analytics module 108 may display the word
cloud 110 via an interactive graphical user interface, where the key term may be
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highlighted based on the term score. In some examples, the evaluator 106 may
determine term scores for additional key terms in the sub-plurality of documents.
in some examples, the data analytics module 108 may rank the key term and
additional key terms based on respective term scores. The word cloud 110 may
display the key terms and additional key terms based on thel respective ranks
andfor term scores. For example, the word cloud may highlight key terms that
appear in anomalous messages more than those that do not. In some
examples, relevance of a word may be #lustrated by is relative font size in the
word cloud. For example, "queuedtoc”, “version”, and “culture” may be
displayed in relgtively larger font compared to the font for other key terms.
Accordingly, it may be readily perceived that the key terms "queauedtioc”,
“version”, and "culture” appear in the log messages refated o the selected
system anomaly more than in other log messages.

[0066] in some examples, the data analytics module 108 may provide a
potential resolution of a given service case based on the term score. For
example, event data associated with event 1028 may include a service
description such as “Device screen not working properly”. The data processing
engine 104 may identify "Screen” as a key term 104A. The evaluator 106 may
evaluate a term score 108A for the key term “Screen”. Based on the term score
106A, the data analytics module 108 may access a database (not shown in
Figure 1) to find case resoclutions of past service cases associated with the key
term “Screen”. In some examples, the data analylics module 108 may display a
word cloud hightighting the key term “Screen”. In some examples, the data
analytics module 108 may select a potential resolution of the service case
based on the term score 106A.

10067} In some examples, the data analytics modute 108 may be
communicatively linked o an anomaly processor (not shown in the figures) that
detects system anomalies and/or event patterns based on the event 1028. The
anomaly processor may detect presence or absence of a system anomaly in the
plurality of semi-structured log messages, the system anomaly indicative of a
rare event that is distant from a norm of a distribution based on the series of

gvenis. Whereas a system anomaly is generally related to insight into

19



WO 2016/093837 PCT/US2014/069753

operational data, event palterns indicate underlying semalic processes that may
serve as potential sources of significant semantic anomalies.

[H06R] In some examples, the dala analytics module 108 may be
communicatively linked to a pattern processor (not shown in the figures). The
pattern processor may detect presence or absence of a systemn pattern in the
plurality of semi-structured log messages. Generally, the patlern processor
identifies non-coincidental situations, usually events ocourring simudtaneously.
Patterns may be characterized by their unlikely random reappearance. For
example, a single co-occurrence in 100 may be somewhat likely, but 80 co-
oceurrences in 100 is much less likely.

{069} In some examples, the dala analytics modute 108 may be
communicatively inked to an interaction processor {nat shown in the figures) to
provide, via an interactive graphical user interface, the detected system
anomalies and event patterns. In some examples, the interaction processor
may be communicatively linked fo the anomaly processor and the pattern
processor. The interaction processor generales an output data stream based
on the presence or absence of the system anomaly and the event pattern.
074} In some example, the data analytics module 108 receives feedback data
from, for example, the interactive graphical user interface, and provides the
feedback data 1o the evaluator 108, For example, the ocutput may be a
carresponding stream of event types according to matching regular expressions
as determined herein. in some examples, the data analytics module 108 may
determine, based on feedback data, that a potential resolution is not selected 1o
actually resolve the service case. In some examples, the data analytics module
108 may determine that a system anomaly and/or event patiern is not selecied
by a domain expert. Such feedback data may be provided 1o the evaluator fo
maodify the evaluation of the term score. For example, the term prominence
frequency andfor the term relevance score for the key ferm associated with
event may be modified.

{071} In some examples, the data analylics module 108 modifies the term
score of the key terms based on feedback data relaled {0 the interactive word

cloud. For example, the data analytics module 108 may provide a potential
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resolution of g service case, based on a term score for a first key term.
However, feedback data may indicate that a domain expert may select a second
key term in the word cloud to further analyze the service case. Accordingly, the
data analytics module 108 may provide the evaluator 108 and/or the data
processing engine 104 with this feedback data. in some examples, the term
score for the first key term may be modified to indicate a lesser degree of
association with the polential case resolution.  In some examples, the term
score for the second key term may be modified o indicate a higher degree of
association with the potential case resolution.

[72] Figure 3 is a block diagram illustrating some examples of a processing
system 300 for implemeanting the system 100 for determining term scores based
on a modified inverse domain frequency. Processing systems 300 includes a
processor 302, a memory 304, input devices 312, and output devices 314,
Processor 302, memory 304, input devices 312, and output devices 314, are
coupled {0 each other hrough communication link (e.g., a bus).

[0032] Processor 302 includes a Central Processing Unit (CPU) or ancther
suitable processor. In some examples, memory 304 stores machine readable
instructions executed by processar 302 for operating processing system 300.
Memory 304 includes any suitable combination of volatile and/or non-volatile
memory, such as combinations of Random Access Memory (RAM), Read-Only
Memory (ROM), flash memory, and/or other suitable memaory.

{00331 Memory 304 stores instructions 1o be executed by processor 302
including instructions for a data processing engine 306, an evaluator 308, and 3
data analytics module 310, inh some examples, data processing engine 3086,
gvaluator 308, and data analylics module 314, include data processing engine
104, evaluator 108, and data analytics module 108, respectively, as previously
described and iflustrated with reference to Figure 1.

{0034] Processor 302 executes instructions of dala processing engine 306 o
identify a key term associated with a system 3168, and a sub-plurality of a
plurality of documents 3184, the sub-plurality of documents associated with the
gveni 3168, In some examples, processor 302 executss instructions of dala
processing engine 306 o receive event data related to event 3188 related to
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service cases, the event data including a service description for each of the
service cases. Processor 302 executes instructions of data processing enging
306 to identify key terms in the service description for each of the service cases.
In some examples, pracessor 302 executes instructions of data processing
engine 308 to identify selection of a system anomaly, and identify log messages
and key terms associated with the selected system anomaly.

{0035] Processor 302 executes instructions of evaluator 308 1o determine,
based on the presence or absence of the key term, a first distribution related to
the sub-plurality of the plurality of documents, and a second distribution related
to the plurality of documents. Processor 302 also executes instructions of
gvaluator 308 to evaluate, for the key term, g term score based on the first
distribution and the second distribution, the term score indicative of a madified
inverse domain frequency based on the sub-plurality of the plurality of
documents.

{0036] In some examples, processor 302 executes instructions of evaluator 308
to evaluate the term score based on an information gain and a Kullback-Liebler
Divergence. In some examples, processor 302 executes instructions of
evaluator 308 to evaluate the term score basead on a tenm praminence
frequency indicative of prominence of the key term in the sub-plurality of
documents. in some examples, processor 302 execuies instructions of
evalyator 308 to evaluate the term score based on g term relevance score
indicative of relevance of the key term to the svent.

[0037]  In some examples, event data includes structured outcomes, and the
processor 302 executes instructions of evaluator 308 to evaluate the term score
for the key term based on a probability of the key term resulling in an cutcome
of the structured cutcomes.

{0038] In some examples, event data 316 includes unstructured resolutions, and
the processor 302 executes instructions of evaluator 308 {o evaluate the term
score based on an outcome metric, the outcome metric indicative of distance
between two cutcomes of the unstruciured outcomes. In some examples,
processor 302 executes instructions of evaluator 308 to further evaluate a
continuous density signal based on the outcome metric.
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{0039} Processor 302 executes instructions of a data analytics module 310 o
include the key term in a word cloud when the term score for the key term
satisfies a threshold, In some examples, processor 302 executes instructions of
the data analytics module 310 {o display, via an interactive graphical user
interface, an imteractive word cloud of key terms, wherein key ferms are
highlighted in the word cloud based on respeclive term scores, In some
examples, processor 302 executes instructions of the data analylics modude 310
to madify the term score of the given key term based on feedback data related
to the interactive word cloud. In some examples, processor 302 executes
instructions of the data analytics module 310 to modify the {erm score of the
given key term based on feedback data related {0 a selected system anomaly
and event patlerns.

{0073] Input devices 312 include a keyboard, mouse, data porls, and/or other
suitable devices for inputlting information into processing system 300. In some
examples, input devices 312 are used by the dala analytics module 31010
interact with the interactive graphical user interface. Quitput devices 314 include
a monitor, speakers, data ports, and/or other suitable devices for autputling
information from processing system 300, iIn some examples, oulput devices
314 are used to provide an interaclive visual representation of the system
anomalies, event patlerns, and the word cloud.

{0074] Figure 4 is a block diagram illustrating an exampie of a computsr
readable medium for determining term scores based on a modified inverse
domain frequency. Processing system 400 includes a processor 402, a
computer readable medium 410, a data processing engine 404, an evaluator
406, and a dala analytics module 408, Processor 402, computer readable
medium 410, data processing engine 404, evaluator 406, and data analylics
module 408, are coupled o each other through communication link {e.g., a bus).
{0075] Processor 402 exscutes instructions included in the computer readable
medium 410, Compuier readable medium 410 includes key term identification
instructions 412 of a data processing engine 404 to identify a key term
associated with a system, and a sub-plurality of a plurality of documents, the

sub-plurality of documenis assaciated with the svent. in some examples,
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computer readable medium 410 includes key term identification instructions 412
of a data processing engine 404 to identify key terms in a service desoription for
a service case. In some examples, computer readable medium 410 includes
key term identification nstructions 412 of a data processing engine 404 to
identify key terms in log messages associated with a selected system anomaly.
In some examples, the key terms associated with the event are included in a
document description, such as, for example, service descriptions and log
messages.

0076} In some examples, the plurality of documents may be stored in a gystem
database 424. Event dala may be dala stored in the event database 424.
Event data may include, for example, service data related o service cases, or
log data refated to log messages. In some examples, event data may be
received in real-lime by processor 402. For example, event data may be
received from a call center supporting the IT services for a company.

{0077} Computer readable medium 410 includes distribution determination
instructions 414 of an evaluator 406 {o determing, based on the presence or
absence of the key term, a first distribution relaled to the sub-plurality of the
plurality of documents, and a second distribution related to the plurality of
documents.

{0078] Compuiter readable medium 410 includes term score evaluation
instructions 416 of an evaluator 406 to svaluate, for the key term, a term score
based on the first distribution and the second distribution, the term score
indicative of a modified inverse domain frequency based on the sub-plurality of
the plurality of documents.

198791 Computer readable medium 410 includes word cloud generation
instructions 418 of a data analytics module 408 {o generate a word cloud based
on additional key terms in the sub-plurality of the plurality of documents.

{0080] Compuier readable medium 410 includes key term inclusion instructions
420 of the data analytics modute 408 to include the key term in the word cloud
when the {erm score for the key term satisfies a threshold.

{0081} Computer readable medium 410 includes key term inclusion instrugtions
420 of the data analytics modide 408 {o highlight, in the word cloud, the key
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term based on the term score. As used herein, the term “highlight” may refer to
displaying the key term in bold, displaying the key term in a distinctive font, such
as a larger font relative to other words in the word cloud, and/or not displaying
the key term (as when the threshold condition is not satisfied).

{8082 Computer readable medium 410 includes key term instructions of the
data analytics module 408 to provide, via the processor 402, a potential
resolution of a service case based on the ranking of the identified key terms,
and previous resolutions associated with the key terms, where data related to
the previous resoclutions may be retrieved from, for exampie, the event database
424,

{0083} As used herein, a “computer readable medium”™ may be any electronic,
magnetic, oplical, or other physical storage apparatus {o contain or store
information such as executable instructions, data, and the like. For example,
any computer readable storage medium described herein may be any of
Random Access Memory (RAM), volatite memory, non-volatile memory, flash
memory, a storage drive (e.g., a hard drive), a solid state drive, and the like, or a
combination thereof. For example, the computer readable madium 410 can
include one of or muitiple different forms of memory including semiconductor
memaory devices such as dynamic or siatic random access memories (DRAMs
or SRAMs), erasable and programmable read-only memories (EPROMs),
electrically erasable and programmable read-only memories (EEPROMs) and
flash memories; magnetic disks such as fixed, floppy and removable disks;
other magnetic media including tape; optical media such as compact disks
(CDs) or digital video disks {(DVDs), or other types of storage devices.

[384] As described herein, various componenis of the processing system 400
are identified and refer 1o a combination of hardware and programming
configured to perform a designated function. As illustrated in Figure 8§, the
programming may be processor executable instructions stored on tangible
computer readable medium 410, and the hardware may include processor 402
for executing those instructions. Thus, computer readable medium 410 may
store program instructions thatl, when executed by processor 402, implement

the various components of the processing system 400.
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[0085] Such computer readable storage medium or media is (are) considered o
be part of an article (or arlicle of manufacture). An aricle or atlicle of
manufacture can refer 1o any manufactured single component or muitiple
companents, The storage medium or media can be located either in the
machine running the machine-readable instructions, or located at a remote site
from which machine-readable insfructions can be downloaded over a network
for execution.

{0086] Computer readable medium 410 may be any of a number of memory
components capable of storing instructions that can be executed by processor
402. Computer readable medium 410 may be non-transifory in the sense that it
does not encompass a transitory signal bid instead is made up of one or more
memaory components configured to store the relevant instructions. Computer
readable medium 410 may be implemented in a single device or distributed
across devices. Likewise, processor 402 represents any number of processors
capable of executing instructions stored by compuier readable medium 410,
Processor 402 may be integrated in a single device or distributed across
devices. Further, computer readable medium 410 may be fully or partially
integrated in the same device as processor 402 (as illustrated}, or it may be
separate but accessible to that device and processor 402, {n some examples,
computer readable medium 410 may be a machine-readable storage medium.
{0087] Figure 5 is a flow diagram illustrating an example of a method for
determining term scores hased on a modified inverse domain frequency. Al
500, a system s identified, 8 key term associated with the event is identified,
and a sub-plurality of a plurality of documaents is identified, the sub-plurality of
documents associated with the evani. At 502, based on the presence or
absence of the key term, a first distribution related to the sub-plurality of the
plurality of documents, and a second distribution related to the plurality of
documents are determined. At 504, a term score for the key term is evaluated
based on the first distribution and the second distribution, the term score
indicative of a modified inverse domain frequency based on the sub-plurality of
the pluralily of documents, AL 506, a word cloud is generated based on
additional key terms in the sub-plurality of the plurality of documents. At 50§,
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the key term is included in the word cloud when the term score for the key term
satisfies a threshold. AL 510, the word cloud is displayed via an interactive
graphicat user interface.

o088} In some examples, the event is a seleclied system anomaly, the plurality
of documents are a collection of log messages, and the sub-plurality of the
plurality of documents are a sub-collection of the collection associated with the
selected system anomaly.

{0089] in some examples, the svent is a given service case, the plurality of
documents are a collection of document descriptions for service cases, and the
sub-plurality of the plurality of documents is a document description for the
given service case, and the data analytics module further provides a potential
resolution of the given service case based on the term score.

{0090] In some examples, the term score is one of an information gainand a
Kuliback-Liebler Divergence.

{0091] In some exampiles, the method further includes modifying the term score
of the key term based on feedback data related 10 the word cloud.

{8092} In some examples, the method further includes detecting system
anomalies and event patterns basead on feedback data related {o the interactive
word cloud.

093] In some examples, the term score is based on a term prominance
frequency indicative of prominence of the key term in the sub-pluralify of
documents.

{0094} in some examples, the term score is based on based on a term
relevance score indicative of relevance of the key term 1o the event. In some
examples, the eventis associated with event data that includes structured
putcomes, and the evaluator evaluates the term score based on a probability of
the key term resulting in an cutcome of the structured oufcomes. In some
examplas, the event is associated with svent datla that includes unstructured
outcomes, and the evaluator evaluates the term score based on an outcome
metric, the outcome metric indicative of distance between two outcomes of the
unstructured oulcomes.
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[0093] Figure 6 is a flow diagram illustrating an example of a method for
determining term scores in service case resolutions. AL 600, service data
related o service cases is received, the service data including a case
description for each of the service cases. Al 802, key terms are identified in the
case description for each of the service cases. Al 604, a term scoreis
evaluated for a given key term in a given service case, the term score indicative
of a modified inverse domain frequency for the given key term in the case
description. At 606, the given key term is included in 8 word cloud when the
term score for the key ferm satisfies a threshold. At 608, a potential resolution
of the service case is provided based on the term score of the given key term.
{3096} Figure 7 is a flow diagram illustrating an example of a methad for
determining term scores in opperations analytics. At 700, a selected system
anomaly, and a sub-collection of log messages associated with the system
anomaly are identified. Al 702, a key term in the sub-collection of log messages
is identified. Al 704, a term score is evaluated for the key term, the term score
indicative of a modified inverse domain frequency for the key term in the sub-
collection of log messages. At 708, the key term is included in a word cloud
when the term score for the key term satisfies a threshold.

{00971 Examples of the disclosure provide a generalized system for determining
term scores based on a modified inverse domain frequency. The generalized
system is based on ranking key terms based on, for example, past resolutions
of service cases or previously detecled system anomalies. In some examples,
the generalized system is based on ranking key terms based on their
prominence in a document description, including their position in a document
description. Such a generalized sysiem is beller equipped {o search event data
efficiently and accurately o provide, for example, timely resolutions of service
cases, and optimized data analvtics.

[0098] Although specific examples have been iftustrated and described herein
with respect to event data, the examples illustrate applications determine term
scores related fo any data. Accordingly, there may be a variety of alternate
and/or equivalent implemerntations that may be substituted for the specific

examples shown and described without departing from the scope of the present
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disclosure. This application is intended to cover any adaptations or variations of
the specific examples discussed herein. Therefore, it is intended that this
disclosure be limited only by the claims and the equivalenis thereof.
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CLAIMS

1. A system comprising:

a data processing engine o identify a key term associated with a
system, and a sub-plurality of a plurality of documents, the sub-plurality
of documents associated with the event;

an evaluator {o

determine, based on the presence or absence of the key
term, a first distribution related to the sub-pluraliy of the plurality of
documents, and a second distribution related to the plurality of
documents, and

avaluate, for the key term, a term score based on the first
distribution and the second distribution, the term score indicative of a
modified inverse domain frequency based on the sub-plurality of the
piurality of documents; and

a data analytics module fo include the key term in a word cloud
when the term score for the key ferm satisfies a threshold.

2. The system of claim 1, wherein the ferm score is one of an information
gain and a Kullback-Liebler Divergence.

3. The system of claim 1, wherein the dats analytics module further displays
the word cloud via an interactive graphical user interface, wherein the key

faerm is highlighted based on the {erm score.

4. The system of claim 3, wherein the evaluator further modifies the {ferm
score of the key term based on fesdbhack data related o the word cloud.

5. The system of claim 1, wherein the event is a selected system anomaly,
the pluratity of documents are a collection of log messages, and the sub-
plurality of the plurality of documents are a sub-collection of the collection
associated with the selected system anomaly.
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6. The system of claim 1, wherein the event is a given service case, the
plurality of documents are a collection of document descriptions for
service cases, and the sub-plurality of the plurality of documents is a
document description for the given service case, and the dala analylics
module provides a potential resolution of the given service case based on

the term score.

7. The system of claim 1, wherein the term score s further based on a term
prominence frequency indicative of prominence of the key term in the
sub-plurality of documents.

8. The system of claim 1, wherein the term score is further based on a term
relevance score indicative of relevance of the key ferm {o the event.

8. The sysiem of claim 8, wherein the event is associated with event data
that includes structured oufcomes, and the evaluator evaluates the term
score based on a probability of the key term resuiting in an outcoms of

the structured cutcomes.

10.The system of claim 8, wherein the event is associated with svent data
that includes unshructured oulcomes, and the evaluator evaluates the
term score based on an outcome metric, the cutcome metric indicative of

distance belween two outcomes of the unstructured cutcomes.

11.A method to generate 8 word cloud based on a system, the method
comprising:

identifying the event, a key term assoctated with the event, and &
sub-plurality of a plurality of documents, the sub-plurality of documents
associated with the event;

determining, based on the presence or absence of the key term, a
first distribution related to the sub-pluraiity of the plurality of documents,
and a second distribution related to the plurality of documents;
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evaluating, for the key term, a term score based on the first
distribution and the second distribution, the term score indicative of a
modified inverse domain frequency based on the sub-plurality of the
plurality of documents;

generating a word cloud based on additional key terms in the sub-
plurality of the plurality of documents;

ncluding the key term in the word cloud when the term scare for
the key term salisties a threshold; and

displaying the word cloud via an interactive graphical user
interface.

12. The method of claim 11, wherein the event is a selected system anomaly,
the plurality of documents are a collection of log messages, and the sub-
plurality of the plurality of documents are a sub-collection of the collection
assaciated with the selected system anomaly.

13. The method of claim 11, wherein the event is a given service case, the
plurality of documents are a collection of document descriptions for
service cases, and the sub-plurality of the plurality of documents is a
document description for the given service case, and the data analytics
module further provides a potential resolution of the given service case
based an the term score,

14. The method of claim 11, wherein the term score is one of an information
gain and a Kullback-Liebler Divergence.

15. A non-ransitory computer readable medium comprising executable
instructions
identify a key term associated with a system, and a sub-plurality of
a plurality of documents, the sub-plurality of documenis associated with
the event;
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determine, based on the presence or absence of the key term, 8
first distribution related {o the sub-plurality of the plurality of documents,
and a sscond distribution related to the plurality of documents;

aevaluate, for the key term, a term score based on the first
distribution and the second distribution, the term score indicative of a
modified inverse domain frequency based on the sub-plurality of the
plurality of documents;

generate a word cloud based on additional key terms in the sub-

piurality of the plurality of documents;

include the key term in the word cloud when the term score for the
key teym satisfies a threshold; and

highlight, in the word cloud, the key term based on the {erm score.
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