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MOBILE DEVICE COMMUNICATIONS SYSTEM 
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CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of International 
PCT Application No. PCT/JP02/07012 filed on Jul. 10, 
2002. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to a communications 
System and a communications method using a network, and 
more specifically to a mobile device communications System 
and method which are provided with a plurality of service 
providing Servers and perform communications using a 
mobile terminal. 

0004 2. Description of the Prior Art 
0005 FIG. 42 is a block diagram of the system configu 
ration of the first conventional technology of the mobile 
device communications System, for example, a mobile 
device packet network. In FIG. 42, the user of the system, 
that is, a client, performs communications between mobile 
devices or with a plurality of Service providing Servers using 
mobile devices (MS) 100a, 100b, ..., for example, a mobile 
phone. 

0006. In FIG. 42, a mobile device packet network 
includes, for example, a mobile IP (Internet protocol) 101, a 
network access device (NAS) for performing a process 
corresponding to the access gained by each of mobile 
devices (MS) 100a, 100b, ... to the mobile IP network 101, 
or foreign agents (FA) 102a, 102b, ..., routers (R) 103a, 
103b, and 103c connected to the input/output point of the 
service providing server of the network 101, a user authen 
tication device 104 connected to the routers, load balancers 
105a, 105b, and 105c connected to each router, a local area 
network or wide area network (LAN/WAN) 106 for con 
nection of these load balancers with a plurality of Service 
providing servers, and a home agent (HA) 107 on a mobile 
IP network. 

0007. A plurality of service providing servers form a 
group configured by a plurality of Servers for providing the 
Same Services. For example, Service providing Servers 110a, 
110b, 110c, . . . are configured by servers capable of 
providing the same Servers as a group. Therefore, for 
example, Servers of a group configured by Service providing 
servers 111a, 111b, 111c, . . . and servers of a group 
configured by Service providing Servers 112a, 112b, 112c, . 
. . provide different Services. 

0008. In the mobile device packet network shown in 
FIG. 42, communications are performed between the mobile 
devices, for example, a mobile phone and a Service provid 
ing Server. Since a Server capable of providing a Service 
requested by a client forms a group as described above, a 
load balancer for processing an input packet from a client is 
provided at a stage before the Service providing Server Such 
that input packets can be distributed to the Service providing 
Servers in accordance with the balancing policy by which the 
loads of the Servers can be balanced. 
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0009. In the common load balancing system, a grouped 
Service providing Server is assigned representative address 
information, a client transmits a packet using the represen 
tative address information as a destination, and the packet is 
distributed to any Service providing Server in the group 
based on the balancing policy of the load balancer. 
0010. The balancing policy can be a round robin policy, 
a weighted round robin policy, a priority policy, a minimum 
number of connections policy, a fastest response time policy, 
a CPU load policy, etc. Abalancing policy information table 
indicating the above-mentioned balancing policies is pro 
vided for the load balancer. 

0011 For example, in a mobile device packet network 
operated by a common carrier for providing a communica 
tions Service, there are a large number of users, and a 
plurality of routers (R) 103a, 103b, and 103c and load 
balancers 105a, 105b, and 105c are provided at the input/ 
output point of the Service providing Servers of the mobile 
IP network 101 shown in FIG. 42 to distribute the users, 
thereby performing load balancing for a number of Service 
providing Servers. 
0012 However, with the above-mentioned configuration, 
when a mobile device, for example, the mobile device 100a 
moves during the communications, the input/output point of 
the service providing server to the mobile IP network 101 
dynamically changes. For example, although communica 
tions are first performed through the router 103a and the load 
balancer 105a, the communications can be next performed 
through the router 103c and the load balancer 105c. In such 
a case, for example, when the three load balancers 105a, 
105b, and 105c perform load balancing based on the respec 
tive balancing policies, a packet can be distributed to dif 
ferent Service providing Servers in the same group. In this 
case, there can be the problem that a TCP (transmission 
control protocol) connection, that is, a connection for recep 
tion of a Specific Service, cannot be maintained. 
0013 Furthermore, in the above-mentioned case, for 
example, although the load balancers 105a and 105c dis 
tribute packets to the same Service providing Server in the 
group, the packets do not pass through the Same path 
between the mobile IP network 101 and the service provid 
ing servers if, for example, the mobile device 100a transmits 
an up packet, that is, a packet to a Service providing Server, 
moves during reception of a down packet, that is, a packet 
from a Service providing Server, and the up packet after the 
movement passes through the load balancer. 
0014 Thus, the conventional technology using a layer 7 
Switch for maintenance of a user Session has been Suggested 
to distribute a packet to the Same Service providing Server 
although the input/output point of a Service providing Server 
to a network dynamically changes with the movement of a 
mobile device during communications. A user Session is 
defined by, for example, a UDP (user datagram protocol). 
0015. Unlike the TCP, a UDP is a connectionless proto 
col. Although there is no concept of a connection for the 
protocol, there is a concept of a Session under an upper 
protocol of a UDP, for example, a domain name System 
(DNS) as a mechanism of Solving a standard name for use 
in Internet. In this concept, a proceSS can be completed by 
the same Server processing a Series of UDP packets. The 
communications using a plurality of UDP packets for 
completion of the proceSS is referred to as a user Session 
under the UDP 
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0016 A user session is defined for a TCP as well as a 
UDP. Under the TCP, there is a concept of a user session 
under an upper protocol, for example, a hyper text transfer 
protocol (HTTP). In this concept, a process can be complete 
by performing the establishment of a series of TCP connec 
tions, the transfer of data, and the release. The communica 
tions in a Series of TCP connections performed to complete 
the proceSS are called a user Session under the TCP. 
0.017. There also occurs the problem with the user session 
under the UDP and TCP that a packet cannot be distributed 
to the Same Service providing Server due to a dynamic 
change of the input/output point to the network by the 
movement of a mobile device during the communications, 
and the user Session cannot be Successfully maintained. The 
conventional technology to maintain a user Session is 
described below by referring to FIG. 43. 
0.018 FIG. 43 shows a conventional technology of a 
mobile device communications System using a layer 7 
Switch. In the conventional technology, a plurality of trans 
parent proxy (TP) devices 120a, 120b, and 120c, a plurality 
of layer 7 switch (L7SW) devices 121a, 121b, and 121c, and 
a network 122 between the plurality of load balancers and 
service providing servers shown in FIG. 42, and a layer 7 
Switch performs Static load balancing using the user identi 
fication information under the layer 7 protocol Such as an 
HTTP, etc. as a key by the layer 7 Switch, thereby enabling 
communications to be distributed to the Same Service pro 
Viding Server while continuing the user Session under the 
TCP and UDP. 

0.019 AS described above, the following five problems 
occur because packets are not transmitted through the same 
path between the mobile IP network 101 and the service 
providing server as shown in FIG. 42 as described above. 
0020. The first problem is that is requires a long time to 
Switch Services. The management of a TCP connection and 
a user Session corresponding to one Service is to be per 
formed on the service providing server side, and a TCP 
connection is to be reconnected each time a Service is 
Switched, thereby requiring a reconnection of a TCP con 
nection each time a Service is Switched as viewed from the 
mobile device Side, and requiring a long time to Switch the 
Service. 

0021. The second problem is that it can not balancing a 
risk when a Service providing Server goes down. If a Service 
providing Server which manages a TCP connection and a 
user Session goes down, the connection cannot be Switched 
to the Server for providing the same Services, and Services 
cannot be provided until the faulty Service providing Server 
recovers from the fault. 

0022. The third problem is that proxy accounting infor 
mation can not be generated. That is, only the Service 
providing Server which manages the TCP connection or the 
user Session can perform an authenticating process in a 
contract Service unit in providing a Service for a client, and 
no proxy generation of accounting information can be 
performed for pay contents. 
0023 The fourth problem is that protocol conversion of 
a transport layer can not be performed between a wireleSS 
network and a cable network. There is a difference in delay 
time, etc. between a wireleSS network and a cable network. 
Therefore, to Set a Standard Internet Service in the optimum 
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format in the wireleSS communications, it is necessary to 
convert a window Size (the amount of data which can be 
transmitted at a time, etc.), that is, a protocol conversion of 
a transport layer between the wireleSS network and the cable 
network. If packets are not transmitted through the same 
path, a trunk device for protocol-converting a transport layer 
cannot be provided. 

0024. The fifth problem is that no gateway function 
between the network of the Internet protocol version (IPV) 
4 and the network of the IPV6 network can be provided. 
Recently, with an increasing number of mobile phones, large 
expansion of IP addresses is required, and there are plans to 
implement IPV6. When IPV6 is implemented, a gateway 
function will be required between the current IPV4 network 
and the IPV6 network. However, when packets are not 
transmitted through the same path, the gateway function 
cannot be provided. 

0025. As described above by referring to FIG. 43, the 
following problem occurs when a user Session is maintained 
using the layer 7 Switch. 

0026. The first problem is that loads can be concentrated 
on a specific Service providing Server because packets 
corresponding to the request from the client having the same 
user identification information are distributed to the same 
Service providing Server. 

0027. The second problem is that the processes of adding 
a layer 7 Switch each time a service is added, that is, 
analyzing an additional Service (layer 7 protocol), identify 
ing a Session, etc., thereby failing in quickly adding Services. 
Especially, a common carrier frequently has to add Services, 
and the problem is Serious. 
0028. The third problem is that the performance of the 
packet distributing proceSS is low. Since the process by the 
layer 7 Switch is normally implemented by software, the 
problem is that the performance of the packet distributing 
process is lower than that by the hardware (firmware). 
0029. The present invention has been developed to solve 
the above-mentioned problems, and aims at Setting the same 
path for packets which configure the same TCP connection 
and user Session although a plurality of input/output points 
are provided on the service providing server side of an IP 
network and a load balancer is provided for each input/ 
output point, and maintaining a TCP connection although a 
mobile device performs communications while it moves. 
Another object of the present invention is to provide a 
gateway function in the path to avoid the necessity for 
making time for Switching Services, balance a risk when the 
Service providing Server goes down, perform proxy genera 
tion of accounting information, and perform a transport 
layer protocol conversion, and further realize a gateway 
function between the IPV4 network and the IPV6 network. 

SUMMARY OF THE INVENTION 

0030 FIG. 1 is a block diagram of the configuration 
showing the principle of the mobile device communications 
system according to the present invention. FIG. 1 is a block 
diagram of the configuration showing the principle of the 
communications System which is provided with Service 
providing servers 7a, 7b, ..., 8a, 8b, ... and allows mobile 
terminals 1a, . . . , 1n to establish communications. 
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0031. In FIG. 1, the mobile terminals 1a, . . . , 1n are 
connected to a first network unit 2 having a plurality of 
input/output points to a Service providing Server, and can be, 
for example, a mobile IP network. 
0.032 A plurality of first communication distribution 
units 3a, 3b, . . . are, for example, a load balancer, and is 
connected to each of the plurality of input/output points of 
the first network unit 2. 

0033) A second network unit 4 is a network to which the 
first communication distribution units 3a, 3b, . . . are 
connected, and can be, for example, a local area network or 
a wide area network. 

0034. A third network unit 5 is a network to which the 
plurality of service providing servers 7a, 7b, ..., 8a, 8b, . 

... are connected, and can be, for example, a local area 
network or a wide area network. 

0035) A plurality of second communications distribution 
units 6a, 6b, ... are connected between the Second network 
unit 4 and the third network unit 5, distributes a series 
communications between a mobile terminal and a Service 
providing Server to any of a Service providing Servers, and 
can be, for example, a packet gateway device. 

0.036 Then, the first communication distribution units 3a, 
3b, ... are configured to distribute a Series of communica 
tions between a mobile terminal and a Service providing 
Server to any of a plurality of Second communications 
distribution units 6 through the second network unit 4. 
0037. An embodiment of the present invention further 
includes a Session management device for assigning an 
identifier to a Session which is a Series of communications 
between a mobile terminal and a Service providing Server, 
and managing the identifier. Each of the first communication 
distribution units 3a, 3b, ... further includes a same Storage 
contents destination Storage unit for Storing any of the 
Second communications distribution units 6a, 6b, . . . for 
distributing a Series of communications corresponding to the 
identifier of a Session as the Series of communications 
between a mobile terminal and a Service providing Server. 

0.038. In this case, the second communications distribu 
tion unit can assign an identifier to a user Session as a Series 
of communications in a layer higher than a layer correspond 
ing to the Session managed by the Session management 
device, and can distribute the communications in the user 
Session between the mobile terminal and the Service pro 
Viding Server to any of the plurality of Service providing 
Server corresponding to the identifier. Furthermore, there are 
a plurality of user Session types, and the Second communi 
cations distribution unit can distribute the communications 
in the user Session corresponding to the type of the user 
Session. 

0.039 According to an embodiment of the present inven 
tion, a plurality of Service providing Servers configure a 
plurality of groups each being configured by Servers which 
provide the same Services, the mobile terminal Specifies a 
representative address for each of the plurality of groups, 
and establishes communications to and from a Service 
providing Server, and the Second communications distribu 
tion units 6a, 6b, . . . can distribute a Series of communi 
cations to any of the Service providing Servers in the group 
Specified by the representative address. In this case, when 
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the mobile terminal changes the representative address to 
Switch a Service to be received in a Series of communica 
tions, the Second communications distribution units 6a, 6b, 

... can distribute the Subsequent communications in the 
Series of communications to any of the Service providing 
Servers in the group specified by the representative address 
after the change, and continue the Series of communications. 
0040. Furthermore, according to an embodiment of the 
present invention, when the Second communications distri 
bution units 6a, 6b, . . . . distribute a Series of communica 
tions to any of the plurality of Service providing Servers, a 
user of a mobile terminal can further include Service authen 
tication units for authenticating the qualification of a user of 
a mobile terminal for a service provided by the service 
providing Server. 
0041 Furthermore, according to an embodiment of the 
present invention, the Second communications distribution 
units 6a, 6b, . . . can also distribute a Series of communi 
cations not only to a plurality of Service providing Servers, 
but also to a Server outside the mobile device communica 
tions System. The mobile terminal can further include an 
accounting information generation unit for generating 
accounting information for a Service received from a Service 
providing Server or a server outside the mobile device 
communications System. 
0042. In a mobile device communications method 
according to the present invention, a mobile terminal can 
transmit a packet in a Series of communications by Speci 
fying any of a plurality of Service providing Servers, a load 
balancer which receives the packet can distribute the packet 
to any of the plurality of packet gateway devices corre 
sponding to an identifier for the Series of communications, 
and the packet gateway device to which the packet is 
distributed can distribute the packet to any of the plurality of 
Service providing Servers which provide the same Services as 
the Service providing Server Specified by the mobile termi 
nal. The load balancer corresponds to the first communica 
tions distribution unit, and the packet gateway device cor 
responds to the Second communications distribution unit. 
0043. In this method, a packet (down packet) in a series 
of communications from the Service providing Server to the 
mobile terminal is transmitted first from the service provid 
ing Server to the packet gateway device which has distrib 
uted a packet (up packet) from the mobile terminal to the 
Service providing Server, transmitted from the packet gate 
way device to the load balancer which has distributed the up 
packet, and finally transmitted to the mobile terminal. 
0044) In addition, the present invention includes a por 
table computer-readable Storage medium which is used by a 
computer forming the packet gateway device and Stores a 
program used to direct the computer to perform the Steps of: 
Storing a destination address and a Source address of a packet 
received from the load balancer using a unique Source port 
number as a key; Setting the unique Source port number as 
a Source port number of a packet header; Selecting a plurality 
of Service providing Servers capable of providing a Service 
requested by a mobile terminal from among a plurality of 
Service providing ServerS So that the Selected Service pro 
Viding Server can share the load; and Setting the addresses of 
the Selected Service providing Servers as destination 
addresses and the address of the apparatus as a Source 
address, and transmitting a packet to the Service providing 
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server. When the mobile terminal moves and the correspond 
ing network acceSS device is Switched, the mobile terminal 
has the link of the PPP (point-to-point protocol) temporarily 
suspended. However, the PPP protocol stack does not notify 
the TCP protocol Stack of the Suspension, thereby preventing 
the TCP connection from being disconnected. 

0.045. In this case, an identifier for a user session as a 
Series of communications in a layer higher than the layer 
corresponding to the Session as a Series of the communica 
tions between the mobile terminal and the Service providing 
Server in the hierarchical Structure of the communications 
can also be used as the above-mentioned unique Source port 
number. 

0046) Also used as a storage medium by the computer 
forming the packet gateway device is a portable computer 
readable Storage medium Storing a program used to direct a 
computer to perform the Steps of retrieving mobile device 
identification information about the mobile terminal as a 
Source of the packet received from the load balancer, retriev 
ing the destination address of the received packet; and 
determining whether or not the service provided by the 
Service providing Server of the destination address can be 
provided for the user of the mobile terminal according to the 
mobile device identification information and the destination 
address. 

0047. Furthermore, used as a storage medium by a com 
puter forming the packet gateway device, there is a portable 
computer-readable Storage medium Storing a program used 
to direct the computer to perform the Steps of retrieving the 
destination address and the Source address of a packet 
received from a load balancer, and Setting them in an 
accounting record when a Series of communications between 
a mobile terminal and a Service providing Server Start; 
incrementing the number of packets of an accounting record 
each time a packet is received from the load balancer until 
the Series of communications terminate, retrieving a packet 
length from the received packet, and adding the packet 
length to the packet length of the accounting record; and 
changing the Source address in the accounting record into 
the identification information about the user of the mobile 
terminal, and the destination address into the information 
about the Service providing Server when a Series of com 
munications terminate. 

0.048 Used by a computer forming the packet gateway 
device is a program used to direct the computer to perform 
the procedures of Storing the destination address and the 
Source address of the packet received from a load balancer 
using a unique Source port number as a key; Selecting means 
for Setting the unique Source port number as a Source port 
number of a packet header, and a plurality of Service 
providing Servers capable of providing a Service requested 
by a mobile terminal from among a plurality of Service 
providing ServerS So that the loads of the Service providing 
Servers can be balanced; and Setting the address of the 
Selected Service providing Server as a destination address, 
and the address of the apparatus as a Source address, and 
transmitting the packet to the Service providing Server. 

0049. In this case, an identifier for a user session as a 
Series of communications in a layer higher than the layer 
corresponding to the Session as a Series of the communica 
tions between the mobile terminal and the Service providing 
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Server in the hierarchical Structure of the communications 
can also be used as the above-mentioned unique Source port 
number. 

0050. Used as a program by the computer forming the 
gateway device is a program used to direct a computer to 
perform the procedures of retrieving mobile device identi 
fication information about the mobile terminal as a Source of 
the packet received from the load balancer, retrieving the 
destination address of the received packet; and determining 
whether or not the service provided by the service providing 
Server of the destination address can be provided for the user 
of the mobile terminal according to the mobile device 
identification information and the destination address. 

0051. Furthermore, used by a computer forming the 
packet gateway device, there is a program used to direct the 
computer to perform the procedures of retrieving the des 
tination address and the Source address of a packet received 
from a load balancer, and Setting them in an accounting 
record when a Series of communications between a mobile 
terminal and a Service providing Server Start, incrementing 
the number of packets of an accounting record each time a 
packet is received from the load balancer until the Series of 
communications terminate; retrieving a packet length from 
the received packet, and adding the packet length to the 
packet length of the accounting record; and changing the 
Source address in the accounting record into the identifica 
tion information about the user of the mobile terminal, and 
the destination address into the information about the Service 
providing Server when a Series of communications termi 
nate. 

0052 AS described above, according to the present 
invention, a plurality of packet gateway devices are pro 
Vided between the load balancer and a Service providing 
Servers provided at a plurality of input/output points of the 
network to which a mobile device is connected, and a Series 
of communications of packets between one of a mobile 
device and Service providing Servers can be performed 
constantly through the same packet gateway device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0053 FIG. 1 is a block diagram of the configuration 
showing the principle of the mobile device communications 
System according to the present invention; 
0054 FIG. 2 is a block diagram of the system configu 
ration of a mobile device packet network according to the 
first embodiment of the present invention; 
0055 FIG. 3 shows the sequence of the processes 
between the apparatuses when a Session Starts, 
0056 FIG. 4 is a block diagram of the configuration of 
the user authentication device; 

0057 FIG. 5 shows an example of a flowchart of the 
address assigning process by the user authentication device; 
0058 FIG. 6 shows a packet format according to an 
embodiment of the present invention; 
0059 FIG. 7 shows an example of the data of the address 
information table in the user authentication device; 

0060 FIG. 8 shows an example of the data of the user 
information table in the user authentication device; 
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0061 FIG. 9 is a block diagram of the configuration of 
the Session management device; 

0062 FIG. 10 shows an example of the data of the 
Session information table; 

0.063 FIG. 11 shows the state transition of a session 
State, 

0.064 FIG. 12 is a block diagram of the configuration of 
the load balancer, 

0065 FIG. 13 shows an example of a flowchart of the 
load balancing process by the load balancer, 

0.066 FIG. 14 shows an example of the data of the 
balancing policy information table in the load balancer, 
0067 FIG. 15 shows an example of a data format of the 
packet header; 
0068 FIG. 16 shows the configuration of the packet 
gateway device; 

0069 FIG. 17 is a flowchart (1) of the up packet distrib 
uting process by the packet gateway device; 

0070 FIG. 18 is a flowchart (2) of the up packet distrib 
uting process by the packet gateway device; 

0071 FIG. 19 is a flowchart (3) of the up packet distrib 
uting process by the packet gateway device; 

0072 FIG. 20 is a flowchart (1) of the down packet 
distributing process by the packet gateway device; 

0073 FIG. 21 is a flowchart (2) of the down packet 
distributing process by the packet gateway device; 

0074 FIG. 22 shows an example of the data of the 
address information Storage table in the packet gateway 
device; 

0075 FIG. 23 shows an example of the data of the 
balancing policy information table in the packet gateway 
device; 

0076 FIG. 24 shows the address conversion by the 
packet gateway device; 

0077 FIG.25 is a flowchart of the service authenticating 
proceSS by the packet gateway device; 

0078 FIG. 26 shows an example of the data of the 
Service order information table in the packet gateway 
device; 

007.9 FIG. 27 shows an example of the data of the 
Service providing Server information table in the packet 
gateway device; 

0080 FIG. 28 is a flowchart of the proxy accounting 
information process by the packet gateway device; 

0081 FIG. 29 shows an example of the data of the 
accounting record generated by the packet gateway device; 

0082 FIG. 30 shows a sequence of the processes per 
formed between the apparatuses by the user log out when a 
Session terminates, 

0.083 FIG. 31 shows a sequence of the processes per 
formed in a dormant State; 

Aug. 5, 2004 

0084 FIG. 32 shows an example of the storage contents 
of the address information Storage table according to the 
Second embodiment of the present invention; 
0085 FIG. 33 shows the timing of generating and delet 
ing a record of the address information Storage table; 
0086 FIG. 34 is a block diagram of the configuration of 
the packet gateway device according to the Second embodi 
ment of the present invention; 
0087 FIG. 35 shows an example of the storage contents 
of the user Session type identification information table; 
0088 FIG.36 is a flowchart (1) of the process performed 
when an up packet is received from a mobile device; 
0089 FIG.37 is a flowchart (2) of the process performed 
when an up packet is received from a mobile device; 
0090 FIG.38 is a flowchart (3) of the process performed 
when an up packet is received from a mobile device; 
0.091 FIG.39 is a flowchart (1) of the process performed 
when a down packet is received from a Service providing 
Server, 

0092 FIG. 40 is a flowchart (2) of the process performed 
when a down packet is received from a Service providing 
Server, 

0093 FIG. 41 shows the communications system using a 
multiwindow Screen; 
0094 FIG. 42 is a block diagram of the configuration 
according to the first conventional technology of a mobile 
device packet network; 
0.095 FIG. 43 is a block diagram of the configuration 
according to the Second conventional technology of a mobile 
device packet network, and 
0096 FIG. 44 shows loading a program to a computer to 
realize the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0097 FIG. 2 is a block diagram of the system configu 
ration of the mobile device packet network according to the 
first embodiment of the present invention. In this System, 
mobile devices (MS), for example, mobile phones 20a, 20b, 
. . . are connected to, for example, a mobile IP network 21 
through network access devices (NAS) or foreign agents 
(FA) 22a, 22b, ... by wireless or cable. 
0098. There is a plurality of, for example, three input/ 
output points on the Service providing Server Side, and the 
input/output points are respectively connected to routers (R) 
23a, 23b, . . . and load balancers (L.B.) 25a, 25b, . . . as 
shown in FIG. 2. The load balancers (L. B.) are connected 
to a local area network or wide area network (LAN/WAN) 
26. 

0099. In the first embodiment, the communications 
between the mobile device and the Service providing Server 
are managed in a Session format by generally one or more 
TCP connections described later. 

0100. The system is provided with a user authentication 
device 24 for managing users and a Session management 
device 27 for managing the Session of the transmission/ 
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reception of a Series of packets from the access of a mobile 
device to the mobile IP network 21 to the completion of 
necessary communications. The user authentication device 
24 is connected to, for example, the routers (R) 23a, 23b, . 
... of the input/output points of the network 21 on the Service 
providing Server Side, and is also connected to the Session 
management device 27. 
0101 The session management device 27 and a plurality 
of packet gateway (GW) devices 28a,28b, ... are connected 
to the local area network or wide area network (LAN/WAN) 
26 to which the load balancers (L.B.) 25a, 25b, . . . are 
connected. These packet gateway devices have the most 
Significant functions in the embodiments of the present 
invention as described later. 

0102) Each packet gateway device is connected by a 
number of service providing servers and LAN/WAN 29. It 
is assumed that a number of Service providing Servers 
respectively belongs to Same groups. For example, Service 
providing Servers 30a, 30b, . . . make a group, and the 
Servers in the group are to provide the same Services, and the 
mobile devices establish communications using the repre 
Sentative address of the group as described later. For 
example, Service providing Servers 31a, 31b, . . . provide 
services different from those provided by service providing 
servers 32a, 32b, . . . 
0103 FIG. 3 shows the sequence of the processes per 
formed among apparatuses when a Session Starts in the 
system shown in FIG. 2. The sequence of the processes 
shown in FIG.3 are performed among the mobile device 20, 
the network access device 22, the load balancer 25, the user 
authentication device 24, the Session management device 27, 
the packet gateway device 28, and the Service providing 
Server 30. 

0104. The packet format and the packet sequence of the 
packet communications among the mobile device 20, the 
network acceSS device 22, and the user authentication device 
24 are in accordance with the protocol Suggested in the 
diameter mobile IP extensions of the Internet draft, and the 
detailed explanation is omitted here. 
0105. On the other hand, the packet sequence and the 
packet format among the user authentication device 24, the 
Session management device 27, and the packet gateway 
device 28 are processed regardless of the provisions, and are 
Specific to the present embodiment. 
0106. In FIG. 3, in accessing the mobile IP network 21 
from the mobile device 20, the network access device 22 
transmits an access request prescribed by the above-men 
tioned protocol to the user authentication device 24. 
0107 FIG. 4 is a block diagram of the configuration of 
the user authentication device. The user authentication 
device is configured by a LAN driver unit or a WAN driver 
unit 41, a TCP/IP protocol handler unit 42, a communica 
tions control unit 43, a user management unit 44, and a 
server monitor unit 45, and further provided with an address 
information table 46 managed by the user management unit 
44 and the server monitor unit 45, and a user information 
table 47 managed by the user management unit 44. A LAN 
or a WAN connected to the LAN driver unit or a WAN driver 
unit 41 corresponds to the network 26 connected through the 
Session management device 27 as shown in 2, or the mobile 
IP network 21 connected through the routers (R) 
23a, 23b, . . . 
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0108). The TCP/IP protocol handler unit 42 includes a 
user datagram protocol (UDP) and all of the TCP/IP protocol 
Set. 

0109 FIG. 5 is a flowchart of the address assigning 
process of the user authentication device. In this process, the 
process of assigning or retrieving an IP address to the 
Session to be or already started in response to the access 
request received from the network access device 22 is 
performed. 

0110. When the process is started as shown in FIG. 5, 
first in Step S1, an acceSS request packet from the network 
acceSS device 22 is received, and a Session information 
retrieval packet is transmitted in Step S2 by the user man 
agement unit 44 to the Session management device 27 as 
shown in FIG. 3. In step S3, a session information retrieval 
reply packet is received from the Session management 
device 27. 

0111 FIG. 6 shows the packet format of a packet to be 
explained later in addition to the Session information 
retrieval packet and the Session information retrieval reply 
packet. The Session information retrieval packet Stores the 
type of Session information retrieval as a packet type after 
the TCP/IP header, and stores mobile device identification 
information as trailing information in the packet. The mobile 
device identification information corresponds to an identi 
fier, and not a phone number, for identifying each mobile 
device. This identification information is assumed to be 
retrieved from, for example, an access request packet. 
0112 The session information retrieval reply packet 
stores a TCP/IP header, a session information retrieval reply 
indicating a packet type, mobile device identification infor 
mation (identifier), a retrieval result indicating whether or 
not there is a record of a Session corresponding to the mobile 
device identifier, and, if there is the record, an IP address 
assigned to the Session. 

0113 Back in FIG. 5, it is determined in step S4 whether 
or not there is a new connection. In a new connection, the 
Session information table does not Store the record of the 
Session corresponding to the mobile device identifier. In this 
case, an address to be assigned is determined in Step S5. 

0114. The determination is described in detail in steps 
S10 through S16. In order to balance the load, the record 
having the number of addresses in the Smallest address range 
assigned in the address information table 46 is retrieved, an 
address to be assigned is determined, and an acceSS accept 
packet is transmitted to the network access device 22 in Step 
S6, thereby terminating the process. 

0115 If it is not a new connection in step S4, that is, if a 
Session corresponding to the mobile device identifier has 
been entered in the session information table, then the IP 
address corresponding to the Session is used as is in Step S7, 
and the access accept packet is transmitted in Step S6, 
thereby terminating the process. 

0116. As described above, a session refers to the trans 
mission/reception of a Series of packets up to the user 
log-out by a mobile device using an IP address assigned by 
the user authentication device 24. Therefore, when a user is 
provided with different Services in a Session, a plurality of 
TCP connections corresponding to each Service are con 
tained in the Session. 
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0117 FIG. 7 shows an example of the storage data of the 
address information table 46. In FIG. 7, the distribution 
range of an IP address assigned to a mobile device basically 
corresponding to a Session is Stored with the load balancing 
of the packet gateway (GW) devices 28a, 28b, ... shown in 
FIG. 2 taken into account. For example, when the load is 
equally balanced, the distribution range is determined Such 
that the number of addresses in the distribution range can be 
equal. 

0118. Therefore, the address information table 46 stores 
the distribution range of the IP address, the number of 
assigned IP addresses in the range, the operation State as to 
whether or not each packet gateway device is being oper 
ated, and the address of the user information table as a 
pointer to the user information table 47 storing an IP address 
assigned corresponding to each packet gateway device, etc. 

0119 FIG. 8 shows an example of the stored data in the 
user information table 47. In FIG. 8, a user identifier, a 
password, mobile device identification information, and a 
phone number are Stored as user identification information 
corresponding to the four IP addresses already assigned in 
the IP address distribution range for the packet gateway 
device Pgw2 shown in FIG. 7. 
0120 Back in FIG. 5, the details of the process in step 
S5, that is, the processes in steps S10 through S16 are 
described below. When the process is started, the subsequent 
steps S11 and S12 are checked in step S10 on each record of 
the address information table. 

0121. In step S11, it is determined whether or not the 
number of pieces of already assigned address information is 
the Smallest. If the Smallest number can be detected, then it 
is determined in Step S12 whether or not the operation State 
of the packet gateway device corresponding to the record is 
normal. If it is normally operated, then control is passed to 
Step S13. If it is not being operated, the processes in and after 
step S10 are repeated. 

0122) That is, it is determined whether or not the packet 
gateway device corresponding to the Second Smallest num 
ber of already assigned IP addresses is being operated. If it 
is being operated, then control is passed to the processes in 
and after step S13. 

0123. In step S13, the address of the user information 
table corresponding to the address distribution range of the 
retrieved record, that is, the IP address assigned by the 
pointer is retrieved, the address not assigned in the distri 
bution range is retrieved in Step S14, the record correspond 
ing to the IP address is added to the user information table 
in step S15, the number of assigned IP addresses of the 
records of the packet gateway device corresponding to the IP 
address added in the address information table is incre 
mented in Step S16, thereby terminating the process. 
0.124 FIG. 9 is a block diagram of the configuration of 
the session management device 27 shown in FIG.2. In FIG. 
9, the Session management device comprises a LAN driver 
unit or a WAN driver unit 51, a TCP/IP protocol handler unit 
52, a communications control unit 53, a Session management 
unit 54, and a session information table 55 managed by the 
Session management unit 54. 

0.125 FIG. 10 shows an example of data stored in the 
session information table 55. In FIG. 10, the session infor 
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mation table 55 stores a session identifier, a mobile device 
identifier, an assigned IP address, and a Session State of 
“Act” indicating “in session”. 
0.126 The session management unit 54 searches the ses 
Sion information retrieval packet using the mobile device 
identification information as a key when it receives a Session 
information retrieval packet from the user authentication 
device 24 as shown in FIG. 3, and returns the result as a 
Session information retrieval reply packet explained by 
referring to FIG. 6 to the user authentication device 24. 
0127 Based on the reply, the user management unit 44 of 
the user authentication device Sets a new IP address or an 
already assigned IP address as access accepted, and trans 
mits it to the network acceSS device 22. 

0128. The user authentication device 24 assigns an IP 
address in the process according to the flowchart shown in 
FIG. 5 to perform load balancing of the packet gateway 
device being operated as described above each time it 
receives an access request. Whether or not the packet 
gateway device is being operated is monitored by the Server 
monitor unit 45 of the user authentication device as a health 
check at, for example, predetermined intervals, and the 
monitored State is Stored in the address information table. 

0129. After the assignment of the IP address, the user 
authentication device 24 receives an account Start from the 
network access device 22, transmits a Session information 
entry packet from the user management unit 44 to the 
Session management device 27, and transmits a Session start 
notification packet to the packet gateway device 28 corre 
sponding to the assigned IP address. 
0.130. The packet formats of the session information entry 
packet and the Session Start notification packet are shown in 
FIG. 6. In FIG. 6, the session information entry packet 
Stores data, that is, a header, a Session information entry as 
a packet type, mobile device identification information, and 
an IP address in this order, and the Session Start notification 
packet Stores a header, a Session Start notification as a packet 
type, mobile device identification information, and an IP 
address. 

0131 The session management unit 54 of the session 
management device shown in FIG. 9 enters in the session 
information table 55 a record corresponding to a new Session 
when it is started, and Sets the Session State as "Act'. A 
Session information table is also provided in the packet 
gateway device described later, and the contents are the 
same as those shown in FIG. 10. The session management 
unit in the packet gateway device also enters the record 
corresponding to a new Session. 
0132) The session management device 27 performs ses 
Sion State management through the Session management unit 
54 during the period from the reception of a Session infor 
mation entry packet from the user authentication device 24 
to the reception of a status change (close) described. In this 
Session State management, the Session State is managed as 
one of the four states, that is, “None” indicating that the 
Session has not been entered yet, “Act' indicating in-Session, 
"Dormant' indicating a non communications in a predeter 
mined period, and “Close' indicating the Session termina 
tion State. 

0.133 FIG. 11 shows the state transition of a session state 
managed by the Session management device. In FIG. 11, 
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when a Session is started in response to the Session infor 
mation entry by the user authentication device 24, the 
Session information indicates "Act'. In this State, the dor 
mant timer described later times out, and upon receipt of a 
Status change (stop) from the user authentication device 24, 
the Session Status changes into “Dormant'. 
0134) Otherwise, as described later, for example, when a 
user terminates the communications, that is, when a Status 
change (close) in response to the user log-out is received the 
user authentication device 24, the Session Status changes into 
“Close” as shown by 3 in FIG. 11. 
0135 Although not directly related to the present inven 
tion, the mobile device packet network constantly monitors 
whether or not the communications with a mobile device can 
be performed, which is called “interim’. If the communica 
tions with the mobile device can be performed, then infor 
mation that the communications can be performed for rela 
tively long intervals, for example for 30-minute intervals, is 
transmitted to the network access device 22 shown in FIG. 
2. The information is transmitted as a status change (interim) 
from the user authentication device 24 to the Session man 
agement device 27. When the information is valid, the 
session state maintains “Act” as shown by 6 in FIG. 11. If 
a timeout of the interim monitor timer occurs before the 
Status change (interim) is input from the user authentication 
device 24, then session status changes from “Act” to “Close” 
as shown by 8 in FIG. 11. 
0136. When the session state becomes “Dormant”, the 
Session timer is activated as described later. If a packet from 
a user to a Service providing Server is input to the network 
before the timeout of the Session timer occurs, then the user 
authentication device 24 inputs a status change (start) as 
shown by 5 in FIG. 11, and the session state becomes “Act” 
again. 

0.137 When a timeout of the session timer occurs when 
the Session State indicates "Dormant', the Session Status 
changes from “Dormant” to “Close” as shown by 7 in FIG. 
11. Furthermore, for example, when the user terminates the 
communications as described above, a status change (close) 
is input from the user authentication device 24, and the 
Session Status changes into “Close'. 
0.138. When the session state becomes “Close” and the 
Session log indicating the data of the Session is output, the 
session status changes from “Close” to “None” as shown by 
4 in FIG. 11. When the session log is output, the corre 
sponding record in the Session information table which is 
changed into “Close' is output to the log file, and the entry 
is deleted. 

0.139. Described below is the operation of the load bal 
ancer (L. B.) 25 shown in FIG. 2. FIG. 12 is a block 
diagram of the configuration of the load balancer. In FIG. 
12, the load balancer comprises a LAN driver unit or a WAN 
driver unit 61, an address conversion unit 62, a load bal 
ancing control unit 63, a Server monitor unit 64, a load 
balancing policy management unit 65, and a balancing 
policy information table 66 managed by the load balancing 
policy management unit 65. 

0140. As shown in FIG. 2, the load balancer (L. B) 
determines to which packet gateway (GW) devices 28a,28b, 
. . . the data packet transmitted from the mobile device is 
distributed to. The L. B transmits the data packet through the 
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local area network or wide area network (LAN/WAN) 26, 
and rewrites the address portion of the packet for the transfer 
of the packet, thereby performing load balancing for the 
packet gateway device. 
0.141. The load balancer analyzes the communications 
protocol of the passing packet, and changes the State of the 
TCP connection, that is, “connected”, “unconnected”, “wait 
for connection”, etc., for example, from “unconnected” to 
“connected” for the connection-oriented protocol (TCP pro 
tocol), thereby managing the TCP connection. 
0142. When a connection is made, a packet gateway 
device to which a packet is to be distributed is determined 
based on the contents of the balancing policy information 
table 66. The contents of the balancing policy information 
table 66 are the same in any of the load balancers (L.B.)25a, 
25b, ... shown in FIG. 2. 
0.143 As shown in FIG. 3, the network access device 22 
Starts packet communications in which a user data packet 
from the mobile device 20 is transmitted to a service 
providing Server after acceSS acceptance from the user 
authentication device 24 is received. The load balancer 
provided on the route between the network access device 22 
and the Service providing Server receives a user data packet 
and performs load balancing by distributing the packet to 
any of a plurality of packet gateway devices. 
014.4 FIG. 13 is a flowchart of the process performed by 
the load balancer. When the process is started as shown in 
FIG. 13, a packet is received by the address conversion unit 
62 shown in FIG. 12 first in step S21. In steps S22 and S23, 
the process of retrieving a record whose Source IP address of 
the received packet is in the address distribution range is 
performed on each record of the balancing policy informa 
tion table 66. 

014.5 FIG. 14 shows an example of the data stored in the 
balancing policy information table. In FIG. 14, as described 
above, the destination MAC address, the destination State, 
the Substitute destination MAC address 1, and the destina 
tion State are Stored corresponding to the distribution range 
of the IP address uniquely assigned to the Session identifi 
cation information and mobile device identification infor 
mation. 

0146 The destination MAC address is an address of any 
of the packet gateway (GW) devices 28a, 28b, ... shown in 
FIG. 2, and the destination state shows whether or not the 
packet gateway is normally operating. 

0147 The substitute destination MAC address 1 is an 
address of a Substitute packet gateway device to which the 
data packet having an IP address as a Source address in the 
IP address of the record is to be distributed when the packet 
gateway specified by the destination MAC address of the 
record goes down. 
0.148 Although not shown in FIG. 14, when the packet 
gateway specified by the substitute destination MAC address 
1 also goes down, the address of another Substitute packet 
gateway can be Stored. 
0149 Back in FIG. 13, when a record whose source IP 
address is in the address distribution range is retrieved in the 
processes in steps S22 and S23, it is determined in step S24 
whether or not the State of the packet gateway Specified by 
the destination MAC address of the record is normal, that is, 
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in operation. If it is normal, then the destination MAC 
address of the received packet is rewritten into the destina 
tion MAC address of the record in step S25, and the packet 
is transmitted to the packet gateway device having the 
rewritten MAC address in step S26, thereby terminating the 
process. The Storage position of the MAC address in the 
packet is described later. 
0150. If the state of the packet gateway device specified 
by the destination MAC address is not normal in step S24, 
it is determined in step S27 whether or not the state of the 
packet gateway specified by the Substitute destination MAC 
address 1 for the record is normal. If it is normal, the 
destination MAC address is rewritten into the Substitute 
destination MAC address 1 as in step S25, the packet is 
transmitted to the gateway device in Step S26, thereby 
terminating the process. 

0151. Furthermore, when the state of the packet gateway 
device as the Substitute destination is not normal in step S27, 
the received packet is rejected in step S29, thereby termi 
nating the process. As a result, a packet is retransmitted in 
the case of the TCP connection. However, if one of the 
destination and Substitute destination is restored to a normal 
State, then the retransmitted packet is transmitted to the 
restored packet gateway, thereby continuing the normal 
process. If the packet gateway device remains abnormal, the 
retransmitted packet remains rejected, and finally the TCP 
connection is disconnected. 

0152 FIG. 15 shows an example of a data format of the 
TCP/IP packet. In FIG. 15, the portion corresponding to the 
Ethernet frame, that is, the IPheader and the TCP header, are 
stored before the user data. The Source IP address deter 
mined in step S23 shown in FIG. 13 is stored in the portion 
of the IP header, and the destination MAC address rewritten 
in steps S25 and S28 is stored in the portion corresponding 
to the Ethernet frame. The above-mentioned data format is 
based on the following document. 

0153 Document) Internet Standard Quick Reference by 
Masami Nosaka, O'Reilly Japan 
0154 FIG. 16 is a block diagram of the configuration of 
the packet gateway device. AS described above, the data 
packet communicated in a Session between a mobile device 
and a service providing server in the system shown in FIG. 
2 is communicated in the plurality of packet gateway (GW) 
devices 28a, 28b, . . . constantly through the same packet 
gateway device, and the packet gateway device performs 
load balancing for the Service providing Server, and various 
processes Such as the Service authenticating process, the 
accounting process, etc. as the most important device in the 
present embodiment. 
O155 In FIG. 16, the packet gateway device comprises a 
LAN driver unit or a WAN driver unit 71, an address 
conversion unit 72, a TCP/IP protocol handler unit 73, a load 
balancing unit 74, a gateway control unit 75, a Server 
monitor unit 76, a balancing policy management unit 77, a 
packet information collection unit 78 for collecting neces 
Sary information for accounting, an accounting attribute 
notification unit 79 for retrieving a necessary attribute for 
accounting from a data packet, a Service authentication unit 
80 for determining whether or not a service for a mobile 
device can be provided, for example, a proxy reply unit 81 
for notifying the mobile device that, for example, no Ser 
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vices can be admitted, an accounting log edition unit 82 for 
editing an accounting log, a balancing policy information 
table 84 managed by the balancing policy management unit 
77, an address information storage table 85 storing the 
necessary address for an address conversion of the address 
conversion unit 72, a Session information table 86 managed 
by the Session management unit 83, a Service order infor 
mation table 87 referred to in a service authentication, etc., 
a Service providing Server information table 88, an account 
ing log database (DB) 89 storing an accounting log gener 
ated by the accounting log edition unit 82, and a distribution 
information table 90 storing a server to which a packet is 
actually distributed among the Service providing Servers 
capable of providing the same Services corresponding to the 
TCP connection to the mobile device. 

0156 The distribution information table is used in 
Sequentially distributing a packet to a Server having the 
lowest CPU use rate in the service providing servers. The 
result is stored by periodically checking the CPU use rate, 
thereby distributing packets. 

0157. In FIG. 16, since the contents of the session 
information table 86 are the same as those of the session 
information table 55 in the session management device 
shown in FIG. 9. Although the balancing policy information 
table 84 has the same name as the balancing policy infor 
mation table 66 in the load balancer, the contents relate to 
the balancing policy, to which of a plurality of Service 
providing Servers a packet is to be distributed, correspond 
ing to each Service type. Although an example of data is 
described later, the contents are different from those of the 
table shown in 14. 

0158. Furthermore, in FIG. 16, the TCP/IP protocol 
handler unit 73 and the gateway control unit 75, the gateway 
control unit 75 and the server monitor unit 76, and the server 
monitor unit 76 and the balancing policy management unit 
77 are directly connected to each other. 
0159 FIGS. 17 through 21 are flowcharts of the packet 
distributing process performed by the packet gateway 
device. FIGS. 17 through 19 show the process performed 
on the packet from a mobile device to a Service providing 
server, that is, an up packet. FIGS. 20 and 21 show the 
process performed on a down packet from a Service provid 
ing Server to a mobile device. These process flowcharts are 
described below by referring to FIGS. 22 and 23. 
0160 FIG.22 shows an example of the data stored in the 
address information Storage table 85 in the packet gateway 
device, and FIG. 23 shows an example of the data stored in 
the balancing policy information table 84. Before explaining 
the processes of the flowcharts shown in FIGS. 17 through 
21, the contents stored in the tables are explained below first. 
0.161 The address information storage table shown in 
FIG.22 stores the source IP address, the source port number, 
the destination IP address, and the destination port number 
as the Stored address information corresponding to the 
unique key information used in Storing the Source address, 
etc. Stored in the packet when the process of rewriting the 
destination address of the packet, etc. in the packet gateway 
device as described later. 

0162 The balancing policy information table shown in 
FIG. 23 stores the representative IP address of the group of 
Service providing Servers depending on the provided Service 
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type, the number of actual Servers, the IP addresses of actual 
Servers, the Service types in this embodiment, for example, 
the IP addresses of the actual server 1 and the actual server 
2 as the addresses of the two Service providing Servers of the 
groups corresponding to mail and chats, and “normal' 
indicating that the State of the Server indicating whether or 
not the Server is being operated is "operating”. AS the 
balancing policy, two actual Servers are used, for example, 
alternately to distribute packets. 

0163 FIGS. 17 through 19 are flowcharts of the process 
of distributing an up packet by the packet gateway device, 
that is, a packet transmitted to a Service providing Server 
from the mobile device (load balancing process for a service 
connecting Server). 
0164. The packet gateway device also functions as a 
transparent proxy. As a TCP/IP system, the device in the 
network, for example, a proxy notifies an upper application 
of only the MAC address of the packet gateway device on 
the Ethernet layer, and passes other addresses through the 
network. Furthermore, generally, an upper application is 
notified of the process of a packet having the destination IP 
address as an address of the packet gateway device in the 
MAC addresses of the packet gateway device, but the 
transparent proxy notifies the upper application of the recep 
tion of a packet after rewriting an IP address although the IP 
address is not addressed to the packet gateway device. In this 
case, the original IP address is Stored in, for example, a table. 

0165. When the process is started as shown in FIG. 17, 
the address conversion unit 72 receives a packet first in Step 
S31, and it is determined in step S32 whether or not the 
packet is a connecting packet of a new TCP connection, that 
is, a connection opening packet. If it is an opening (con 
nection) packet, then the information about the destination 
address and the Source address is Stored in the address 
information storage table 85 shown in FIG. 16 in step S33 
using a unique Source port number as a key. 

0166 Then, in step S34, the destination address is set as 
the address of the packet gateway device, the Source port 
number is set as the unique key number, the packet is 
transmitted to the gateway control unit 75 through the 
TCP/IP protocol handler unit 73, the TCP/IP protocol pro 
ceSS is performed in Step S35, and it is determined in Step 
S36 whether or not the packet is a connection opening 
(connecting) packet. 
0167 If it is an opening packet, the gateway control unit 
75 retrieves the destination address information from the 
address information storage table 85 in step S37 using the 
Source port number of a packet as a key, and the TCP/IP 
protocol handler unit 73 is requested to perform the normal 
TCP connection process on the Service providing Server 
based on the destination address in step S38 shown in FIG. 
18. 

0168 In step S39, the TCP/IP protocol process is per 
formed. In step S40, the load balancing unit 74 refers to the 
balancing policy information table 84. In step S41, it is 
determined whether or not the destination address is a 
representative address of a plurality of Service providing 
Servers for providing the same Services. If it is a represen 
tative address, then it is determined in step S42 whether or 
not it is a connection opening (connecting) packet. If it is an 
opening packet, then a Service providing Server is Selected in 
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Step S43 according to a balancing policy Such as a round 
robin System, etc., and the actual address information is Set 
as the destination address of a packet. 
0169. Then, in step S44 shown in FIG. 19, the actual 
address of the selected server is stored in the distribution 
information table 90 using the source port number as a key, 
it is determined in step S45 whether or not a normal 
disconnection request for a TCP connection which is a 
disconnection reply (fin act) or an abnormal disconnection 
request (reset) is being transmitted to the server. In this 
example, Since the packet is a connection opening packet, 
the address of the packet gateway device is Set as the Source 
address in Step S46, and the packet is transmitted to the 
Service providing Server, thereby terminating the process. 
Since the address of the packet gateway device is Set as the 
Source address, a down packet from the Service providing 
Server to the mobile device is transmitted to the packet 
gateway device which has transmitted an up packet. The 
processes in steps S45 and 57 are performed for the discon 
necting process on the TCP connection because the TCP 
connection disconnection reply (fin act) and the abnormal 
disconnection request (reset) can be transmitted to the 
mobile device as the TCP/IP protocol process on the down 
packet in step S111 shown in FIG. 21. 
0170 If the received packet is not a connection opening 
(connecting) packet in step S32 shown in FIG. 17, it is 
determined in step S47 whether or not a received packet is 
a data packet on the way from the connection to the 
disconnection. In this case, after the address information 
about the destination and the Source of the packet is retrieved 
using a unique Source port number as a key in Step S48, the 
processes in steps S34 and 35 are performed as on a 
connecting packet. 

0171 If it is determined in step S36 that it is not a 
connecting packet, and if it is determined in Step S49 that it 
is a data packet on the way, the destination address infor 
mation is retrieved in step S50 as in the process in step S37 
on the connecting packet, a TCP connection is identified 
according to the destination address information, and the 
TCP/IP protocol handler unit 73 is requested to perform the 
data transmitting process in step S51 shown in FIG. 18. 
0172 The processes in steps S39 to S41 are performed as 
in the proceSS performed on the connecting packet, it is 
determined in Step S42 that it is not a connecting packet, it 
is determined in Step S52 that it is a data packet on the way, 
the actual address of the Server at which the data packet is 
to be transmitted from the distribution information table 90 
is retrieved using the unique Source port number as a key in 
step S53 shown in FIG. 19, it is determined in step S45 that 
it is not the case of transmitting a packet of a disconnection 
reply or an abnormal disconnection request, and the packet 
is transmitted in Step S46, thereby terminating the process. 

0173) If it is determined in step S47 shown in FIG. 17 
that the received packet is not a data packet on the way, the 
received packet refers to an abnormal disconnection request 
(reset) for a TCP connection or a disconnection reply (fin 
act) corresponding to a normal disconnection request, the 
address information about the destination and the Source of 
the packet is retrieved in step S54 as in step S48, and the 
processes in step S34 to 36 are performed, it is determined 
that the packet is not a data packet on the way in Step S49, 
but it is determined that a disconnection of a TCP connection 
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is performed, the destination address information is 
retrieved from the address information storage table 85 in 
step S55, the TCP/IP protocol handler unit 73 is requested to 
perform the TCP disconnection process on the mobile device 
side in step S56 shown in FIG. 18, the TCP connection on 
the server side is identified based on the retrieved destination 
address in step S55, and the TCP/IP protocol handler unit 73 
is requested to perform the disconnecting process. 
0.174. Then, if after the processes in steps S39 to S42, it 
is determined in Step S52 that it is not a data packet, and if 
it is determined in step S45 shown in FIG. 19 that a packet 
of a disconnection reply or an abnormal disconnection 
request is to be transmitted to a Server, and after the deletion 
of the corresponding record in the address information 
storage table 85 by the address conversion unit 72 in step 
S57, then a packet of a disconnection reply or an abnormal 
disconnection request is transmitted to a Service providing 
Server in Step S46, thereby terminating the proceSS. 
0175 Since the user authentication device 24 assigns an 
IP address to the mobile device as described above, and a 
Session before a user log-out is performed can normally 
include a plurality of TCP connections, a TCP connection 
opening (connecting) packet is not always the first packet in 
the Session, or a TCP normal disconnection (reply) packet or 
a TCP reset (abnormal disconnection request) packet is not 
always the last packet in the Session. 
0176 When the destination address is not a representa 
tive address in step S41 shown in FIG. 18, control is directly 
passed to step S45 shown in FIG. 19. If the packet is a 
connecting packet or a data packet on the way, then the 
packet is transmitted to the destination Service providing 
server in step S46, thereby terminating the process. If the 
packet refers to a disconnection reply or an abnormal 
disconnection request, then the processes in Steps S57 and 
46 are performed, thereby terminating the process. 
0177. In the case in which the destination address is not 
a representative address in Step S41, a packet is transmitted 
with the actual address of a Service providing Server Speci 
fied in advance instead of transmitting a packet with the 
representative address of a plurality of Service providing 
Servers for providing the same Services transmitted from the 
mobile device. In this case, no representative address can be 
detected in the balancing policy information table 84, and 
the packet gateway device does not perform load balancing. 
0178 FIGS. 20 and 21 show flowcharts of the distrib 
uting process by the packet gateway device of the down 
packet, that is, a packet transmitted from the Service pro 
viding server to the mobile device. When the process is 
started as shown in FIGS. 20 and 21, the packet transmitted 
from the service providing server in step S101 is received by 
the address conversion unit 72, the balancing policy infor 
mation table 84 is referred to in step S102, it is determined 
in step S103 whether or not the corresponding record 
including the actual address of the Service providing Server 
as the Source of the packet has been found. If it has been 
found, then the source address is converted in step S104 
from the actual address of the Service providing Server to a 
representative address for a plurality of Servers for providing 
the same services, and it is determined in step S105 whether 
or not the packet is an abnormal disconnection request 
(reset) packet of the TCP connection. 
0179 When normal communications are performed in a 
TCP connection, it is determined that the packet is not a reset 
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packet, the packet is transmitted to the gateway control unit 
75 through the TCP/IP protocol handler unit 73 in step S106, 
and the TCP/IP protocol process is performed in step S107. 

0180. In step S108 shown in FIG. 21, the gateway 
control unit 75 reads the stored address of the mobile device, 
that is, the Source IP address from the address information 
storage table 85 using the TCP port number as the destina 
tion address information about a packet as a key, and it is 
determined in step S109 whether or not the packet is a data 
packet of the TCP connection that is on the way. 
0181. When it is a data packet on the way, the gateway 
control unit 75 specifies a socket in step S110 based on the 
read Source (to be a destination) IP address and the port 
number used as a key, and a data transmission is performed, 
that is, a send function is issued, through the TCP/IP 
protocol handler unit 73. 
0182. The TCP/IP protocol process is performed in step 
S111. In step S112, the address conversion unit 72 sets in a 
packet from the address information Storage table 85, using 
the destination port number as a key, the Stored representa 
tive address of the Service providing Server, that is, the Stored 
destination IP address, and the port number, the port number 
of the mobile device, that is, the Stored port number. In Step 
S113, it is determined whether or not a disconnection reply 
or an abnormal disconnection request is transmitted. If not, 
the address conversion unit 72 transmits the packet to the 
mobile device in Step S114, thereby terminating the process. 
The processes in steps S113 and S117 are performed so that 
the TCP/IP protocol handler unit can transmit the TCP 
connection disconnection reply (fin act) and abnormal dis 
connection request (reset) to the mobile device as the 
TCP/IP protocol process for disconnection of a TCP con 
nection in step S35 as shown in FIG. 17. 

0183 If there are no source address of the received 
packet, that is, the record indicating the representative 
address corresponding to the actual address of the Service 
providing Server, in the balancing policy information table 
84 in step S103, that is, if no representative address has been 
Specified as the destination address of an up packet from the 
mobile device, then the packet is transmitted to the mobile 
device without performing the process in step S104. In step 
S112, the representative address of the Service providing 
Server is not Set, and the packet is transmitted in Step S114. 

0184. If the received packet is an abnormal disconnection 
request of the TCP connection, that is, a reset packet, from 
the server in step S105 shown in FIG. 20, then the address 
conversion unit 72 deletes the corresponding record in the 
distribution information table 90 in step S115, and the 
processes in steps S106 to S108 are performed. 

0185. It is determined in step S109 that the packet is not 
a data packet. In step S116, the gateway control unit 75 
Specifies a Socket based on the destination IP address and a 
port number as a key read in step S108, the TCP connection 
between the Server and the mobile device is disconnected, 
that is, a close function is issued through the TCP/IP 
protocol handler unit 73. 

0186. After the processes in steps S111 and S112, it is 
determined in Step S113 that a disconnection packet is 
transmitted. In step S117, the address conversion unit 72 
deletes the corresponding record in the address information 
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storage table 85. Then, in step S114, the packet is transmit 
ted, thereby terminating the process. 

0187. The TCP/IP protocol handler unit 73 of the packet 
gateway device Stores the Source MAC address of the 
packet, that is, the MAC address of the load balancer as a 
packet Source, in the cache table not shown in the attached 
drawings corresponding to the IP address of the received 
packet when an up packet is received. When a down packet 
is received, the table is searched to set the destination MAC 
address of the load balancer which has transmitted an up 
packet as a destination MAC address, and the down packet 
is transmitted to the load balancer. 

0188 The above-mentioned address conversion in the 
packet gateway device is further explained below by refer 
ring to FIG. 24. In FIG. 24, the source address as the 
address information about a TCP/IP packet is input in the 
format of “source network unit. host unit', and the destina 
tion address is input in the format of “destination network 
unit. host unit'. 

0189 In response to the up packet Net A. Gra. 1->Net E. 
1 transmitted from the mobile device to the representative 
address Net E. 1 of the Service providing Server, the packet 
gateway device converts the Source address into the actual 
address Net E. 5 of the packet gateway device, and the 
destination address into the actual address Net E. 7 of the 
service providing server Net E. 5->Net. E. 7, and then 
transmits the conversion result. 

0190. The service providing server which has received 
the up packet transmits a down packet as Net E. 7->Net E. 
5 to the gateway device, and the packet gateway device 
inversely converts the stored address of the mobile device 
into a destination address, and the Source address into the 
representative address of the Service providing Server, and 
transmits the down packet to the mobile device. 
0191) Described below is the service authentication by 
the packet gateway device. It is determined whether or not 
a Service requested by a mobile device, that is, a Service 
provided by a corresponding Service providing Server, is 
available by a user of the mobile device. 
0.192 As described above, in the conventional mobile 
device packet network described by referring to FIG. 33, a 
TCP connection is managed by a Service providing Server 
itself. Therefore, for example, a TCP connection is to be 
reconnected each time an available Service from the View 
point of the mobile device is Switched. As a result, time 
delay due to the Switching of Services including Service 
authentication has been a problem. 
0193 FIG.25 is a flowchart of the service authenticating 
proceSS by the packet gateway device. This process is 
basically performed by the service authentication unit 80 
shown in FIG. 16. FIG. 26 shows an example of the data 
Stored in the Service order information table 87. FIG. 27 
shows an example of the data Stored in the Service providing 
server information table 88. 

0194 When the process is started as shown in FIG. 25, 
the first Service request (connection start) packet first trans 
mitted from the mobile device in step S61 is received by the 
gateway control unit 75, and a source IP address is retrieved 
from the packet and provided for the Service authentication 
unit 80 in step S62. 
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0.195 The source IP address corresponds to the distrib 
uted IP address in the session information table 86 shown in 
FIG. 10, and the corresponding mobile device identification 
information is retrieved from the table in step S63. 
0196. In step S64, a destination IP address is retrieved 
from the received packet. The destination IP address is a 
representative IP address of the group of the Service pro 
Viding Servers for providing the same Services, and the 
Service type corresponding to the representative IP address 
is determined by referring to FIG. 27. 
0197) The service order information table shown in FIG. 
26 stores the information about whether or not various 
Services Such as mail, chats, etc. corresponding to mobile 
device identification information are available (OK). In step 
S65, the contents of FIG. 26 are retrieved according to the 
mobile device identification information and the Service type 
determined in step S64. In step S66, it is determined whether 
or not the corresponding Service is available. 
0198 If it is available, then the received packet is trans 
mitted to the gateway control unit 75 in step S67, and the 
process of transmitting the packet to the Service providing 
Server is continued afterwards. If the Service is not permitted 
in step S66, then the proxy reply unit 81 transmits a TCP 
reset packet to the mobile device, thereby disconnecting the 
connection and terminating the process. 
0199 FIG. 28 is a flowchart of the accounting informa 
tion generating proceSS performed by the packet gateway 
device. FIG. 28 is explained by referring to an example of 
the data of the accounting record shown in FIG. 29. 
0200. In the conventional system shown in FIG.33, only 
the Service providing Server can perform an authenticating 
process in a contract Service unit, and an accounting record 
for collection of a fee for pay contents is generated in a 
Service providing Server unit. Therefore, they cannot be 
collectively handled in a proxy accounting proceSS, or a 
proxy accounting for a Service fee cannot be performed by 
an externally connected Server of the System. 
0201 According to the present embodiment, the packet 
information collection unit 78 shown in FIG. 16 collects the 
number of packets and the total packet length for each 
combination of address information about a mobile device 
and address information about a Service providing Server for 
generation of an accounting log, and notifies the accounting 
log edition unit 82 of the result. When there is accounting 
attribute information to be interpolated for designation of an 
accounting target, the accounting attribute notification unit 
79 manages the information obtained from the data packets 
of the users, and the result is transmitted to the accounting 
log edition unit 82. 
0202) The accounting log edition unit 82 edits the 
accounting log according to the information obtained from 
the packet information collection unit 78 and the accounting 
attribute notification unit 79, and the result is stored in the 
accounting log DB. 89. The contents of the accounting log 
include a Source designation which can be determined from 
the Session information according to the address information 
about the mobile device, a destination as an IP address of the 
Service providing Server according to the notification from 
the packet information collection unit 78, and the accounting 
attribute information obtained from the accounting attribute 
notification unit 79. 
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0203) When the process is started as shown in FIG. 28, 
a received packet is received by the packet information 
collection unit 78 through the address conversion unit 72 in 
step S70. In step S71, it is determined whether or not the 
packet is a TCP connection opening packet, that is, a TCP 
Syn packet. 

0204 If it is an opening packet, a new accounting record 
is generated in step S72, a destination IP address is retrieved 
from a received packet by the packet information collection 
unit 78, and is Set in the accounting record, and then control 
is passed to Step S73. If it is not an opening packet, control 
is passed directly to step S73. 

0205. In step S73, it is determined whether or not a 
received packet contains accounting attribute information, 
for example, the URL, etc. of the connection Server when an 
external connection is made as shown in FIG. 29. If yes, the 
accounting attribute information is Set in the accounting 
record in step S74, and control is passed to step S75. If not, 
control is passed directly to step S75. 

0206. In step S75, the number of packets of the account 
ing records is incremented by 1. In Step S76, the packet 
length retrieved from the received packet is added to the 
total packet length of the accounting records. In Step S77, it 
is determined whether or not the TCP connection is to be 
disconnected, that is, the received packet is a TCP fin ack 
packet. If not, the processes in and after step S70 are 
repeated. 

0207) If the TCP connection is to be disconnected, the 
packet information collection unit 78 transmits an account 
ing record to the accounting log edition unit 82 in step S78. 
In step S79, the accounting log edition unit 82 edits the 
accounting record, that is, the mobile device identification 
information is set from the Source IP address, and the service 
type and the representative IP address of the Service pro 
Viding Server are Set from the destination address. In Step 
S80, the result is written as an accounting log to the 
accounting log DB 89, thereby terminating the process. 
FIG. 29 shows the storage result in the accounting log DB 
89, and the collected contents in the packet information 
collection unit 78, for example, the destination IP addresses, 
are converted into mobile device identification information 
and Stored as an accounting log. 

0208 FIG. 30 shows the inter-device process sequence 
when a session terminates. FIG. 30 corresponds to the 
inter-device proceSS Sequence when a Session Starts as 
shown in FIG. 3, and shows the sequence when a user 
log-out occurs to terminate the communications by the 
mobile device 20. 

0209 When the user log-out occurs as shown in FIG.30, 
the network acceSS device 22 transmits an account Stop to 
the user authentication device 24, the user authentication 
device 24 receives it and transmits a status change (close) to 
the Session management device 27, and transmits a Session 
termination notification packet to the packet gateway device 
28. The packet format of these packets is shown in FIG. 6. 

0210. The session management unit 54 of the session 
management device deletes a corresponding record in the 
Session information table 55, and the Session management 
unit 83 also deletes a corresponding record in the Session 
information table 86. 

Aug. 5, 2004 

0211 FIG. 31 shows the sequence of the processes 
performed in a dormant State, that is, when a TCP connection 
continues but no communications are performed with a 
mobile device for a predetermined period. Normally, the 
network access device 22 transmits an account Start to the 
user authentication device 24 when a TCP connection starts, 
and Simultaneously starts the monitor by the dormant timer. 
A Session information entry from the user authentication 
device 24 to the Session management device 27 and a Session 
Start notification to the packet gateway device 28 are simi 
larly transmitted as shown in FIG. 3. 
0212 However, if a timeout of the dormant timer occurs 
before a data, packet from the user is transmitted from the 
mobile device 20 to the network access device 22, then the 
network acceSS device 22 transmits an account Stop to the 
user authentication device 24. 

0213. Upon receipt of the account stop, the user authen 
tication device 24 transmits a status change (stop) to the 
Session management device 27, and the Session management 
unit 54 of the Session management device changes the 
Session State of the corresponding record in the Session 
information table 55 into “dormant'. The session manage 
ment unit 83 of the packet gateway device 28 also changes 
the Session State of the corresponding record in the Session 
information table 86 into "dormant'. 

0214. The network access device 22 starts monitoring the 
Session timer after the timeout of the dormant timer occurs. 
If the timeout of the Session timer occurs although not shown 
in FIG. 31, then an account stop is transmitted to the user 
authentication device 24. 

0215. Upon receipt of the account stop, the user authen 
tication device 24 transmits a status change (close) to the 
Session management device 27, and transmits a Session 
termination notification to the packet gateway device 28. 
0216) The session management unit 54 and the session 
management unit 83 of the packet gateway device change 
the Session State of a corresponding record in the Session 
information table into close. 

0217. On the other hand, when a user data packet is 
received again from the mobile device 20 as shown in FIG. 
31 before a timeout of the session timer occurs, the network 
acceSS device 22 transmits the account Start again to the user 
authentication device 24, and transmits the data packet to the 
path of the load balancer. 
0218. When the user authentication device 24 receives 
the account start, it transmits a status change (start) to the 
Session management device 27. 
0219. The session management unit 54 and the session 
management unit 83 of the packet gateway device change 
the Session State of a corresponding record in the Session 
information table into “act”. The transmission/reception of 
the data packet after the load balancer 25 is performed as in 
the Session Starting proceSS as shown in FIG. 3. 
0220 Described below is the process performed when the 
packet gateway device for performing the most important 
function according to the present embodiment is down. The 
server monitor unit 45 of the user authentication device 
makes a health check for collecting operating States of the 
packet gateway device 28 at predetermined intervals as 
described above. When the packet gateway device is down, 
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the load balancer 25 and the Session management device 27 
is notified of the information. 

0221) The existing Session between the packet gateway 
device 28 and the service providing server 30 is discon 
nected, and the down packet of the existing Session is 
discarded by the packet gateway device 28 or the Service 
providing server 30. 
0222. The user management unit 44 of the user authen 
tication device 24 assigns the address information, Ouside of 
the range assigned to the down packet gateway device, to a 
new Session based on the address information table Such that 
the new Session cannot be distributed to the down packet 
gateway device. 
0223) When the packet gateway devices 28 are down in 
multiple, a packet is distributed to a packet gateway device 
as a proxy device for distribution. 
0224. When the packet gateway device 28 is restored, the 
server monitor unit 45 of the user authentication device 
notifies the load balancer 25 and the Session management 
device 27 of the information. The user management unit 44 
of the user authentication device 24 resumes assigning the 
address information to the restored packet gateway device 
28, and the load balancer 25 resumes distributing a packet to 
the restored packet gateway device 28. 
0225. The first embodiment of the present invention 
relating to the communications System between a mobile 
communications terminal and a Service providing Server 
managed in a Session format configured by one or more TCP 
connections has been described above in detail. Described 
below is the second embodiment of the present invention. 
0226. In the second embodiment, the present invention is 
applied to the communications using a UDP (user datagram 
protocol) in addition to the TCP so that communications 
using a TCP connection and a UDP packet can be integrally 
performed. 

0227. The Session managed by the Session management 
device described above by referring to FIG. 9 shows the 
communications State between a mobile device and a net 
work access device under the PPP (point-to-point protocol) 
as a lower layer of TCP/IP. A user session relates to the 
communications State between a mobile device and a Service 
providing Server under an application protocol Such as an 
HTTP, etc. which is an upper layer of TCP/IP. As described 
later, the user Session is managed by the packet gateway 
device. 

0228. The process sequence between devices described 
above by referring to FIG. 3 and the address assigning 
proceSS by the user authentication device explained above 
by referring to FIG. 5 are applicable as is also according to 
the second embodiment, and FIG. 5 is a flowchart of the 
proceSS performed in assigning an address under the PPP 
protocol. 

0229. As described later, according to the second 
embodiment, the user Session is managed by the packet 
gateway device. Therefore, the operation of the packet 
gateway device is different from that of the first embodi 
ment, and is explained below. 
0230. The management of the user session by the packet 
gateway device, that is, the management of the Start and 
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termination of a user Session, is performed using the address 
information Storage table. Therefore, the contents of the 
address information Storage table are different from those 
according to the second embodiment shown in FIG. 22. 
FIG. 32 shows an example of the contents stored in the 
address information Storage table according to the Second 
embodiment. 

0231. In FIG. 32, a user session identifier is an identifier 
uniquely assigned to a user Session, and a protocol identi 
fication indicates the identification of a transport layer, that 
is, a protocol type such as PCT, UDP, etc. 
0232 The contents of the storage address information are 
basically the same as those shown in FIG. 22, the source IP 
address and the source port number refer to the IP address 
and the port number of a mobile device, the destination IP 
address and the destination port number refer to the repre 
sentative IP address and the port number of the service 
providing Server, and the actual Server IP address refers to 
the IP address of the actual Server in one group assigned as 
a result of load balancing although not shown in FIG. 22. 
0233. Described below is the type of a user session. Any 
of the four units, that is, the log-in unit, the Service unit, the 
packet unit, and the connection unit is used as a type of user 
Session managed by the packet gateway device. Depending 
on the type, the management of the user Session by the 
packet gateway device is performed. That is, the destination 
Service providing Server to which a packet is transmitted is 
determined to perform load balancing when a user session is 
Started, and the determination is released when the user 
Session terminates. 

0234. In the first type of user session, namely, the log-in 
unit type, the period from the notification of the start of the 
Session by the user authentication device to the notification 
of the termination of the Session refers to a user Session. 
During the period, a packet transmitted from the mobile 
device to the packet gateway device is distributed to the 
Same Server in a Service unit. 

0235. In the log-in unit, when the mobile device uses 
different services without log-out, the record of the distri 
bution information table storing the IP address information 
about an actual Server determined in the round robin System 
when the user Session is started is not deleted, and the record 
is referred to and the packet is distributed when the service 
is used again. 
0236. In the second type of user session, namely the 
Service unit type, the period in which the same Services are 
used is regarded as one user Session. During the period, a 
packet transmitted from the mobile device to the packet 
gateway device is distributed to the Same Service providing 
Server. In this type, when different Services are used without 
the log-out on the mobile device side, the record of the 
distribution information table storing the IP address of the 
actual Server determined in the round robin System, etc. is 
deleted. If the user of the mobile device uses the service 
again, the distribution target's actual Server is determined in 
the round robin System, etc., and a packet is distributed. 
0237) The packet unit, being the third type of user ses 
Sion, performs a process under the UDP. The period from the 
transmission of one UDP up packet from a mobile device to 
a Service providing Server to the transmission of a down 
packet from the Service providing Server to the mobile 



US 2004/0152439 A1 

device is regarded as one user Session. That is, the load 
balancing is performed in a unit of a UDP packet transmitted 
to the packet gateway device, and the packet gateway device 
distributes a packet by determining a distribution target 
Service providing Server in a round robin System, etc. each 
time the packet gateway device receives a UDP packet from 
the mobile device. 

0238. The fourth type of user session is a connection unit, 
and performs a process under the TCP. In the connection 
unit, the load balancing is performed in a unit of the 
connection made between the mobile device and the Service 
providing Server in the above-mentioned first embodiment, 
and the System is the Same as that in the first embodiment. 
0239 FIG.33 shows the timing of generating a record of 
the address information Storage table and deleting the record 
corresponding to the type of the user Session. AS shown in 
FIG. 33, commonly in the four user session types, a record 
corresponding to each user Session is generated when the 
user authentication device issues a notification of the Start of 
a Session, and is deleted when the user authentication device 
issues a notification of the end of the Session. 

0240. On the other hand, the timing of actually storing 
address information, especially the timing of Setting desti 
nation address information in a record, depends on the type 
of user Session. First, in the log-in unit, the destination 
address information is Set for a record if it is not already Set 
at the time an up packet from a mobile device to a Service 
providing server is received, or when, even though the 
destination address information is Set for a record, the 
destination address information Stored in a received packet 
is different from the destination address information about 
the record in the address information Storage table. If they 
are different from each other, a record having the destination 
address information Stored in the packet is newly added to 
the record already Storing the destination address informa 
tion. 

0241. In the log-in unit, when a user simply uses a service 
without log-out, the record is added corresponding to the 
different service, and the record for which the destination 
address information has already been Set is not deleted but 
remains Stored in the address information Storage table for 
use again in the future as with the record in the above 
mentioned distribution information table. 

0242. In the service unit, as in the log-in unit, the desti 
nation address information is Set for the record if the 
destination address information has not been Set for the 
record when the up packet is received. However, if the 
destination address has been Set for the record, and the 
address information is different from the address informa 
tion Stored in the received packet, then the destination 
address information is overwritten. By the overwrite, the 
destination address information set before the overwrite 
becomes invalid, and the user Session in the corresponding 
Service unit is assumed to have been praperly terminated. 
0243 In the packet unit of the third type, the destination 
address information is set for the record of the address 
information Storage table when an up packet from a mobile 
device is received, or the destination address information of 
the record is cleared when a down packet is transmitted to 
the mobile device. 

0244. In the connection unit of the fourth type, as 
described above in the first embodiment, the setting point of 
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the destination address information is the time point when a 
connection establishment request (TC P Syn packet) is 
received from the mobile device, an the destination address 
information is cleared when the connection disconnection 
reply (fin act) is transmitted to the mobile device. 
0245 FIG. 34 is a block diagram of the packet gateway 
device according to the second embodiment. In FIG. 34, as 
compared with FIG. 16 showing the first embodiment, a 
user session type identification information table 97 newly 
added in the present embodiment is basically different. 
Additionally, the contents of the address information Storage 
table 85 are different from those according to the first 
embodiment. 

0246 A user session type is defined by a user normally 
corresponding to the IP address and the port number of a 
service representative server, and the protocol type. FIG. 35 
shows an example of the contents Stored in the user Session 
type identification information table. The contents of the 
table is defined before the user activates the packet gateway 
device as described above, and the user Session type is 
identified by the load balancing unit 74 in the gateway 
control unit referring to the contents. 
0247 One user session type can be defined corresponding 
to the Service provided by a Service providing Server. For 
example, both the log-in unit and the Service unit cannot be 
Set as user Session types corresponding to one Service. 
0248. Described below is the process performed by the 
packet gateway device. First, the processes of generating 
and deleting a record in the address information Storage 
table 85 are performed as the processes performed when 
log-in and log-out are performed on a mobile device. 

0249 That is, when a session start packet is received 
from the user authentication device, the Session management 
unit 83 generates a record having the IP address information 
about the mobile device, that is, the Source IP address, the 
Source port number, etc. Set in the address information 
Storage table 85. In this case, a unique key used as a user 
Session identifier is Set. 

0250 When a session termination packet is received from 
the user authentication device, the Session management unit 
83 retrieves the contents of the table using the IP address 
information about the mobile device as a key, and deletes the 
record having the Source IP address, etc. Set. 
0251 FIGS. 36 through 40 are flowcharts of the pro 
ceSSes performed by the packet gateway device when it 
receives a packet. FIGS. 36 through 38 are flowcharts of 
the processes when an up packet from the mobile device to 
the service -providing server is received. FIGS. 39 and 40 
are flowcharts of the processes when a down packet from the 
Service providing Server to the mobile device is received. 
0252) When the process starts as shown in FIG. 36, first 
in Step S121, a packet is received by the address conversion 
unit 72 as in step S31 shown in FIG. 17, the source IP 
address in the address information Storage table is retrieved 
using the Source IP address Stored in the received packet as 
a key in step S122. It is the determined in step S123 whether 
or not the address has been detected. It is determined in Step 
S124 that no Session Start packet from the user authentica 
tion device has been received, thereby discarding the packet 
and terminating the process. 
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0253) If the source IP address has been detected in step 
S123, then it is determined in step S125 whether or not the 
IP address and the port number have been set as the 
destination IP address information for the record. If not, it is 
determined in step S126 whether the user session type is a 
packet unit, or if it is a connection unit and the received 
packet is a Syn packet indicating a connection establishment 
request. If not, control is passed directly to step S 128. If it 
is a packet unit, or if it is a connection unit and the received 
packet is a Syn packet indicating a connection establishment 
request, then the destination IP address information and the 
Source port number are Set in the record in Step S127, and 
then control is passed to step S128 shown in FIG. 37. It is 
necessary to Set a destination IP address, etc. in the record 
each time a packet is received if the user Session type is a 
packet unit, and if the user Session type is a connection unit 
and a connection establishment request. 
0254. In step S128 shown in FIG. 37, the address of the 
Server is Set as the destination address of the packet, a unique 
number used for a user Session identifier is Set as a Source 
port number, the packet is transmitted to the gateway control 
unit 75 through the TCP/IP protocol handler unit 73, and the 
TCP/IP protocol handler unit 73 performs a protocol pro 
cessing in step S129. 
0255. In step S130, the gateway control unit 75 retrieves 
the destination address information Stored in the address 
information storage table 85 by the address conversion unit 
72 using the source port number as a key. In step S131, the 
gateway control unit 75 sets a unique key as a Source port 
number, and the TCP/IP protocol handler unit is requested to 
perform the packet transmitting process on the Service 
providing Server according to the destination address infor 
mation. In step S132, the TCP/IP protocol handler unit 73 
performs a protocol processing. 

0256 Then, in step S133 shown in FIG. 38, the distri 
bution information table is Searched using the Source port 
number as a key. In step S134, it is determined whether or 
not the IP address of the actual server has been set in the 
distribution information table. If not, a Service providing 
Server is Selected from the balancing policy information 
table in the round robin System, etc., and the address 
information about the actual Server is obtained and Stored in 
the distribution information table in step S135. In step S136, 
the address of the actual Server is set for the destination 
address of the packet. In step S137, the address of the packet 
gateway device is Set as the Source address, and the packet 
is transmitted to the Service providing Server, thereby ter 
minating the process. 

0257) If the destination address information is set in a 
record in step S125, then the user session type table is 
Searched using the protocol type and the destination IP 
address information as a key in step S140, and it is deter 
mined in step S141 whether or not the user session type is 
a log-in unit. If yes, it is determined in step S142 whether or 
not the destination IP address is different from the informa 
tion Stored in the received packet. 
0258 If they are not different, control is passed to the 
processes in and after step S128. If they are different from 
each other, then a record is added in the address information 
Storage table using the same user Session identifier, the 
Source address information and the destination address 
information are Set in Step S143, and then control is passed 
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to the processes in and after Step S128. The process in Step 
S143 is performed as a process of adding a record when the 
user uses different Services in the above-mentioned log-in 
unit. 

0259. If it is determined in step S141 that the user session 
type is not a log-in unit, then it is determined in Step S144 
whether or not the user Session type is a Service unit. If it is 
a service unit, then it is determined in step S145 whether or 
not the destination address information in the record is 
different from the information stored in the received packet. 
If they are not different from each other, then control is 
passed directly to the processes in and after step S128. If 
they are different from each other, then the destination 
address information is overwritten in step S146, and the 
processes in and after step S128 are performed. In the 
Service unit, it is determined when the user is receiving 
different Services that the user Session type corresponding to 
the previous Service providing Server has been terminated. 

0260 If it is determined in step S144 that the user session 
type is not a service unit, it is determined in step S147 
whether or not the user Session type is a connection unit. If 
it is, the type of packet is checked in step S148. If it is the 
trailing fin act packet in the connection, then the processes 
in and after step S128 are performed after the destination 
address information of the record of the address information 
Storage table is cleared. 

0261) If the IP address of the actual server is set in the 
distribution information table in step S134, then the IP 
address of the actual Server is retrieved using the Source port 
number as a key in Step S149, and then the processes in and 
after step S136 are performed. 
0262. When the process is started upon receipt of a down 
packet as shown in FIG. 39, the processes similar to those 
in steps S101 through S104 shown in FIG.20 are performed 
in steps S151 through S154, the source address information 
is converted into the representative address information 
from the address of the actual Server, the address conversion 
unit 72 transmits a packet to the gateway control unit 75 
through the TCP/IP protocol handler unit 73 in step S155, 
and the protocol processing is performed in Step S156. 

0263. Then, in step S157 shown in FIG. 40, the gateway 
control unit 75 reads the address information about the 
mobile device Stored in the address information Storage table 
using the destination port number of the packet as a key, the 
information is Set as the destination IP address of the packet, 
and a packet having the port number used as a key Set as a 
destination port number is transmitted to the address con 
version unit 72 through the TCP/IP protocol handler unit 73. 
In Step S158, the protocol processing is performed. In Step 
S159, the address conversion unit 72 retrieves the represen 
tative IP address of the service providing server and the port 
number of the mobile device from the address information 
Storage table using the destination port number as a unique 
key, and the process of Setting them in the packet is 
performed. 

0264. Then, in step S160, the user session type table is 
retrieved using the representative IP address of the service 
providing server in step S160. In step S161, it is determined 
whether the user Session type is a packet unit, or if it is a 
connection unit and the packet is the trailing fin ackpacket. 
In all of these cases, the destination address information in 
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the corresponding record of the address information Storage 
table is cleared in step S162, and then the address conversion 
unit 72 transmits a packet to a mobile device, thereby 
terminating the process. If these cases are not applied, the 
address conversion unit 72 immediately transmits a packet 
to a mobile device, thereby terminating the process in Step 
S163. 

0265. The second embodiment of the present invention is 
described above in detail. In the second embodiment, a 
Series of communications can be Simultaneously performed 
among a plurality of groups of Service providing Servers by 
Specifying a log-in type as a user Session type for the 
plurality of groups of Service providing Servers, and the 
mobile device can receive Services on a multi-Window 
SCCC. 

0266 FIG. 41 shows the multi-window screen used for 
the following purpose. On the mobile device Side, the group 
of a Service A and the group of a Service B can receive the 
Services from the same actual Server between the log-in and 
the log-out by Specifying the log-in type as a user Session 
type. 

TCP log-in type A - 
TCP log-in type B 

0267 where A and B indicate the IP addresses of the 
Servers corresponding to each of the above-mentioned Ser 
vices, and a and b indicate port numbers. 

0268 Thus, in the second embodiment, the service pro 
Viding Server for providing a Service in each window unit 
using a multi-Window display is fixed, and a Service can be 
obtained from log-in to log-out. 

0269 Finally, the process of loading a program to a 
computer is described below. The packet gateway device 28, 
the user authentication device 24, and the load balancer 25 
having important functions in the present embodiment com 
prise computers as important components. FIG. 44 is a 
common block diagram of a computer System. 

0270. In FIG. 44, a computer 91 is configured by a body 
92 and memory 93. The memory 93 can be storage devices 
of various forms Such as random access memory (RAM), a 
hard disk, a magnetic disk, etc. The memory 93 Stores the 
programs shown in the flowcharts in FIGS. 5, 13, 17 
through 21, 25, 28, and 36 through 40 and the programs 
according to claims 12 through 19 of the present invention. 
By the execution by the body 92, the connection in the 
Session can be maintained, the gateway function including 
the central management of Sessions and user Sessions, etc. 
can be realized. 

0271 Thus, the program can be loaded from a program 
provider to the computer 91 through a network 94, or can be 
stored in a portable storage medium 95 marketed and 
distributed, and can be loaded to the computer 91. The handy 
Storage medium 95 can be any Storage media in various 
forms such as CD-ROM, a flexible disk, an optical disk, a 
magneto-optic disk, etc. These Storage media can be set in 
the computer 91 to maintain a Session and a user Session, and 
realize a gateway function, etc. 
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0272. In the above-mentioned explanation, the embodi 
ment of the present invention is explained using a mobile 
device packet network to which a mobile phone as a mobile 
device is connected, but the target of the present invention 
is not limited to a mobile device packet network, and any 
communications System having a communications terminal 
connected thereto and using a network having a plurality of 
input/output points of a plurality of Service providing Servers 
can be applied to the communications Systems of various 
types. 

0273. As described above in detail, although the network 
acceSS devices are Switched and the load balancer for 
passing packets are dynamically Switched by the movement 
of a mobile device according to the present invention, the 
packet gateway device can distribute the packets to the same 
Service providing Server, a Session and a user Session can be 
controlled, and effective load balancing can be performed. 
Additionally, the network acceSS device can be extended/ 
changed, etc. without changing the definitions on the mobile 
device packet network Side. 
0274) Furthermore, since the same packet gateway device 
passes not only an up packet to be transmitted to a Service 
providing Server and a down packet to be transmitted to a 
mobile device, but also the Subsequent up packet, the 
following five gateway functions can be realized on the 
Same path. 
0275. The first function is the central managing capability 
of a user Session. Although the central management can be 
performed by the packet gateway device on a Session and a 
user Session and Services are Switched from the Viewpoint of 
the mobile device, Sessions or user Sessions are not to be 
reconnected among Service providing Servers, thereby 
requiring no time to Switch Services. 
0276 The second function is the risk balancing capability 
of a Service providing Server. Since the packet gateway 
device can continue a Session and a user Session by Switch 
ing into a Substitute Server for providing the same Services, 
the risk of failing in continuing a Service can be avoided. 
0277. The third function is the proxy accounting capa 

bility. Since the packet gateway device can centrally manage 
Sessions, the authentication can be performed in a contract 
Service unit by referring to the authentication contract infor 
mation about a user of a Service, and the accounting infor 
mation about the fee for pay contents can be generated by 
proXy. 

0278. The fourth function is the protocol conversion 
capability of a transport layer between a wireleSS network 
and a cable network. Since an Internet Standard Service is 
used in the WireleSS communications, the protocol conver 
Sion of the transport layer between the wireleSS network and 
the cable network Such as a window size, etc. can be realized 
by the packet gateway device. 

0279 The fifth function is the gateway function between 
an IP version 4 network and an IP version 6 network. When 
an Internet protocol version 6 is implemented, the gateway 
function to using the current version 4 network can be 
realized. 

0280 Furthermore, according to the present invention, 
the Service providing Server for providing Services in a 
window unit can be fixed by using a multi-window display 
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on the mobile device Side, and a plurality of Services can be 
obtained from log-in to log-out, thereby largely improving 
the mobile device communications System. 
0281. The present invention is applicable for cable com 
munications Systems. Especially, it is effectively used in a 
communications System which uses a large-scale network 
having a plurality of input/output points on a Service pro 
Viding Server, and is managed by a common carrier for 
providing communications Services. 
What is claimed is: 

1. A mobile device communications System which has a 
plurality of Service providing Servers, and is used for com 
munications by a mobile terminal, comprising: 

a first network unit which is connected to the mobile 
terminal and has a plurality of input/output points to 
and from the Service providing Servers, 

a plurality of first communications distribution units 
respectively connected to the plurality of input/output 
points; 

a Second network unit connected to Said first communi 
cations distribution unit; 

a third network unit connected to the plurality of Service 
providing Servers, and 

a plurality of Second communications distribution units 
which are connected between Said Second network unit 
and said third network unit, for distributing a series of 
communications between the mobile terminal and the 
Service providing Server to any of the plurality of 
Service providing Server, characterized in that 

Said first communications distribution unit distributes a 
Series of communications between Said mobile terminal 
and Service providing Servers to any of Said plurality of 
Second communications distribution units through Said 
Second network unit. 

2. The System according to claim 1, characterized in that 
each of Said plurality of first communications distribution 

units comprises a Same Storage contents of distribution 
destination Storage unit Storing any of Said plurality of 
Second communications distribution units to which a 
Series of communications are to be distributed corre 
sponding to an identifier of a Session as the Series of 
communications between the mobile terminal and the 
Service providing Servers. 

3. The System according to claim 1, characterized in that: 
the plurality of Service providing Servers form a plurality 

of groups each being configured by Servers providing 
Same Services, 

the mobile terminal Specifies a representative address for 
each of the plurality of groups to communicate with 
Service providing Servers, and 

Said Second communications distribution unit distributes 
the Series of communications to any of the Service 
providing Servers in a group specified by the represen 
tative address. 

4. The System according to claim 3, characterized in that 
when the mobile terminal changes the representative 

address for a change of a Service to be obtained in the 
Series of communications by the mobile terminal, Said 
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Second communications distribution unit distributes 
Subsequent communications in the Series of communi 
cations to any of the Service providing Servers in the 
group specified by the representative address after the 
change to continue the Series of communications. 

5. The System according to claim 1, further comprising 
a Service authentication unit checking whether or not a 

user of the mobile terminal has a right to receive a 
Service provided by the Service providing Servers when 
Said Second communications distribution unit distrib 
utes the Series of communications to any of the plural 
ity of Service providing Servers. 

6. The System according to claim 1, characterized in that: 
Said Second communications distribution unit can distrib 

ute the Series of communications not only to the 
plurality of Service providing Servers, but also to a 
Server external to Said mobile device communications 
System; and 

Said System further comprises an accounting information 
generation unit generating accounting information 
about a service received by the mobile terminal from 
the Service providing Servers or a Server external to Said 
mobile device communications System. 

7. The System according to claim 1, further comprising 
a Session management device assigning an identifier to a 

Session as a Series of communications between the 
mobile terminal and the Service providing servers to 
manage the identifier. 

8. The System according to claim 7, characterized in that 
Said Second communications distribution unit assigns an 

identifier to a user Session as a Series of communica 
tions in a layer higher than a layer corresponding to a 
Session managed by Said Session management device in 
a hierarchical Structure of communications, and distrib 
utes communications in the user Session between the 
mobile terminal and the Service providing Servers to 
any of the plurality of Service providing Servers. 

9. The System according to claim 8, characterized in that 
there are a plurality of types as types of the user Session, 

and Said Second communications distribution unit dis 
tributes communications in the user Session corre 
sponding to the type of the user Session. 

10. A mobile device communications method for use with 
a plurality of Service providing Servers for communications 
by a mobile terminal, comprising the Steps of 

the mobile terminal transmitting a packet in a Series of 
communications by Specifying any of the plurality of 
Service providing Servers, 

a load balancer, which received the packet, distributing 
the packet to any of the plurality of packet gateway 
devices corresponding to an identifier for the Series of 
communications, and 

Said packet gateway device which was assigned the 
packet distributing the packet to any of the plurality of 
Service providing Servers for performing the same 
Services as the Service providing Server Specified by the 
mobile terminal. 

11. The method according to claim 10, characterized in 
that: 



US 2004/0152439 A1 

the Series of communications are a Session managed by a 
Session management device; and 

Said packet gateway device distributes a packet corre 
sponding to a user Session as a Series of communica 
tions in a layer higher than a layer corresponding to the 
Session in a hierarchical Structure of communications. 

12. A computer-readable portable Storage medium which 
is used by a computer configuring a packet gateway device 
for distributing communications to a Service providing 
Server between a plurality of load balancers and Service 
providing Servers connected to a network to which a mobile 
terminal is connected in a mobile device communications 
System having the plurality of Service providing Servers for 
establishment of communications performed by the mobile 
terminal, and Stores a program used to direct the computer 
to perform the Steps of 

Storing a destination address and a Source address of a 
packet received from the load balancer using a unique 
Source port number as a key; 

Setting the unique Source port number as a Source port 
number of a packet header; 

Selecting any of a plurality of Service providing Servers 
capable of providing a Service requested by the mobile 
terminal from among the plurality of Service providing 
ServerS Such that the loads of the Service providing 
Servers can be balanced; and 

transmitting a packet to the Service providing Server with 
an address of the Selected Service providing Server Set 
as a destination address, and an address of the device 
Set as a Source address. 

13. The Storage medium according to claim 12, charac 
terized in that 

an identifier for a user Session as a Series of communica 
tions in a layer higher than a layer corresponding to a 
Session as a Series of communications between the 
mobile terminal and the Service providing Server in a 
hierarchical Structure of communications is used as the 
unique Source port number. 

14. A program used by a computer configuring a packet 
gateway device for distributing communications to a Service 
providing Server between a plurality of load balancers and 
Service providing Servers connected to a network to which a 
mobile terminal is connected in a mobile device communi 
cations System having the plurality of Service providing 
Servers for establishment of communications performed by 
the mobile terminal, and is used to direct the computer to 
perform the procedures of 

Storing a destination address and a Source address of a 
packet received from the load balancer using a unique 
Source port number as a key; 

Setting the unique Source port number as a Source port 
number of a packet header; 

Selecting any of a plurality of Service providing Servers 
capable of providing a Service requested by the mobile 
terminal from among the plurality of Service providing 
ServerS Such that the loads of the Service providing 
Servers can be balanced; and 

transmitting a packet to the Service providing Server with 
an address of the Selected Service providing Server Set 
as a destination address, and an address of the device 
Set as a Source address. 
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15. The program according to claim 13, characterized in 
that 

an identifier for a user Session as a Series of communica 
tions in a layer higher than a layer corresponding to a 
Session as a Series of communications between the 
mobile terminal and the Service providing Server in a 
hierarchical Structure of communications is used as the 
unique Source port number. 

16. A computer-readable portable Storage medium which 
is used by a computer configuring a packet gateway device 
for distributing communications to a Service providing 
Server between a plurality of load balancers and Service 
providing Servers connected to a network to which a mobile 
terminal is connected in a mobile device communications 
System having the plurality of Service providing Servers for 
establishment of communications performed by the mobile 
terminal, and Stores a program used to direct the computer 
to perform the Steps of 

retrieving mobile device identification information about 
a mobile terminal as a Source of a packet received from 
the load balancer, 

retrieving a destination address of the received packet; 
determining whether or not a Service provided by the 

Service providing Server of the destination address can 
be provided for a user of the mobile terminal. 

17. A computer-readable portable Storage medium which 
is used by a computer configuring a packet gateway device 
for distributing communications to a service providing 
Server between a plurality of load balancers and Service 
providing Servers connected to a network to which a mobile 
terminal is connected in a mobile device communications 
System having the plurality of Service providing Servers for 
establishment of communications performed by the mobile 
terminal, and Stores a program used to direct the computer 
to perform the Steps of 

retrieving from a packet received from the load balancer 
a destination address and a Source address of the packet 
when a Series of communications between the mobile 
terminal and the Service providing Server Start, and 
Setting the addresses in an accounting record; 

incrementing a number of packets of an accounting record 
each time a packet is received from the load balancer 
until the Series of communications terminate, retrieving 
a packet length from the received packet, and adding 
the packet length to the packet length of the accounting 
record; and 

Setting again the Source address of the accounting record 
into identification information about a user of the 
mobile terminal, and the destination address into infor 
mation about the Service providing Server. 

18. A program used by a computer configuring a packet 
gateway device for distributing communications to a Service 
providing Server between a plurality of load balancers and 
Service providing Servers connected to a network to which a 
mobile terminal is connected in a mobile device communi 
cations System having the plurality of Service providing 
Servers for establishment of communications performed by 
the mobile terminal, and is used to direct the computer to 
perform the procedures of: 

retrieving mobile device identification information about 
a mobile terminal as a Source of a packet received from 
the load balancer, 
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retrieving a destination address of the received packet; 
determining whether or not a Service provided by the 

Service providing Server of the destination address can 
be provided for a user of the mobile terminal. 

19. A program used by a computer configuring a packet 
gateway device for distributing communications to a Service 
providing Server between a plurality of load balancers and 
Service providing Servers connected to a network to which a 
mobile terminal is connected in a mobile device communi 
cations System having the plurality of Service providing 
Servers for establishment of communications performed by 
the mobile terminal, and is used to direct the computer to 
perform the procedures of 

retrieving from a packet received from the load balancer 
a destination address and a Source address of the packet 
when a Series of communications between the mobile 
terminal and the Service providing Server Start, and 
Setting the addresses in an accounting record; 

incrementing a number of packets of an accounting record 
each time a packet is received from the load balancer 
until the Series of communications terminate, retrieving 
a packet length from the received packet, and adding 
the packet length to the packet length of the accounting 
record; and 

Setting again the Source address of the accounting record 
into identification information about a user of the 
mobile terminal, and the destination address into infor 
mation about the Service providing Server. 
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20. A mobile device communications system which has a 
plurality of Service providing Servers, and is used for com 
munications by a mobile terminal, comprising: 

a network unit which is connected to the mobile terminal 
and has a plurality of input/output points to and from 
the Service providing Servers, 

a plurality of first communications distribution units 
respectively connected to the plurality of input/output 
points, and 

a plurality of Second communications distribution units, 
connected between Said plurality of first communica 
tions distribution units and the plurality of service 
providing Servers, for distributing a Series of commu 
nications between the mobile terminal and the Service 
providing Server to any of the plurality of Service 
providing Servers, characterized in that 

although the communications between the mobile termi 
nal and the Service providing Server are performed 
through any of the plurality of input/output points of 
the network unit from start to termination of the series 
of communications, any of Said plurality of first com 
munications distribution units distributes the Series of 
communications to a same Second communications 
distribution unit from among Said plurality of Second 
communications distribution units. 


