
THE LA TARDEDINU TURINTUTO TONTIN 
US 20180145995A1 

( 19 ) United States 
( 12 ) Patent Application Publication ( 10 ) Pub . No . : US 2018 / 0145995 A1 

Roeh et al . ( 43 ) Pub . Date : May 24 , 2018 

( 54 ) DETECTING ATTACKS USING PASSIVE 
NETWORK MONITORING 

( 52 ) U . S . CI . 
CPC . . . . . . . . . . . H04L 63 / 1416 ( 2013 . 01 ) ; H04L 63 / 20 

( 2013 . 01 ) ; H04L 63 / 1425 ( 2013 . 01 ) ; H04L 
49 / 9047 ( 2013 . 01 ) ; H04L 43 / 16 ( 2013 . 01 ) ; 

H04L 43 / 12 ( 2013 . 01 ) ; H04L 43 / 062 
( 2013 . 01 ) 

( 71 ) Applicant : ExtraHop Networks , Inc . , Seattle , WA 
( US ) 

( 72 ) Inventors : Thomas Lawrence Roeh , Katy , TX 
( US ) ; Samuel Kanen Clernent , 
Brentwood , TN ( US ) ; John Augustus 
Kiefer , Klein , TX ( US ) 

( 57 ) ABSTRACT 

( 21 ) Appl . No . : 15 / 694 , 229 
( 22 ) Filed : Sep . 1 , 2017 

Related U . S . Application Data 
( 63 ) Continuation of application No . 15 / 356 , 381 , filed on 

Nov . 18 , 2016 , now Pat . No . 9 , 756 , 061 . 

D 

Embodiments are directed to detecting one or more attacks 
in a network . One or more network flows may be monitored 
using one or more network monitoring computers ( NMCs ) . 
If one or more file write operations are detected based on 
information included in one or more packets of the one or 
more network flows , one or more detection rules may be 
executed to analyze one or more portions of the one or more 
packets to identify file information that is associated with the 
one or more file write operations . One or more metrics may 
be provided based on the one or more detection rules and 
one or more of the file information , the one or more file write 
operations , or the like . If one or more metrics exceed one or 
more threshold values , one or more reports of one or more 
attacks may be provided . 

( 51 ) 
Publication Classification 

Int . Cl . 
H04L 29 / 06 ( 2006 . 01 ) 
H04L 12 / 26 ( 2006 . 01 ) 
H04L 12 / 861 ( 2013 . 01 ) 

100 
104 

- - - 105 
Mobile Computer 

Laptop Computer 
102 

Tablet Computer 
WIRELESS 
NETWORK 

Client 
Computer 

ig " 717 

Application Server Computer 

110V 
WIDE AREA 
NETWORK 
LOCAL AREA 
NETWORK 
NETWORK ) 

118 

116 

Network Monitoring 
Computer Application Server Compiter 



Patent Application Publication May 24 , 2018 Sheet 1 of 12 US 2018 / 0145995 A1 

103 100 
- 104 

Mobile Computer 
Laptop Computer 

wiwiwirin 1 

Tablet Computer 
WIRELESS 
NETWORK 

Client 
Computer 

www 1 1 7 

Application Server Computer 

110 A 

WIDE AREA 
NETWORK / 
LOCAL AREA 
NETWORK - 
( NETWORK 

und man 

116 

Network Monitoring 
Computer Application Server Computer 

Fig . 1 



Patent Application Publication May 24 , 2018 Sheet 2 of 12 US 2018 / 0145995 A1 

200 
CEK 

CLIENT 
COMPUTER 

- - * 
* . * 

. . . 
. . . 

* - 
- 

- - 
- - - 

- - Client Computer - 
- 

- 
- * * * 

????????? . . . . ? . . . ?????????? . ????????? . . . . ? . . . ????????????????? . . . . . ???????? . . . ???????? . . ?????????????????? . . ???????????? . ???????????????????? . . . . . ???????? . ????????? . . . . . ???????? . ???????????? . . . ????????????????? . . . . ?????? . ??????????? . . . ???????? . . ??????????? . ? . ????? 

V ORU 

202 
Processor 

204 

Projector 
230 Memory 

Operating Systein of 
Power 
Supply wwwwwwwwwwww 

Display CARRARAAAAAAAAAAAAAAA 

MAMARAAAAAAAAAAAAAAAAAAAAAAAAAAA 208 BIOS Network 
Interface Keypad h 252 

LLLL Data Storage 
wwwwwwwwwwwwwwwwwwwwww 

Illuininator 234 
Processor 
Readable 
Stationary 
Storage 

wwwwwwwwwwwwww LLL Andio 
Interface MWANAMAN 

Applications 
ProCESSOR 
Readable 
Removable 
Storage GPS h 258 

URURURUUURRRRRRRRRRRRRRRRRRRRRY { { } { { { { f 
Interface 

h 260 
Open Air 
Gesture 
Interface 24 Other Client Apps 

Camera ( s ) Temperature 
Interface Web Browser 

Video 
Interface 292 M Haptic 

Interface mong 

244 , Touch 
Interface Pointing 

Device 
Interface 

266 
268 HSM 

Fig . 2 



Patent Application Publication May 24 , 2018 Sheet 3 of 12 US 2018 / 0145995 A1 

300 

- * * - - 

- 
- - 

- - 
- - - - 

- - 
- 

- 

. . . 
- - . . - 

. - 
. . . . - 

. . . . Network Computer . . - . 
- . - . - . - . . 

- . - 
. 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - . . . . . . . . . . . . . . . . . . . . . . . . . - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

302 Processor 
304 

Memory 
W 

Operating System 306 
Power 
Supply Display h 350 

BIOS 1308 wianinaniniwaniwinina 
Morewwwwwwwwwwwwwwwwww w wwwwwwwwww 

337 Network 
Interface 37 Keyboard Data Storage 

Capture Database wwwwandanas 312 
Protocol 

Information 314 334 Audio 
Interface 

Processor 
Readable 
Stationary 
Storage 

h 356 
?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ? ORRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR wwwwwwwwwwwwwwwwwwwwwwwww wwwwwwwwwwww ????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????? Blacklist 

Information 
316 NNNNNNNNN 

Pointing 
Device 
Interface munum 318 336 

Processor 
Readable 
Renovable 
Storage 

Whitelist 
Information 

- - - ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ? 

320 MOROUOMO NIKE AIR OOOOOOOOOOOOOOO HSM 360 Applications 

Network 
Monitoring Engine 

338 
Input / Output 

Interface 322 
OVORO ??? 

- - - ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ? wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwagath 340 Packet Capture 
Engine 340 GPS GPS 

avec des 

- - - ?? ?? ?? ?? ?? ?? ?? ?? ?? ? Attack Detection 
£1g 

?????????????????????????????????????????????????? 

Fig . 3 



Fig . 4 
} ?? 

_ US 2018 / 014599541 

Host A 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

??????????? 

Patent Application Publication _ NMay 24 , 2018 Sheet 4 of 12 

& f } $ 

. . . ? 

?? Host B 

{ { f ? ?? 

408 



Patent Application Publication May 24 , 2018 Sheet 5 of 12 US 2018 / 0145995 Al 

- " 5 { } 

344 
? 

* . * * * . 

{ \ 

wer 
* 

* * * * * T * 

FC , ??? 



Patent Application Publication May 24 , 2018 Sheet 6 of 12 US 2018 / 0145995 A1 

600 

START 

ORS NETWORK N wwwwwwwwwwww 
NMC MONITORS NETWORK 

TRAFFIC 

EXECUTE DETECTION RULES 

606 
COLLECT METRICS ASSOCIATED 

WITH DETECTION RULES 

NO ATTACK DETECTED 
BASED ON METRICS ? 

YES 
610 povuma kupoput PROVIDE REPORT OF 

ATTACK 

RETURN RETURN 
Fig . 6 



Patent Application Publication May 24 , 2018 Sheet 7 of 12 US 2018 / 0145995 A1 

7 ? 

START 

MONITOR NETWORK TRAFFIC 
? 

FILE WRITE OR MODIFY ? 

YES 7 

PROVIDE BLACKLIST 

NO FILE MATCH BLACKLIST ? 

ES 
… … . … … . . … … … … . . … … . 

TE : . 

… 

72 
… . … … … … 

?T TY NO ? , 

? … … . . 
- METRIC EXCEEDS THRESHOLD ? 

- - 
YES 

… … … … . … … … 

| Phong trong PROVIDE REPORT OF 
ATTACK 

RETURN 

Fio . 7 



Patent Application Publication May 24 , 2018 Sheet 8 of 12 US 2018 / 0145995 A1 

START 800 
802 

MONITOR NETWORK TRAFFIC 
804 

NO 
wiiiiiiiii FILE WRITE OR MODIFY ? 

YES 
806 

PROVIDE WHITELIST 
808 

YES mercom FILE MATCH WHITELIST ? Syy 
X 1 . 2 

RS 
. 14 . 2 . 3 . WH 

NO 810 

NO m . mama w a wawwe mm FILE UNIQUE ? wantine 
anche semina more . concin We weiteren r . 

serenida inami mering av sine 
YES 812 UPDATE METRICS les 

814 

VO 
L . . . METRIC EXCEEDS THRESHOLD 

YES 
PROVIDE REPORT OF 

ATTACK 

RETURN wurtttttttttttUVAAJAMAAVAA 

Fig . 8 



Patent Application Publication May 24 , 2018 Sheet 9 of 12 US 2018 / 0145995 A1 

900 

START 

MONITOR NETWORK TRAFFIC 

904 
ATTACK DETECTED ? 

YES 906 

PERFORM REMEDIATION ACTIONS 

908 
NO 

REMEDIATION COMPLETE ? 

YES 

RETURN 

Fig . 9 



Patent Application Publication May 24 , 2018 Sheet 10 of 12 US 2018 / 0145995 A1 

START 
1002 1000 

MONITOR NETWORK TRAFFIC 

1004 

NO ATTACK DETECTED ? 

YES 1006 
VIDE FL 1 L 

AZ ATYA 
YV13 . 

1008 
SELECTIVELY CAPTURE PACKETS IN ASSOCIATED FLOW 

RETURN 

Fig . 10 
- 1100 

START 

1102 
EXTRACT FILE DATA FROM CAPTURED PACKETS 

RESTORE FILES BASED ON FILE DATA 

1106 
PROVIDE RESTORED FILES 

RETURN 

Fig . 11 



Patent Application Publication May 24 , 2018 Sheet 11 of 12 US 2018 / 0145995 A1 

1200 

START 
1202 

TY 
YUV NMC MONITORS NETWORK 

TRAFFIC 

1204 
* * * * ? 

YVES E 

1206 
COLLECT METRICS ASSOCIATED 

WITH DETECTION RULES 

1208 
NO ATTACK DETECTED BASED _ C 

ON METRICS ? 
+ + + + + + + + + + + + + + + 

1212 YES 1210 
TPDATE DETECTION 

RULES ? 
YES | UPDATE DETECTION 

RULES 

NO 
1214 7214 PROVIDE REPORT OF 

ATTACK 

RETURN 

Fig . 12 



Patent Application Publication May 24 , 2018 Sheet 12 of 12 US 2018 / 0145995 A1 

- 1300 

START 

1302 NMC MONITORS NETWORK 
TRAFFIC 

NMC CONTINUOUSLY CAPTURES 1304 
MONITORED NETWORK TRAFFIC 

STORE CAPTURED NETWORK 
TRAFFIC IN DATA STORE 

1306 

NO ATTACK DETECT 1308 ATTACK DETECTED ? 
MENENTUANDO 

YES 
+ + + + + + + + + + + + + + 

1310 PERFORM REMEDIATION 
ACTIONS USING CAPTURED 

NETWORK TRAFFIC 

RETURN 

Fig . 13 



US 2018 / 0145995 A1 May 24 , 2018 

DETECTING ATTACKS USING PASSIVE 
NETWORK MONITORING 

CROSS - REFERENCE TO RELATED 
APPLICATION ( S ) 

[ 0001 ] This Utility Patent Application is a Continuation of 
U . S . patent application Ser . No . 15 / 356 , 381 filed on Nov . 18 , 
2016 , now U . S . Pat . No . 9 , 756 , 061 issued on Sep . 5 , 2017 , 
the benefit of which is claimed under 35 U . S . C . $ 120 , and 
which is further incorporated by reference in its entirety . 

TECHNICAL FIELD 
[ 0002 ] The present innovations relate generally to network 
monitoring and more particularly , but not exclusively , to 
monitoring network traffic in a distributed network environ 
ment . 

BACKGROUND 
[ 0003 ] Attacks against computers and computer networks 
are increasingly putting information security risk . Attacks 
that include ransomware extortion has cost victims hundreds 
of millions of dollars in down time and extorted fees . 
Example sources of attacks include emails ( e . g . , emails that 
include links , attachments , or the like ) , compromised or 
malicious websites ( e . g . , drive - by attacks , spoofing , or the 
like ) , portable memory devices ( e . g . , thumb drives that 
contain Trojans ) , or the like . 
[ 0004 ] Classic approaches ( e . g . , perimeter defenses and 
agent - based antivirus tools ) to information security typically 
attempt to prevent attacks from starting . For example , 
perimeter defenses ( e . g . , firewalls ) typically establish a 
barrier between an internal network and an external network . 
Perimeter defenses typically establish the barrier by screen 
ing for known , malicious origination vectors ( e . g . , IP 
addresses , URLs , emails , DNS queries , or the like ) . Origi 
nation vectors change constantly , even over a course of a 
single day . Accordingly , perimeter defenses are unlikely to 
be completely impenetrable . Moreover , perimeter defenses 
fail to protect the internal network from attacks that origi 
nate or spread from within the internal network . 
[ 0005 ] Agent - based antivirus tools ( e . g . , an agent inde 
pendently running in a local machine , an agent running in a 
local machine and used by a cloud antivirus tool , or the like ) 
typically employ one or more of sandboxes ( e . g . , via virtual 
machines ) , behavior classification ( e . g . , via data - mining of 
files being analyzed ) , signature analysis ( e . g . , heuristic sig 
nature analysis ) of a file itself , or the like . Agent - based 
antivirus tools that monitor file actions ( e . g . , via sandboxes 
or data - mining ) are typically prohibitively slow . Agent 
based antivirus tools that analyze file signatures have proven 
to be ineffective in protecting against some attacks such as 
ransomware attacks ( e . g . , more than 4 , 000 ransomware 
attacks have occurred per day in 2016 ) . 
[ 0006 ] Thus , it is with respect to these considerations and 
others that the present innovations have been made . 

lowing Detailed Description of the Various Embodiments , 
which is to be read in association with the accompanying 
drawings , wherein : 
[ 0008 ] . FIG . 1 shows an exemplary system environment in 
which various embodiments may be implemented ; 
10009 ] FIG . 2 illustrates a schematic embodiment of an 
exemplary client computer ; 
[ 0010 ] FIG . 3 shows a schematic embodiment of an exem 
plary network computer ; 
[ 0011 ] FIG . 4 illustrates a logical architecture of an exem 
plary system for detecting attacks using passive network 
monitoring ; 
[ 0012 ] FIG . 5 shows a logical schematic of exemplary 
streams in an exemplary network flow ; 
[ 0013 ] FIG . 6 illustrates an overview flowchart of an 
exemplary process for detecting exemplary attacks ; 
[ 00141 FIG . 7 shows an overview flowchart of an exem 
plary process for detecting exemplary attacks using one or 
more exemplary blacklists ; 
[ 0015 ) FIG . 8 illustrates an overview flowchart of an 
exemplary process for detecting attacks using one or more 
whitelists ; 
[ 0016 ] FIG . 9 shows an overview flowchart of an exem 
plary process for remediating one or more detected attacks ; 
[ 0017 ] FIG . 10 illustrates an overview flowchart of an 
exemplary process for selectively capturing packets in one 
or more exemplary flows associated with one or more 
detected attacks ; 
[ 0018 ] FIG . 11 shows an overview flowchart of an exem 
plary process for restoring files based on exemplary file data 
extracted from captured packets ; and 
[ 0019 ] FIG . 12 illustrates an overview flowchart of an 
exemplary process for detecting one or more attacks and 
updating one or more detection rules ; and 
10020 ] FIG . 13 shows a flowchart of a process which may 
be an example a network monitoring computer arranged for 
continuous capture of network traffic in accordance with one 
or more of the various embodiments . 

DETAILED DESCRIPTION OF THE VARIOUS 
EMBODIMENTS 

[ 0021 ] Various embodiments now will be described more 
fully hereinafter with reference to the accompanying draw 
ings , which form a part hereof , and which show , by way of 
illustration , specific exemplary embodiments by which the 
innovations may be practiced . The embodiments may , how 
ever , be embodied in many different forms and should not be 
construed as limited to the embodiments set forth herein ; 
rather , these embodiments are provided so that this disclo 
sure will be thorough and complete , and will fully convey 
the scope of the embodiments to those skilled in the art . 
Among other things , the various embodiments may be 
methods , systems , media or devices . Accordingly , the vari 
ous embodiments may take the form of an entirely hardware 
embodiment , an entirely software embodiment or an 
embodiment combining software and hardware aspects . The 
following detailed description is , therefore , not to be taken 
in a limiting sense . 
0022 ] Throughout the specification and claims , the fol 
lowing terms take the meanings explicitly associated herein , 
unless the context clearly dictates otherwise . The phrase " in 
one embodiment ” as used herein does not necessarily refer 
to the same embodiment , though it may . Furthermore , the 
phrase " in another embodiment ” as used herein does not 

BRIEF DESCRIPTION OF THE DRAWINGS 
10007 ] Non - limiting and non - exhaustive embodiments of 
the present innovations are described with reference to the 
following drawings . In the drawings , like reference numer 
als refer to like parts throughout the various figures unless 
otherwise specified . For a better understanding of the 
described innovations , reference will be made to the fol 
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necessarily refer to a different embodiment , although it may 
Thus , as described below , various embodiments may be 
readily combined , without departing from the scope or spirit 
of the innovations . 
[ 0023 ] In addition , as used herein , the term “ or ” is an 
inclusive “ or ” operator , and is equivalent to the term “ and / 
or , " unless the context clearly dictates otherwise . The term 
“ based on ” is not exclusive and allows for being based on 
additional factors not described , unless the context clearly 
dictates otherwise . In addition , throughout the specification , 
the meaning of “ a , " " an , ” and “ the ” include plural refer 
ences . The meaning of “ in ” includes “ in ” and “ on . ” Also , 
throughout the specification and the claims , the use of 
" when ” and “ responsive to ” do not imply that associated 
resultant actions are required to occur immediately or within 
a particular time period . Instead , the terms “ when ” and 
" responsive to ” are used herein to indicate actions that may 
occur or be performed in response to one or more conditions 
being met , unless the context clearly dictates otherwise . 
Additionally , throughout the specification , the use of “ exem 
plary ” does not imply that other embodiments do not per 
form as well or are not as worthy of illustration . Instead , the 
term is used herein to emphasize that each element or 
function described by the term is an example element or 
function . 
[ 0024 ] For example embodiments , the following terms are 
also used herein according to the corresponding meaning , 
unless the context clearly dictates otherwise . 
[ 0025 ] As used herein , the term " session ” refers to a 
semi - permanent interactive packet interchange between two 
or more communicating endpoints , such as network devices . 
A session is set up or established at a certain point in time 
and torn down at a later point in time . An established 
communication session may involve more than one message 
in each direction . A session may have stateful communica 
tion where one or more communicating network devices 
saves information about a session history to communicate 
with another of the endpoints . A session may also provide 
stateless communication where communicating network 
devices communicate with independent requests and 
responses between the endpoints . An established session is 
a basic requirement to perform a connection - oriented com 
munication . A session also is a basic step to transmit in 
connectionless communication modes . 
[ 0026 ] As used herein , the terms “ network connection " 
and “ connection ” refer to a communication session with a 
semi - permanent connection for interactive packet inter 
change between two or more communicating endpoints , 
such as network devices , where a stream of data is delivered 
in the same or different order than it was sent . The connec 
tion may be established before application data is trans 
ferred . An alternative to connection - oriented transmission is 
connectionless communication . For example , a datagram 
mode of communication used by Internet Protocol ( IP ) and 
Universal Datagram Protocol ( UDP ) , which may deliver 
packets out of order because different packets may be routed 
independently and could be delivered over different paths . 
Packets associated with a Transmission Control Protocol 
( TCP ) connection may also be routed independently and 
could be delivered over different paths . However , for TCP 
connections , a network communication system may provide 
packets to application endpoints in the same order that they 
were sent . 

[ 0027 ] As used herein , the terms " session flow ” and “ net 
work flow ” refer to one or more network packets or a stream 
of network packets that are communicated in a session that 
is established between two or more endpoints , such as two 
network devices . In one or more of the various embodi 
ments , flows may be useful if one or more endpoints of a 
session may be behind a network traffic management device , 
such as a firewall , switch , router , load balancer , or the like . 
In some of the various embodiments , such flows may be 
used to ensure that packets sent between endpoints of a flow 
may be routed appropriately . 
[ 0028 ] Typically , establishing a TCP based connection 
between endpoints begins with execution of an initialization 
protocol and creates a single bi - directional flow between two 
endpoints , e . g . , one direction of flow going from endpoint A 
to endpoint B while the other direction of the flow goes from 
endpoint B to endpoint A , where each endpoint is identified 
by one or more of an IP address , a TCP port , or the like . Also , 
some protocols or network applications may establish a 
separate flow for control information that enables manage 
ment of one or more flows between two or more endpoints . 
Further , in some embodiments , network flows may be half 
flows that may be unidirectional . 
[ 00291 . As used herein , the terms “ tuple , " " tuple informa 
tion ” refer to a set of values that identify a source and 
destination of a network packet , which may , under some 
circumstances , be a part of a network connection . In one 
embodiment , a tuple may include a source IP address , a 
destination IP address , a source port number , a destination 
port number , virtual LAN segment identifier ( VLAN ID ) , 
tunnel identifier , routing interface identifier , physical inter 
face identifier , or a protocol identifier . Tuples may be used 
to identify network flows . 
[ 0030 ] As used herein the term “ related flows ” or “ related 
network flows ” as used herein are network flows that , while 
separate , are operating cooperatively . For example , some 
protocols , such as File Transfer Protocol ( FTP ) , Session 
Initiation Protocol ( SIP ) , Real - time Transport Protocol 
( RTP ) , Voice over Internet Protocol ( VOIP ) , custom proto 
cols , or the like , may provide control communication over 
one network flow and data communication over other net 
work flows . Further , configuration rules may define one or 
more criteria that are used to recognize that two or more 
network flows should be considered related flows . For 
example , configuration rules may define that flows contain 
ing a particular field value should be grouped with other 
flows having the same field value , such as a cookie value , or 
the like . 
[ 0031 ] As used herein , the terms “ network monitor , ” “ net 
work monitoring computer , ” or “ NMC ” refer to an engine 
( software , hardware , or some combination ) that is arranged 
to monitor and record flows of packets in a session that are 
communicated between two or more endpoints over one or 
more networks . The NMC can provide information for 
assessing different aspects of these monitored flows . In one 
or more embodiments , the NMC may passively monitor 
network packet traffic without participating in communica 
tion protocols . This monitoring may be performed for a 
variety of reasons , including troubleshooting and proactive 
remediation , end - user experience monitoring , Service Level 
Agreement ( SLA ) monitoring , capacity planning , applica 
tion lifecycle management , infrastructure change manage 
ment , infrastructure optimization , business intelligence , 
security , and regulatory compliance . The NMC can receive 
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network communication for monitoring through a variety of 
means including network taps , wireless receivers , port mir 
rors , SPANs , encapsulated remote switched port analyzers 
( ESPANs ) , remote switched port analyzers ( RSPANs ) , 
remote packet capture systems ( RPCAP ) , or directed tunnels 
from network switches , clients , or servers including the 
endpoints themselves or other infrastructure devices . In 
some of the various embodiments , the NMC may receive a 
copy of each packet in a particular network segment or 
virtual local area network ( VLAN ) . Also , for some of the 
various embodiments , they may receive these packet copies 
through a port mirror in a managed Ethernet switch , e . g . , a 
Switched Port Analyzer ( SPAN ) port , a Roving Analysis 
Port ( RAP ) , or the like , or combination thereof . Port mir 
roring enables analysis and debugging of network commu 
nications . Port mirroring can be performed for inbound or 
outbound traffic ( or both ) in single or multiple interfaces . 
[ 0032 ] In some embodiments , the NMC may be arranged 
to continuously capture network packets that may be asso 
ciated with one or more monitored network flows . Accord 
ingly , in one or more of the various embodiments , the NMC 
may be arranged to selectively capture some or all of the 
network packets that may be monitored or otherwise 
observed by the NMC . The selection of network packets for 
capture may be based on the operation of one or more 
rule - based policies , pattern matches , configuration settings , 
or the like , or combination thereof . 
[ 0033 ] In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANs ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0034 ] The NMC may track network connections from 
and to end points such as a client or a server . The NMC may 
also extract information from packets including protocol 
information at various layers of a communication protocol 
stack . The NMC may reassemble or reconstruct a stream of 
data exchanged between endpoints . The NMC may perform 
decryption of a payload at various layers of a protocol stack . 
The NMC may passively monitor network traffic or it may 
participate in protocols as a proxy . The NMC may attempt 
to classify network traffic according to communication pro 
tocols that are used by the traffic . 
[ 0035 ] The NMC may also perform one or more actions 
for classifying protocols that may be a necessary precondi 
tion for application classification . While some protocols run 
in well - known ports , others do not . Also , even if there is 
traffic in a well - known port , it is not necessarily a protocol 
generally understood to be assigned to that port . As a result , 
the NMC may perform protocol classification using one or 
more techniques , such as signature matching , statistical 
analysis , traffic analysis , and other heuristics . In some cases , 
the NMC may use adaptive protocol classification tech 
niques where information used to classify protocols may be 
accumulated or applied over time to further classify 
observed protocols . In some embodiments , NMCs may be 
arranged to employ stateful analysis . Accordingly , for each 
supported protocol , the NMC may use network packet 
payload data to drive a state machine that mimics protocol 
state changes in client / server flows being monitored . The 
NMC may categorize traffic where categories might include 
file transfers , streaming audio , streaming video , database 

access , interactive , gaming , or the like . The NMC may 
attempt to determine whether traffic corresponds to known 
communications protocols , such as Hypertext Transfer Pro 
tocol ( HTTP ) , FTP , Simple Mail Transfer Protocol ( SMTP ) , 
RTP , Tabular Data Stream ( TDS ) , TCP , IP , or the like . 
[ 0036 ] In one or more of the various embodiments , NMCs 
or NMC functionality may be implemented using hardware 
or software based proxy devices that may be arranged to 
intercept network traffic in monitored networks . The proxy 
devices may operate as one or more NMCs or may forward 
one or more copies of one or more packets in the intercepted 
network traffic to one or more NMCs . 
[ 0037 ] As used herein , the terms “ layer ” and “ model 
layer ” refer to a layer of one or more communication 
protocols in a stack of communication protocol layers that 
are defined by a model , such as the OSI model and the 
TCP / IP ( IP ) model . As explained below , the OSI model is 
defined as having seven layers associated with various 
communication protocols while the TCP / IP model is defined 
as having four layers associated with the TCP / IP protocol . 
[ 0038 ] For example , at the OSI model ' s lowest or first 
layer ( Physical ) , streams of electrical / light / radio impulses 
( bits ) are communicated between computing devices over 
some type of media , such as cables , network interface cards , 
radio wave transmitters , or the like . At the next or second 
layer ( Data Link ) , bits are encoded into packets and packets 
are also decoded into bits . The Data Link layer also has two 
sub - layers , a Media Access Control ( MAC ) sub - layer and a 
Logical Link Control ( LLC ) sub - layer . The MAC sub - layer 
controls how a computing device gains access to data and 
permission to transmit it . The LLC sub - layer controls frame 
synchronization , flow control , and error checking . At the 
third layer ( Network ) , logical paths are created , known as 
virtual circuits , to communicated data from node to node . 
Routing , forwarding , addressing , internetworking , error 
handling , congestion control , and packet sequencing are 
functions of the Network layer . At the fourth layer ( Trans 
port ) , transparent transfer of data between end computing 
devices , or hosts , is provided . The Transport layer is respon 
sible for end to end recovery and flow control to ensure 
complete data transfer over a network . 
[ 0039 ] At the fifth layer ( Session ) of the OSI model , 
connections between applications are established , managed , 
and terminated . The Session layer sets up , coordinates , and 
terminates conversations , exchanges , and dialogues between 
applications at each end of a connection . At the sixth layer 
( Presentation ) , independence from differences in data rep 
resentation , e . g . , encryption , is provided by translating from 
application to network format and vice versa . Generally , the 
Presentation layer transforms data into a form that protocols 
at the Application layer ( 7 ) can accept . For example , the 
Presentation layer generally handles formatting and encrypt 
ing / decrypting of data that is communicated across a net 
work . 
[ 0040 ] At the top or seventh layer ( Application ) of the OSI 
model , application and end user processes are supported . For 
example , communication partners may be identified , quality 
of service can be identified , user authentication and privacy 
may be considered , and constraints in data syntax can be 
identified . Generally , the Application layer provides services 
for file transfer , messaging , and displaying data . Protocols at 
the Application layer include FTP , HTTP , and Telnet . 
[ 0041 ] As explained above , to reduce the number of layers 
from seven to four , the TCP / IP model collapses the OSI 
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model ' s Application , Presentation , and Session layers into 
its Application layer . As also explained above , the OSI ' s 
Physical layer is either assumed or may be collapsed into the 
TCP / IP model ' s Link layer . Although some communication 
protocols may be listed at different numbered or named 
layers of the TCP / IP model versus the OSI model , both of 
these models describe stacks that include basically the same 
protocols . 
10042 ] As used herein , the terms “ network flow turn , " 
“ flow turn , ” and “ turn ” refer to an instant when a network 
flow changes direction . NMCs may be arranged to imple 
ment traffic analysis that includes turn detection . Turn detec 
tion may include analyzing a monitored flow to determine if 
data is flowing in one direction ( e . g . , from network endpoint 
A to network endpoint B ) followed by data flowing in the 
other direction ( e . g . , from network endpoint B to network 
endpoint A ) . This change of flow direction may , for some 
protocols , indicate a request - response pattern . In other pro - 
tocols every other turn may correspond to a new transaction . 
If a turn is detected , an NMC may be arranged to search for 
a known sequence or pattern that corresponds to a protocol 
request or response at a beginning of a turn . NMCs may be 
configured to use various metrics for identifying a turn , such 
as changes in traflic flow rate , changes in traffic flow value , 
sequence matching , response delay / latency , or the like , or 
combination thereof . Accordingly , one or more threshold 
values may be configured for detecting turns . Also , knowl 
edge of a particular protocol , application , or the like , may be 
employed using rules / conditions to help detect turns . In 
some embodiments , one or more metrics , threshold values , 
rules , or the like , may be combined together to provide 
heuristics that may be used for detecting turns . 
[ 0043 ] As used herein , the terms “ SnapLen , ” “ Snap 
Length , ” or “ snapshot value ” refer to a value that defines an 
amount of data captured from a network packet by an NMC 
or other packet - capture device . A snapshot value may set to 
an arbitrary value up to or exceeding a length of a network 
packet . In other cases , the snapshot value may be set to be 
less than a size of network packet . In some cases , the 
snapshot value may be set to capture an entire network 
packet regardless of its length . The snapshot value may be 
measured from a beginning of a network packet . However , 
a capturing system ( e . g . , an NMC ) may be configured to 
begin counting traffic after a defined offset position in a 
packet . For example , for TCP protocol packets , an NMC 
may be configured to use a snapshot value of 512 bytes 
starting from a TCP header thus excluding IP header infor 
mation from a snapshot value count . Other snapshot value 
configurations may be defined as well . In some cases , 
capturing data from network packets using a snapshot value 
to limit a number of bytes captured may be referred to as 
packet slicing . In some embodiments , a snapshot value may 
be a data structure that includes additional properties . Also , 
in some cases , a snapshot value may be defined based on 
time duration rather than byte count . 
[ 0044 ] As used herein , the term “ blacklist ” indicates one 
or more collections of information that represents one or 
more prohibited elements . In contrast , the term “ whitelist ” is 
used herein to indicate one or more collections of informa 
tion that represents one or more permitted elements . For 
example , one or more data types or data structures ( e . g . , one 
or more containers , strings , arrays , maps , sets , tables , lists , 
databases , or the like ) may include one or more of one or 
more blacklists or one or more whitelists . 

[ 0045 ] As used herein , the term “ file information ” refers 
generally to files or file portions that may be stored in a file 
system or communicated over a network . File information 
may include file contents , filenames , file extensions , meta 
data , access permissions , file format information , one or 
more file attributes , symbolic links , hard links , paths , direc 
tories , or the like that may be associated with computer files . 
[ 0046 ] As used herein , the term “ file operation ” indicates 
one or more logical file activities performed in accordance 
with one or more file system protocols used for writing , 
modifying , or reading files in a computer file system . One or 
more protocol methods ( or operations ) may , individually or 
in combination , represent a logical file activity . Various file 
system protocols , such as Server Message Block ( SMB ) 
protocol , one or more dialects of SMB protocol such as 
Common Internet File System ( CIFS ) protocol , Network 
File System ( NFS ) protocol , Apple Filing Protocol ( AFP ) , or 
the like , may be arranged to perform the same or similar 
logical file activities using different protocol methods . 
[ 0047 ] As used herein , the term “ file read operation ” 
indicates one or more logical READ activities . For example , 
when considering CIFS protocol , a logical file READ activ 
ity may include one or more of SMB _ COM _ READ _ 
ANDX , SMB _ COM _ QUERY _ INFORMATION , SMB _ 
COM TRANSACTION2 , TANS2 _ QUERY _ PATH _ 
INFORMATION , SMB _ COM _ CHECK _ DIRECTORY , 
TRANS _ READ _ NMPIPE , SMB _ FIND _ FILE _ NAMES _ 
INFO , or the like . 
[ 0048 ] As used herein , the term “ file write operation " 
indicates one or more logical file WRITE or MODIFY 
activities . For example , when considering CIFS protocol , a 
logical file WRITE or MODIFY activity may include one or 
more of WRITE _ ANDX ( SMBv1 ) , SMB2 _ WRITE 
( SMBv2 ) , DELETE ( SMB1 ) , SMB _ SET _ INFO ( SMBv2 ) , 
RENAME ( SMBvl ) , or the like . 
[ 0049 ] As used herein , the term " attack ” or “ attacks ” 
indicates in a computer and / or computer networks an 
attempt to destroy , expose , alter , disable , steal , or gain 
unauthorized use of an asset or resource , e . g . , one or more 
of files , file information , or computing resources . An attack 
is typically perpetrated by some person or entity with bad 
intentions , which are sometimes referred to as black hatted 
attacks . Not all attacks have bad intentions . For example , an 
organization may perform penetration testing attacks on 
their own computers and / or computer networks to evaluate 
their compliance with security policies . Additionally , there 
are several different types of passive and active attacks , 
including one or more of Ransomware , man - in - the - middle , 
worm , Trojan , denial of service , spoofing , ARP ( address 
resolution protocol ) poison , Ping flood , Ping of death , 
Smurf , wiretapping , Port scan , Idle scan , buffer overflow , 
heap overflow , stack overflow , format string attack , or the 
like . 
[ 0050 ] The following briefly describes embodiments of 
the innovations in order to provide a basic understanding of 
some aspects of the innovations . This brief description is not 
intended as an extensive overview . It is not intended to 
identify key or critical elements , or to delineate or otherwise 
narrow the scope . Its purpose is merely to present some 
concepts in a simplified form as a prelude to the more 
detailed description that is presented later . 
[ 0051 ] Briefly stated , various embodiments are directed to 
detecting one or more attacks in a network . In one or more 
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of the various embodiments , one or more network monitor 
ing computers ( NMCs ) may be used to monitor one or more 
network flows . 
[ 0052 ] In one or more of the various embodiments , if one 
or more file write operations are detected based on infor 
mation included in one or more packets of the one or more 
network flows , further actions may be performed . 
[ 0053 ] In one or more of the various embodiments , one or 
more detection rules may be executed to analyze one or 
more portions of the one or more packets to identify file 
information that is associated with the one or more file write 
operations . 
[ 0054 ] In one or more of the various embodiments , one or 
more metrics may be provided based on the one or more 
detection rules and one or more of the file information , the 
one or more file write operations , or the like . 
[ 0055 ] In one or more of the various embodiments , if one 
or more of the one or more metrics exceed one or more 
threshold values , one or more reports of one or more attacks 
may be provided . 
10056 ] . In one or more of the various embodiments , pro 
viding the one or more metrics based on the one or more 
detection rules and one or more of the file information , the 
one or more file write operations , or the like may include 
comparing one or more portions of the file information to 
information included in one or more blacklists . Also , in 
some of the various embodiments , providing the one or more 
metrics based on the one or more detection rules and one or 
more of the file information , the one or more file write 
operations , or the like may include , if the comparison results 
in one or more affirmative results , incrementing one or more 
of the one or more metrics . 
[ 0057 ] In one or more of the various embodiments , pro 
viding the one or more metrics based on the one or more 
detections rules and one or more of the file information , the 
one or more file write operations , or the like may include 
comparing one or more portions of the file information to 
information included in one or more whitelists . Also , in 
some of the various embodiments , providing the one or more 
metrics based on the one or more detections rules and one or 
more of the file information , the one or more file write 
operations , or the like may include , if the comparison results 
in one or more negative results , incrementing one or more of 
the one or more metrics . 
[ 0058 ] In one or more of the various embodiments , if one 
or more time windows concludes , one or more activity 
windows concludes , or the like , one or more of a metric or 
a plurality of metrics may be reset . 
[ 0059 ] In one or more of the various embodiments , if the 
one or more of the one or more metrics exceed the one or 
more threshold values , further actions may be performed . In 
some of the various embodiments , these further actions may 
include capturing one or more read packets , such that the 
one or more read packets may be associated with one or 
more file read operations . Also , in some embodiments , these 
further actions may include storing one or more read packet 
portions of the one or more read packets in one or more 
memory buffers . Additionally , in one or more embodiments , 
these further actions may include extracting one or more 
portions of file data from the one or more stored read packet 
portions . Further , in some embodiments , these further 
actions may include providing one or more files based on the 
one or more extracted portions of file data . 

[ 0060 ] In one or more of the various embodiments , one or 
more read packets may be captured , such that the one or 
more read packets may be associated with one or more file 
read operations . In some of the various embodiments , one or 
more read packet portions of the one or more read packets 
may be stored in one or more memory buffers . In some 
embodiments , if the one or more of the one or more metrics 
exceed the one or more threshold values , further actions may 
be performed . In one or more embodiments , these further 
actions may include extracting one or more portions of file 
data from the one or more stored read packet portions . Also , 
in some embodiments , these further actions may include 
providing one or more files based on the one or more 
extracted portions of file data . 
[ 0061 ] In one or more of the various embodiments , the file 
information may include one or more of one or more file 
names , one or more file locations , one or more file content 
entropy values , one or more file extensions , or the like . 
10062 ] In one or more of the various embodiments , detect 
ing the one or more file write operations may include 
comparing one or more other portions of the one or more 
packets to one or more values associated with one or more 
network file protocols . 
10063 ] In one or more of the various embodiments , the 
NMC may be arranged to continuously capture network 
traffic that may associated with one or more monitored 
network flows . Accordingly , in some embodiments , the 
captured network traffic may be stored in a data store . 
[ 0064 ] In one or more of the various embodiments , the 
attacks may include one or more of Ransomware , man - in 
the - middle , worm , Trojan , denial of service , spoofing , ARP 
( address resolution protocol ) poison , Ping flood , Ping of 
death , Smurf , wiretapping , Port scan , Idle scan , buffer 
overflow , heap overflow , stack overflow , format string 
attack , or the like . 

Illustrated Operating Environment 
[ 0065 ] FIG . 1 shows components of one embodiment of 
an environment in which embodiments of the innovations 
may be practiced . Not all of the components may be required 
to practice the innovations , and variations in the arrange 
ment and type of the components may be made without 
departing from the spirit or scope of the innovations . As 
shown , system 100 of FIG . 1 includes local area networks 
( LANs / wide area networks ( WANs ) — ( network ) 110 , wire 
less network 108 , client computers 102 - 105 , Application 
Server Computer 116 , Application Server Computer 117 , 
Network monitoring computer 118 , or the like . 
[ 0066 ] One or more embodiments of client computers 
102 - 105 is described in more detail below in conjunction 
with FIG . 2 . In one embodiment , some of client computers 
102 - 105 may operate over one or more wired or wireless 
networks , such as networks 108 or 110 . Generally , client 
computers 102 - 105 may include virtually any computer 
capable of communicating over a network to send and 
receive information , perform various online activities , 
offline actions , or the like . In one embodiment , one or more 
of client computers 102 - 105 may be configured to operate 
within a business or other entity to perform a variety of 
services for the business or other entity . For example , client 
computers 102 - 105 may be configured to operate as a web 
server , firewall , client application , media player , mobile 
telephone , game console , desktop computer , or the like . 
However , client computers 102 - 105 are not constrained to 
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these services and may also be employed , for example , as for 
end - user computing in other embodiments . It should be 
recognized that more or fewer client computers ( as shown in 
FIG . 1 ) may be included within a system such as described 
herein , and embodiments are therefore not constrained by 
the number or type of client computers employed . 
[ 0067 ] Computers that may operate as client computer 102 
may include computers that typically connect using a wired 
or wireless communications medium such as personal com 
puters , multiprocessor systems , microprocessor - based or 
programmable electronic devices , network PCs , or the like . 
In some embodiments , client computers 102 - 105 may 
include virtually any portable computer capable of connect 
ing to another computer and receiving information such as 
laptop computer 103 , mobile computer 104 , tablet comput 
ers 105 , or the like . However , portable computers are not so 
limited and may also include other portable computers such 
as cellular telephones , display pagers , radio frequency ( RF ) 
devices , infrared ( IR ) devices , Personal Digital Assistants 
( PDAs ) , handheld computers , wearable computers , inte 
grated devices combining one or more of the preceding 
computers , or the like . As such , client computers 102 - 105 
typically range widely in terms of capabilities and features . 
Moreover , client computers 102 - 105 may access various 
computing applications , including a browser , or other web 
based application . 
0068 ] A web - enabled client computer may include a 
browser application that is configured to send requests and 
receive responses over the web . The browser application 
may be configured to receive and display graphics , text , 
multimedia , or the like , employing virtually any web - based 
language . In one embodiment , the browser application is 
enabled to employ JavaScript , HyperText Markup Language 
( HTML ) , eXtensible Markup Language ( XML ) , JavaScript 
Object Notation ( JSON ) , Cascading Style Sheets ( CSS ) , or 
the like , or combination thereof , to display and send a 
message . In one embodiment , a user of the client computer 
may employ the browser application to perform various 
activities over a network ( online ) . However , another appli 
cation may also be used to perform various online activities . 
[ 0069 ] Client computers 102 - 105 also may include one or 
more other client applications that are configured to receive 
or send content between another computer . The client appli 
cation may include a capability to send or receive content or 
the like . The client application may further provide infor 
mation that identifies itself , including a type , capability , 
name , or the like . In one embodiment , client computers 
102 - 105 may uniquely identify themselves through any of a 
variety of mechanisms , including an Internet Protocol ( IP ) 
address , a phone number , Mobile Identification Number 
( MIN ) , an electronic serial number ( ESN ) , a client certifi 
cate , or another device identifier . Such information may be 
provided in one or more network packets , or the like , sent 
between other client computers , application server computer 
116 , application server computer 117 , network monitoring 
computer 118 , or other computers . 
[ 0070 ] Client computers 102 - 105 may further be config 
ured to include a client application that enables an end - user 
to log into an end - user account that may be managed by 
another computer , such as application server computer 116 , 
application server computer 117 , network monitoring com 
puter 118 , or the like . Such an end - user account , in one 
non - limiting example , may be configured to enable the 
end - user to manage one or more online activities , including 

in one non - limiting example , project management , software 
development , system administration , configuration manage 
ment , search activities , social networking activities , browse 
various websites , communicate with other users , or the like . 
Further , client computers may be arranged to enable users to 
provide configuration information , or the like , to network 
monitoring computer 118 . Also , client computers may be 
arranged to enable users to display reports , interactive 
user - interfaces , or results provided by network monitoring 
computer 118 . 
10071 ] Wireless network 108 is configured to couple client 
computers 103 - 105 and its components with network 110 . 
Wireless network 108 may include any of a variety of 
wireless sub - networks that may further overlay stand - alone 
ad - hoc networks , or the like to provide an infrastructure 
oriented connection for client computers 103 - 105 . Such 
sub - networks may include mesh networks , Wireless LAN 
( WLAN ) networks , cellular networks , or the like . In one 
embodiment , the system may include more than one wire 
less network . 
[ 0072 ] Wireless network 108 may further include an 
autonomous system of terminals , gateways , routers , or the 
like connected by wireless radio links , or the like . These 
connectors may be configured to move freely and randomly 
and organize themselves arbitrarily , such that the topology 
of wireless network 108 may change rapidly . 
[ 0073 ] Wireless network 108 may further employ a plu 
rality of access technologies including 2nd ( 2G ) , 3rd ( 3G ) , 
4th ( 4G ) 5th ( 5G ) generation radio access for cellular 
systems , WLAN , Wireless Router ( WR ) mesh , or the like . 
Access technologies such as 2G , 3G , 4G , 5G , and future 
access networks may enable wide area coverage for mobile 
computers , such as client computers 103 - 105 with various 
degrees of mobility . In one non - limiting example , wireless 
network 108 may enable a radio connection through a radio 
network access such as Global System for Mobil commu 
nication ( GSM ) , General Packet Radio Services ( GPRS ) , 
Enhanced Data GSM Environment ( EDGE ) , code division 
multiple access ( CDMA ) , time division multiple access 
( TDMA ) , Wideband Code Division Multiple Access 
( WCDMA ) , High Speed Downlink Packet Access ( HS 
DPA ) , Long Term Evolution ( LTE ) , or the like . In essence , 
wireless network 108 may include virtually any wireless 
communication mechanism by which information may 
travel between client computers 103 - 105 and another com 
puter , network , a cloud - based network , a cloud instance , or 
the like . 
[ 0074 ] Network 110 is configured to couple network com 
puters with other computers , including , application server 
computer 116 , application server computer 117 , network 
monitoring computer 118 , client computers 102 - 105 through 
wireless network 108 , or the like . Network 110 is enabled to 
employ any form of computer readable media for commu 
nicating information from one electronic device to another . 
Also , network 110 can include the Internet in addition to 
local area networks ( LANs ) , wide area networks ( WANs ) , 
direct connections , such as through a universal serial bus 
( USB ) port , Ethernet port , other forms of computer - readable 
media , or any combination thereof . In an interconnected set 
of LANs , including those based on differing architectures 
and protocols , a router acts as a link between LANs , 
enabling messages to be sent from one to another . In 
addition , communication links within LANs typically 
include twisted wire pair or coaxial cable , while communi 
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cation links between networks may utilize analog telephone 
lines , full or fractional dedicated digital lines including T1 , 
T2 , T3 , and T4 , or other carrier mechanisms including , for 
example , E - carriers , Integrated Services Digital Networks 
( ISDNs ) , Digital Subscriber Lines ( DSLs ) , wireless links 
including satellite links , or other communications links 
known to those skilled in the art . Moreover , communication 
links may further employ any of a variety of digital signaling 
technologies , including without limit , for example , DS - O , 
DS - 1 , DS - 2 , DS - 3 , DS - 4 , OC - 3 , OC - 12 , OC - 48 , or the like . 
Furthermore , remote computers and other related electronic 
devices could be remotely connected to either LANs or 
WANs via a modem and temporary telephone link . In one 
embodiment , network 110 may be configured to transport 
information of an Internet Protocol ( IP ) . 
[ 0075 ) Additionally , communication media typically 
embodies computer readable instructions , data structures , 
program modules , or other transport mechanism and 
includes any information non - transitory delivery media or 
transitory delivery media . By way of example , communica 
tion media includes wired media such as twisted pair , 
coaxial cable , fiber optics , wave guides , and other wired 
media and wireless media such as acoustic , RF , infrared , and 
other wireless media . 
[ 0076 ] One embodiment of application server computer 
116 or application server computer 117 is described in more 
detail below in conjunction with FIG . 3 . Briefly , however , 
application server computer 116 - 117 includes virtually any 
network computer capable of hosting applications or pro 
viding services in network environment . 
[ 00771 One embodiment of network monitoring computer 
118 is described in more detail below in conjunction with 
FIG . 3 . Briefly , however , network monitoring computer 118 
may include virtually any network computer capable of 
passively monitoring communication traffic or capturing 
network packets in a network environment . 
[ 0078 ] Although FIG . 1 illustrates application server com 
puter 116 , application server computer 117 , and network 
monitor device 118 , each as a single computer , the innova 
tions or embodiments are not so limited . For example , one 
or more functions of application server computers 116 - 117 , 
network monitoring computer 118 , or the like may be 
distributed across one or more distinct network computers . 
Moreover , in one or more embodiments , network monitor 
ing computer 118 may be implemented using a plurality of 
network computers . Further , in one or more of the various 
embodiments , application server computers 116 - 117 or net 
work monitoring computer 118 may be implemented using 
one or more cloud instances in one or more cloud networks . 
Accordingly , these innovations and embodiments are not to 
be construed as being limited to a single environment , and 
other configurations , and other architectures are also envis 
aged . 

illuminator 254 , video interface 242 , input / output interface 
238 , haptic interface 264 , global positioning systems ( GPS ) 
receiver 258 , open air gesture interface 260 , temperature 
interface 262 , camera ( s ) 240 , projector 246 , pointing device 
interface 266 , processor - readable stationary storage device 
234 , and processor - readable removable storage device 236 . 
Client computer 200 may optionally communicate with a 
base station ( not shown ) , or directly with another computer . 
And in one embodiment , although not shown , a gyroscope 
may be employed within client computer 200 to measuring 
or maintaining an orientation of client computer 200 . 
[ 0081 ] Power supply 230 may provide power to client 
computer 200 . A rechargeable or non - rechargeable battery 
may be used to provide power . The power may also be 
provided by an external power source , such as an AC adapter 
or a powered docking cradle that supplements or recharges 
the battery . 
[ 0082 ] Network interface 232 includes circuitry for cou 
pling client computer 200 to one or more networks , and is 
constructed for use with one or more communication pro 
tocols and technologies including , but not limited to , pro 
tocols and technologies that implement any portion of the 
OSI model for mobile communication ( GSM ) , CDMA , time 
division multiple access ( TDMA ) , UDP , TCP / IP , SMS , 
MMS , GPRS , WAP , UWB , WiMax , SIP / RTP , GPRS , 
EDGE , WCDMA , LTE , UMTS , OFDM , CDMA2000 , EV 
DO , HSDPA , or any of a variety of other wireless commu 
nication protocols . Network interface 232 is sometimes 
known as a transceiver , transceiving device , or network 
interface card ( NIC ) . 
[ 0083 ] Audio interface 256 may be arranged to produce 
and receive audio signals such as the sound of a human 
voice . For example , audio interface 256 may be coupled to 
a speaker and microphone ( not shown ) to enable telecom 
munication with others or generate an audio acknowledge 
ment for some action . A microphone in audio interface 256 
can also be used for input to or control of client computer 
200 , e . g . , using voice recognition , detecting touch based on 
sound , or the like . 
[ 0084 ] Display 250 may be a liquid crystal display ( LCD ) , 
gas plasma , electronic ink , light emitting diode ( LED ) , 
Organic LED ( OLED ) or any other type of light reflective or 
light transmissive display that can be used with a computer . 
Display 250 may also include a touch interface 244 arranged 
to receive input from an object such as a stylus or a digit 
from a human hand , and may use resistive , capacitive , 
surface acoustic wave ( SAW ) , infrared , radar , or other 
technologies to sense touch or gestures . 
[ 0085 ] Projector 246 may be a remote handheld projector 
or an integrated projector that is capable of projecting an 
image on a remote wall or any other reflective object such 
as a remote screen . 
[ 0086 ] Video interface 242 may be arranged to capture 
video images , such as a still photo , a video segment , an 
infrared video , or the like . For example , video interface 242 
may be coupled to a digital video camera , a web - camera , or 
the like . Video interface 242 may comprise a lens , an image 
sensor , and other electronics . Image sensors may include a 
complementary metal - oxide - semiconductor ( CMOS ) inte 
grated circuit , charge - coupled device ( CCD ) , or any other 
integrated circuit for sensing light . 
[ 0087 ] Keypad 252 may comprise any input device 
arranged to receive input from a user . For example , keypad 
252 may include a push button numeric dial , or a keyboard . 

Illustrative Client Computer 

[ 0079 ] FIG . 2 shows one embodiment of client computer 
200 that may include many more or less components than 
those shown . Client computer 200 may represent , for 
example , one or more embodiments of mobile computers or 
client computers shown in FIG . 1 . 
[ 0080 ] Client computer 200 may include processor 202 in 
communication with memory 204 via bus 228 . Client com 
puter 200 may also include power supply 230 , network 
interface 232 , audio interface 256 , display 250 , keypad 252 , 
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Keypad 252 may also include command buttons that are 
associated with selecting and sending images . 
[ 0088 ] Illuminator 254 may provide a status indication or 
provide light . Illuminator 254 may remain active for specific 
periods of time or in response to event messages . For 
example , when illuminator 254 is active , it may backlight 
the buttons in keypad 252 and stay on while the client 
computer is powered . Also , illuminator 254 may backlight 
these buttons in various patterns when particular actions are 
performed , such as dialing another client computer . Illumi 
nator 254 may also cause light sources positioned within a 
transparent or translucent case of the client computer to 
illuminate in response to actions . 
0089 . Further , client computer 200 may also comprise 
hardware security module ( HSM ) 268 for providing addi 
tional tamper resistant safeguards for generating , storing , or 
using security / cryptographic information such as keys , digi 
tal certificates , passwords , passphrases , two - factor authen - 
tication information , or the like . In some embodiments , 
hardware security module may be employed to support one 
or more standard public key infrastructures ( PKI ) , and may 
be employed to generate , manage , or store key pairs or the 
like . In some embodiments , HSM 268 may be a stand - alone 
computer , in other cases , HSM 268 may be arranged as a 
hardware card that may be added to a client computer . 
[ 0090 ] Client computer 200 may also comprise input / 
output interface 238 for communicating with external 
peripheral devices or other computers such as other client 
computers and network computers . The peripheral devices 
may include an audio headset , virtual reality headsets , 
display screen glasses , remote speaker system , remote 
speaker and microphone system , or the like . Input / output 
interface 238 can utilize one or more technologies , such as 
Universal Serial Bus ( USB ) , Infrared , Wi - FiTM , WiMax , 
BluetoothTM , or the like . 
[ 0091 ] Input / output interface 238 may also include one or 
more sensors for determining geolocation information ( e . g . , 
GPS ) , monitoring electrical power conditions ( e . g . , voltage 
sensors , current sensors , frequency sensors , and so on ) , 
monitoring weather ( e . g . , thermostats , barometers , anemom 
eters , humidity detectors , precipitation scales , or the like ) , or 
the like . Sensors may be one or more hardware sensors that 
collect or measure data that is external to client computer 
200 . 
[ 0092 ] Haptic interface 264 may be arranged to provide 
tactile feedback to a user of the client computer . For 
example , the haptic interface 264 may be employed to 
vibrate client computer 200 in a particular way when another 
user of a computer is calling . Temperature interface 262 may 
be used to provide a temperature measurement input or a 
temperature changing output to a user of client computer 
200 . Open air gesture interface 260 may sense physical 
gestures of a user of client computer 200 , for example , by 
using single or stereo video cameras , radar , a gyroscopic 
sensor inside a computer held or worn by the user , or the 
like . Camera 240 may be used to track physical eye move 
ments of a user of client computer 200 . 
[ 0093 ] GPS transceiver 258 can determine the physical 
coordinates of client computer 200 on the surface of the 
Earth , which typically outputs a location as latitude and 
longitude values . GPS transceiver 258 can also employ other 
geo - positioning mechanisms , including , but not limited to , 
triangulation , assisted GPS ( AGPS ) , Enhanced Observed 
Time Difference ( E - OTD ) , Cell Identifier ( CI ) , Service Area 

Identifier ( SAI ) , Enhanced Timing Advance ( ETA ) , Base 
Station Subsystem ( BSS ) , or the like , to further determine 
the physical location of client computer 200 on the surface 
of the Earth . It is understood that under different conditions , 
GPS transceiver 258 can determine a physical location for 
client computer 200 . In one or more embodiments , however , 
client computer 200 may , through other components , pro 
vide other information that may be employed to determine 
a physical location of the client computer , including for 
example , a Media Access Control ( MAC ) address , IP 
address , or the like . 
[ 0094 ] Human interface components can be peripheral 
devices that are physically separate from client computer 
200 , allowing for remote input or output to client computer 
200 . For example , information routed as described here 
through human interface components such as display 250 or 
keyboard 252 can instead be routed through network inter 
face 232 to appropriate human interface components located 
remotely . Examples of human interface peripheral compo 
nents that may be remote include , but are not limited to , 
audio devices , pointing devices , keypads , displays , cameras , 
projectors , or the like . These peripheral components may 
communicate over a Pico Network such as BluetoothTM , 
ZigbeeTM , or the like . One non - limiting example of a client 
computer with such peripheral human interface components 
is a wearable computer , which might include a remote pico 
projector along with one or more cameras that remotely 
communicate with a separately located client computer to 
sense a user ' s gestures toward portions of an image pro 
jected by the pico projector onto a reflected surface such as 
a wall or the user ' s hand . 
[ 0095 ] A client computer may include web browser appli 
cation 226 that is configured to receive and to send web 
pages , web - based messages , graphics , text , multimedia , or 
the like . The client computer ' s browser application may 
employ virtually any programming language , including a 
wireless application protocol messages ( WAP ) , or the like . 
In one or more embodiments , the browser application is 
enabled to employ Handheld Device Markup Language 
( HDML ) , Wireless Markup Language ( WML ) , WMLScript , 
JavaScript , Standard Generalized Markup Language 
( SGML ) , HyperText Markup Language ( HTML ) , eXten 
sible Markup Language ( XML ) , HTML5 , or the like . 
[ 0096 ] Memory 204 may include RAM , ROM , or other 
types of memory . Memory 204 illustrates an example of 
computer - readable storage media ( devices ) for storage of 
information such as computer - readable instructions , data 
structures , program modules or other data . Memory 204 may 
store BIOS 208 for controlling low - level operation of client 
computer 200 . The memory may also store operating system 
206 for controlling the operation of client computer 200 . It 
will be appreciated that this component may include a 
general - purpose operating system such as a version of 
UNIX , or LINUXTM , or a specialized client computer com 
munication operating system such as Windows PhoneTM , or 
the Symbian® operating system . The operating system may 
include , or interface with a Java virtual machine module that 
enables control of hardware components or operating system 
operations via Java application programs . 
10097 ] Memory 204 may further include one or more data 
storage 210 , which can be utilized by client computer 200 to 
store , among other things , applications 220 or other data . For 
example , data storage 210 may also be employed to store 
information that describes various capabilities of client 
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computer 200 . The information may then be provided to 
another device or computer based on any of a variety of 
methods , including being sent as part of a header during a 
communication , sent upon request , or the like . Data storage 
210 may also be employed to store social networking 
information including address books , buddy lists , aliases , 
user profile information , or the like . Data storage 210 may 
further include program code , data , algorithms , or the like 
for use by a processor , such as processor 202 to execute and 
perform actions . In one embodiment , one or more portions 
of data storage 210 might also be stored in another compo 
nent of client computer 200 , including , but not limited to , 
non - transitory processor - readable removable storage device 
236 , processor - readable stationary storage device 234 , or 
even external to the client computer . 
[ 0098 ] Applications 220 may include computer executable 
instructions which , when executed by client computer 200 , 
transmit , receive , or otherwise process instructions and data . 
Applications 220 may include , for example , other client 
applications 224 , web browser 226 , or the like . Client 
computers may be arranged to exchange communications , 
such as queries , searches , messages , notification messages , 
event messages , alerts , performance metrics , log data , API 
calls , or the like , combination thereof , with application 
servers or network monitoring computers . 
[ 0099 ] Other examples of application programs include 
calendars , search programs , email client applications , IM 
applications , SMS applications , Voice Over Internet Proto 
col ( VOIP ) applications , contact managers , task managers , 
transcoders , database programs , word processing programs , 
security applications , spreadsheet programs , games , search 
programs , and so forth . 
[ 0100 ] Additionally , in one or more embodiments ( not 
shown in the figures ) , client computer 200 may include one 
or more embedded logic hardware devices instead of one or 
more CPUs , such as an Application Specific Integrated 
Circuits ( ASICs ) , Field Programmable Gate Arrays ( FP 
GAS ) , Programmable Array Logics ( PALS ) , or the like , or 
combination thereof . The one or more embedded logic 
hardware devices may directly execute embedded logic to 
perform actions . Also , in one or more embodiments ( not 
shown in the figures ) , client computer 200 may include one 
or more hardware microcontrollers instead of one or more 
CPUs . In one or more embodiments , the one or more 
microcontrollers may directly execute their own embedded 
logic to perform actions and access its own internal memory 
and its own external Input and Output Interfaces ( e . g . , 
hardware pins or wireless transceivers ) to perform actions as 
a System On a Chip ( SOC ) , or the like . 

processor 302 may be comprised of one or more hardware 
processors , or one or more processor cores . In some cases , 
one or more of the one or more processors may be special 
ized processors designed to perform one or more specialized 
actions , such as those described herein . Network computer 
300 also includes a power supply 330 , network interface 
332 , audio interface 356 , display 350 , keyboard 352 , input / 
output interface 338 , processor - readable stationary storage 
device 334 , and processor - readable removable storage 
device 336 . Power supply 330 provides power to network 
computer 300 . 
[ 0103 ] Network interface 332 includes circuitry for cou 
pling network computer 300 to one or more networks , and 
is constructed for use with one or more communication 
protocols and technologies including , but not limited to , 
protocols and technologies that implement any portion of the 
Open Systems Interconnection model ( OSI model ) , global 
system for mobile communication ( GSM ) , code division 
multiple access ( CDMA ) , time division multiple access 
( TDMA ) , user datagram protocol ( UDP ) , transmission con 
trol protocol / Internet protocol ( TCP / IP ) , Short Message 
Service ( SMS ) , Multimedia Messaging Service ( MMS ) , 
general packet radio service ( GPRS ) , WAP , ultra wide band 
( UWB ) , IEEE 802 . 16 Worldwide Interoperability for Micro 
wave Access ( WiMax ) , Session Initiation Protocol / Real 
time Transport Protocol ( SIP / RTP ) , or any of a variety of 
other wired and wireless communication protocols . Network 
interface 332 is sometimes known as a transceiver , trans 
ceiving device , or network interface card ( NIC ) . Network 
computer 300 may optionally communicate with a base 
station ( not shown ) , or directly with another computer . 
[ 0104 ] Audio interface 356 is arranged to produce and 
receive audio signals such as the sound of a human voice . 
For example , audio interface 356 may be coupled to a 
speaker and microphone ( not shown ) to enable telecommu 
nication with others or generate an audio acknowledgement 
for some action . A microphone in audio interface 356 can 
also be used for input to or control of network computer 300 , 
for example , using voice recognition . 
[ 0105 ] Display 350 may be a liquid crystal display ( LCD ) , 
gas plasma , electronic ink , light emitting diode ( LED ) , 
Organic LED ( OLED ) or any other type of light reflective or 
light transmissive display that can be used with a computer . 
Display 350 may be a handheld projector or pico projector 
capable of projecting an image on a wall or other object . 
[ 0106 ] Network computer 300 may also comprise input / 
output interface 338 for communicating with external 
devices or computers not shown in FIG . 3 . Input / output 
interface 338 can utilize one or more wired or wireless 
communication technologies , such as USBTM , FirewireTM , 
Wi - FiTM , WiMax , ThunderboltTM , Infrared , BluetoothTM , 
ZigbeeTM , serial port , parallel port , and the like . 
[ 0107 ] Also , input / output interface 338 may also include 
one or more sensors for determining geolocation informa 
tion ( e . g . , GPS ) , monitoring electrical power conditions 
( e . g . , voltage sensors , current sensors , frequency sensors , 
and so on ) , monitoring weather ( e . g . , thermostats , barom 
eters , anemometers , humidity detectors , precipitation scales , 
or the like ) , or the like . Sensors may be one or more 
hardware sensors that collect or measure data that is external 
to network computer 300 . Human interface components can 
be physically separate from network computer 300 , allowing 
for remote input or output to network computer 300 . For 
example , information routed as described here through 

Illustrative Network Computer 
10101 ] FIG . 3 shows one embodiment of network com 
puter 300 that may be included in a system implementing 
one or more of the various embodiments . Network computer 
300 may include many more or less components than those 
shown in FIG . 3 . However , the components shown are 
sufficient to disclose an illustrative embodiment for practic 
ing these innovations . Network computer 300 may repre 
sent , for example , one embodiment of one or more of 
application server computers 116 - 117 or network monitor 
ing computer 118 of FIG . 1 . 
[ 0102 ] As shown in the figure , network computer 300 
includes a processor 302 that may be in communication with 
a memory 304 via a bus 328 . In some embodiments , 
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human interface components such as display 350 or key 
board 352 can instead be routed through the network inter 
face 332 to appropriate human interface components located 
elsewhere in the network . Human interface components 
include any component that allows the computer to take 
input from , or send output to , a human user of a computer . 
Accordingly , pointing devices such as mice , styluses , track 
balls , or the like , may communicate through pointing device 
interface 358 to receive user input . 
[ 0108 ] GPS transceiver 340 can determine the physical 
coordinates of network computer 300 on the surface of the 
Earth , which typically outputs a location as latitude and 
longitude values . GPS transceiver 340 can also employ other 
geo - positioning mechanisms , including , but not limited to , 
triangulation , assisted GPS ( AGPS ) , Enhanced Observed 
Time Difference ( E - OTD ) , Cell Identifier ( CI ) , Service Area 
Identifier ( SAI ) , Enhanced Timing Advance ( ETA ) , Base 
Station Subsystem ( BSS ) , or the like , to further determine 
the physical location of network computer 300 on the 
surface of the Earth . It is understood that under different 
conditions , GPS transceiver 340 can determine a physical 
location for network computer 300 . In one or more embodi 
ments , however , network computer 300 may , through other 
components , provide other information that may be 
employed to determine a physical location of the client 
computer , including for example , a Media Access Control 
( MAC ) address , IP address , and the like . 
[ 0109 ] Memory 304 may include Random Access 
Memory ( RAM ) , Read - Only Memory ( ROM ) , or other 
types of memory . Memory 304 illustrates an example of 
computer - readable storage media ( devices ) for storage of 
information such as computer - readable instructions , data 
structures , program modules or other data . Memory 304 
stores a basic input / output system ( BIOS ) 308 for control 
ling low - level operation of network computer 300 . The 
memory also stores an operating system 306 for controlling 
the operation of network computer 300 . It will be appreci 
ated that this component may include a general - purpose 
operating system such as a version of UNIX , or LINUXTM , 
or a specialized operating system such as Microsoft Corpo 
ration ' s Windows® operating system , or the Apple Corpo 
ration ' s IOS® operating system . The operating system may 
include , or interface with a Java virtual machine module that 
enables control of hardware components or operating system 
operations via Java application programs . Likewise , other 
runtime environments may be included . 
[ 0110 ] Memory 304 may further include one or more data 
storage 310 , which can be utilized by network computer 300 
to store , among other things , applications 320 or other data . 
For example , data storage 310 may also be employed to 
store information that describes various capabilities of net 
work computer 300 . The information may then be provided 
to another device or computer based on any of a variety of 
methods , including being sent as part of a header during a 
communication , sent upon request , or the like . Data storage 
310 may also be employed to store social networking 
information including address books , buddy lists , aliases , 
user profile information , or the like . Data storage 310 may 
further include program code , data , algorithms , and the like , 
for use by a processor , such as processor 302 to execute and 
perform actions such as those actions described below . In 
one embodiment , one or more portions of data storage 310 
might also be stored in another component of network 
computer 300 , including , but not limited to , non - transitory 

media inside processor - readable removable storage device 
336 , processor - readable stationary storage device 334 , or 
any other computer - readable storage device within network 
computer 300 , or even external to network computer 300 . 
Data storage 310 may include , for example , capture database 
312 , protocol information 314 , blacklist information 316 , 
whitelist information 318 , or the like . 
[ 0111 ] Capture database 312 may be a data store that 
contains one or more records , logs , events , network packets , 
network packet portions , or the like , produced or captured 
during monitoring of the networks . Protocol information 
314 may store various rules or configuration information 
related to one or more network communication protocols 
that may be employed , or the like . In one or more of the 
various embodiments , protocol information 314 may pertain 
to one or more application - layer network protocols . In some 
of the various embodiments , protocol information 314 may 
pertain to one or more protocols used for providing shared 
access to one or more of files , devices , ports , or the like 
between nodes of a network . In some embodiments , protocol 
information 314 may pertain to one or more file - sharing 
protocols used to provide access to files in a network 
attached storage ( NAS ) server . For example , protocol infor 
mation 314 may pertain to one or more of Server Message 
Block ( SMB ) protocol , one or more dialects of SMB pro 
tocol such as CIFS protocol , Network File System ( NFS ) 
protocol , Apple Filing Protocol ( AFP ) , or the like . 
[ 0112 ] Blacklist information 316 may store one or more 
various rules , pieces of configuration information , pattern 
information ( e . g . , regular expressions ) , or the like that may 
be used to identify one or more files that may be related to 
one or more attacks . In one or more of the various embodi 
ments , blacklist information 316 may represent one or more 
databases that store one or more filenames or filename 
patterns associated with one or more attacks . For example , 
some attacks may be recognized because they produce 
encrypted files with names such as “ darkness $ , " " piz 
zacrypt , " " cryptendblackdc , ” or the like . Also , in some 
embodiments , attacks may be recognized based on one or 
more ransom notes with one or more filenames such as 
" buyunlockcode , " " cryptinfo , ” decrypt _ readme , " or the like 
that may be produced and stored with the encrypted files . 
Further , in some embodiments , attacks may be recognized 
by identifying file extensions that are known to be associated 
with one or more known variants of one or more attacks . For 
example , in some cases , files produced by attacks , such as 
ransomware attacks may have particular file extensions such 
as “ . locky , " " . _ crypt , ” “ . bleepyourfiles , " " . odin , " or the like . 
Also . in some embodiments , blacklist information 316 may 
be subscription modified ( e . g . , via one or more automatic 
updates , semi - automatic updates , or the like ) via one or 
more of pushes , pulls , or the like to include one or more of 
filenames , file extensions , regular expressions , soundex 
codes , or the like , that may be associated with one or more 
recently - known variants of one or more attacks ( e . g . , one or 
more variants that have surfaced subsequent to a prior 
update to blacklist information 316 ) . 
[ 0113 ] Additionally or alternatively , whitelist information 
318 may store one or more various rules , pieces of configu 
ration information , pattern information ( e . g . , regular expres 
sions ) , or the like , related to one or more files or file 
locations that may be assumed to be unassociated with 
attacks . For example , files such as temporary files , log files , 
print spool files , or the like , may be considered safe in 
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the cloud computing environment . Likewise , in one or more 
of the various embodiments , virtual machines or virtual 
servers dedicated to one or more of network monitoring 
engine 322 , packet capture engine 324 , or attack detection 
engine 326 may be provisioned and de - commissioned auto 
matically . Also , in one or more of the various embodiments , 
one or more of network monitoring engine 322 , packet 
capture engine 324 , attack detection engine 326 , or the like , 
may be located in virtual servers running in a cloud - based 
computing environment rather than being tied to one or 
more specific physical network computers . 
[ 0117 ] Further , network computer 300 may also comprise 
hardware security module ( HSM ) 360 for providing addi 
tional tamper resistant safeguards for generating , storing or 
using security / cryptographic information such as keys , digi 
tal certificates , passwords , passphrases , two - factor authen 
tication information , or the like . In some embodiments , 
hardware security module may be employ to support one or 
more standard public key infrastructures ( PKI ) , and may be 
employed to generate , manage , or store key pairs , or the like . 
In some embodiments , HSM 360 may be a stand - alone 
network computer , in other cases , HSM 360 may be 
arranged as a hardware card that may be installed in a 
network computer . 
[ 0118 ] Additionally , in one or more embodiments ( not 
shown in the figures ) , network computer 300 may include 
one or more embedded logic hardware devices instead of 
one or more CPUs , such as an Application Specific Inte 
grated Circuits ( ASICs ) , Field Programmable Gate Arrays 
( FPGAs ) , Programmable Array Logics ( PALs ) , or the like , 
or combination thereof . The one or more embedded logic 
hardware devices may directly execute embedded logic to 
perform actions . Also , in one or more embodiments ( not 
shown in the figures ) , network computer 300 may include 
one or more hardware microcontrollers instead of one or 
more CPUs . In one or more embodiments , the one or more 
microcontrollers may directly execute their own embedded 
logic to perform actions and access its own internal memory 
and its own external Input and Output Interfaces ( e . g . , 
hardware pins or wireless transceivers ) to perform actions as 
a System On a Chip ( SOC ) , or the like . 

embodiments . Likewise , for example certain file extensions 
may indicate one or more safe files such as " . asp , " " . avhd , " 
“ . html , ” “ . png , ” “ . txt , ” “ . url , ” or the like . Also , in some 
embodiments , whitelist information 318 may be user modi 
fied to include one or more application - specific extensions , 
customer - specific extensions , custom regular expressions , or 
the like . As another example , whitelist information 318 may 
be service modified by an engine that crawls one or more 
portions of one or more networks ( e . g . , network - attached 
storage ) to scrape file extensions , present the scraped file 
extensions to one or more IT administrators , and add the 
scraped file extensions to whitelist information 318 respon 
sive to IT administrator approval of the scraped file exten 
sions . 
[ 0114 ] In one or more of the various embodiments , 
whitelist information 318 may store one or more various 
rules , configuration information , pattern information ( e . g . , 
regular expressions ) , or the like that may be related to one 
or more portions of one or more networks ( e . g . , one or more 
folders , directories , or the like ) . For example , the one or 
more portions of the one or more networks may include one 
or more log files that have one or more file extensions that 
match one or more dates in which the one or more log files 
were created , thereby increasing difficulty of whitelisting the 
one or more file extensions of the one or more log files . By 
whitelisting the one or more network portions that include 
the one or more log files , whitelist information 318 effec 
tively whitelists the one or more file extensions of the one or 
more log files . 
[ 0115 ] Applications 320 may include computer executable 
instructions which , when executed by network computer 
300 , transmit , receive , or otherwise process messages ( e . g . , 
SMS , Multimedia Messaging Service ( MMS ) , Instant Mes 
sage ( IM ) , email , or other messages ) , audio , video , and 
enable telecommunication with another user of another 
mobile computer . Other examples of application programs 
include calendars , search programs , email client applica 
tions , IM applications , SMS applications , Voice Over Inter 
net Protocol ( VOIP ) applications , contact managers , task 
managers , transcoders , database programs , word processing 
programs , security applications , spreadsheet programs , 
games , search programs , databases , web services , and so 
forth . Applications 320 may include one or more of network 
monitoring engine 322 , packet capture engine 324 , or attack 
detection engine 326 that perform actions further described 
below . In one or more of the various embodiments , one or 
more of the applications may be implemented as modules or 
components of another application . Further , in one or more 
of the various embodiments , applications may be imple 
mented as operating system extensions , modules , plugins , or 
the like . 
[ 0116 ] Furthermore , in one or more of the various embodi 
ments , one or more of network monitoring engine 322 , 
packet capture engine 324 , or attack detection engine 326 
may be operative in a cloud - based computing environment . 
In one or more of the various embodiments , one or more of 
these applications , and others , that comprise the manage 
ment platform may be executing within virtual machines or 
virtual servers that may be managed in a cloud - based based 
computing environment . In one or more of the various 
embodiments , in this context one or more of the applications 
may flow from one physical network computer within the 
cloud - based environment to another depending on perfor 
mance and scaling considerations automatically managed by 

m 

Illustrative Logical System Architecture 
[ 0119 ] FIG . 4 illustrates a logical architecture of exem 
plary system 400 for capturing exemplary packets . System 
400 may be arranged to include a plurality of network 
devices or network computers in first network 402 and a 
plurality of network devices or network computers in second 
network 404 . Switch 406 may manage communication 
between first network 402 and second network 404 . Also , 
NMC 408 may be arranged to passively monitor or capture 
packets ( network packets ) communicated in network con 
nection flows between network devices or network comput 
ers in first network 402 and second network 404 . For 
example , switch 406 may manage communication of flows 
of packets between Host B network computer and Host A 
network computer , and NMC 408 may passively monitor 
and record some or all of network traffic that comprises these 
flows . 
f0120 ] Also , NMC 408 may be arranged to passively 
monitor network communication between and among hosts 
that are in the same network , such as network computers in 
first network 402 . 
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[ 0121 ] NMC 408 may be arranged to receive network 
traffic for monitoring through a variety of means including 
network taps , wireless receivers , port mirrors or directed 
tunnels from network switches , clients or servers including 
endpoints themselves , or other infrastructure devices . In 
some of the various embodiments , NMC 408 may receive a 
copy of each packet in a network segment or virtual local 
area network ( VLAN ) . Also , for some of the various 
embodiments , NMCs may receive these packet copies 
through a port mirror in a managed Ethernet switch , e . g . , a 
Switched Port Analyzer ( SPAN ) port , a Roving Analysis 
Port ( RAP ) , or the like . Port mirroring may enable analysis 
and debugging of network communications . Port mirroring 
can be performed for inbound or outbound traffic ( or both ) 
in single or multiple interfaces . 
[ 0122 ] In one or more of the various embodiments , NMC 
408 may be arranged to capture data from some or all 
observed network flows . Additionally or alternatively , NMC 
408 may employ one or more buffers ( e . g . , one or more ring 
buffers ) for packet capturing with regard to one or more 
flows . Also , NMC 408 may selectively store one or more 
captured portions of the one or more packets from the ring 
buffers to one or more packet - capture files , as explained in 
further detail below . 
[ 0123 ] In some embodiments , the NMC may be arranged 
to continuously capture network packets that may be asso 
ciated with one or more monitored network flows . Accord 
ingly , in one or more of the various embodiments , the NMC 
may be arranged to selectively capture some or all of the 
network packets that may be monitored or otherwise 
observed by the NMC . The selection of network packets for 
capture may be based on the operation of one or more 
rule - based policies , pattern matches , configuration settings , 
or the like , or combination thereof . 
0124 In one or more of the various embodiments , cap 

tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANS ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0125 ] In one or more of the various embodiments , NMC 
408 may be arranged to passively observe both directions of 
network flows . Accordingly , NMC 408 may be arranged to 
observe the network conversation between different end 
points in the monitored network . In some embodiments , 
NMC 408 may be arranged to monitor both directions of a 
transaction based traffic between endpoints . Accordingly , in 
one or more of the various embodiments , NMC 408 may be 
arranged to identify network flows that may be using 
request / response protocols . 
[ 0126 ] In one or more of the various embodiments , NMC 
408 may be arranged to monitor both directions of commu 
nication of network flow to determine if a turn has occurred . 
As defined above , the term “ turn ” refers to an instant when 
a network flow changes direction . In some embodiments , 
NMC 408 may be arranged to observe when servers 
acknowledge and respond to requests from clients . NMC 
408 may be arranged to employ configuration or rules that 
are used to determine if there is a turn . In some embodi 
ments , NMC 408 may track protocol state information for 
both ends of a network flow to identify turns . For example , 
common network protocols , such as TCP have well known 
transactional behavior that may be observed by NMC 408 . 

( 0127 ] As described above , in one or more of the various 
embodiments , NMC 408 may be arranged to monitor net 
work flows to observe or record various metrics associated 
with the flow traffic . In some embodiments , metrics , such as 
traffic rate , changes in traffic rate , latency , traffic volume , or 
the like , or combination thereof , may be employed to 
identify turns . Further , because a given NMC have access to 
wire traffic , the given NMC has access to the entire OSI 
layer stack . Accordingly , metrics collected at lower layers 
may be correlated with information from higher layers to 
characterize network traffic and identify turns . 
[ 0128 ] Further , in some embodiments , NMC 408 may be 
arranged to recognize and understand various well - known 
application level protocols , such as HTTP , SMTP , FTP , 
DNS , POP3 , IMPAP , or the like . Accordingly , in one or more 
of the various embodiments , NMCs may observe commu 
nication between clients and servers and use rules to identify 
if a turn may be occurring . 
[ 0129 ] Further , in one or more of the various embodi 
ments , NMC 408 may be arranged to discover network 
applications , such as databases , media servers ( e . g . , video 
streaming , music streaming , or the like ) , video conferenc 
ing / chatting , VOIP applications , web servers , or the like . 
Thus , in some embodiments , NMC 408 may be arranged to 
monitor traffic of network flows in context of particular 
applications . Accordingly , in one or more of the various 
embodiments , NMC 408 may be arranged to employ rules or 
conditions to identify if a turn occurs based on a contextual 
understanding of a network application . For example , in 
some embodiments , a given NMC may be arranged to 
identify that a network computer ( endpoint B ) in a network 
( network B ) may be hosting a database application . Accord 
ingly , if the given NMC observes endpoint A sending a 
database query to endpoint B , endpoint B ' s response may 
indicate that a turn has occurred . 
10130 ] In one or more of the various embodiments , NMC 
408 may be arranged to employ various conditions , rules , 
pattern matching , heuristics , or the like , or combination 
thereof , implemented using scripts , compiled computer lan 
guages , ASICs , FGPAS , PALs , or the like , or combination 
thereof . In some embodiments , NMC 408 may be arranged 
include one or more conditions , rules , pattern matching , 
heuristics , or the like , that may be arranged to identify 
protocols , applications , turns , or the like , for various known 
network protocols , application protocols , network applica 
tions , or the like . Also , in one or more of the various 
embodiments , NMC 408 may be arranged to enable a user 
to install additional custom / specialized conditions , rules , 
pattern matching , heuristics , or the like , to identify other 
protocols , applications , network applications , turns , and so 
on . 
[ 0131 ] FIG . 5 shows a logical schematic of exemplary 
streams in an exemplary network flow 500 . In one or more 
of the various embodiments , the network flow 500 may 
include a first stream 502 that includes one or more packets 
504 that one or more network computers ( e . g . , network 
computer 300 ) provide over a network to one or more client 
computers ( e . g . , client computer 200 ) . In some of the 
various embodiments , the first stream 502 may represent a 
read or download stream . In one or more of the various 
embodiments , the network flow 500 may also include a 
second stream 506 that includes one or more packets 508 
that the one or more client computers provide over the 
network to the one or more network computers . In some of 
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the various embodiments , the second stream 506 may rep 
resent a write or upload stream . 
0132 ] In one or more of the various embodiments , one or 

more NMCs ( e . g . , NMC 408 of FIG . 4 ) may be disposed to 
monitor both stream directions in the network flow 500 . 
Also , for this example , the one or more NMCs may be 
configured to perform network packet capturing in the 
network . Also , the one or more NMCs may be arranged to 
capture one or more portions of each network packet where 
a portion size is defined by a snapshot value . 
10133 ] In one or more of the various embodiments , the one 
or more NMCs may determine whether the one or more 
packets 508 in the write or upload stream 506 indicates one 
or more file write operations ( e . g . , the one or more client 
computers write to or modify one or more files in network 
attached storage ) based on , for example , protocol informa 
tion ( e . g . , protocol information 314 of FIG . 3 ) . In some of 
the various embodiments , the one or more packets 508 in the 
write or upload stream may represent one or more portions 
of file information that the one or more client computers 
encrypts . In some embodiments , the one or more NMCs may 
detect one or more attacks , including ransomware attacks , 
based on the one or more packets 508 in the write or upload 
stream 506 ( e . g . , as explained in further detail below ) . 
0134 ] In one or more of the various embodiments , the one 
or more NMCs may store the one or more packets 504 in the 
read or download stream 502 that convey one or more 
portions of file information that the one or more client 
computers read ( e . g . , the one or more portions of file 
information may include one or more portions of file infor 
mation that the one or more client computers overwrites or 
modifies ) . For example , the one or more NMCs may store 
the one or more packets 504 in one or more capture 
databases ( e . g . , capture database 312 of FIG . 3 ) . In some of 
the various embodiments , the one or more packets 504 in the 
read or download stream 502 may represent one or more 
portions of file information that the one or more client 
computers reads prior to encrypting the one or more portions 
of file information . In some embodiments , the one or more 
NMCs may restore one or more files targeted by the one or 
more attacks ( e . g . , as explained in further detail below ) . 

whole or in part by one or more of network monitoring 
engine 322 , packet capture engine 324 , attack detection 
engine 326 , or the like executed by one or more processors 
of one or more network computers . 
10136 ] FIG . 6 illustrates an overview flowchart of exem 
plary process 600 for detecting exemplary attacks . After a 
start block , at block 602 , in one or more of the various 
embodiments , one or more NMCs may be arranged to 
monitor network traffic in one or more networks . In one or 
more of the various embodiments , the one or more NMCs 
may monitor network traffic as explained with regard to one 
or more portions of one or more of FIG . 4 or FIG . 5 . For 
example , the one or more NMCs may employ one or more 
packet capture engines ( e . g . , packet capture engine 324 of 
FIG . 3 ) to capture one or more portions of one or more 
packets in the monitored network traffic . In some of the 
various embodiments , the one or more packet capture 
engines may be configured to capture certain one or more 
portions of one or more types of packets ( e . g . , packets 
associated with one or more particular file operations such 
as , for example , file write operations ) . In some embodi 
ments , the one or more NMCs may employ one or more 
network monitoring engines ( e . g . , network monitoring 
engine 322 of FIG . 3 ) . In one or more embodiments , the one 
or more network monitoring engines may be configured to 
analyze the one or more captured portions of the one or more 
packets to determine which packet portions to store based on 
whether the one or more packet portions belong to one or 
more types of packets ( e . g . , packets associated with one or 
more particular file operations such as , for example , file 
write operations ) . The one or more NMCs may store the one 
or more portions of the one or more packets in one or more 
capture databases ( e . g . , capture database 312 of FIG . 3 ) . In 
some embodiments , the NMC may be arranged to continu 
ously capture network packets that may be associated with 
one or more monitored network flows . Accordingly , in one 
or more of the various embodiments , the NMC may be 
arranged to selectively capture some or all of the network 
packets that may be monitored or otherwise observed by the 
NMC . The selection of network packets for capture may be 
based on the operation of one or more rule - based policies , 
pattern matches , configuration settings , or the like , or com 
bination thereof . 
101371 . In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANs ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0138 ] At block 604 , in one or more of the various 
embodiments , the one or more NMCs may execute one or 
more detection rules . For example , the one or more NMCs 
may employ one or more attack detection engines ( e . g . , 
attack detection engine 326 of FIG . 3 ) to perform one or 
more portions of one or more of blocks 604 , 606 , 608 , or 
610 . In one or more of the various embodiments , the one or 
more NMCs store one or more portions of the one or more 
detection rules in , for example , one or more of protocol 
information 314 , blacklist information 316 , whitelist infor 
mation 318 , or the like of FIG . 3 . In some of the various 
embodiments , the one or more NMCs may apply the one or 
more detection rules to one or more portions of the moni 
tored network traffic . In some embodiments , the one or more 

Generalized Operations 
[ 0135 ] FIGS . 6 - 13 represent generalized operations for 
detecting exemplary attacks . In one or more of the various 
embodiments , processes 600 , 700 , 800 , 900 , 1000 , 1100 , 
1200 , and 1300 described in conjunction with FIGS . 6 - 13 
may be implemented by or executed by one or more pro 
cessors in a single network computer ( or network monitor 
ing computer ) , such as network computer 300 of FIG . 3 . In 
other embodiments , these processes , or portions thereof , 
may be implemented by or executed in a plurality of network 
computers , such as network computer 300 of FIG . 3 . In yet 
other embodiments , these processes , or portions thereof , 
may be implemented by or executed in one or more virtu 
alized computers , such as those in a cloud - based environ 
ment . However , embodiments are not so limited and various 
combinations of network computers , client computers , or the 
like may be utilized . Further , in one or more of the various 
embodiments , the processes described in conjunction with 
FIGS . 6 - 13 may be used for providing exemplary remedial 
action . Further , in one or more of the various embodiments , 
some or all of the actions performed by processes 600 , 700 , 
800 , 900 , 1000 , 1100 , 1200 , and 1300 may be executed in 
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NMCs may apply the one or more portions of the one orf0142 ] In one or more of the various embodiments , the one 
more detection rules as explained with regard to one or more or more NMCs may reset one or more portions of the one or 
portions of one or more of FIG . 4 or FIG . 5 . more collected metrics responsive to conclusion of one or 
[ 0139 ] At block 606 , the one or more NMCs may collect more windows ( e . g . , reset one or more counts to zero , reset 
one or more metrics associated with the one or more one or more arrays to empty , or the like ) . In some of the 
detection rules . In one or more of the various embodiments , various embodiments , the one or more windows may be 
the one or more NMCs may determine the one or more based on the one or more detection rules . In some embodi 
metrics based on one or more results of applying the one or ments , the one or more NMCs may determine that the one 
more detection rules to the one or more portions of the or more windows have concluded based on the one or more 
monitored network traffic . In some of the various embodi measurements of elapsed time exceeding one or more pre 
ments , the one or more collected metrics may include one or determined thresholds . In one or more embodiments , the one 
more of array values , counts , measurements , calculations , or or more NMCs may determine that the one or more windows 
the like ( e . g . , in addition to one or more metrics discussed have concluded based on detecting one or more quantities of 
above ) . For example , the one or more collected metrics may one or more file operations . In some embodiments , the one 
include one or more arrays of file information ( e . g . , new or or more NMCs may employ one or more windows for each 
modified filenames , new or modified file extensions , or the of the one or more metrics . For example , the one or more 
like ) . As another example , the one or more metrics may NMCs may employ , for each of the one or more metrics , one 
include one or more counts of occurrences of one or more or more of a time - based window , an activity - based window , 
pieces of file information . As a further example , the one or or the like . In some embodiments , the one or more windows 
more metrics may include one or more measurements of may operate independent of the one or more metrics ( e . g . , 
elapsed time . one or more timers continue to count independent of col 

lection of the one or more metrics or changes to the one or [ 0140 ] In one or more of the various embodiments , the one 
or more collected metrics may include one or more entropy more metrics ) . In one or more embodiments , the one or more 
measurements ( e . g . , via heuristics ) . In some of the various windows may extend ( e . g . , reset one or more timers to zero , 
embodiments , the one or more NMCs may measure entropy increase one or more thresholds , or the like ) responsive to 
with regard to one or more flows ( e . g . , Shannon entropy ) . In collection of the one or more metrics or one or more changes 
some embodiments , the one or more NMCs may , for one or to the one or more metrics ( e . g . , one or more counts or array 

lengths increment ) . more flows X , measure entropy of the one or more flows 
H ( X ) . In one or more embodiments , the one or more NMCs [ 0143 ] . In one or more of the various embodiments , the one 
may measure the entropy of the one or more flows H ( X ) or more NMCs may permit adjusting one or more sensitivi 
based on information content in the one or more flows I ( X ) ties based on adjustment of the one or more windows . In 
and based on one or more expected value operators E . For some of the various embodiments , extending the one or 
example , entropy of the one or more flows may be defined more windows may increase one or more sensitivities of the 
as H ( X ) = E [ I ( X ) ] . In some embodiments , the one or more one or more NMCs . In some embodiments , shortening the 
expected value operators may represent one or more average one or more windows may decrease one or more sensitivities 
values of one or more of one or more standard flows of of the one or more NMCs . Increasing the one or more 
various customers , one or more flows of one or more specific sensitivities may increase a likelihood of detecting an attack 
customers , one or more flows of customers of one or more while also increasing a likelihood of providing a false 
types that match one or more types of the one or more positive detection . Conversely , decreasing the one or more 
specific customers , or the like . sensitivities may decrease a likelihood of detecting an attack 

while also decreasing a likelihood of providing a false [ 0141 ] In one or more of the various embodiments , the one positive detection . or more NMCs may measure entropy of data communicated 
in one or more directions in one or more flows . In some of [ 0144 ] In one or more of the various embodiments , the one 
the various embodiments , the one or more NMCs may or more NMCs may track the one or more metrics for one 
compare entropy of data communicated in the one or more or more portions ( e . g . , one or more nodes , clients , machines , 
directions to entropy of data communicated in one or more subnets , or the like as identified by one or more portions of 
other directions . In one or more embodiments , the one or tuple information ) of the one or more networks . In some of 
more collected metrics may include one or more differences the various embodiments , the one or more NMCs may 
in entropy as determined by the one or more comparisons . separately track the one or more metrics for each of the one 
Because encrypted data will likely be highly noisy as or more portions of the one or more networks ( e . g . , for each 
compared to normal data , the one or more metrics may client IP address ) . 
indicate a likelihood that data communicated in the one or 101451 . At decision block 608 , the one or more NMCs may 
more directions includes one or more encrypted versions determine whether one or more attacks have been detected 
( e . g . , when nonencrypted data is communicated in the one or based on one or more portions of the one or more collected 
more other directions ) . Additionally or alternatively , the one metrics . In some embodiments , the one or more NMCs may 
or more NMCs may perform one or more other comparisons be arranged to detect ransomware attacks . In one or more of 
of entropy of data communicated in the one or more direc the various embodiments , the one or more NMCs may 
tions to entropy of one or more of standard data of various compare the one or more portions of the one or more 
customers , data of one or more specific customers , data of collected metrics to one or more thresholds . For example , 
customers of one or more types that match one or more types the one or more NMCs may compare one or more counts of 
of the one or more specific customers , or the like . In some total file write operations with regard to one or more 
of the various embodiments , the one or more collected filenames or file extensions ( e . g . , regardless of whether the 
metrics may include one or more differences in entropy as one or more filenames or file extensions are in one or more 
determined by the one or more other comparisons . whitelists , blacklists , or the like ) to the one or more thresh 
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olds . As another example , the one or more NMCs may 
compare one or more counts of total file write operations 
( e . g . , minus file write operations that are associated with 
copies as determined by , for example , one or more particular 
patterns of one or more of file read operations or file write 
operations ) to the one or more thresholds . As a further 
example , the one or more NMCs may compare one or more 
counts of SMBv1 RENAME ( or SMBv2 SMBv2 _ SET _ 
INFO ) methods ( or operations ) that occur prior to conclu 
sion of one or more corresponding windows to the one or 
more thresholds . Additionally or alternatively , the one or 
more NMCs may compare one or more counts of one or 
more of file read operations or file write operations with 
regard to unique files that occur for each of one or more 
portions of one or more networks ( e . g . , for each of one or 
more client computers ) prior to conclusion of one or more 
windows to the one or more thresholds . In one or more 
embodiments , the one or more NMCs may compare one or 
more counts of complete READ - WRITE pairs that occur 
prior to conclusion of the one or more windows to the one 
or more thresholds . As a further example , the one or more 
NMCs may compare one or more entropy measurements to 
the one or more thresholds . 
10146 ] In one or more of the various embodiments , the one 
or more NMCs may calculate one or more scores based on 
the one or more portions of the one or more collected 
metrics . In some embodiments , the one or more scores may 
include one or more of counts or array lengths . In some of 
the various embodiments , the one or more scores may be 
based on one or more quantities of the one or more thresh 
olds that have been met or exceeded . In some embodiments , 
the one or more scores may be based on one or more 
magnitudes by which the one or more thresholds have been 
exceeded . In one or more environments , the one or more 
NMCs may apply different weights to different thresholds in 
determining the one or more scores . In some embodiments , 
the one or more NMCs may determine one or more confi 
dence scores based on the one or more portions of the one 
or more collected metrics . In one or more embodiments , the 
one or more confidence scores may represent a likelihood 
that one or more detected attacks are a false - positive . For 
example , a higher confidence score may indicate a lower 
likelihood that one or more detected attacks are a false 
positive . As another example , a lower confidence score may 
indicate a higher likelihood that one or more detected attacks 
are a false - positive . 
[ 0147 ] In one or more of the various embodiments , the one 
or more NMCs may determine that one or more attacks have 
been detected responsive to the one or more portions of the 
one or more collected metrics meeting or exceeding the one 
or more thresholds . In some of the various embodiments , the 
one or more NMCs may determine that one or more attacks 
have been detected responsive to one or more combinations 
of the one or more portions of the one or more collected 
metrics meeting or exceeding the one or more thresholds . In 
one or more embodiments , the one or more NMCs may 
determine that the one or more attacks have been detected 
responsive to the one or more scores meeting or exceeding 
one or more thresholds . In some embodiments , the one or 
more NMCs may determine that the one or more attacks 
have been detected responsive to the one or more confidence 
scores meeting or exceeding one or more thresholds . In one 
or more embodiments , the one or more NMCs may deter - 
mine that the one or more attacks have been detected 

responsive to one or more combinations of the one or more 
collected metrics , the one or more scores , or the one or more 
confidence scores meeting or exceeding one or more thresh 
olds . In some embodiments , the one or more NMCs may 
employ one or more classifier engines to determine whether 
certain conditions are true and , if enough conditions are true , 
that one or more attacks have been detected . 
[ 0148 ] In one or more of the various embodiments , the one 
or more NMCs may permit adjusting one or more sensitivi 
ties based on adjustment of one or more thresholds . In some 
of the various embodiments , the one or more NMCs may , 
when employing one or more lower thresholds , detect one or 
more attacks more quickly yet with a higher likelihood of 
producing a false - positive . For example , the one or more 
collected metrics may exceed the one or more lower thresh 
olds sooner ( e . g . , based on fewer observed packets ) than if 
the one or more NMCs employed one or more higher 
thresholds ( e . g . , one or more higher thresholds may require 
one or more higher values of one or more collected metrics , 
which may not result from lower quantities of observed 
packets ) . 

[ 0149 ] In some embodiments , employing one or more 
higher thresholds may decrease the likelihood of producing 
false positives at the expense of slower detection of attacks . 
For example , the one or more higher thresholds may 
decrease the likelihood of producing false - positives because , 
in the absence of attacks , the collected metrics may not 
exceed the one or more higher thresholds ( e . g . , activities 
unrelated to attacks may fail to produce metrics that exceed 
the one or more higher thresholds , yet these metrics might 
exceed one or more lower thresholds ) . As another example , 
the one or more higher thresholds may delay detection 
because it may be necessary to observe an increased number 
of packets to collect metrics that have magnitudes that 
exceed the one or more higher thresholds . 
[ 0150 ] In some of the various embodiments , decreasing 
the one or more thresholds may increase one or more 
sensitivities of the one or more NMCs . In one or more 
embodiments , increasing the one or more thresholds may 
decrease one or more sensitivities of the one or more NMCs . 
If no attacks are detected , process 600 may return to block 
602 to continue monitoring network traffic . If one or more 
attacks are detected , process 600 may proceed to block 610 . 
[ 0151 ] At block 610 , in one or more of the various 
embodiments , the one or more NMCs may provide one or 
more reports of the one or more detected attacks . In one or 
more of the various embodiments , the one or more NMCs 
may provide the one or more reports to one or more other 
network computers ( e . g . , one or more other NMCs ) , one or 
more client computers , one or more computer readable 
mediums , one or more users , or the like . In some of the 
various embodiments , the one or more reports may include 
one or more of graphical user interfaces ( GUIS ) , database 
records , alerts , or the like . In one or more embodiments , the 
one or more reports may specify the one or more detected 
attacks . In some embodiments , the one or more reports may 
specify one or more bases for detecting the one or more 
detected attacks . In one or more embodiments , the one or 
more reports may specify one or more computers , flows , or 
the like that are associated with the one or more detected 
attacks . For example , the one or more NMCs may include 
one or more pieces of tuple information ( e . g . , one or more 
identifiers of one or more of source , destination , or the like ) 
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in the one or more reports ( or information derived from the 
one or more pieces of tuple information ) . 
[ 0152 ] In one or more of the various embodiments , the one 
or more NMCs may provide one or more dashboards . In 
some of the various embodiments , the one or more dash 
boards may include one or more user - interface controls that 
display information ( e . g . , via graphs , charts , tables , or the 
like ) . In one or more embodiments , the one or more dash 
boards may include one or more user - interface controls ( e . g . , 
one or more user - interface controls for each of one or more 
of processes 700 or 800 ) . In some embodiments , the one or 
more dashboards may display one or more pieces of file 
information that the one or more NMCs detected in one or 
more file write operations and that matched one or more 
elements in the one or more blacklists ( e . g . , one or more 
violating or invalid filenames , file extensions , or the like ) . In 
one or more embodiments , the one or more dashboards may 
display one or more pieces of file information that the one 
or more NMCs detected in one or more file write operations 
and that matched one or more elements in the one or more 
whitelists ( e . g . , one or more safe or valid filenames , file 
extensions , or the like ) . In some embodiments , the one or 
more dashboards may display one or more pieces of file 
information that the one or more NMCs detected in one or 
more file write operations and that failed to match one or 
more elements in either of the one or more blacklists or the 
one or more whitelists . 
[ 0153 ] In one or more of the various embodiments , the one 
or more user - interface controls may display one or more 
pieces of information that are associated with one or more 
selected IP addresses . For example , the one or more user 
interface controls may display one or more bar charts that 
include a first axis that represents IP addresses , a second axis 
that represents file extension counts , and each bar that 
extends from the first axis and parallel to the second axis has 
one or more magnitudes that indicate one or more quantities 
of one or more of invalid file extension counts , valid file 
extension counts , unknown file extension counts , or total file 
extension counts ( e . g . , each bar has one or more colors that 
indicate quantities of one or more of invalid file extension 
counts , valid file extension counts , or unknown file exten 
sion counts ) . As another example , the one or more user 
interface controls may display one or more bar charts that 
include one or more bars that extend from the first axis , 
parallel to the second axis , and have one or more colors that 
indicate quantities of file extension write operations for each 
invalid file extension that the one or more NMCs detected 
( e . g . , each bar has one or more colors for each detected 
invalid file extension ) ( and may do the same for one or more 
of valid , unknown , or total detected file extensions ) . In some 
of the various embodiments , the one or more user - interface 
controls display one or more pieces of information that are 
associated with one or more windows ( e . g . , one or more time 
windows ) . For example , the one or more user - interface 
controls may replace the first axis that represents IP 
addresses with another first axis that represents time ( e . g . , 
each displayed quantity may be associated with a selected IP 
address or may be a total quantity across multiple selected 
IP addresses ) . In some embodiments , the one or more 
user - interface controls may display one or more pieces of 
information ( e . g . , one or more of those pieces of information 
explained above ) via one or more of pie charts , line charts , 
or the like . In one or more embodiments , the one or more 
selected IP addresses may include one or more of NMC - 

selected IP addresses ( e . g . , each IP address associated with 
one or more collected metrics ) or user - selected IP addresses 
( e . g . , each IP address chosen from one or more NMC 
selected IP addresses ) . In some embodiments , one or more 
IT administrators may use the one or more dashboards to add 
to , subtract from , or otherwise modify one or more of 
blacklists , whitelists , or the like . 
[ 0154 ] Subsequent to block 610 , control may be returned 
to a calling process . In some embodiments , the one or more 
NMCs may continue operating until a user configures the 
one or more NMCs to terminate operations . 
[ 0155 ] FIG . 7 shows an overview flowchart of exemplary 
process 700 for detecting exemplary attacks using one or 
more exemplary blacklists . In one or more of the various 
embodiments , one or more blocks in process 700 may 
represent one or more portions of one or more blocks in 
process 600 of FIG . 6 . In some of the various embodiments , 
one or more NMCs may execute one or more portions of one 
or more blocks in process 700 . For example , the one or more 
NMCs may be the same as or similar to the one or more 
NMCs explained with regard to process 600 of FIG . 6 . 
10156 ) . After a start block , at block 702 , in one or more of 
the various embodiments , the one or more NMCs may 
passively monitor network traffic . In some embodiments , the 
NMC may be arranged to continuously capture network 
packets that may be associated with one or more monitored 
network flows . Accordingly , in one or more of the various 
embodiments , the NMC may be arranged to selectively 
capture some or all of the network packets that may be 
monitored or otherwise observed by the NMC . The selection 
of network packets for capture may be based on the opera 
tion of one or more rule - based policies , pattern matches , 
configuration settings , or the like , or combination thereof . 
[ 0157 ] In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANs ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0158 ] . At decision block 704 , the one or more NMCs may 
determine whether the monitored network traffic includes 
one or more methods ( or operations ) that result in one or 
more file write operations ( e . g . , one or more logical file 
WRITE or MODIFY activities ) . In some of the various 
embodiments , the one or more NMCs may watch for one or 
more particular types of file write operations ( e . g . , replace 
ment or modification of one or more filenames , replacement 
or modification of one or more extensions , or the like ) . In 
some embodiments , the one or more NMCs may determine 
whether the monitored network traffic includes one or more 
of filename write operations , file extension write operations , 
or the like . If the one or more NMCs determine that the 
monitored network traffic fails to include the one or more 
methods that result in the one or more file write operations , 
process 700 may return to block 702 to continue monitoring 
network traffic . If the one or more NMCs determine that the 
monitored network traffic includes the one or more methods 
that result in the one or more file write operations , process 
700 may continue to block 706 . 
[ 0159 ] At block 706 , the one or more NMCs may provide 
one or more blacklists . In one or more of the various 
embodiments , one or more portions of the one or more 
blacklists may be provided from blacklist information 316 in 
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FIG . 3 . In some of the various embodiments , the one or more 
blacklists may contain one or more representations of one or 
more pieces of file information that are known to be mali 
cious . For example , the one or more blacklists may contain 
one or more representations of one or more filenames that 
one or more ransomware attacks are known to use as 
replacement filenames ( e . g . , when encrypting files ) . As 
another example , the one or more blacklists may contain one 
or more representations of one or more file extensions that 
one or more attacks such as ransomware attacks are known 
to use as replacement file extensions ( e . g . , when encrypting 
files ) . As a further example , the one or more blacklists may 
contain one or more representations of one or more file 
names that one or more attacks such as ransomware attacks 
are known to use for one or more ransom notes . In some 
embodiments , one or more portions of one or more repre 
sentations in the one or more blacklists may include one or 
more of regular expressions , soundex codes , or the like . 
[ 0160 ] At decision block 708 , the one or more NMCs may 
determine whether one or more pieces of file information 
associated with the one or more files that are a subject of the 
one or more file write operations match one or more portions 
of the one or more blacklists . For example , the one or more 
NMCs may perform pattern matching or recognition , such 
as pattern matching or recognition based on one or more of 
regular expressions , soundex codes , or the like in one or 
more portions of the one or more blacklists . In one or more 
of the various embodiments , the one or more NMCs may 
look for exact matches ( e . g . , pattern matching ) . In some of 
the various embodiments , the one or more NMCs may look 
for near matches ( e . g . , pattern recognition using regular 
expressions , wildcard matching , or the like ) . If the one or 
more pieces of file information match one or more portions 
of the one or more blacklists , process 700 may proceed to 
optional block 710 . Block 710 may , however , be optional . 
For example , responsive to the one or more pieces of file 
information matching one or more portions of the one or 
more blacklists that represents one or more pieces of file 
information indicative of one or more ransom notes , the one 
or more NMCs may determine that there are no metrics to 
update . As another example , responsive to detecting one or 
more ransom notes , the one or more NMCs may determine 
that there is no need to compare various metrics to various 
thresholds . Accordingly , because block 710 and block 712 
are optional , process 700 may proceed from block 708 
directly to block 712 ( or block 714 ) . If the one or more 
pieces of file information fail to match one or more portions 
of the one or more blacklists , process 700 may return to 
block 702 to continue monitoring network traffic . 
[ 0161 ] At optional block 710 , the one or more NMCs may 
update one or more metrics . In one or more of the various 
embodiments , the one or more NMCs may update one or 
more collected metrics associated with one or more detec 
tion rules as explained with regard to process 600 of FIG . 6 . 
In some of the various embodiments , the one or more NMCS 
may increment ( or decrement ) one or more counts associ 
ated with one or more pieces of information represented in 
the one or more blacklists . For example , the one or more 
NMCs may increment one or more counts associated with 
one or more filenames represented in the one or more 
blacklists responsive to the one or more NMCs determining 
that one or more pieces of file information associated with 
the one or more files that are a subject of the one or more file 
write operations match one or more portions of the filenames 

represented in the one or more blacklists . As another 
example , the one or more NMCs may increment one or more 
counts associated with one or more file extensions repre 
sented in the one or more blacklists responsive to the one or 
more NMCs determining that one or more pieces of file 
information associated with the one or more files that are a 
subject of the one or more file write operations match one or 
more portions of the file extensions represented in the one or 
more blacklists . In some of the various embodiments , the 
one or more NMCs may add the one or more collected 
metrics to one or more arrays . In some embodiments , the one 
or more counts may include one or more lengths of the one 
or more arrays . Process 700 may proceed to block 712 . 
Alternatively , because block 712 is optional , process 700 
may proceed from block 710 directly to block 714 . 
[ 0162 ] At optional decision block 712 , the one or more 
NMCs may determine whether one or more portions of the 
one or more updated metrics meet or exceed one or more 
metric thresholds . In one or more of the various embodi 
ments , the one or more NMCs may employ one or more 
windows as explained with regard to block 608 of process 
600 of FIG . 6 . In some of the various embodiments , the one 
or more NMCs may employ one or more window thresholds 
of one or more of 60 seconds , 120 seconds , 180 seconds , or 
the like . In some embodiments , the one or more NMCs may 
employ one or more window thresholds of one or more of 15 
file operations , 30 file operations , 45 file operations , or the 
like . In one or more of the various embodiments , the one or 
more NMCs may determine whether one or more combina 
tions of the one or more portions of the one or more updated 
metrics meet or exceed the one or more metric thresholds . 
For example , the one or more NMCs may employ one or 
more metric thresholds of one or more of 5 counts , 10 
counts , 15 counts , or the like . In some of the embodiments , 
the one or more NMCs may calculate one or more confi 
dence scores based on the one or more portions of the one 
or more updated metrics . In some embodiments , the one or 
more NMCs may determine whether one or more portions of 
the one or more scores meet or exceed one or more other 
thresholds . In some embodiments , the one or more NMCs 
may determine the one or more confidence scores based on 
the one or more portions of the one or more updated metrics . 
If one or more metric thresholds fail to be met or exceeded 
prior to conclusion of the one or more windows , process 700 
may return to a calling process . If the one or more metric 
thresholds are met or exceeded prior to conclusion of the one 
or more windows , process 700 may continue to block 714 . 
[ 0163 ] At block 714 , the one or more NMCs may provide 
one or more reports of one or more attacks . In one or more 
of the various embodiments , the one or more NMCs may 
provide the one or more reports as explained with regard to 
block 610 in process 600 of FIG . 6 . 
[ 0164 ] Subsequent to block 714 , control may be returned 
to a calling process . In some embodiments , the one or more 
NMCs may continue operating until a user configures the 
one or more NMCs to terminate operations . 
[ 0165 ] FIG . 8 illustrates an overview flowchart of exem 
plary process 800 for detecting exemplary attacks using one 
or more exemplary whitelists . In one or more of the various 
embodiments , one or more blocks in process 800 may 
represent one or more portions of one or more blocks in 
process 600 of FIG . 6 . In some of the various embodiments , 
one or more NMCs may execute one or more portions of one 
or more blocks in process 800 . For example , the one or more 
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NMCs may be the same as or similar to the one or more 
NMCs explained with regard to process 600 of FIG . 6 . 
[ 0166 ] After a start block , at block 802 , in one or more of 
the various embodiments , the one or more NMCs may 
monitor network traffic . In some embodiments , the NMC 
may be arranged to continuously capture network packets 
that may be associated with one or more monitored network 
flows . Accordingly , in one or more of the various embodi 
ments , the NMC may be arranged to selectively capture 
some or all of the network packets that may be monitored or 
otherwise observed by the NMC . The selection of network 
packets for capture may be based on the operation of one or 
more rule - based policies , pattern matches , configuration 
settings , or the like , or combination thereof . 
[ 0167 ] In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANS ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0168 ] At decision block 804 , the one or more NMCs may 
determine whether the monitored network traffic includes 
one or more methods ( or operations ) that result in one or 
more file write operations . In some of the various embodi 
ments , the one or more NMCs may watch for one or more 
particular types of one or more file write operations . In some 
embodiments , the one or more NMCs may determine 
whether the monitored network traffic includes one or more 
of filename write operations , file extension write operations , 
or the like . If the one or more NMCs determine that the 
monitored network traffic fails to include the one or more 
methods that result in the one or more file write operations , 
process 800 may return to block 802 to continue monitoring 
network traffic . If the one or more NMCs determine that the 
monitored network traffic includes the one or more methods 
that result in the one or more file write operations , process 
800 may continue to block 806 . 
[ 0169 ] At block 806 , the one or more NMCs may provide 
one or more whitelists . In one or more of the various 
embodiments , one or more portions of the one or more 
whitelists may be provided from whitelist information 318 
in FIG . 3 . In some of the various embodiments , the one or 
more whitelists may contain one or more representations of 
one or more pieces of file information that are known to be 
safe . For example , the one or more whitelists may contain 
one or more representations of one or more filenames of one 
or more files that one or more uninfected client computers , 
network computers , or the like store , utilize , or the like . As 
another example , the one or more whitelists may contain one 
or more representations of one or more file extensions of one 
or more files that one or more uninfected client computers , 
network computers , or the like store , utilize , or the like . In 
some embodiments , one or more representations in the one 
or more whitelists may include one or more of regular 
expressions , soundex codes , or the like . 
10170 ] At decision block 808 , the one or more NMCs may 
determine whether one or more pieces of file information 
associated with the one or more files that are a subject of the 
one or more file write operations match one or more portions 
of the one or more whitelists . For example , the one or more 
NMCs may perform pattern matching or recognition , such 
as pattern matching or recognition based on regular expres 
sions , soundex codes , or the like in one or more portions of 

the one or more whitelists . In one or more of the various 
embodiments , the one or more NMCs may look for exact 
matches . In some of the various embodiments , the one or 
more NMCs may look for near matches ( e . g . , pattern rec 
ognition using regular expressions , wildcard matching , or 
the like ) . If the one or more pieces of file information fail to 
match one or more portions of the one or more whitelists , 
process 800 may proceed to optional block 810 . Block 810 
may , however , be optional . For example , the one or more 
NMCs may track each piece of file information that fails to 
match the one or more portions of the one or more whitelists 
regardless of whether the piece of file information is unique 
( e . g . , one or more of filenames , file extensions , or the like 
that one or more attacks such as ransomware attacks may 
employ yet one or more blacklists may fail to include ) . 
Additionally or alternatively , the one or more NMCs may 
track each piece of file information that fails to match the 
one or more portions of the one or more whitelists that are 
unique ( e . g . , one or more of filenames , file extensions , or the 
like that are random , pseudorandom , or the like ) . Accord 
ingly , because block 810 is optional , process 800 may 
proceed from block 808 directly to block 812 . If the one or 
more pieces of file information match one or more portions 
of the one or more whitelists , process 800 may return to 
block 802 to continue monitoring network traffic 802 . 
[ 0171 ] At optional block 810 , the one or more NMCs may 
determine whether the one or more pieces of file information 
are unique . In one or more of the various embodiments , the 
one or more NMCs may compare one or more pieces of file 
information associated with the one or more files that are a 
subject of the one or more file write operations to one or 
more portions of one or more collected metrics ( e . g . , one or 
more collected metrics associated with one or more detec 
tion rules as explained with regard to process 600 of FIG . 6 ) . 
For example , the one or more collected metrics may include 
one or more arrays of one or more pieces of file information 
that fails to match one or more portions of the one or more 
whitelists ( e . g . , file information associated with one or more 
files that are a subject of one or more file write operations 
that the one or more NMCs detected prior to conclusion of 
one or more corresponding windows and that fail to match 
one or more portions of the one or more whitelists ) . If the 
one or more pieces of file information are unique ( e . g . , as 
compared to each other piece of file information in the one 
or more arrays ) , process 800 may proceed to block 812 . If 
the one or more pieces of file information are not unique , 
process 800 may proceed to decision block 814 . Alterna 
tively , if the one or more pieces of file information are not 
unique , process may proceed to block 812 and , instead , 
update one or more different portions of one or more metrics 
( e . g . , the one or more NMCs may employ one or more 
metrics for one or more pieces of file information that are 
unique and one or more other metrics for one or more pieces 
of file information that are not unique ) . 
[ 0172 ] At block 812 , the one or more NMCs may update 
one or more metrics . In one or more of the various embodi 
ments , the one or more NMCs may update one or more 
portions of one or more of the collected metrics associated 
with one or more detection rules as explained with regard to 
process 600 of FIG . 6 . In some of the various embodiments , 
the one or more NMCs may increment ( or decrement ) one 
or more counts . In some embodiments , the one or more 
counts may be associated with one or more compared pieces 
of information . Additionally or alternatively , the one or more 
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NMCs may add the one or more compared pieces of 
information to one or more arrays . For example , the one or 
more NMCs may increment one or more counts ( e . g . , one or 
more filename counts ) responsive to the one or more NMCs 
determining that one or more filenames associated with the 
one or more files that are a subject of the one or more file 
write operations fail to match one or more portions of the 
filenames represented in the one or more whitelists . Addi 
tionally or alternatively , the one or more NMCs may add the 
one or more filenames to one or more arrays ( e . g . , one or 
more filename arrays ) . As another example , the one or more 
NMCs may increment one or more counts ( e . g . , one or more 
file - extension counts ) responsive to the one or more NMCs 
determining that one or more file extensions associated with 
the one or more files that are a subject of the one or more file 
write operations fail to match one or more portions of the file 
extensions represented in the one or more whitelists . Addi 
tionally or alternatively , the one or more NMCs may add the 
one or more file extensions to one or more arrays ( e . g . , one 
or more file - extension arrays ) . For example , for a client 
computer with IP address 192 . 168 . 10 . 1 , the one or more 
NMCs may store an array such as { 192 . 168 . 10 . 1 , ?file1 . doc . 
erd , file2 . doc . erd , file3 . doc . rtyi , file4 . doc . erut , file5 . doc . erd , 
file6 . rtyi , file7 . doc . uioel ] } . In some embodiments , the one or 
more counts may include one or more lengths of the one or 
more arrays . 
10173 ] In one or more of the various embodiments , the one 
or more NMCs may increment ( or decrement ) one or more 
counts responsive to the one or more NMCs determining 
that one or more pieces of file information associated with 
the one or more files that are a subject of the one or more file 
write operations are unique ( e . g . , as compared to each piece 
of file information considered by the one or more NMCs 
prior to conclusion of one or more corresponding windows ) . 
Additionally or alternatively , the one or more NMCs may 
add the one or more pieces of file information to one or more 
arrays . For example , the one or more NMCs may increment 
one or more counts ( e . g . , one or more filename counts ) 
responsive to the one or more NMCs determining that one 
or more filenames associated with the one or more files that 
are a subject of the one or more file write operations are 
unique ( e . g . , as compared to each filename considered by the 
one or more NMCs prior to conclusion of one or more 
corresponding windows ) . As another example , the one or 
more NMCs may increment one or more counts ( e . g . , one or 
more file - extension counts ) responsive to the one or more 
NMCs determining that one or more file extensions associ 
ated with the one or more files that are a subject of the one 
or more file write operations are unique ( e . g . , as compared 
to each filename considered by the one or more NMCs prior 
to conclusion of one or more corresponding windows ) . In 
the case of the IP address 192 . 168 . 10 . 1 , the one or more 
NMCs may increment a count to four unique file - extensions 
in the array . Additionally or alternatively , the one or more 
NMCs may store a file - extension array such as { 192 . 168 . 
10 . 1 , [ * . erd , * . rtyi , * erut , * uioel ] } . 
[ 0174 ] At decision block 814 , the one or more NMCs may 
determine whether one or more portions of one or more 
metrics ( e . g . , one or more of collected metrics or updated 
metrics ) meet or exceed one or more metric thresholds . In 
one or more of the various embodiments , the one or more 
NMCs may employ one or more windows as explained with 
regard to block 608 of process 600 of FIG . 6 . In some of the 
various embodiments , the one or more NMCs may employ 

one or more window thresholds of one or more of 210 
seconds , 420 seconds , 630 seconds , or the like . In some 
embodiments , the one or more NMCs may employ one or 
more window thresholds of one or more of 36 file opera 
tions , 54 file operations , 100 file operations , 150 file opera 
tions , or the like . In one or more of the various embodiments , 
the one or more NMCs may determine whether one or more 
combinations of the one or more portions of the one or more 
metrics meet or exceed the one or more metric thresholds . 
For example , the one or more NMCs may employ one or 
more metric thresholds of one or more of 12 counts , 25 
counts , 50 counts , 75 counts , or the like . In some of the 
embodiments , the one or more NMCs may calculate one or 
more scores based on the one or more portions of the one or 
more metrics . In some embodiments , the one or more NMCs 
may determine whether one or more portions of the one or 
more scores meet or exceed one or more other thresholds . In 
some embodiments , the one or more NMCs may determine 
one or more confidence scores based on the one or more 
portions of the one or more metrics . If one or more metric 
thresholds fail to be met or exceeded prior to conclusion of 
the one or more windows , process 800 may return to a 
calling process . If the one or more metric thresholds are met 
or exceeded prior to conclusion of the one or more windows , 
process 800 may continue to block 816 . 
[ 0175 ] At block 816 , the one or more NMCs may provide 
one or more reports of one or more attacks . In one or more 
of the various embodiments , the one or more NMCs may 
provide the one or more reports as explained with regard to 
block 610 in process 600 of FIG . 6 . 
[ 0176 ] Subsequent to block 816 , control may be returned 
to a calling process . In some embodiments , the one or more 
NMCs may continue operating until a user configures the 
one or more NMCs to terminate operations . 
[ 0177 ] FIG . 9 shows an overview flowchart of exemplary 
process 900 for remediating one or more exemplary detected 
attacks . In one or more of the various embodiments , one or 
more blocks in process 900 may represent one or more 
portions of one or more blocks in process 600 of FIG . 6 . In 
some of the various embodiments , one or more NMCs may 
execute one or more portions of one or more blocks in 
process 900 . For example , the one or more NMCs may be 
the same as or similar to the one or more NMCs explained 
with regard to process 600 of FIG . 6 . 
[ 0178 ] After a start block , at block 902 , in one or more of 
the various embodiments , the one or more NMCs may 
monitor network traffic . In some embodiments , the NMC 
may be arranged to continuously capture network packets 
that may be associated with one or more monitored network 
flows . Accordingly , in one or more of the various embodi 
ments , the NMC may be arranged to selectively capture 
some or all of the network packets that may be monitored or 
otherwise observed by the NMC . The selection of network 
packets for capture may be based on the operation of one or 
more rule - based policies , pattern matches , configuration 
settings , or the like , or combination thereof . 

[ 0179 ] In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANs ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
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[ 0180 ] At decision block 904 , the one or more NMCs may 
determine whether one or more attacks have been detected . 
In one or more of the various embodiments , the one or more 
NMCs may detect one or more attacks based on the moni 
tored network traffic ( e . g . , as explained above ) . If one or 
more attacks have not been detected , process 900 may return 
to block 902 to continue monitoring network traffic . If one 
or more attacks have been detected , process 900 may 
proceed to block 906 . 
[ 0181 ] At block 906 , the one or more NMCs may perform 
one or more remediation actions . In one or more of the 
various embodiments , the one or more remediation actions 
may include restoring one or more portions of one or more 
files in one or more flows associated with the one or more 
attacks ( e . g . , as explained in further detail below ) . In some 
embodiments , the one or more remediation actions may 
include forwarding one or more portions of one or more of 
captured packets or restored files to one or more analysis 
centers ( e . g . , one or more threat research centers , one or 
more IT administrators , or the like ) . In some of the various 
embodiments , the one or more remediation actions may 
include one or more of quarantining or blocking one or more 
portions of one or more networks ( e . g . , one or more nodes , 
subnets , or the like ) associated with the one or more attacks . 
In some embodiments , the one or more NMCs may logically 
quarantine or block the one or more associated portions of 
the one or more networks . In one or more embodiments , the 
one or more NMCs may quarantine or block each portion of 
the one or more networks that communicated with the one 
or more associated portions of the one or more networks 
( e . g . , based on clustering potentially victimized machines 
that communicated with each other to determine edge or 
likely edge of attack ) . In some embodiments , the one or 
more NMCs may permit one or more IT administrators to 
adjust aggressiveness of the one or more of quarantining or 
blocking ( e . g . , one or more levels of aggression with regard 
to clustering or edge detection ) . In one or more embodi 
ments , the one or more NMCs may forward one or more 
portions of data to one or more threat research centers or the 
like for analysis and wait for one or more responses prior to 
employing the one or more of quarantining or blocking . 
[ 0182 ] In one or more of the various embodiments , the one 
or more NMCs may adjust one or more security rules , 
policies , boundaries , or the like . For example , the one or 
more NMCs may implement one or more zero - trust policies 
that completely lock down communications to or from one 
or more portions of one or more networks ( e . g . , one or more 
nodes , subnets , or the like ) . In some of the various embodi 
ments , the one or more NMCs may adjust one or more 
portions of one or more borders of one or more portions 
( e . g . , microsegments , subnets , or the like ) of one or more 
software - defined networks . In some embodiments , the one 
or more NMCs may adjust one or more parameters of one or 
more firewalls ( e . g . , permitted types of methods or opera 
tions , forbidden types of methods or operations , whitelisted 
tuple information , blacklisted tuple information , or the like ) . 
In some of the various embodiments , the one or more NMCs 
may adjust one or more parameters of one or more portions 
( e . g . , segments , subnets , or the like ) of one or more physi 
cally defined networks . In some embodiments , the one or 
more NMCs may adjust one or more network access con 
trols ( NACs ) . For example , the one or more NMCs may 
revoke one or more abilities of one or more portions of one 
or more networks ( e . g . , one or more nodes , subnets , or the 

like ) to access one or more other portions of the one or more 
networks ( e . g . , one or more other nodes , subnets , or the 
like ) . As another example , the one or more NMCs may 
adjust one or more policies that control access to one or 
more portions of the one or more networks . In one or more 
of the various embodiments , the one or more remediation 
actions may include adjusting one or more sensitivities ( e . g . , 
thresholds ) in one or more other detection engines or tools . 
For example , the one or more NMCs may instruct one or 
more other NMCs to employ more stringent ( and possibly 
more expensive ) analysis . As another example , the one or 
more NMCs may provision ( e . g . , from one or more pools of 
previously instantiated virtual machines ) or instantiate one 
or more virtual machines to perform one or more remedial 
actions . In some embodiments , the one or more NMCs may 
recommend one or more remedial actions ( e . g . , based on a 
lookup table associated with one or more of metrics , metric 
scores , confidence scores , detected attacks , or the like ) . In 
one or more embodiments , the one or more NMCs may 
employ escalation to increase performance ( e . g . , at cost of 
operating expense ) responsive to detecting one or more 
attacks . In some embodiments , the one or more NMCs may 
permit one or more administrators to enable or disable one 
or more individual portions of one or more methods or the 
one or more NMCs . 
[ 0183 ] At decision block 908 , the one or more NMCs may 
determine whether remediation is complete . If remediation 
is incomplete , process 900 may return to block 906 to 
continue remediation . If remediation is complete , process 
900 may return to a calling process . In some embodiments , 
the one or more NMCs may continue operating until a user 
configures the one or more NMCs to terminate operations . 

[ 0184 ] FIG . 10 illustrates an overview flowchart of exem 
plary process 1000 for selectively capturing exemplary 
packets in one or more exemplary flows associated with one 
or more exemplary detected attacks . In one or more of the 
various embodiments , one or more blocks in process 1000 
may represent one or more portions of one or more blocks 
in process 600 of FIG . 6 . In some of the various embodi 
ments , one or more blocks in process 1000 may represent 
one or more portions of one or more blocks in process 900 
of FIG . 9 . In some embodiments , one or more NMCs may 
execute one or more portions of one or more blocks in 
process 1000 . For example , the one or more NMCs may be 
the same as or similar to the one or more NMCs explained 
with regard to process 600 of FIG . 6 . 

[ 0185 ] After a start block , at block 1002 , in one or more 
of the various embodiments , the one or more NMCs may 
monitor network traffic . In some embodiments , the NMC 
may be arranged to continuously capture network packets 
that may be associated with one or more monitored network 
flows . Accordingly , in one or more of the various embodi 
ments , the NMC may be arranged to selectively capture 
some or all of the network packets that may be monitored or 
otherwise observed by the NMC . The selection of network 
packets for capture may be based on the operation of one or 
more rule - based policies , pattern matches , configuration 
settings , or the like , or combination thereof . 
[ 0186 ] In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
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networks ( SANs ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0187 ] At decision block 1004 , the one or more NMCs 
may determine whether one or more attacks have been 
detected . In one or more of the various embodiments , the 
one or more NMCs may detect one or more attacks based on 
the monitored network traffic ( e . g . , as explained above ) . If 
one or more attacks have not been detected , process 1000 
may return to block 1002 to continue monitoring network 
traffic . If one or more attacks have been detected , process 
1000 may proceed to block 1006 . 
10188 ] At block 1006 , one or more flows associated with 
the one or more detected attacks may be provided . In one or 
more of the various embodiments , the one or more NMCS 
may associate the one or more flows with the one or more 
detected attacks based on the monitored network traffic . In 
some of the various embodiments , the one or more NMCS 
may associate the one or more flows with the one or more 
detected attacks based on the one or more flows including 
one or more pieces of file information that led to one or more 
metrics exceeding one or more thresholds ( e . g . , as explained 
with regard to one or more of processes 600 , 700 , or 800 ) . 
In some embodiments , the one or more NMCs may associate 
the one or more flows with the one or more detected attacks 
based on the one or more flows including one or more 
communications with one or more portions of one or more 
networks ( e . g . , one or more nodes , subnets , or the like ) that 
transmitted or received one or more pieces of file informa 
tion that led to one or more metrics exceeding one or more 
thresholds . 
[ 0189 ] At block 1008 , the one or more NMCs may selec 
tively capture one or more packets in the one or more 
associated flows . In one or more of the various embodi 
ments , the one or more NMCs may selectively extract one 
or more captured packets from one or more buffers ( e . g . , one 
or more ring buffers ) associated with the one or more flows . 
In some of the various embodiments , the one or more NMCs 
may selectively extract one or more captured packets from 
the one or more buffers that were captured within a time 
window . In some embodiments , the time window may 
extend back to when the one or more attacks were detected . 
In one or more embodiments , the time window may extend 
back to when one or more metrics that eventually led to 
detection of the one or more attacks were first collected . For 
example , the time window may extend back to when a count 
that eventually exceeded a threshold was first incremented 
( e . g . , prior to a reset that immediately - preceded a set of 
increments that led to exceeding the threshold ) . As another 
example , the time window may extend back to when an 
array that eventually exceeded the threshold first had an 
element added to the array ( e . g . , prior to a reset that 
immediately preceded a set of elements that led to exceeding 
the threshold ) . In some embodiments , the time window may 
extend back to when the oldest captured packet in the one or 
more buffers was captured . 
[ 0190 ] In one or more of the various embodiments , the one 
or more NMCs may selectively extract one or more packets 
based on one or more filters ( e . g . , applied to one or more 
portions of one or more flows ) . For example , the one or more 
NMCs may selectively capture or extract one or more 
packets based on one or more entropy measurements ( e . g . , 
responsive to one or more measured entropy values meeting 
or exceeding one or more thresholds , such as , for example , 
explained in further detail below ) . As another example , the 

one or more NMCs may selectively capture or extract one or 
more packets based on one or more file operation types 
associated with the one or more packets . In some of the 
various embodiments , the one or more NMCs may selec 
tively capture or extract the one or more packets responsive 
to the one or more packets being associated with one or more 
file read operations . In some embodiments , the one or more 
NMCs may selectively capture or extract the one or more 
packets based on one or more portions of one or more 
networks ( e . g . , one or more nodes , subnets , or the like ) that 
performed the one or more methods ( or operations ) . For 
example , the one or more NMCs may capture or extract one 
or more packets responsive to determining that those one or 
more packets are part of one or more file operations per 
formed by one or more particular computers ( e . g . , those one 
or more packets may be communicated from the one or more 
particular computers and may include one or more of one or 
more protocol write or modify methods , one or more por 
tions of information to write to one or more files , or the like ) . 
In one or more embodiments , the one or more NMCs may 
selectively capture or extract the one or more packets based 
on one or more portions of one or more networks ( e . g . , one 
or more nodes , subnets , or the like ) that requested the one or 
more file operations . For example , the one or more NMCs 
may capture or extract one or more packets responsive to 
determining that those one or more packets are part of one 
or more file operations requested by one or more particular 
computers ( e . g . , those one or more packets may be commu 
nicated to the one or more particular computers and may , in 
response to one or more file read operations by the one or 
more particular computers , include one or more portions of 
information read from one or more files ) . In some embodi 
ments , the one or more NMCs may selectively capture or 
extract the one or more packets responsive to determining 
that the one or more file operations were performed or 
requested by one or more portions of the one or more 
networks that transmitted or received one or more pieces of 
file information that led to one or more metrics exceeding 
one or more thresholds . 
[ 0191 ] In one or more of the various embodiments , the one 
or more NMCs may selectively capture or extract the one or 
more packets based on one or more direction of one or more 
portions of the one or more associated flows that contains the 
one or more packets . For example , the one or more NMCs 
may capture or extract one or more packets responsive to 
determining that those one or more packets are communi 
cated to one or more particular computers ( or from one or 
more other particular computers ) . As another example , the 
one or more NMCs may capture or extract one or more 
packets responsive to determining that those one or more 
packets are included in ( or otherwise associated with ) one or 
more portions of one or more flows that have one or more 
measured entropy values that meet or exceed one or more 
thresholds ( e . g . , those one or more packets may include one 
or more of encrypted file information , one or more other 
indicators of one or more attacks , or the like ) . In some of the 
various embodiments , the one or more NMCs may selec 
tively capture or extract the one or more packets based on 
one or more other packets in one or more other directions of 
one or more other portions of the one or more associated 
flows . For example , the one or more NMCs may capture or 
extract one or more packets communicated to one or more 
particular computers responsive to determining that the one 
or more particular computers communicated one or more 
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protocol read methods ( e . g . , those one or more packets may 
include one or more portions of information read from one 
or more files specified by the one or more protocol read 
methods ) . As another example , the one or more NMCs may 
capture or extract one or more packets responsive to deter 
mining that those one or more packets are communicated in 
a direction that opposes a direction of one or more portions 
of one or more flows that have one or more measured 
entropy values that meet or exceed one or more thresholds 
( e . g . , those one or more packets may include one or more 
portions of unencrypted file information that is encrypted in 
the one or more portions in the opposing direction ) . In one 
or more embodiments , the one or more NMCs may selec 
tively capture or extract the one or more packets responsive 
to determining that the one or more packets are associated 
with one or more files with which the one or more other 
packets are also associated . In some embodiments , the one 
or more NMCs may selectively capture or extract the one or 
more packets based on one or more method ( or operation ) 
types associated with the one or more other packets . For 
example , the one or more NMCs may selectively capture or 
extract the one or more packets responsive to determining 
that the one or more other packets are associated with one or 
more file write operations . In one or more of the various 
embodiments , the one or more NMCs may selectively 
capture or extract the one or more packets responsive to 
determining that the one or more packets are associated with 
one or more file read operations and that the one or more 
other packets are associated with one or more file write 
operations . For example , the one or more packets may 
include one or more portions of file information that one or 
more endpoints that receive the one or more packets may 
encrypt , and the one or more other packets may include one 
or more portions of the encrypted file information that the 
one or more endpoints writes ( e . g . , writes over the file 
information that the one or more endpoints receive ) . 
[ 0192 ] In one or more of the various embodiments , the one 
or more NMCs may selectively capture or extract one or 
more portions of one or more payloads of the one or more 
packets . For example , the one or more NMCs may selec 
tively capture or extract one or more packet capture samples 
of the one or more packets . In some of the various embodi 
ments , the one or more NMCs may store the one or more 
selectively captured or extracted portions in one or more 
storage files . For example , the one or more NMCs may store 
the one or more packet capture samples in one or more 
captured - packet files . In some embodiments , the one or 
more NMCs may record all underlying packet data ( e . g . , via 
a precision deep packet capture ) . In one or more of the 
various embodiments , the one or more NMCs may perform 
one or more portions of one or more of blocks 1006 or 1008 
with regard to the one or more other packets . For example , 
the one or more NMCs may one or more of capture , extract , 
or store one or more portions of the one or more other 
packets . 
[ 0193 ] In one or more of the various embodiments , the one 
or more NMCs may permit one or more IT administrators to 
analyze the selectively captured or extracted packets to view 
historical file operations of one or more machines associated 
with the one or more flows ( e . g . , during a particular time 
period that led up to when an attack started ) to determine a 
source of the one or more attacks ( e . g . , a PDF , executable 
file , a URL that a user clicked , or the like ) . In some of the 
various embodiments , the one or more NMCs may provide 

one or more logs of file operations that occurred within one 
or more windows ( e . g . , as defined by one or more time 
periods , one or more file operations , or the like ) prior to 
detection of the one or more attacks . In some embodiments , 
the one or more NMCs may provide one or more suggestions 
to one or more forensic analysts with regard to one or more 
potential windows within which the one or more attacks 
likely began ( e . g . , based on the one or more metrics ) . 
[ 0194 ] Subsequent to block 1008 , process 1000 may 
return to a calling process . In some embodiments , the one or 
more NMCs may continue operating until a user configures 
the one or more NMCs to terminate operations . 
[ 0195 ] FIG . 11 shows an overview flowchart of exemplary 
process 1100 for restoring exemplary files based on exem 
plary file data extracted from exemplary captured packets . In 
one or more of the various embodiments , one or more blocks 
in process 1100 may represent one or more portions of one 
or more blocks in process 600 of FIG . 6 . In some of the 
various embodiments , one or more blocks in process 1100 
may represent one or more portions of one or more blocks 
in process 900 of FIG . 9 . In some embodiments , one or more 
NMCs may execute one or more portions of one or more 
blocks in process 1100 . For example , the one or more NMCs 
may be the same as or similar to the one or more NMCS 
explained with regard to process 600 of FIG . 6 . 
[ 0196 ] After a start block , at block 1102 , in one or more of 
the various embodiments , the one or more NMCs may 
extract one or more portions of file data from one or more 
captured packets . In one or more of the various embodi 
ments , the one or more captured packets may be the one or 
more packets selectively captured or extracted in process 
1000 of FIG . 10 . In some embodiments , the captured packets 
may be some or all of the network packets captured by an 
NMC that may be configured to perform continuous network 
packet capture of one or more network flows . In some of the 
various embodiments , the one or more portions of file data 
may include one or more portions of one or more bodies of 
the one or more captured packets . In some embodiments , the 
one or more NMCs may extract one or more portions of one 
or more headers of the one or more captured packets . In one 
or more embodiments , the one or more NMCs may extract 
one or more portions of the one or more captured packets 
that indicate a location of the one or more portions of file 
data in one or more files . In some embodiments , the one or 
more NMCs may extract one or more portions of one or 
more file headers from the one or more captured packets . In 
one or more embodiments , the one or more NMCs may 
extract one or more portions of one or more file footers from 
the one or more captured packets . 
01971 . In one or more of the various embodiments , the one 
or more NMCs may extract portions of the one or more files 
directly from one or more storage files that contain captured 
packets ( e . g . , one or more PCAP files or the like ) or directly 
from the storage device used to store the storage files . In 
some of the various embodiments , the one or more NMCs 
may extract the portions via one or more forensic processes 
( e . g . , carving such as one or more of file carving , data 
carving , or the like ) . 
101981 . At block 1104 , the one or more NMCs may restore 
one or more files based on the file data . In one or more of 
the various embodiments , the one or more NMCs may 
reconstruct the one or more files based on the file data ( e . g . , 
via one or more protocol analyzers ) . 
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[ 0199 ] At block 1106 , the one or more NMCs may provide 
the one or more restored files . In one or more of the various 
embodiments , the one or more NMCs export the one or more 
restored files . In some of the various embodiments , the one 
or more NMCs may store the one or more files to one or 
more protected locations ( e . g . , one or more memories that 
are isolated from one or more portions of one or more 
networks ( e . g . , one or more nodes , subnets , or the like ) that 
may be compromised of or exposed to one or more detected 
attacks ) . 
[ 0200 ] In one or more of the various embodiments , the one 
or more NMCs may perform one or more portions of one or 
more of blocks 1102 , 1104 , or 1106 with regard to one or 
more other packets , such as the one or more other packets 
captured , extracted , or stored in process 1000 of FIG . 10 . For 
example , the one or more NMCs may provide the one or 
more restored files ( e . g . , one or more original files ) that were 
restored from the one or more packets and may also provide 
one or more other restored files ( e . g . , one or more encrypted 
files that overwrite , replace , or the like one or more portions 
of the one or more original unencrypted files ) that were 
restored from the one or more other packets . 

[ 0201 ] Subsequent to block 1106 , process 1100 may return 
to a calling process . In some embodiments , the one or more 
NMCs may continue operating until a user configures the 
one or more NMCs to terminate operations . 

[ 0202 ] FIG . 12 shows an overview flowchart of exemplary 
process 1200 for detecting one or more exemplary attacks 
and updating one or more exemplary detection rules . In one 
or more of the various embodiments , one or more blocks in 
process 1200 may represent one or more portions of one or 
more blocks in process 600 of FIG . 6 . In some of the various 
embodiments , one or more blocks in process 1100 may 
represent one or more portions of one or more blocks in 
process 900 of FIG . 9 . In some embodiments , one or more 
NMCs may execute one or more portions of one or more 
blocks in process 1200 . For example , the one or more NMCS 
may be the same as or similar to the one or more NMCs 
explained with regard to process 600 of FIG . 6 . 
10203 ] After a start block , at block 1202 , in one or more 
of the various embodiments , one or more NMCs may be 
arranged to monitor network traffic in one or more networks 
( e . g . , as explained with regard to block 602 of process 600 
of FIG . 6 ) . 
[ 0204 ] In some embodiments , the NMC may be arranged 
to continuously capture network packets that may be asso 
ciated with one or more monitored network flows . Accord 
ingly , in one or more of the various embodiments , the NMC 
may be arranged to selectively capture some or all of the 
network packets that may be monitored or otherwise 
observed by the NMC . The selection of network packets for 
capture may be based on the operation of one or more 
rule - based policies , pattern matches , configuration settings , 
or the like , or combination thereof . 
[ 0205 ] In one or more of the various embodiments , cap 
tured network packets may be stored temporally in ring 
buffer memories . Also , in one or more of the various 
embodiments , captured network packets may be stored in 
persistent data storage , such as disk drives , storage area 
networks ( SANs ) , solid - state drives , cloud - based storage 
environments , or the like , or combination thereof . 

[ 0206 ] At block 1204 , in one or more of the various 
embodiments , the one or more NMCs may execute one or 
more detection rules ( e . g . , as explained with regard to block 
604 of process 600 FIG . 6 ) . 
[ 0207 ] At block 1206 , the one or more NMCs may collect 
one or more metrics associated with the one or more 
detection rules ( e . g . , as explained with regard to block 606 
of process 600 of FIG . 6 ) . 
[ 0208 ] At decision block 1208 , the one or more NMCs 
may determine whether one or more attacks have been 
detected based on one or more portions of the one or more 
collected metrics ( e . g . , as explained with regard to block 608 
of process 600 of FIG . 6 ) . If no attacks are detected , process 
1200 may return to block 1202 to continue monitoring 
network traffic . If one or more attacks are detected , process 
1200 may proceed to block 1210 . 
[ 0209 ] At decision block 1210 , in one or more of the 
various embodiments , the one or more NMCs may deter 
mine whether to update the one or more detection rules . In 
one or more of the various embodiments , the one or more 
NMCs may execute one or more policies ( e . g . , one or more 
rule - based policies defined by one or more portions of 
configuration information , such as , for example , configura 
tion information of ransomware detection engine 326 ) that 
instruct the one or more NMCs to update the one or more 
detection rules based on one or more of metrics , metric 
scores , confidence scores , or the like . The one or more of 
metrics , metric scores , confidence scores , or the like may 
include one or more of those metrics , metric scores , confi 
dence scores , or the like explained above . In some of the 
various embodiments , the one or more NMCs may compare 
the one or more of metrics , metric scores , confidence scores , 
or the like to one or more thresholds . In some embodiments , 
the one or more NMCs may , based on the one or more 
policies , update the one or more detection rules responsive 
to determining that the one or more thresholds have been 
met or exceeded ( or have not been met or exceeded ) . For 
example , the one or more NMCs may update the one or more 
detection rules responsive to determining that , while the one 
or more NMCs detected the one or more attacks , a likelihood 
of a false positive is higher than a threshold . In one or more 
embodiments , the one or more NMCs may adjust the one or 
more detection rules to reduce false positives . For example , 
the one or more NMCs may update the one or more 
detection rules and determine whether the one or more 
NMCs again detect the one or more detected attacks while 
executing the one or more updated detection rules . In some 
embodiments , the one or more NMCs may , based on the one 
or more policies , update the one or more detection rules 
based on user input ( e . g . , one or more users indicating that 
the one or more detected attacks are one or more false 
positives ) . If the one or more NMCs determine that the one 
or more policies require updating the one or more detection 
rules , process 1200 may proceed to block 1212 . If the one or 
more NMCs determine that the one or more policies permit 
skipping one or more various updates to the one or more 
detection rules , process 1200 may proceed to block 1214 . In 
one or more of the various embodiments , the one or more 
NMCs may determine that the one or more policies permit 
updating the one or more detection rules ( e . g . , as explained 
with regard to block 1212 ) and proceeding to block 1214 . 
For example , the one or more NMCs may adjust one or more 
previously updated detection rules to one or more pre 
updated states ( e . g . , responsive to determining that one or 
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more prior detections of the one or more detected ransom 
ware was not a false positive ) . 
[ 0210 ] At block 1212 , the one or more NMCs may update 
the one or more detection rules . In one or more of the various 
embodiments , the one or more NMCs may update the one or 
more detection rules based on the one or more of metrics , 
metric scores , confidence scores , or the like . In some of the 
various embodiments , the one or more NMCs may employ 
one or more forms of rule learning to update the one or more 
rules . In some embodiments , the one or more NMCs may 
add one or more pieces of file information ( e . g . , one or more 
filenames , file extensions , or the like ) to one or more 
blacklists or whitelists ( e . g . , as found in blacklist informa 
tion 316 or whitelist information 318 of FIG . 3 ) . In one or 
more embodiments , the one or more NMCs may subtract 
one or more pieces of file information from one or more 
blacklists ( e . g . , as found in blacklist information 316 of FIG . 
3 ) . In some of the various embodiments , the one or more 
NMCs may output one or more new or updated blacklists or 
whitelists to one or more perimeter defenses ( e . g . , one or 
more firewalls ) or agent - based antivirus tools in the one or 
more portions of the one or more networks or in one or more 
portions of one or more other networks . In some embodi 
ments , the one or more NMCs may reset one or more 
collected metrics ( e . g . , resetting one or more counts , emp 
tying one or more arrays , or the like ) . In one or more 
embodiments , the one or more NMCs may adjust the one or 
more thresholds ( e . g . , decrease one or more thresholds , 
increase one or more thresholds , or the like ) . In some 
embodiments , the one or more NMCs may change which 
packets or portions of packets that the one or more NMCs 
analyze with the one or more detection rules . For example , 
the one or more NMCs may increase a quantity or spectrum 
of packets or packet portions that the one or more NMCs 
analyze with the one or more detection rules . In some of the 
various embodiments , the one or more NMCs may update 
the one or more detection rules based on user feedback . 
[ 0211 ] At block 1214 , the one or more NMCs may provide 
one or more reports of the one or more detected attacks ( e . g . , 
as explained with regard to block 610 of process 600 of FIG . 
6 ) . In one or more of the various embodiments , the one or 
more NMCs may execute one or more of decision block 
1210 or block 1212 subsequent to block 1214 . For example , 
the one or more NMCs may prompt one or more users for 
feedback at or subsequent to block 1214 and base one or 
more portions of decision block 1210 on the user feedback . 
[ 0212 ] Subsequent to block 1214 , control may be returned 
to a calling process . In some embodiments , the one or more 
NMCs may continue operating until a user configures the 
one or more NMCs to terminate operations . 
[ 0213 ] In one or more of the various embodiments , the one 
or more NMCs may , by performing one or more portions of 
one or more of processes 600 , 700 , 800 , 900 , 1000 , 1100 , 
1200 , or 1300 , improve performance of one or more of client 
computers or network computers . In some of the various 
embodiments , if one or more agents in the one or more client 
computers were to perform the one or more portions of the 
one or more processes , processing by the one or more client 
computers may slow down . In some embodiments , if one or 
more firewalls in one or more network computers were to 
perform the one or more portions of the one or more 
processes , processing by the one or more network computers 
may slow down , and speed at which the one or more client 
computers may communicate through the one or more 

firewalls may also slow down . In one or more embodiments , 
by performing passive analysis , the one or more NMCs may 
perform the one or more portions of the one or more 
processes without adding overhead to communications by 
the one or more client computers . 
[ 0214 ] In one or more of the various embodiments , the one 
or more NMCs may , by executing detection rules , improve 
performance of the one or more of client computers or 
network computers . In some of the various embodiments , if 
the one or more NMCs were to consider all methods ( or 
operations ) , the one or more NMCs may require excessive 
overhead to perform one or more portions of one or more of 
processes 600 , 700 , 800 , 900 , 1000 , 1100 , 1200 , or 1300 . In 
some embodiments , by considering particular types of file 
operations ( e . g . , file write operations ) , combinations of file 
operations , or the like , the one or more NMCs may reduce 
overhead requirements to perform the one or more portions 
of the one or more of processes 600 , 700 , 800 , 900 , 1000 , 
1100 , 1200 , or 1300 . 
[ 0215 ] FIG . 13 shows a flowchart of process 1300 which 
is an example a network monitoring computer arranged for 
continuous capture of network traffic in accordance with one 
or more of the various embodiments . After a start block , at 
block 1302 , one or more NMCs may be arranged to monitor 
network traffic of one or more network flows in one or more 
networks ( e . g . , as explained with regard to block 602 of 
process 600 of FIG . 6 ) . 
[ 0216 ] At block 1304 , in one or more of the various 
embodiments , one or more NMCs may be arranged to 
continuously capture network traffic that may be associated 
with one or more monitored network flows . Accordingly , in 
one or more of the various embodiments , the NMC may be 
arranged to selectively capture some or all of the network 
packets that may be monitored or otherwise observed by the 
NMC . The selection of network packets for capture may be 
based on the operation of one or more rule - based policies , 
pattern matches , configuration settings , or the like , or com 
bination thereof . 
102171 At block 1306 , in one or more of the various 
embodiments , the captured network packets may be stored 
in persistent data storage , such as disk drives , solid - state 
drives , storage area networks ( SANs ) , cloud - based storage 
environments , or the like , or combination thereof . 
[ 0218 ] At decision block 1308 , in one or more of the 
various embodiments , if an attack may be detected , control 
may flow to block 1310 ; otherwise , control may loop back 
to block 1302 . In one or more of the various embodiments , 
one or more NMC may be arranged to detect attacks as 
detailed above . 
[ 0219 ] At block 1310 , in one or more of the various 
embodiments , one or more NMCs may be arranged to 
perform one or more remediation actions based on the 
captured network traffic . In some embodiments , the captured 
network traffic may include original copies of file informa 
tion ( or other data ) that may be used to recover from an 
attack . ( See , FIG . 11 and its corresponding description 
above . ) Next , control may be returned to a calling process . 
[ 0220 ] It will be understood that each block of the flow 
chart illustration , and combinations of blocks in the flow 
chart illustration , can be implemented by computer program 
instructions . These program instructions may be provided to 
one or more processors to produce a machine , such that the 
instructions , which execute in the one or more processors , 
create means for implementing the actions specified in the 
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flowchart block or blocks . The computer program instruc 
tions may be executed by the one or more processors to 
cause a series of operational steps to be performed by the 
one or more processors to produce a computer - implemented 
process such that the instructions , which execute in the one 
or more processors to provide steps for implementing the 
actions specified in the flowchart block or blocks . The 
computer program instructions may also cause one or more 
portions of one or more of the operational steps shown in the 
blocks of the flowchart to be performed in parallel or 
concurrently by the one or more processors or one or more 
computers . Moreover , some of the steps may also be per 
formed across more than one processor or computer . In 
addition , one or more blocks or combinations of blocks in 
the flowchart illustration may also be performed concur 
rently with other blocks or combinations of blocks , or even 
in a different sequence than illustrated without departing 
from the scope or spirit of the innovations . 
[ 0221 ] Accordingly , blocks of the flowchart illustration 
support combinations of means for performing the specified 
actions , combinations of steps for performing the specified 
actions and program instruction means for performing the 
specified actions . It will also be understood that each block 
of the flowchart illustration , and combinations of blocks in 
the flowchart illustration , can be implemented by special 
purpose hardware based systems , which perform the speci 
fied actions or steps , or combinations of special purpose 
hardware and computer instructions . The foregoing example 
should not be construed as limiting or exhaustive , but rather , 
an illustrative use case to show an implementation of one or 
more of the various embodiments of the innovations . 
[ 0222 ] Further , in one or more embodiments ( not shown in 
the figures ) , the logic in the illustrative flowcharts may be 
executed using one or more embedded logic hardware 
devices instead of one or more CPUs , such as an Application 
Specific Integrated Circuits ( ASICs ) , Field Programmable 

Gate Arrays ( FPGAs ) , Programmable Array Logic chips 
( PALs ) , or the like , or combination thereof . The embedded 
one or more logic hardware devices may directly execute 
their embedded logic to perform actions . In one or more 
embodiments , one or more microcontrollers may be 
arranged as system - on - a - chip ( SOCs ) to directly execute 
their own locally embedded logic to perform actions and 
access their own internal memory and their own external 
Input and Output Interfaces ( e . g . , hardware pins or wireless 
transceivers ) to perform actions described herein . 
What is claimed as new and desired to be protected by 

Letters Patent of the United States is : 
1 . A method for detecting one or more attacks in a 

network , wherein one or more processors in one or more 
network monitoring computers ( NMCs ) execute instructions 
to perform actions , comprising : 

passively monitoring one or more network flows using the 
one or more NMCs ; and 

responsive to detecting one or more file write operations 
based on information included in one or more packets 
of the one or more network flows , performing further 
actions , including : 
executing one or more detection rules to analyze one or 
more portions of the one or more packets to identify 
file information that is associated with the one or 
more file write operations ; 

providing one or more metrics based on the one or more 
detection rules and a comparison of the one or more 
of the file information or the one or more file write 
operations ; and 

responsive to one or more of the one or more metrics 
exceeding one or more threshold values , providing 
one or more reports of one or more attacks based on 
the one or more exceeded threshold values . 

* * * * * 


