Office de la Proprieté Canadian
Intellectuelle Intellectual Property
du Canada Office

Un organisme An agency of
d'Industrie Canada Industry Canada

CA 2585604 C 2014/07/29

(11)(21) 2 585 604

(12 BREVET CANADIEN
CANADIAN PATENT
13) C

(86) Date de déepot PCT/PCT Filing Date: 2006/01/04

(87) Date publication PCT/PCT Publication Date: 2006/07/20
(45) Date de délivrance/lssue Date: 2014/0/7/29

(85) Entree phase nationale/National Entry: 200/7/04/27

(86) N° demande PCT/PCT Application No.: EP 2006/050044
(87) N° publication PCT/PCT Publication No.: 2006/074977
(30) Priorité/Priority: 2005/01/12 (US11/033,947)

51) Cl.Int./Int.Cl. HO4L 29/02(2006.01)

(72) Inventeur/Inventor:
BRABSON, ROY, US

(73) Proprietaire/Owner:
INTERNATIONAL
CORPORATION, U

(74) Agent: WANG, PETER

BUSINESS MACHINES

S

(54) Titre : PROCEDE, SYSTEME ET PROGICIEL INFORMATIQUES PERMETTANT DE CONTOURNER DES PILES DE
ROUTAGE AU MOYEN D'UN PROTOCOLE INTERNET MOBILE

54) Title: METHOD, SYSTEM AND COMPUTER PROGRAM PRODUCTS FOR BYPASSING ROUTING STACKS

USING MOBILE INTERNET PROTOCOL

Target Stack
200\ 220
Routing
Table
270
Client Routing Stack Target Stack
205 A 210 A 230
Cache Routing [———*1 | Routing
250 Table Table
260 2714

(57) Abréegée/Abstract:

Methods, systems and computer program products for load balancing using Mobile Internet Protocol (|
request for a connection Is recelved from a client at a routing stack. A Mobile |

Target Stack
240 '

Routing
Table
275

P Version 6 bind

P) Version 6 are provided. A
INg update message Is transmitted

from the routing stack to the client responsive to the recelved request. The binding update message identifies a selected target
stack so as to allow the client to communicate directly with the target stack bypassing the routing stack.

» . _
‘ l an a dH http:/opic.ge.ca + Ottawa/Gatineau K1A 0C9 - hmp./cipo.ge.ca o p1C

OPIC - CIPO 191

,
L
X
e
e . ViNENEE
L S S \
ity K
.' : - h.l‘s_‘.}:{\: .&. - A L~
.
A

A7 /7]
o~




0067074977 A1 LAV} Y001 A A O A

CA 02585604 2007-04-27

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization {2
International Bureau '

(43) International Publication Date
20 July 2006 (20.07.2006)

(51) International Patent Classification:
HO4L 29/06 (2006.01)

(21) International Application Number:
PCT/EP2006/050044

4 January 2006 (04.01.2006)
English
English

(22) International Filing Date:
(25) Filing Language:
(26) Publication Language:

(30) Priority Data:
11/033,947 12 January 2005 (12.01.2005) US

(71) Applicant (for all designated States except US): INTER-
NATIONAL BUSINESS MACHINES CORPORA-
TION [US/US]; New Orchard Road, Armonk, New York
10504 (US).

(71) Applicant (for MG only): 1IBM UNITED KING-
DOM LIMITED [GB/GB]; Po Box 41 North Harbour,
Portsmouth Hampshire PO6 3AU (GB).

(72) Inventor; and

(75) Inventor/Applicant (for US ornly): BRABSON, Roy
[US/US]; 1913 Bowling Green Trail, Raleigh, North
Carolina 27613 (US).

(74) Agent: WILLIAMS, Julian, David; IBM United King-
dom Limited, Intellectual Property Law, Hursley Park,
Winchester Hampshire SO21 2JN (GB).

(10) International Publication Number

WO 2006/074977 Al

(81) Designated States (unless otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ,BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KL,
KG, KM, KN, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.
(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
/W), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, ELE, ES, Il,
FR, GB, GR, HU, ILE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, SI, SK, TR), OAPI (BE, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: METHOD, SYSTEM AND COMPUTER PROGRAM PRODUCT FOR BYPASSING ROUTING STACKS USING

MOBILE INTERNET PROTOCOL

Target Stack
220

Routing

Table
270

Client Routing Stack Target Stack
205 A 210 A 230
Cache Routing Routing
250 | Table Table
260 271
Target Stack |
240 |
Rouiing
Table
275

B

e (57) Abstract: Methods, systems and computer program products for load balancing using Mobile Internet Protocol (IP) Version 6

O
=

are provided. A request for a connection is received from a client at a routing stack. A Mobile IP Version 6 binding update message
is transmitted from the routing stack to the client responsive to the received request. The binding update message identifies a selected
target stack so as to allow the client to communicate directly with the target stack bypassing the routing stack.



CA 02585604 2007-04-27
WO 2006/074977 PCT/EP2006/050044

METHODS, SYSTEM AND COMPUTER PROGRAM PRODUCTS FOR
BYPASSING ROUTING STACKS USING MOBILE INTERNET PROTOCOL

FIELD OF TH:

L~

INVENTION

This invention relates to methods, systems and computer program products
related to workload balancing and, more particularly, to methods, systems
and computer program products for workload balancing using mobile internet

protocol.

L

BACKGROUND OF THE INVENTION

The Internet Protocol ("IP") 1s designed as a connectionless protocol.
Therefore, IP workload balancing solutions may treat every Transmission
Control Protocol ("TCP") connection request to a particular application,
identified by a particular destination IP address and port number

combination, as i1ndependent of all other such TCP connection reguests.

nxamples of such IP workload balancing systems include Sysplex Distributor

from the International Business Machines Corporation ("IBM"), which 1is

included in IBM's z/0S and 0S/390 TCP/IP implementations, and the

Multi-Node Load Balancer ("MNLB") from Cisco Systems, Inc. Thus, the
Sysplex Distributor is the strategic load balancing solution for z/0S. 1In
other words, the Sysplex Distributor may distribute new client connection
requests sent to a single IP address to one or more different application

servers on different TCP/IP stacks.

Sysplex Distributor consists of two functions, a routing stack and one or
more target stacks. The routing stack may be configured to process new
connection reqgquests and select a target stack to handle the new reqguest.
The routing stack typically keeps track of the selected target stack for
each connection request and routes subseqguent packets for the same TCP
connection to the same target stack. Sysplex Distributor may also
maintain a connection routing table for active connections. A connection
entry may be created when a connection 1s established and the connection

entry may be removed when the connection 1s terminated.

Traffic sent from the application server on the target stack to the client

typically uses the most efficient route available and may bypass the

routing stack completely. By default, traffic sent from the client to the

application server must typically traverse the routing stack. The routing
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stack 1n turn forwards the data over internal coupling facility (XCF)
links to the appropriate target stack.

Sysplex Distributor may also work in conjunction with Cisco Forwarding
Agents. When used 1n this mode, the Cisco Forwarding Agents may 1ntercept
new connection requests and forward them to the routing stack. The
routing stack may select the optimal target stack to process the new
connection reqgquest and return the IP address of the target stack to the
Cisco Forwarding Agent. The Cisco Forwarding Agent may then forward the

connection request and subsequent packets for this connection to the

selected target stack, typically using Generic Routing Encapsulation (GRE)

tunneling, although MultiProtocol Label Switching (MPLS) may also be used.

Use of Cisco Forwarding Agents and XCF links may not be desirable. For
example, sending the connection reqgquests and data packets over XCF links
may add delay. Furthermore, the communication between the Cisco
Forwarding Agents and the routing stacks may also add delay and reduce the
scalability of the system. Accordingly, improved methods of load

balancing may be desired.

4

SUMMARY OF THE INVENTION

Some embodiments of the present invention provide methods, systems and
computer program products for load balancing using Mobile Internet

Protocol (IP) Version 6. A request for a connection 1s received from a

client at a routing stack. A Mobile IP Version 6 Binding Update message

1s transmitted from the routing stack to the client responsive to the

received request. The Binding Update message i1dentifies a selected target
stack so as to allow the client to communicate directly with the target

stack bypassing the routing stack.

In further embodiments of the present invention, the Binding Update
message may include a home address of the connection as an internet
protocol address associated with the routing stack and a care-of address
of the connection as an internet protocol address (IP) address associated
with the target stack. Thus, the client can create a binding cache entry
that maps the IP address associated with the routing stack to the IP
address associated with the target stack. In certain embodiments of the
present invention, the IP address associated with the routing stack is a

virtual IP address (VIPA).

In still further embodiments of the present invention, the reqgquest for the

connection to the selected target stack may be transmitted from the
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routing stack to the target stack. A notification may be received at the
routing stack from the target stack that the connection reqguest has been
accepted by the target stack. A routing table at the routing stack may be
updated. In certain embodiment of the present invention, the routing
stack may be updated to indicate that the target stack has accepted the

connection request responsive to the received notification.

In some embodiments of the present invention, a Mobile IP Version 6 Home
Test Init message may be transmitted from the routing stack to the client.
The Home Test Init message may include a request that the client return a
Mobile IP Version 6 Home Test message to the routing stack. The Home Test
message may be received at the routing stack from the client responsive to
the transmitted Home Test Init message. A Mobile IP Version 6 Care-of
Test Init message may be transmitted from the routing stack or the target
stack to the client for the target stack. A source IP address of the
Care-of Test Init message may be set to the IP address of the target

stack.

In further embodiments of the present invention, a Care-of Test message
may be received at the target stack from the client. The Care-of Test
message may include a mobility header indicating that a copy of the
Care-of Test message should be forwarded to the routing stack. The copy
of the Care-of Test message may be transmitted to from the target stack to
the routing stack. The connection may be established at the client
between the client, the routing stack and the target stack so as to allow
direct communication between the client and the target stack. An
indication may be transmitted from the client to the routing stack that

the connection has been established.

In still further embodiments of the present invention, the transmitted

indication may be received at the routing stack and forwarded to the

target stack. The Binding Update message may be transmitted to the client

once both the Care-of Test message and the Home Test message have been

received at the routing stack. The Binding Update message may be a first

Binding Update message and a second Binding Update message may be received

from the routing stack at the client. The second Binding Update message
may i1ndicate that the established connection should be terminated. The

binding cache entry associated with the connection may be deleted at the

client responsive to second Binding Update message.
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In some embodiments of the present invention, the binding cache entry may
be created at the client that maps the home address to the care-of address
sO as to allow direct communication between the client and the target
stack. A binding acknowledgment may be transmitted from the client
directly to the target stack bypassing the routing stack. A copy of the
binding acknowledgment may be received at the routing stack from the
target stack. A routing table associated with the routing stack may be
updated to i1nclude state information. A binding information request may
be transmitted from the routing stack to the target stack including the
state 1nformation so as to allow the target stack to update a routing

table associated with the target stack.

In further embodiments of the present invention, mobile IP version 6
messages may be received at the routing stack from the target stack so as
to allow the routing stack to maintain a routing table associated with the
routing stack that i1s substantially similar to a routing table associated
with the target stack. In certain embodiments of the present invention,
the Mobile IP Version 6 optimizations may be enabled on the VIPA.

Methods, systems and computer program products according to embodiments of

the present invention may be implemented using z/0S Version 1 Revision 6.

In some embodiments of the present invention, a notification of a new

connection request at the target stack from the client may be received at

the routing stack. Binding Update message information associated with the
connection may be copied at the routing stack from a routing table

associated with the routing stack.

In further embodiments of the present invention, the Binding Update

message may be a first Binding Update message. A notification of a new
connection request at the client from the target stack may be received at

the routing stack. It may be determined i1f an entry for the new

connection exists i1n the routing table at the routing stack. Binding
Update message information associated with the existing connection may be

coplied from the routing table if it 1s determined that the entry exists.

A second Binding Update message may be transmitted from the routing stack

to the client 1f it i1s determined that the entry does not exist. The

second Binding Update message may 1dentify a second selected target stack
for the new connection so as to allow the client to communicate directly

with the second selected target stack bypassing the routing stack.

In still further embodiments of the present invention, a binding refresh

request may be transmitted from the client to the target stack. The
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binding refresh regquest may include a request to send another Binding

Update message from the target stack.

In some embodiments of the present invention, the Binding Update message

may be a first Binding Update message. A problem with the target stack
may be detected at the routing stack. The binding cache entry may be
deleted at the client responsive to the detected problem. A second

Binding Update message may be transmitted from the routing stack to the

client. The second Binding Update message may i1ndicate that the care-of
address and the home address should both be set to the VIPA so as to allow

direct communication between the client and the routing stack.

In further embodiments of the present invention, the Binding Update

message may include a first Binding Update message. A second Binding
Update message may be transmitted, from the routing stack, to the client

soO as to allow deletion of the binding cache entry at the client.

Still further embodiments of the present invention provide methods,

systems and computer program products for load balancing using Mobile

Internet Protocol (IP) Version 6. A Mobile IP Version 6 Binding Update

message 1s received from the routing stack at the client responsive to a

request for a connection. The Binding Update message identifies a
selected target stack so as to allow the client to communicate directly

with the selected target stack bypassing the routing stack.

Some embodiments of the present invention provide methods, systems and
computer program products for load balancing using Mobile Internet
Protocol (IP) Version 6. A reqgquest for a connection to a selected target
stack 1s received at the selected target stack from a routing stack. A
notification indicating that the connection reqguest has been accepted by
the target stack 1s transmitted from the selected target stack so as to
allow a client to communicate directly with the selected target stack

bypassing the routing stack.

Viewed from a first aspect, the present invention provides a method of
load balancing using Mobile Internet Protocol (IP) Version 6, comprising:
receiving, from a client, a request for a connection at a routing stack;
and transmitting, from the routing stack, a Mobile IP Version 6 binding
update message to the client responsive to the received reguest, the

binding update message i1dentifyving a selected target stack so as to allow
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the client to communicate directly with the target stack, bypassing the

routing stack.

Preferably, the present invention provides a method wherein the binding
update message comprises a home address of the connection as an internet
protocol address associated with the routing stack and a care-of address
of the connection as an IP address associated with the target stack so as
to allow the client to create a binding cache entry that maps the IP
address associated with the routing stack to the IP address associated

with the target stack.

Preferably, the present invention provides a method wherein the IP address

associated with the routing stack comprises a virtual IP address (VIPA).

Preferably, the present invention provides a method wherein transmitting
1s preceded by: transmitting, from the routing stack, the request for the
connection to the selected target stack; receiving, at the routing stack,
notification from the target stack that the connection reguest has been
accepted by the target stack; and updating a routing table at the routing

stack.

Preferably, the present invention provides a method wherein updating
comprises updating the routing table at the routing stack to indicate that
the target stack has accepted the connection reqgquest responsive to the

received notification.

Preferably, the present invention provides a method wherein transmitting
the binding update message 1s preceded by: transmitting, from the routing
stack, a Mobile IP Version 6 hhome test init message to the client, the
home test 1nit message including a request that the client return a Mobile
IP Version 6 home test message to the routing stack; receiving the home
test message at the routing stack from the client responsive to the
transmitted home test 1nit message; and transmitting, from the routing
stack or the target stack, a Mobile IP Version 6 care-of test init message
to the client for the target stack, a source IP address of the care-of

test 1init message being set to the IP address of the target stack.

Preferably, the present invention provides a method further comprising:
receiving, at the target stack, a care-of test message from the client
responsive to the care-of test 1nit message, wherein the care-of test
message includes a mobility header indicating that a copy of the care-of

test message should be forwarded to the routing stack; and transmitting,
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from the target stack, the copy of the care-of test message to the routing

stack.

Preferably, the present invention provides a method further comprising:
establishing, at the client, the connection between the client, the
routing stack and the target stack so as to allow direct communication
between the client and the target stack; and transmitting, from the
client, to the routing stack an indication that the connection has been

established.

Preferably, the present invention provides a method further comprising:
receliving the transmitted indication at the routing stack; and
forwarding the transmitted indication to the target stack, wherein
transmitting a binding update message comprises transmitting a binding
update message to the client once both the care-of test message and the

home test message have been received at the routing stack.

Preferably, the present invention provides a method wherein the binding
update message comprises a first binding update message, the method
further comprising: receiving, from the routing stack, a second binding
update message at the client, the second binding update message indicating
that the established connection should be terminated; and deleting the
binding cache entry associated with the connection at the client

responsive to second binding update message.

Preferably, the present invention provides a method further comprising:
creating, at the client, the binding cache entry that maps the home
address to the care-of address so as to allow direct communication between
the client and the target stack; and transmitting, from the client, a
binding acknowledgment directly to the target stack bypassing the routing

stack.

Preferably, the present invention provides a method further comprising:
receiving, at the routing stack, a copy of the binding acknowledgment from
the target stack; and updating a routing table associated with the routing
stack to include state information; transmitting a binding information
request to the target stack including the state information so as to allow
the target stack to update a routing table associated with the target

stack.

Preferably, the present invention provides a method further comprising

receiving, at the routing stack, mobile IP version 6 messages from the
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target stack so as to allow the routing stack to maintain a routing table
associated with the routing stack that i1s substantially similar to a

routing table associated with the target stack.

Preferably, the present invention provides a method wherein transmitting

1s preceded by enabling Mobile IP Version 6 optimizations on the VIPA.

Preferably, the present invention provides a method wherein the method 1s

implemented using z/0S Version 1 Revision 6.

Preferably, the present invention provides a method further comprising:
receiving, at the routing stack, a notification of a new connection
request at the target stack from the client; and copying, at the routing
stack, binding update message information associated with the connection

from a routing table associated with the routing stack.

Preferably, the present invention provides a method wherein the binding
update message comprises a first binding update message, the method
further comprising: receiving, at the routing stack, a notification of a
new connection request at the client from the target stack; determining,
at the routing stack, 1f an entry for the new connection exists in the
routing table; copyving binding update message information associated with
the existing connection from the routing table i1f i1t 1s determined that
the entry exists; and transmitting, from the routing stack, a second
binding update message to the client 1f i1t 1s determined that the entry
does not exist, the second binding update message identifying a second
selected target stack for the new connection so as to allow the client to
communicate directly with the second selected target stack bypassing the

routing stack.

Preferably, the present invention provides a method further comprising
transmitting, from the client, a binding refresh request to the target
stack, the binding refresh reguest including a reguest to send another

binding update message from the target stack.

Preferably, the present invention provides a method, wherein the binding
update message comprises a first binding update message, the method
further comprising: detecting, at the routing stack, a problem with the
target stack; deleting the binding cache entry at the client responsive to
the detected problem; and transmitting, from the routing stack, a second
binding update message to the client, the second binding update message

indicating that the care-of address and the home address should both be
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set to the VIPA so as to allow direct communication between the client and

the routing stack.

Preferably, the present invention provides a method wherein the binding
update message comprises a first binding update message, the method
further comprising transmitting a second binding update message, from the
routing stack, to the client so as to allow deletion of the binding cache

entry at the client.

Viewed from a second aspect the present invention provides a method of
load balancing using Mobile Internet Protocol (IP) Version 6, comprising:
receiving, from a routing stack, a Mobile IP Version 6 binding update
message at the client responsive to a request for a connection, the
binding update message i1dentifyving a selected target stack so as to allow
the client to communicate directly with the selected target stack

bypassing the routing stack.

Preferably, the present invention provides a method of load balancing
using Mobile Internet Protocol (IP) Version 6, comprising: receiving, at a
selected target stack, a request for a connection to the selected

target stack from a routing stack; transmitting, from the selected target
stack, a notification indicating that the connection reqgquest has been
accepted by the target stack so as to allow a client to communicate

directly with the selected target stack bypassing the routing stack.

Viewed from a third aspect the present invention comprises a system for
load balancing using Mobile Internet Protocol (IP) Version 6, comprising a
routing stack configured to: receive, from a client, a request for a
connection; and transmit a Mobile IP Version 6 binding update message to
the client responsive to the received reqgquest, the binding update message
identifying a selected target stack so as to allow the client to

communicate directly with the target stack bypassing the routing stack.

Preferably, the present invention provides a system wherein the binding
update message comprises a home address of the connection as an internet
protocol address associated with the routing stack and a care-of address
of the connection as an IP address associliated with the target stack so as
to allow the client to create a binding cache entry that maps the IP
address associated with the routing stack to the IP address associated

with the target stack.
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Preferably, the present invention provides a system wherein the IP address

associated with the routing stack comprises a virtual IP address (VIPA).

Preferably, the present invention provides a system wherein the routing
stack 1s further configured to: transmit a Mobile IP Version 6 home test
init message to the client, the home test init message including a request
that the client return a Mobile IP Version 6 home test message to the
routing stack; receive the home test message at the routing stack from the
client responsive to the transmitted hHome test 1nit message; and

transmit a Mobile IP Version 6 cCare-of test 1init message to the client
for the target stack, a source IP address of the care-of test i1nit message

being set to the IP address of the target stack.

Preferably, the present invention provides a system wherein the target
stack 1s further configured to receive the care-of test message from the
client responsive to the care-of test 1nit message, the care-of test
message including a mobility header indicating that a copy of the care-of
test message should be forwarded to the routing stack and transmit the

copy of the care-of test message to the routing stack.

Preferably, the present invention provides a system wherein the client 1is
further configured to: establish the connection between the client, the
routing stack and the target stack so as to allow direct communication
between the client and the target stack; and transmit an indication that

the connection has been established to the routing stack.

Preferably, the present invention provides a system wherein the routing
stack 1s further configured to: receive the transmitted indication at the
routing stack; forward the transmitted indication to the target stack; and
transmit the binding update message the client once both the care-of test

message and the home test message have been received at the routing stack.

Preferably, the present invention provides a system wherein the binding
update message comprises a first binding update message, wherein the
client 1s further configured to: receive a second binding update message
from the routing stack, the second binding update message indicating that
the established connection should be terminated; and delete the binding
cache entry associated with the connection at the client responsive to

second binding update message.

Preferably, the present invention provides a system wherein the client 1is

further configured to: create the binding cache entry that maps the home
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address to the care-of address so as to allow direct communication between
the client and the target stack; and transmit a binding acknowledgment
directly to the target stack bypassing the routing stack.

Preferably, the present invention provides a system wherein the routing
stack 1s further configured to: receive a copy of the binding
acknowledgment from the target stack; and update a routing table
associated with the routing stack to include state information; and
transmit a binding information request to the target stack including the
state 1nformation so as to allow the target stack to update a routing

table associated with the target stack.

Viewed from a fourth aspect, the present invention provides a computer
program product loadable into the internal memory of a digital computer,
comprising software code portions for performing, when said product 1s run

on a computer, to carry out the invention as described above.

Viewed from a fifth aspect, the present invention provides a system
wherein the routing stack 1s further configured to receive mobile IP
version 6 messages from the target stack so as to allow the routing stack
to maintain a routing table associated with the routing stack that 1is

substantially similar to a routing table associated with the target stack.

Preferably, the present invention provides a system wherein the binding
update message comprises a first binding update message, wherein the
routing stack 1s further configured to: detect a problem with the target
stack; delete the binding cache entry at the client responsive to the
detected problem; and transmit a second binding update message to the
client, the second binding update message indicating that the care-of
address and the home address should both be set to the VIPA so as to allow

direct communication between the client and the routing stack.

Preferably, the present invention provides a system for load balancing
using Mobile Internet Protocol (IP) Version 6, comprising: means for
receiving, from a client, a request for a connection at a routing stack;
and means for transmitting, from the routing stack, a Mobile IP Version 6
binding update message to the client responsive to the received request,
the binding update message i1dentifying a selected target stack so as to
allow the client to communicate directly with the target stack bypassing

the routing stack.
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Figure 1 1s a block diagram of a data processing system suitable for use

in some embodiments of the present invention.

Figure 2 1s a block diagram of a system according to some embodiments of

the present invention.

Figure 3 1s a flowchart illustrating operations according to some

embodiments of the present invention.

Figures 4 through 12 are flow diagrams i1llustrating operations according

to some embodiments of the present invention.

L

DETAIL.
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ESCRIPTION OF
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BODIMENTS OF THE INVENTION

The present invention now will be described more fully hereinafter with
reference to the accompanying figures, 1n which embodiments of the
invention are shown. This 1nvention may, however, be embodied 1n many
alternate forms and should not be construed as limited to the embodiments

set forth herein.

Accordingly, while the invention 1s susceptible to various modifications
and alternative forms, specific embodiments thereof are shown by way of
example 1n the drawings and will herein be described in detail. It should
be understood, however, that there 1s no i1ntent to limit the invention to
the particular forms disclosed, but on the contrary, the invention 1s to
cover all modifications, equivalents, and alternatives falling within the
spirit and scope of the invention as defined by the claims. Like numbers

refer to like elements throughout the description of the figures.

The terminology used herein 1s for the purpose of describing particular

embodiments only and 1s not intended to be limiting of the invention. AsS

used herein, the singular forms "a", "an" and "the" are intended to
include the plural forms as well, unless the context clearly indicates
otherwise. It will be further understood that the terms "comprises”
and/or "comprising," when used in this specification, specify the presence
of stated selectivity features, 1i1ntegers, steps, operations, elements,
and/or components, but do not preclude the presence or addition of one or
more other selectivity features, 1ntegers, steps, operations, elements,
components, and/or groups thereof. As used herein the term "and/or"
includes any and all combinations of one or more of the associated listed

items.
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Unless otherwise defined, all terms (including technical and scientific
terms) used herein have the same meaning as commonly understood by one of
ordinary skill in the art to which this invention belongs. It will be
further understood that terms, such as those defined in commonly used
dictionaries, should be interpreted as having a meaning that 1s consistent
with their meaning in the context of the relevant art and will not be
interpreted 1n an i1idealized or overly formal sense unless expressly SO

defined herein.

The present i1nvention 1s described below with reference to block diagrams
and/or flowchart illustrations of methods, apparatus (systems) and/or
computer program products according to embodiments of the invention. It
is understood that each block of the block diagrams and/or flowchart
illustrations, and combinations of blocks in the block diagrams and/or
flowchart illustrations, can be i1mplemented by computer program
instructions. These computer program instructions may be provided to a
processor of a general purpose computer, special purpose computer, and/or
other programmable data processing apparatus to produce a machine, such
that the instructions, which execute via the processor of the computer
and/or other programmable data processing apparatus, create means for
implementing the functions/acts specified in the block diagrams and/or

flowchart block or blocks.

These computer program instructions may also be stored in a
computer-readable memory that can direct a computer or other programmable
data processing apparatus to function 1n a particular manner, such that
the instructions stored in the computer-readable memory produce an article
of manufacture including instructions which implement the function/act

specified in the block diagrams and/or flowchart block or blocks.

The computer program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of
operational steps to be performed on the computer or other programmable
apparatus to produce a computer-implemented process such that the
instructions which execute on the computer or other programmable apparatus
provide steps for implementing the functions/acts specified in the block

diagrams and/or flowchart block or blocks.

Accordingly, the present invention may be embodied in hardware and/or in

software (including firmware, resident software, micro-code, etc.).
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Furthermore, the present invention may take the form of a computer program
product on a computer-usable or computer-readable storage medium having
computer-usable or computer-readable program code embodied in the medium
for use by or in connection with an instruction execution system. In the
context of this document, a computer-usable or computer-readable medium
may be any medium that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the instruction

execution system, apparatus, or device.

The computer-usable or computer-readable medium may be, for example but
not limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, device, or propagation
medium. More specific examples (a non-exhaustive list) of the
computer-readable medium would include the following: an electrical
connection having one or more wires, a portable computer diskette, a

random access memory (RAM), a read-only memory (ROM), an erasable

programmable read-only memory (EPROM or Flash memory), an optical fiber,
and a portable compact disc read-only memory (CD-ROM). Note that the
computer-usable or computer-readable medium could even be paper or another
suiltable medium upon which the program 1s printed, as the program can be
electronically captured, via, for instance, optical scanning of the paper
or other medium, then compiled, interpreted, or otherwise processed 1in a

sulitable manner, 1f necessary, and then stored i1in a computer memory.

It should also be noted that i1n some alternate i1mplementations, the
functions/acts noted in the blocks may occur out of the order noted in the
flowcharts. For example, two blocks shown 1n succession may 1n fact be

executed substantially concurrently or the blocks may sometimes be

executed in the reverse order, depending upon the functionality/acts

involved.

The routing stack may receive new connection requests, select the optimal
target stack and send the connection reqguest and subseguent data packets
to the selected target stack. As with Mobile IP Version 4 the routing
stack may send the connection reguest and data packets over XCF links. As
discussed above, the use of XCF links and Cisco forwarding Agents may add
unwanted delay to the system. Furthermore, unlike Mobile IP Version 4,
Cisco Forwarding Agents do not support Mobile IP Version 6. Mobile IP
Version 6 1s advantageous as 1t offers many more addresses than Mobile IP
Version 4. Thus, Cisco Forwarding Agents cannot be used by the routing

stacks in combination with Mobile IP Version 6. As a result, the routing
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stack must process all connection requests and data packets and forward

client traffic over XCF links to the appropriate target stack.

Furthermore, the are two main i1ssues with the Sysplex Distributor support

added in z/0S Version 1 Revision 6. First, the routing stack processes

and forwards all inbound data packets sent from the client to the target
stack (as Cisco Forwarding Agents do not support Mobile IP Version 6).
This adds an extra hop i1n the data path and consumes additional central
processing unit (CPU) cycles at the routing stack. Second, all traffic
sent from the client to the target stack traverses the XCF links. As
discussed above, the use of Cisco Forwarding Agents and XCF links do not

provide optimal performance.

Thus, embodiments of the present invention that will be discussed with
respect to Figures 1 through 12, provide methods, systems and computer
program products for load balancing using Mobile Internet Protocol (IP)
Version 6. In other words, according to some embodiments of the present
invention Mobile IP Version 6 concepts are used to allow a client to send
data packets directly to a target stack, completely bypassing the routing
stack. A brief overview of Mobile IP Version 6 will now be discussed. It
will be understood that the overview provided herein i1s not a complete
overview of the protocol function. Mobility Support in IP Version 6 (RFC
3775) provides a more complete description of the Mobile IP Version 6

protocol.

A mobile node 1s typically expected to be addressable at its home address,
whether 1t 1s currently attached to its home link or 1s away from home.

As used herein, the "home address" 1s an IP address assigned to the mobile
node within i1ts home subnet prefix on i1ts home link. When a mobile node
1s at home, packets addressed to its home address are routed to the mobile
node's home 1link, using conventional Internet routing mechanisms known to

those having skill in the art.

On the other hand, when a mobile node 1s attached to some foreign 1link
away from home, it 1s also addressable at one or more care-of addresses.
As used herein, a "care-of address" 1s an IP address associated with a
mobile node that has the subnet prefix of a particular foreign link. The
mobile node can acquire 1ts care-of address through conventional IP
Version 6 mechanisms, such as stateless or stateful auto-configuration.
As long as the mobile node stays in this location, packets addressed to

this care-of address will be routed to the mobile node. The mobile node
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may also accept packets from several care-of addresses, such as when 1t 1is

moving but still reachable at the previous link.

The association between a mobile node's home address and care-of address
1s known as a "binding" for the mobile node. While away from home, a
mobile node registers its primary care-of address with a router on 1its
home link, reqgquesting this router to function as the "home agent" for the

mobile node. The mobile node performs this binding registration by

sending a "Binding Update message" to the home agent. The home agent
replies to the mobile node by returning a "binding acknowledgement"

message.

Any node communicating with a mobile node 1s referred to herein as a
"correspondent node" of the mobile node, and may i1itself be either a
stationary node or a mobile node. Mobile nodes can provide information
about their current location to correspondent nodes. For example, the
mobile node can provide information about theilr current location using the
correspondent registration. A return routability test may be performed in

order to authorize the establishment of the binding.

There are two possible modes for communications between the mobile node
and a correspondent node. The first mode, bidirectional tunneling, does
not typically require Mobile IP Version 6 support from the correspondent
node and 1s available even if the mobile node has not registered its
current binding with the correspondent node. Packets from the
correspondent node are routed to the home agent and then tunneled to the
mobile node. Packets to the correspondent node are tunneled from the
mobile node to the home agent ("reverse tunneled") and then routed
normally from the home network to the correspondent node. In this mode,
the home agent uses proxy Neighbor Discovery to intercept any IP Version 6

packets addressed to the mobile node's home address (or home addresses) on

the home link. FEach intercepted packet 1s tunneled to the mobile node's
primary care-of address. This tunneling 1s performed using IP Version 6

encapsulation.

The second mode, "route optimization", typically reguires the mobile node
to register 1ts current binding at the correspondent node. Packets from
the correspondent node can be routed directly to the care-of address of
the mobile node. When sending a packet to any IP Version 6 destination,
the correspondent node checks its cached bindings for an entry for the

packet's destination address. If a cached binding for this destination
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address 1s found, the node uses a new Type 2 IP Version 6 routing header
(Source Address and Destination Address) to route the packet to the mobile

node by way of the care-of address indicated i1n this binding.

Routing packets directly to the mobile node's care-of address may allow
the shortest communication path to be used. It may also eliminate

congestion at the mobile node's home agent and home link. In addition,
the i1mpact of any possible failure of the home agent or networks on the

path to or from i1t i1is reduced.

When routing packets directly to the mobile node, the correspondent node
sets the Destination Address 1n the IP Version 6 header to the care-of

address of the mobile node. A new Type 2 IP Version 6 routing header 1is

also added to the packet to carry the desired home address. Similarly,
the mobile node sets the source address 1n the packet's IP Version 6
header to i1ts current care-of addresses. The mobile node adds a new IP
Version 6 "Home Address" destination option to carry i1ts home address.
The inclusion of home addresses 1n these packets makes the use of the
care-of address transparent above the network lavyer, for example, at the

transport layer.

Mobile IP Version 6 also provides support for multiple home agents, and a
limited support for the reconfiguration of the home network. In these
cases, the mobile node may not know the IP address of i1ts own home agent,
and even the home subnet prefixes may change over time. A mechanism,
known as "dynamic home agent address discovery" allows a mobile node to
dynamically discover the IP address of a home agent on i1its home link, even
when the mobile node 1s away from home. Mobile nodes can also learn new
information about home subnet prefixes through the "mobile prefix

discovery" mechanism.

Mobile IP Version 6 uses a Return Routability Procedure to allow the
correspondent node to obtain some reasonable assurance that the mobile
node 1s 1n fact addressable at 1ts claimed care-of address as well as at

1ts home address. Only with this assurance 1s the correspondent node able

to accept Binding Update messages from the mobile node, which would then
instruct the correspondent node to direct that mobile node's data traffic

to 1ts claimed care-of address.

For example, testing may be performed to determine whether packets

addressed to the two claimed addresses are routed to the mobile node. The



CA 02585604 2007-04-27
WO 2006/074977 PCT/EP2006/050044

18

mobile node can typically pass the test only i1f it 1s able to supply proof
that i1t received certain data (the "keygen tokens"), which the
correspondent node transmits to those addresses. This data 1s combined by

the mobile node i1nto a binding management key, denoted Kbm.

The home and Care-of Test Init messages are sent at the same time. The
procedure requires very little processing at the correspondent node, and
the home and Care-of Test messages can be returned quickly, perhaps nearly
simultaneously. Four messages form the return routability procedure, Home
Test Init message, Care-of Test Init message, Home Test message and

Care-of Test message.

Referring first to the Home Test Init message, a mobile node transmits a
Home Test Init message to the correspondent node (via the home agent) to
acquire the home keygen token. The contents of the message may include a
source address which may be egqual to home address, a destination address
which may be eqgual to correspondent, parameters and a home 1init cookie.
The Home Test Init message conveys the mobile node's home address to the
correspondent node. The mobile node also transmits along a home 1init
cookie that the correspondent node returns later. The Home Test Init
message 18 reverse tunneled through the home agent. It will be understood
that the headers and addresses related to reverse tunneling have been
omitted from the above discussion of the message contents. The mobile
node remembers these cookie values to obtain some assurance that 1its

protocol messages are being processed by the desired correspondent node.

Referring now to the Care-of Test Init message, the mobile node transmits
a Care-of Test Init message to the correspondent node (directly, not via
the home agent) to acqguire the care of keygen token. The contents of this
message may include a source address, which may be egqual to a care-of
address, a destination address that may be equal to a correspondent,
parameters and a care of i1init cookie. The Care-of Test Init message
conveys the mobile node's care-of address to the correspondent node. The
mobile node also transmits along a care of 1init cookie that the
correspondent node returns later. The Care-of Test Init message 1s sent

directly to the correspondent node.

Referring now to the Home Test message, the Home Test message 1s sent 1n
response to a Home Test Init message. It 1s sent via the home agent. The
contents of the message may include a source address which may be egual to
the correspondent, a destination address which may be equal to a home

address, parameters, a home 1i1nit cookie, a home keygen token and a home
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nonce index. The Home Test message 1s sent to the mobile node via the
home network, where 1t 1s presumed that the home agent will tunnel the

message to the mobile node. This means that the mobile node needs to

already have sent a Binding Update message to the home agent, so that the
home agent will have received and authorized the new care-of address for
the mobile node before the return routability procedure. For improved
security, the data passed between the home agent and the mobile node 1is
made 1mmune to 1nspection and passive attacks. Such protection may be
gained by encrypting the home keygen token as i1t 1s tunneled from the home

agent to the mobile node.

The home i1nit cookie from the mobile node i1s returned in the Home Test
message, to ensure that the message comes from a node on the route between
the home agent and the correspondent node. The home nonce i1ndex 1S
delivered to the mobile node to later allow the correspondent node to
efficiently find the nonce value that 1t used 1n creating the home keygen

token.

Referring now to the Care-of Test message, the Care-of Test message 1s
sent 1n response to a Care-of Test Init message. This message 1s not sent
via the home agent, 1t 1s sent directly to the mobile node. The contents
of the message may include a source address, which may be egqual to the
correspondent, a destination address which may be equal to the care-of
address, parameters, care of init cookie, care of keygen token and care of

nonce i1ndex.

When the mobile node has received both the home and Care-of Test messages,

the return routability procedure 1s complete. As a result of the

procedure, the mobile node has the data i1t needs to send a Binding Update

message to the correspondent node. Binding Update messages may also be

used to delete a previously established binding.

Thus, according to some embodiments of the present invention, which will

be discussed below with respect to Figures 1 through 12, Mobile IP Version

6 concepts may map to IBM's Sysplex Distributor. For example, a client
may assume a Correspondent Node role, a routing stack may assume a Home
Agent role and a target stack may assume the Mobile Node role. Thus,

instead of a mobile client roaming from one local area network (LAN) to
another, Mobile IP Version 6 moves the dynamic virtual Internet protocol
address (DVIPA) from the routing stack to the target stack as discussed
further herein. It will be understood that although embodiments of the
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present invention are discussed herein with respect to DVIPAs and VIPAs,
embodiments of the present invention are not limited to this

configuration. Any addressing scheme known to those having skill in the

art may be used without departing from the teachings of the present

invention. For example, any IP address may be used.

Some embodiments of the present invention will now be discussed with
respect to Figures 1 through 12. Referring now to Figure 1, an exemplary
embodiment of a computing device, for example, a client, a routing stack,
a target stack or the like or data processing system 130 configured 1in
accordance with some embodiments of the present invention will be
discussed. The data processing system 130, which may be incorporated in,
for example, a personal computer, a PDA, a wireless terminal/phone, or the
like, may include a user interface 144, including, for example, input
device (s) such as a keyboard or keypad, a display, a speaker and/or
microphone, and a memory 136 that communicate with a processor 138. The
data processing system 130 may further include an I/0 data port(s) 146
that also communicates with the processor 138. The I/0 data ports 146 can
be used to transfer information between the data processing system 130 and
another computer system or a network using, for example, an Internet
Protocol (IP) connection. These components may be conventional components
such as those used 1n many conventional data processing systems, which may

be configured to operate as described herein.

Referring now to Figure 2, a block diagram of a system including one or
more clients, routing stacks and/or target stacks according to some
embodiments of the present invention will be discussed. It will be
understood that each of the blocks of the system 200 may include one or
more of the elements discussed above with respect to Figure 1, for
example, I/0 Data ports 146, a processor 138, a memory 136 and a user
interface 144. It will be further understood that clients, routing
stacks, target stacks and the like are well known to those having skill in
the art and, thus, only details relevant to embodiments of the present

invention will be discussed in detail herein.

As 1llustrated in Figure 2, the system 200 includes a client 205, a
routing stack 210 and first, second and third target stacks 220, 230 and
240. It will be understood that although Figure 2 only includes a single
client, a single routing stack and a three targets stacks, embodiments of
the present invention are not limited to this configuration. For example,

multiple clients, multiple routing stacks and less than two or more than

three target stacks may be provided without departing from the scope of
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the present invention. In some embodiments of the present invention, the

system 200 may be, for example, z/0S Version 1 Revision 6.

To provide load balancing using Mobile Internet Protocol (IP) Version 6,
the routing stack 210 may be configured to receive a request for a

connection from the client 205 over a connection A. A Mobile IP Version 6

"Binding Update message", discussed above, may be transmitted to the

client 205 responsive to the received request for the connection. The

Binding Update message may i1dentify a selected target stack (220, 230,
240) with which the client 205 may communicate directly, bypassing the

routing stack according to some embodiments of the present invention

discussed herein. The Binding Update message may identify a "home
address" of the connection as, for example, a virtual internet protocol
address (VIPA) associated with the routing stack 210 and a "care-of
address" of the connection as, for example, an i1nternet protocol address
(IP) address associated with the target stack 240. For exemplary
purposes, the third target stack 240 will be used as the selected target
stack herein. The client 205 creates a binding cache entry that maps the
home address of the VIPA to the care-of address of the selected target
stack 240. Thus, the client 205 may communicate directly with the

selected target stack 240 over path B instead of through the routing stack
210 using paths A. Accordingly, the delays caused by Cisco Routing Agents
and XCFs may not be experienced according to some embodiments of the

present invention.

As 1llustrated in Figure 2, the client maintains a cache memory 250 1in
which i1t may store binding cache entries that map the home address to the
care-of address, 1.e., the virtual internet protocol address (VIPA)
associated with the routing stack to the internet protocol address (IP)
address associated with the target stack. The routing stack 210 and the
target stacks 220, 230 and 240 each maintain a routing table 260, 270, 273
and 275 therein. The routing table of the routing stack 210 and the
selected target stack 240 may be the same 1n case of a failure of the

target stack 240, the routing stack 210 can resume control.

According to some embodiments of the present invention the routing stack
210 i1ncludes almost all the reguired Mobile IP Version 6 support. For
example, the routing stack may be Interactive Network Dispatcher (IND),
running on Linux on zSeries. Linux on zSeries 1includes Mobile IP Version
6 support, which may reduce the overall cost of adding this support. The

routing stack 210 processes any Mobile IP Version 6 flows forwarded by a
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target stack 220, 230 and 240 as 1f the client had sent them. In other
words, the routing stack 210 i1is configured to send Mobile IP Version 6
flows on behalf of the target stack 220, 230 and 240 and to process the

responses as well.

The routing stack 210 manages the connection table (routing table 260)
using the source and destination IP address pair (a 2-tuple not a 4-tuple,
which also includes port numbers). The routing stack 210 may be
configured to select, whenever possible, the same target stack 220, 230
and 240 for all connections from a particular client to a particular

DVIPA.

The routing stack 210 may be configured to detect the case when a single
client 205 establishes parallel connections to the same DVIPA and the
connections are routed to two or more target stacks 220, 230 and 240.

When this occurs, the routing stack may delete the binding cache entry 250
at the client 205. This aspect of embodiments of the present invention

will be discussed further below.

When a connection terminates, the routing stack may be configured to

request that the client 205 delete the Binding Cache Entry associated with
the connection on the client 205. The routing stack 210 may be configured
to delay sending the reguest until any timed affinity between the client

205 and the Target Stack 220, 230 and 240 expires.

When a Target Stack fails, the routing stack 210 may be configured to

request that the client 205 delete all Binding Cache entries on the client

that have a care-of address associated with the selected target stack 220,

230 and 240. When the routing stack transmits a Binding Update message,
the routing stack 210 may be configured to store the last used seqguence
number 1n the coupling facility (XCF). A backup routing stack may use the
sequence number i1f the primary routing stack 210 fails which will be

discussed further below.

The target stack 220, 230 and 240 may be configured to forward packets
that contain a mobility header to the routing stack 210 so as to allow the
routing stack to maintain all necessary information i1n case the target
stack fails 220, 230 and 240. A mobility header indicates that a copy of
the Care-of Test message should be forwarded to the routing stack 210. If
the packet also contains data in addition to the mobility header the

target stack 220, 230 and 240 may be configured to process the data as
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well. The target stack 220, 230 and 240 may be configured to process
packets that contain a Type 2 routing header (source address and

destination address) for existing connections.

For example, 1f the target stack 220, 230 and 240 receives a new
connection request for a DVIPA from a client 205, the connection request
contains a Type 2 Routing Header and an application 1s listening on the
target port, the target stack 220, 230 and 240 may be configured to accept
the new connection reqgquest. The target stack 220, 230 and 240 may be
configured to notify the routing stack of the new connection.

Furthermore, 1f the target stack receives a new connection request for a
DVIPA from a client 205, the connection request contains a Type 2 routing
header and an application 1s not listening on the target port, the target
stack may be configured to forward the connection reqguest to the routing

stack.

Finally, 1f the target stack 220, 230 and 240 receives a packet other than
a new connection reqgquest that contains a Type 2 routing header and the
target stack 220, 230 and 240 does not know about the connection, the
target stack 220, 230 and 240 may be configured to forward the packet to
the routing stack 210.

It will be understood that embodiments of the present invention discussed
herein may be implemented if Mobile IP Version 6 route optimizations have
been enabled for the DVIPA and the target stack supports Mobile IP Version
6 route optimizations. If the target stack does not support Mobile IPv6
route optimizations, or if Mobile IP Version 6 route optimizations are not
enabled for the DVIPA, the routing stack may continue to select target
stacks for new connection requests using conventional methods known to

those having skill in the art.

Operations according to some embodiments of the present invention will now
be discussed with respect to the flowchart of Figure 3. As 1i1llustrated 1in
Figure 3, operations begin at block 300 by receiving a request for a

connection at a routing stack from a client. A Mobile IP Version 6

Binding Update message 1s transmitted to the client responsive to the

received request (block 310). The Binding Update message identifies a
selected target stack so as to allow the client to communicate directly

with the target stack bypassing the routing stack as i1llustrated, for

example, by path B in Figure 2. The Binding Update message may i1dentify a

home address of the connection as a virtual internet protocol address
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(VIPA) associated with the routing stack and a care-of address of the
connection as an internet protocol address (IP) address associated with

the target stack so as to allow the client to create a binding cache entry

that maps the home address (VIPA) to the care-of address (IP address).

More specific scenarios according to some embodiments of the present
invention will now be discussed with respect to the flow diagrams of

Figures 4 through 12. Referring now to Figure 4, the process of

establishing an initial inbound connection according to embodiments of the
present invention will be discussed. When the routing stack receives a
connection reqgquest from a client that 1s not in its connection table
(routing table), the routing stack selects a target stack. The process
through which a routing stack selects a target stack 1s known to those
having skill in the art and will not be discussed further herein. The
routing stack creates a routing table entry that maps the client IP
address and DVIPA pair (source and destination address) to the IP address

of the target stack and stores the routing table entry in the coupling

facility. The routing stack then proceeds to send a Binding Update

message to the client. Once the client receives and processes the Binding
Update message, the client transmits subseguent IP packets directly to the

target stack bypassing the routing stack.

The routing stack according to some embodiments of the present invention
may be configured to select the same target stack for parallel connections
from the same client. If the routing stack has an entry in the routing
table for the client IP address and DVIPA, the routing stack may select
the same target stack for new connection reguests. However, 1t 1s
possible that the client may connect to the same DVIPA using a different
source IP address. In this case, the routing stack may not know this 1s a
parallel connection from the client to the same DVIPA. This scenario will

be discussed further below with respect to the flow diagram of Figure 9.

As 1llustrated in Figure 4, when the routing stack receives a new
connection reqgquest (flow 1), the routing stack checks 1ts connection
routing table to determine 1f there 1s an existing connection from the
same client IP address. If there 1s an existing connection, the routing
stack transmits the connection reguest to the same Target Stack as the
existing connection(s). If it 1s determined that there i1s not an existing
entry 1n the routing table, as i1s the case with the flow i1llustrated in

Figure 4, the routing stack selects a new target stack, creates a new
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entry 1n 1ts routing table for the new connection and forwards the

connection reqguest to the selected target stack (flow 2).

The target stack receives and processes the connection reqguest and returns
an acknowledgement to the client (flow 3). The target stack creates an
entry 1n 1ts copy of the routing table for the new connection. The Target
Stack also notifies the routing stack that i1t has received and accepted

the connection request (flow 4). Upon receipt of the notification, for

example, VIPADIST NEWCONN, the routing stack updates i1ts routing table to

indicate the target stack has accepted the new connection.

At this point the routing stack is configured to send a Binding Update

message to the client so as to allow redirection of the data from the

client to the selected target stack. However, before sending a Binding
Update message, the routing stack must receive a Home Test message and a
Care-of Test message. Thus, the routing stack transmits a Home Test Init
message to the client (flow 5), reqgquesting the client send a Home Test
message to the routing stack. The routing stack sets the source IP

address on the Home Test Init message to the DVIPA.

The routing stack also transmits the Care-of Test Init message to the
client on behalf of the Target Stack (flow 6). It will be understood that
in some embodiments of the present invention the target stack may transmit
the Care-of Test Init message without departing from the scope of the
present invention. The routing stack sets the source IP address on the
Care-of Test Init message to the IP address of the target stack. The
client receives the Home Test Init message and responds with a Home Test
message (flow 7). The client transmits the Home Test message to the

Routing stack using the DVIPA as the destination IP address.

The client receives the Care-of Test Init message and responds with a
Care-of Test message (flow 8). The client transmits the Care-of Test
message to the Target Stack using the IP address of the target stack as

the destination IP address. The Target Stack receives the Care-of Test

message. Because the packet contains a mobility header, the target stack
forwards the packet to the routing stack for processing (flow 9). If a
TCP header 1s also present, the target stack will also process the data

received 1n the packet.

The client completes the three-way handshake and establishes the TCP

connection. Since the client has not received a Binding Update message,
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the client transmits the acknowledgement to the routing stack (flow 10).
The routing stack forwards the acknowledgement to the target stack (flow

10). Once the routing stack has received the Home Test message and

Care-of Test messages, 1t transmits a Binding Update message to the client

(flow 11). The Binding Update message specifies the DVIPA as the home

address and the IP address of the Target Stack as the care-of address.

The client creates or updates i1ts binding cache entry for the DVIPA,
mapping the DVIPA to the IP address of the target stack. The routing
stack reguests the client respond with a binding acknowledgement, which
the client does (flow 12). The client transmits the binding
acknowledgement to the care-of address in the binding cache, 1in this
example, the IP address of the target stack (flow 12). The target stack
receives the binding acknowledgement and since the IP packet contains a
mobility header, the target stack forwards a copy to the routing stack
(flow 13). If the IP packet contains a TCP header, the target stack also

processes the data i1n the IP packet.

The Routing stack updates its routing table entry to include the state

information necessary to send Binding Update messages to the client. The

routing stack transmits a VIPADIST Binding Info request (flow 14) to the

target Stack with this state information. The target stack updates 1its

routing table entry to include the Binding Update message state

information so that it matches the entry in the routing table associated

with the routing stack. Once the client processes the Binding Update
message, the client may transmit data directly to the target stack (flow
15) bypassing the routing stack. In some embodiments of the present
invention, the packets sent by the client may contain a Type 2 routing

header that contains the DVIPA as the final destination.

Referring now to Figure 5, a flow diagram i1llustrating operations for
handling subseqgquent inbound connections according to some embodiments of

the present invention will be discussed. Once a client receives and

processes a Binding Update message, the client transmits all subseqgquent
packets to the target stack until the binding cache entry expires or the
routing stack explicitly deletes the binding cache entry. This includes

packets for existing connections as well as new connection requests.

Since the routing stack does not receive the new connection reqgquest, the
target stack i1s configured to notify the target stack of the new
connection regquest. In many ways, this 1s similar to how the Target Stack

notifies the routing stack of new outbound connection requests.
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When the client wishes to establish a new connection to an application
listening on the DVIPA and has a binding cache entry for the DVIPA that
has a care-of address for the target stack, the client transmits the new

connection request directly to the target stack (flow 1). The target

stack receives the connection request. Because this 1s a new connection
request that contains a Type 2 routing header, the target stack processes
the connection request. The target stack receives and processes the

connection reqguest and returns an acknowledgement to the client (flow 2).

The target stack creates a new entry in the routing table for the new

connection. If the target stack has an existing entry in the routing

table for the same client IP address, the target copies the Binding Update
message information from the existing entry to the new entry. The target
stack notifies the routing stack of the new connection using the existing

VIPADIST NEWCONN message (flow 3).

The routing stack processes the VIPADIST NEWCONN and adds a new entry to

i1ts routing table for the new connection. Because the routing stack has

already sent a Binding Update message to the client for the DVIPA, the

routing stack does not send another Binding Update message. Instead, the

routing stack copies the Binding Update message information from an
existing routing table entry for the client into the new entry. The

client completes the three-way handshake and establishes the TCP

connection. Since the client has previously received a Binding Update
message, the client transmits the acknowledgement directly to the target
stack (flow 4). The acknowledgement contains a Type 2 routing header that
contains the DVIPA as the final destination. The client transmits data
directly to the target stack (flow 5). Packets sent by the client contain
a Type 2 routing header that contains the DVIPA as the final destination.

Referring now to Figure 6, a flow diagram i1llustrating operations of an
outbound connection according to some embodiments of the present invention

will be discussed. When a target stack i1nitiates an outbound connection

to a client and the source IP address of the packet 1s a DVIPA, the target
stack notifies the routing stack of the new connection. The routing stack
creates a routing table entry for the new connection and stores i1t 1in the

coupling facility. If this is the first connection entry for the client

IP address and DVIPA palr, the routing stack transmits a Binding Update
message to the client, specifying the DVIPA as the home address and the IP

address of the target stack as the care-of address.
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As 1llustrated 1in Figure 6, the target stack establishes a new connection
to the client (flow 1). The source IP address for the new connection is a
DVIPA. The target stack creates a new entry in 1ts routing table. If the

target stack has an entry i1n 1ts table for the same client IP address the

target stack copies the Binding Update message information from the

existing entry to the new entry. The target stack notifies the routing

stack of the new connection using the existing VIPADIST NEWCONN message
(flow 2). The routing stack creates a new entry i1n 1ts routing table. If

the routing stack has an entry in its table for the same client IP address

the target stack copies the Binding Update message information from the

existing entry to the new entry.

The client receives the connection request. If the client has a binding
cache entry for the DVIPA, the client responds directly to the target
stack. However, in the flow i1llustrated in Figure 6, the client does not
have a binding cache entry. As a result, the client transmits the
connection request acknowledgement to the DVIPA and the routing stack
forwards the acknowledgement to the target stack (flow 3). The target

stack completes the three-way handshake and establishes the TCP connection

(flow 4). In this flow, the Routing stack has not sent a Binding Update

message to the client. Thus, the routing stack is configured to transmit

a Binding Update message to the client, redirecting the client to the

selected target stack. As discussed above, before sending a Binding
Update message, the routing stack must receive a Home Test message and a
Care-of Test. The routing stack transmits a Home Test Init message to the
client (flow 5), regquesting the client send a Home Test message to the
routing stack. The routing stack sets the source IP address on the Home

Test Init message to the DVIPA.

The routing stack also transmits the Care-of Test Init message to the
client on behalf of the Target Stack (flow 6). The routing stack sets the
source IP address on the Care-of Test Init message to the IP address of
the Target Stack. The client receives the Home Test Init message and
responds with a Home Test message (flow 7). The client transmits the
Home Test message to the Routing stack using the DVIPA as the destination
IP address. The client receives the Care-of Test Init message and
responds with a Care-of Test message (flow 8). The client transmits the
Care-of Test message to the target stack using the IP address of the

target stack as the destination IP address.
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The target stack receives the Care-of Test message. Because the packet
contains a mobility header, the target stack forwards the packet to the
Routing stack for processing (flow 9). If a TCP header 1s also present,
the target stack will also process the data received i1n the packet. Once

the routing stack has received the Home Test message and Care-of Test

messages, 1t transmits a Binding Update message to the client (flow 10).

The Binding Update message specifies the DVIPA as the home address and the

IP address of the target stack as the care-of address.

The client creates or updates 1ts binding cache entry for the DVIPA,
mappling the DVIPA to the IP address of the target stack. The routing

stack regquests the client respond with a binding acknowledgement, which

the client does (flow 11). The client transmits the Binding Update
message to the care-of address in the binding cache, 1.e., the IP address
of the target stack (flow 11). The target stack receives the binding
acknowledgement. Since the IP packet contains a mobility header, the
target stack forwards a copy to the routing stack (flow 12). If the IP
packet contains a TCP header, the target stack also processes the data in

the IP packet.

The routing stack updates i1its routing table entry to include the state

information necessary to send Binding Update messages to the client. The
routing stack transmits a VIPADIST binding info request to the target
stack with this state information (flow 13). The target stack updates 1its

routing table entry to include the Binding Update message state

information so that it matches the entry in the routing table associated

with routing table. Once the client processes the Binding Update message,
the client transmits data directly to the target stack (flow 14). Packets
sent by the client contain a Type 2 routing header that contains the DVIPA

as the final destination.

Referring now to Figure 7, a flow diagram illustrating operations for
receiving a binding refresh request according to some embodiments of the

present invention will be discussed. In Mobile IP version 6, a

Correspondent Node may request that a Mobile Node transmit a Binding
Update message at any time by sending a binding refresh regquest. When
mapped to Sysplex Distributor, the client may send a binding refresh

request to the target stack at any time. Since the routing stack

transmits the Binding Update message, the target stack must forward the

binding refresh regquest to the routing stack for processing.
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As 1llustrated in Figure 7, one or more existing connections may exist
between the client and an application listening on a DVIPA (flow 1). The
client has a binding cache entry with a home address of the DVIPA and a
care-of address of the target stack. The client 1s configured to request
that binding cache be refreshed by transmitting a binding refresh request

to the care-of address of the target stack (flow 2).

The Target Stack receives the binding refresh regquest message. Because
the packet contains a Mobility Header, the target stack forwards the
packet to the routing stack for processing (flow 3). If a TCP header 1is
also present, the target stack will also process the data received in the

packet. As the result of receiving a binding refresh request, the routing

stack prepares to send a Binding Update message to the client. Before

sending a Binding Update message, the Routing stack must receive a Home
Test message and a Care-of Test message. The routing stack transmits a
Home Test Init message to the client, requesting the client send a Home
Test message to the routing stack (flow 4). The routing stack sets the

source IP address on the Home Test Init message to the DVIPA.

The routing stack also transmits the Care-of Test Init message to the
client on behalf of the target stack (flow 5). The routing stack sets the
source IP address on the Care-of Test Init message to the IP address of
the Target Stack. The client receives the Home Test Init message and
responds with a Home Test message (flow 6). The client transmits the
Home Test message to the routing stack using the DVIPA as the destination
IP address. The client receives the Care-of Test Init message and
responds with a Care-of Test message (flow 7). The client transmits the
Care-of Test message to the Target Stack using the IP address of the

target stack as the destination IP address.

The target stack receives the Care-of Test message. Because the packet
contains a Mobility Header, the target stack forwards the packet to the
routing stack for processing (flow 8). If a TCP header 1s also present,
the target stack will also process the data received i1n the packet. Once

the routing stack has received the Home Test message and Care-of Test

messages, 1t transmits a Binding Update message to the client (flow 9).

The Binding Update message specifies the DVIPA as the home address and the

IP address of the Target Stack as the care-of address.

The client creates or updates 1ts binding cache entry for the DVIPA,

mappling the DVIPA to the IP address of the target stack. The routing
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stack reqgquests the client respond with a binding acknowledgement, which

the client does (flow 10). The client transmits the Binding Update
message to the care-of address i1in the binding cache. The target stack
receives the binding acknowledgement. Since the IP packet contains a
Mobility Header, the target stack forwards a copy to the routing stack
(flow 11). If the IP packet contains a TCP header, the target stack also
processes the data i1n the IP packet. The routing stack updates 1its

routing table entry to include the state information necessary to send

Binding Update messages to the client. The routing stack transmits a

VIPADIST Binding Info request to the target stack with this state

information (flow 12). The target stack updates i1ts routing table entry

to i1nclude the Binding Update message state information so that i1t matches

the entry 1n the routing table associated with the routing stack.

Referring now to Figure 8, a flow diagram i1llustrating operations for a
target stack failure according to some embodiments of the present
invention will be discussed. One or more existing connections may exist
between the client and an application listening on a DVIPA (flow 1). The
client has a binding cache entry with a home address of the DVIPA and a

care-of address of the target stack.

As 1llustrated in Figure 8, the target stack may fail (flow 2). The
routing stack 1s configured to recognize 1f the target stack i1s no longer
operational. In addition to existing logic, the routing stack deletes
each binding cache entry at the client that has the target stack as the

care-of address. For each binding cache entry that the routing stack has

created at the client, the routing stack transmits a Binding Update
message with both the home address and the care-of address set to the
DVIPA (flow 3). The client deletes the binding cache entry that maps the
DVIPA to the IP address of the target stack. The routing stack reqguests

the client acknowledge the Binding Update message. The client transmits a
binding Acknowledgement directly to the DVIPA managed by the routing stack
(flow 4).

Referring now to Figure 9, a flow diagram illustrating operations of
systems according to some embodiments of the present invention when a

single client 1s routed to two target stacks will be discussed.

smbodiments of the present i1nvention attempt to route parallel connections
from a client to a DVIPA to the same Target Stack. However, it 1is

possible that the client may establish parallel connections using

different source IP addresses before the client receives a Binding Update

message for the DVIPA. The client transmits these connection requests to
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the routing stack for processing. Because the source IP address and DVIPA
palr do not match an existing connection table entry, the routing stack

may select a different target stack for each connection reqguest.

The Routing stack may transmit a unigue Binding Update message to each

unique client IP address that creates a Binding Cache Entry for the DVIPA.

fach Binding Update message creates or updates the binding cache entry for

the DVIPA with the result being the binding cache entry matches the last

received Binding Update message. As a result, the client transmits all
packets for a given DVIPA to one target stack, even when some of the
connections terminate on a different target stack. To account for this
possibility, the routing stack is configured to delete the binding cache
entry on the client when the routing stack detects the problem. Once the
client deletes the binding cache entry, the routing stack processes and

forwards packets received from the client to the appropriate target stack.

As 1llustrated in Figure 9, the routing stack receives a new connection
request (flow 1) and the routing stack checks i1ts routing table to see 1if
there 1s an existing connection from the same client IP address 1n 1its
routing table. If it 1s determined that there 1s an existing connection,
the routing stack transmits the connection reguest to the same target
stack as the existing connection(s). If 1t 1s determined that there 1is
not an existing entry in the routing table, as 1s the case with this flow,
the routing stack selects a new target Stack, Target Stack 1 i1illustrated
in Figure 9. The routing stack creates a new entry in the routing table
for the new connection. The routing stack forwards the connection reqgquest

to Target Stack 1 (flow 2).

The routing stack 1s configured to send a Binding Update message to the

client, redirecting the client to Target Stack 1. Before sending a

Binding Update message, the routing stack must receive a Home Test message
and a Care-of Test message. The routing stack transmits a Home Test Init
message to the client, reguesting the client send a Home Test message to
the Routing stack (flow 3). The Routing stack sets the source IP address
on the Home Test Init message to the DVIPA. The routing stack also
transmits the Care-of Test Init message to the client on behalf of the
Target Stack (flow 4). The routing stack sets the source IP address on

the Care-of Test Init message to the IP address of Target Stack 1.

In the meantime, the target stack 1 receives and processes the connection

request. Target Stack 1 turns an acknowledgement to the client (flow 6).
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The Target Stack 1 adds an entry for the connection to routing table.
Target Stack 1 notifies the routing stack that it has processed and
accepted the new connection reqguest (flow 5). The routing stack updates

i1ts entry in the routing table.

The client transmits a second connection request to the Routing stack for
the same DVIPA but with a different source IP address (flow 7). When the
routing stack receives the connection reqgquest, it checks its routing table
to see 1f there 1s an existing connection from the same client IP address
in 1ts connection table. If i1t 1s determined that there i1is an existing
connection, the routing stack transmits the connection reguest to the same
Target Stack as the existing connection(s). If it 1s determined that
there 1s not an existing entry in the routing table, as i1s the case with
this flow, the routing stack selects a new Target Stack, Target Stack 2.
The routing stack creates a new entry 1n the routing table for the new
connection. The routing stack forwards the connection reqgquest to Target
Stack 2 (flow 8).

The routing stack 1s configured to transmit a Binding Update message to

the client, redirecting the client to Target Stack 2. Before sending a

Binding Update message, the routing stack must receive a Home Test message
and a Care-of Test. The routing stack transmits a Home Test Init message
to the client, regquesting the client send a Home Test message to the
routing stack (flow 9). The routing stack sets the source IP address on
the Home Test Init message to the DVIPA. The routing stack also transmits
the Care-of Test Init message to the client on behalf of the Target Stack
(flow 10). The routing stack sets the source IP address on the Care-of

Test Init message to the IP address of Target Stack 2.

In the meantime, Target Stack 2 receives and processes the connection
request and returns an acknowledgement to the client (flow 12). The
Target Stack 2 adds an entry for the connection to its routing table.
Target Stack 2 notifies the routing stack that it has processed and
accepted the new connection request (flow 11). The routing stack updates

its entry in the routing table.

The client receives the first Home Test Init message and responds with a
Home Test message (flow 13). The client transmits the Home Test message
to the Routing stack using the DVIPA as the destination IP address. The
client receives the first Care-of Test Init message and responds with a
Care-of Test message (flow 14). The client transmits the Care-of Test
message to Target Stack 1 using the IP address of Target Stack 1 as the

destination IP address.
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Target Stack 1 receives the Care-of Test message. Because the packet
contains a mobility header, the Target Stack forwards the packet to the
routing stack for processing (flow 15). If the packet also contains data,
the target stack will also process the data received i1n the packet. Once

the Routing stack has received the Home Test message and Care-of Test

messages, 1t transmits a Binding Update message to the client (flow 16).

The Binding Update message specifies the DVIPA as the home address and the

IP address of Target Stack 1 as the care-of address.

The client receives the second Home Test Init message and responds with a
Home Test message (flow 17). The client transmits the Home Test message
to the Routing stack using the DVIPA as the destination IP address. The
client receives the second Care-of Test Init message and responds with a
Care-of Test message (flow 18). The client transmits the Care-of Test

message to Target Stack 2 using the IP address of Target Stack 2 as the

destination IP address.

Target Stack 2 receives the Care-of Test message. Because the packet
contains a mobility header, the target stack forwards the packet to the
routing stack for processing (flow 19). If the packet also contains data,
the target stack will also process the data received i1n the packet. Once

the routing stack has received the Home Test message and Care-of Test

messages, 1t transmits a Binding Update message to the client (flow 20).

The Binding Update message specifies the DVIPA as the home address and the
IP address of Target Stack 2 as the care-of address. The client completes

the three-way handshake for the first connection and establishes the TCP

connection. Since the client has not received a Binding Update message,
the client transmits the acknowledgement to the Routing stack (flow 21).
The Routing stack forwards the acknowledgement to Target Stack (flow 21).

The client completes the three-way handshake for the second connection and

establishes the TCP connection. Since the client has not received a

Binding Update message, the client transmits the acknowledgement to the
Routing stack (flow 22). The routing stack forwards the acknowledgement
to target stack 2 (flow 22). The client creates or updates i1ts binding
cache entry for the DVIPA, mapping the DVIPA to the IP address of Target
Stack 1. The routing stack requests the client respond with a binding
acknowledgement, which the client does (flow 23). The client transmits
the binding acknowledgement to the care-of address i1in the binding cache,
i.e., the IP address of Target Stack 1. Target Stack 1 receives the

binding acknowledgement. Since the IP packet contains a mobility header,
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the target stack forwards a copy to the routing stack (flow 24). If the
IP packet contains data, Target Stack 1 also processes the data in the IP

packet.

The Routing stack updates i1ts routing table entry to include the state

information necessary to send Binding Update messages to the client. The

routing stack transmits a VIPADIST Binding Info request to Target Stack 1
with this state information (flow 25). Target Stack 1 updates its routing

table entry to include the Binding Update message state information so
that 1t matches the entry i1n the routing table associated with the routing

stack.

The client updates i1ts binding cache entry for the DVIPA, mapping the
DVIPA to the IP address of Target Stack 2. The Routing stack reqgquests the
client respond with a binding acknowledgement, which the client does (flow
26). The client transmits the binding acknowledgement to the care-of
address 1n the binding cache, 1.e., the IP address of Target Stack 2.
Target Stack 2 receives the binding acknowledgement. Since the IP packet
contains a mobility header, the target stack forwards a copy to the
routing stack (flow 27). If the IP packet contains data, Target Stack 2
also processes the data i1n the IP packet. The Routing stack updates 1its

routing table entry to include the state information necessary to send

Binding Update messages to the client. The Routing stack transmits a

VIPADIST Binding Info request to Target Stack 2 with this state

information (flow 28). Target Stack 2 updates i1ts routing table entry to

include the Binding Update message state information so that it matches

the entry routing table associated with the routing stack.

Once the client processes the second Binding Update message, the client
transmits data for the first connection to the DVIPA directly to Target
Stack 2 (flow 29). Packets sent by the client contain a Type 2 routing
header that contains the DVIPA as the final destination. Target Stack 2
1s not aware of the TCP connection from the client to the DVIPA. Since a
Type 2 routing header 1s present and 1s not a request for a new
connection, target stack 2 forwards the packet(s) to the routing stack
(flow 30).

The routing stack i1s configured to recognize that the client has
established parallel connections to two different Target Stacks. The

routing stack reguests the client delete the binding cache entry for the



CA 02585604 2007-04-27
WO 2006/074977 PCT/EP2006/050044

36

DVIPA by sending a Binding Update message to the client (flow 31), with
the home address and the care-of address both set to the DVIPA.

The client deletes 1ts binding cache entry. The routing stack reguests

the client acknowledge the Binding Update message. As a result, the
client transmits a binding acknowledgement to the routing stack (flow 32).
The routing stack updates its routing table entry so that it forwards
packets from the client's first IP address to the DVIPA using the 4-tuple,

i.e., source address, destinations address and port numbers. The routing

stack transmits a VIPADIST Binding Info request to Target Stack 1 with

this state information (flow 33). Target Stack 1 updates its routing

table entry to include the Binding Update message state information so
that it matches the entry the routing table associated with the routing

stack.

The Routing stack updates its routing table entry so that it forwards

packets from the client's second IP address to the DVIPA using the

4-tuple. The routing stack transmits a VIPADIST Binding Info request to
Target Stack 2 with this state information (flow 34). Target Stack 2

updates 1ts routing table entry to include the Binding Update message
state information so that 1t matches the entry in the routing table
associated with the routing stack. When the client transmits subsequent
data packets to Target Stack 1, the client sets the destination IP address
to the DVIPA. The Routing stack receives the packets and forwards them to
Target Stack 1 using the 4-tuple information from the routing table entry
(flow 35). Similarly, when the client transmits subseguent data packets
to Target Stack 2, the client sets the destination IP address to the
DVIPA. The routing stack receives the packets and forwards them to Target
Stack 2 using the 4-tuple information from the routing table entry (flow
36).

Referring now to Figure 10, a flow diagram i1llustrating operations for
terminating connections according to some embodiments of the present
invention will be discussed. When the last connection from a client to a
DVIPA terminates, the routing stack may be configured to delete the

binding cache entry at the client. The binding cache entry may be deleted

by sending a Binding Update message with both the home address and the
care-of address set to the DVIPA. In some embodiments of the present
invention, the routing stack may request the client delete binding cache
entry immediately, or the routing stack may defer the regquest until the

timed affinity between the client and the Target Stack expires.
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As 1llustrated in Figure 10, the target stack may be configured to
terminate an existing connection and transmit a connection termination
request to the client (flow 1). The client acknowledges the connection
termination request (flow 2). Since the client has a binding cache entry
for the DVIPA, the client transmits the acknowledgement to the target
stack. The reqgquest contains a Type 2 routing header that contains the
DVIPA. The target stack completes the connection termination (flow 3).
Once the connection 1s terminated, the target stack removes the entry for
this connection from its routing table. The target stack notifies the
routing stack that the connection no longer exists (flow 4). The routing
stack removes the connection entry from its routing table. If this 1is the
last routing table entry for client and the DVIPA, the routing stack may
delete the binding cache entry in the client for the DVIPA. The routing

stack transmits a Binding Update message to the client, with the home
address and the care-of address both set to the DVIPA (flow 5). The

client deletes i1ts binding cache entry. The routing stack reqgquests the

client acknowledge the Binding Update message. As a result, the client

transmits a binding acknowledgement to the routing stack (flow 6).

Referring now to Figure 11, a flow diagram illustrating a routing stack
failure according to some embodiments of the present invention will be
discussed. In some embodiments of the present invention, when the primary
routing stack fails, a backup routing stack may activate the DVIPA and
takeover the routing stack functions. The target stack may be configured

to determine that a new Routing stack has assumed ownership of the DVIPA

and transmit a VIPADIST NEWCONN message for each entry in its routing
table The routing stack may be configured to rebuild its copy of the

routing table so 1t contains all entries for each target stack. The

target stack includes the Binding Update message information from its

routing table entry in the VIPADIST NEWCONN. The presence of this

information enables the routing stack to recreate this information in 1its

table.

As 1llustrated in Figure 11, the primary routing stack fails (flow 1). 1In
some embodiments of the present invention, the backup routing stack may
activate the DVIPA responsive to the failure of the primary routing stack.

The target stack notifies the backup routing stack about each entry i1in 1its

routing table. The Target Stack includes any Binding Update message

information for the entry in the NEWCONN message sent to the backup

routing stack (flow 2). The routing stack updates its copy of the routing
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table so that i1t contains an entry for all connections reported by the

target stacks, including the Binding Update message information.

Referring now to Figure 12, a flow diagram i1llustrating operations for
establishing a new connection request with not application on a target

stack according to some embodiments of the present invention will be

discussed. Once a client receives and processes a Binding Update message,
the client transmits all subseqguent packets to the target stack until the
binding cache entry expires or the routing stack explicitly deletes the
binding cache entry. This includes packets for existing connections as

well as new connection reqguests.

Since the routing stack does not typically see the new connection request,
the routing stack cannot ensure that an application on the target stack 1is
listening on the destination port. If an application 1s not listening,
the target stack must forward the connection reqgquest to the routing stack
for processing. The routing stack may select an appropriate target stack
on which the target application 1s running and delete the binding cache
entry at the client. Subseguent packets sent from the client to
applications listening on the DVIPA will be sent to the routing stack for
forwarding.

As 1llustrated in Figure 12, a connection already exists between the
client and target stack 1. However, the client wishes to establish a new

connection to an application listening on the DVIPA. The client has a

Binding Cache entry for the DVIPA that has a care-of address for Target
Stack 1. Accordingly, the client transmits the new connection reqguest
directly to Target Stack 1 (flow 2). Target Stack 1 receives the
connection reguest. The connection request contains a Type 2 routing
header but Target Stack 1 does not have an application listening on the
destination port. Thus, target stack 1 forwards the connection reqgquest to
the Routing stack for processing (flow 3). The routing stack selects a
target stack for the destination port listening on the DVIPA, 1n this case
Target Stack 2. The routing stack creates a new entry in i1ts routing

table and forwards the connection request to Target Stack 2 (flow 4).

The routing stack i1s configured to recognize that the client has
established parallel connections to two different Target Stacks, 1.e.,

target stacks 1 and 2. The routing stack requests the client delete the

binding cache entry for the DVIPA by sending a Binding Update message to
the client, with the home address and the care-of address both set to the

DVIPA (flow J).
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In the meantime, target stack 2 receives and processes the connection
request. Target Stack 2 transmits an acknowledgement to the client (flow
6) . Target stack 2 adds an entry for the connection to routing table.
Target stack 2 notifies the routing stack that it has processed and
accepted the new connection reqgquest (flow 7). The routing stack updates

i1ts entry 1n the routing table.

The client deletes 1ts binding cache entry. The routing stack reguests

the client acknowledge the Binding Update message. As a result, the
client transmits a binding acknowledgement to the routing stack (flow 8).
The routing stack updates its routing table entry so that i1t forwards

packets from the client's first IP address to the DVIPA using the 4-tuple.

The routing stack transmits a VIPADIST Binding Info reguest to target

stack 1 with this state information (flow 9). Target stack 1 updates 1its

routing table entry to include the Binding Update message state
information so that it matches the entry in the routing table associated

with the routing stack.

The client completes the three-way handshake and establishes the TCP

connection. Since the client has deleted its binding cache Entry, the
client transmits the acknowledgement to the routing stack (flow 10) and
the routing stack forwards the acknowledgement to target stack 2 (flow
10). When the client transmits subsequent data packets to target stack 1,
the client sets the destination IP address to the DVIPA (flow 11). The
routing stack receives the packets and forwards them to target stack 1
using the 4-tuple information from the routing table entry (flow 11).

When the client transmits subseqguent data packets to target stack 2, the
client sets the destination IP address to the DVIPA (flow 12). The
routing stack receives the packets and forwards them to target stack 2

using the 4-tuple information from the routing table entry.

As discussed briefly above with respect to Figures 1 through 12, some
embodiments of the present invention provide methods, systems and computer
program products for load balancing using Mobile IP Version 6 concepts.

In particular, a routing stack receives a connection request from a new
client and selects the appropriate target stack, for example, the target
stack providing the best performance. After forwarding a request for a

new connection, for example, the SYN request, to the target stack, the

routing stack transmits a Binding Update message to the client identifying

the DVIPA as the home address and the IP address of the target stack as
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the care-of address. When the client receives the Binding Update message,
1t creates a binding cache entry, which effectively maps the DVIPA (the
home address) to IP address of the target stack (the care-of address).
Thus, according to some embodiments of the present invention the client
can transmit packets destined for the DVIPA directly to the IP address of
the target stack, bypassing the routing stack completely. Accordingly,
delays associated with Cisco Forwarding Agents and XCFs may be reduced or

eliminated.

According to some embodiments of the present invention, the majority of
the Mobile IP Version 6 processing 1s performed at the routing stack (home
agent) and not at the target stack (mobile node). This 1s different from
conventional uses of Mobile IP Version 6 processing, where most Mobile IP
Version 6 processing 1s performed at the mobile node and not the home

agent.

Using Mobile IP Version 6 for optimizing Sysplex Distributor has certain
implications that make i1t suitable for some types of traffic and less
suitable for others. As a result, Mobile IP Version 6 route optimizations
may include a switch to enable and/or disable the functionality. For
example, Mobile IP Version 6 route optimizations may be well suited to
applications that establish long-running connections. Mobile IP Version 6
may require several messages to update the binding cache at a client. For
long-running applications, the savings at the routing stack from avoiding
processing packets sent from the client to the target stack typically
outweighs the overhead of creating and maintaining a binding cache entry

at the client.

On the other hand, for short-lived connections, the benefits of removing

the routing stack from the data path may be less than the additional

overhead of the Mobile IP Version 6 flows. However, a single Binding

Update message 1s sufficient to redirect multiple short-lived connections

from the same client to the same Target Stack. If the same client
establishes a series of short-lived connections to the same DVIPA, such as
an HTTP client might do when connecting to a web server, then the savings

may outweigh the additional overhead of the Mobile IP Version 6 flows.

As discussed above, connections according to embodiments of the present
invention are distributed based on the source/destination address pair
(2-tuple). As a result, the same target stack typically processes all

concurrent connections between a client and a given DVIPA. In contrast,
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connections i1n Mobile IP Version 4 are distributed based on the 4-tuple,
source and destination addresses as well as port numbers. As a result, a
different Target Stack may process each individual connection between a
client and a given DVIPA. Furthermore, 1in Mobile IP Version 4, the
routing stack must process each data packet unless Cisco Forwarding Agents
are used. For Cisco customers who do not use the Cisco Forwarding Agents
and for non-Cisco customers, the routing stack typically processes the
data packets. Some embodiments of the present invention discussed herein
does not require the support in intermediate routers and, as such, works
with routers supplied by all vendors. Furthermore, embodiments of the

present invention do not regquire Mobile IP version 6 Correspondent Node

support in the client.
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What 1s claimed is:

1. A method of load balancing comprising:

receiving, from a client, a request for a connection at a routing stack;

transmitting, from the routing stack, a binding update message to the client
responsive to the received request, the binding update message identifying a selected
target stack so as to allow the client to communicate directly with the target stack,
bypassing the routing stack, wherein the binding update message comprises a home
address of the connection as an internet protocol address associated with the routing stack
and a care-of address of the connection as an IP address associated with the target stack
so as to allow the client to create a binding cache entry that maps the 1P address
associated with the routing stack to the IP address associated with the target stack; and

wherein transmitting the binding update message 1s preceded by:

transmitting, from the routing stack, a home test init message to the client, the
home test init message including a request that the client return a home test message to
the routing stack;

receiving the home test message at the routing stack from the client responstve to
the transmitted home test init message; and

transmitting, from the routing stack or the target stack, a care-of test init message

to the client for the target stack, a source IP address of the care-of test init message being

set to the IP address of the target stack.

2. The method of Claim 1, further comprising:

receiving, at the target stack, a care-of test message from the client responsive to
the care-of test init message, wherein the care-of test message includes a mobility header
indicating that a copy of the care-of test message should be forwarded to the routing
stack: and

transmitting, from the target stack, the copy of the care-of test message to the

routing stack.

3. The method of Claim 2, further comprising:
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establishing, at the client, the connection between the client, the routing stack and
the target stack so as to allow direct communication between the client and the target
stack; and

transmitting, from the client, to the routing stack an indication that the connection

has been established.

4, The method of Claim 3, further comprising:

receiving the transmitted indication at the routing stack; and

forwarding the transmitted indication to the target stack, wherein transmitting a
binding update message comprises transmitting a binding update message to the client

once both the care-of test message and the home test message have been received at the

routing stack.

5. The method of Claim 1, further comprising:

creating, at the client, the binding cache entry that maps the home address to the
care-of address so as to allow direct communication between the client and the target
stack: and

transmitting, from the client, a binding acknowledgment directly to the target

stack bypassing the routing stack.

6. A system for load balancing, comprising a client, a routing stack and a target
stack wherein the routing stack 1s configured to:

receive, from a client, a request for a connection; and

transmit a Mobile IP Version 6 binding update message to the client responsive to
the received request, the binding update message identifying a selected target stack so as
to allow the client to communicate directly with the target stack bypassing the routing
stack, wherein the binding update message comprises a home address of the connection
as an internet protocol address associated with the routing stack and a care-of address of
the connection as an IP address associated with the target stack so as to allow the client to
create a binding cache entry that maps the IP address associated with the routing stack to
the IP address associated with the target stack; and

whereln the routing stack 1s further configured to:
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transmit a home test init message to the client, the home test init message
including a request that the client return a home test message to the routing stack;

receive the home test message at the routing stack from the client responsive to
the transmitted home test init message; and
transmit a care-of test init message to the client for the target stack, a source IP

address of the care-of test init message being set to the IP address of the target stack.

7. The system of Claim 6, wherein the target stack is further configured to receive
the 'care-of test message from the client responsive to the care-of test init message, the
care-of test message including a mobility header indicating that a copy of the care-of test
message should be forwarded to the routing stack and transmit the copy of the care-of test

message to the routing stack.

8. The system of Claim 6, wherein the client 1s further configured to:
create the binding cache entry that maps the home address to the care-of address
so as to allow direct communication between the client and the target stack; and
transmit a binding acknowledgment directly to the target stack bypassing the

routing stack.

9. The system of Claim 8, wherein the routing stack 1s further configured to:
receive a copy of the binding acknowledgment from the target stack; and
update a routing table associated with the routing stack to include state

information; and
transmit a binding information request to the target stack including the state

information so as to allow the target stack to update a routing table associated with the

target stack.

10. A computer program product, comprising computer readable memory storing
software code thereon for performing, when said software code is executed by a

computer, the method steps of claims 1 to 5.
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