I*I Innovation, Sciences et Innovation, Science and CA 2941310 C 2023/09/19

Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 2 94 1 3 1 0
12y BREVET CANADIEN
CANADIAN PATENT
13 C
(22) Date de dépét/Filing Date: 2016/09/09 (51) CL.Int./Int.Cl. HO4L 51/04 (2022.01),
(41) Mise a la disp. pub./Open to Public Insp.: 2017/03/11 G06Q 20/38(2012.01)

(45) Date de délivrance/lssue Date: 2023/09/19 (72 Inventeur/Inventor:

Co DUCROHET, VINCENT, FR
(30) Priorité/Priority: 2015/09/11 (FR1558451) (73) Propriétaire/Owner:
BANKS AND ACQUIRERS INTERNATIONAL HOLDING,

FR
(74) Agent: BCF LLP

(54) Titre : METHODE DE TRANSMISSION DES DONNEES, APPAREILS ET PROGRAMMES INFORMATIQUES
CORRESPONDANTS
(54) Title: METHOD FOR TRANSMITTING DATA, CORRESPONDING DEVICES AND COMPUTER PROGRAMS

13 QwT

Frg?—" """" | 114

15 | Viset2

(57) Abrégé/Abstract:

The invention relates to a method for transmitting a message, said message coming from a server of a merchant, who wishes to
transmit this message to a user having a communications terminal. According to this method, said message is transmitted to said
communications terminal indirectly by using at least one data transmission service proper to a server of a banking institution with
which said user possesses a bank account.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191



CA 02941310 2016-09-09

ABSTRACT

The invention relates to a method for transmitting a message, said message coming from a
server of a merchant, who wishes to transmit this message to a user having a
communications terminal. According to this method, said message is transmitted to said
communications terminal indirectly by using at least one data transmission service proper

to a server of a banking institution with which said user possesses a bank account.
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METHOD FOR TRANSMITTING DATA, CORRESPONDING DEVICES AND
COMPUTER PROGRAMS

Cross-Reference

This Canadian Patent Application claims priority from French Patent Application
Serial No. 1558451, filed on September 11, 2015.

Field of the invention

The proposed technique relates to the transmission of data by merchants 1o users.
The proposed technique relates most specifically to the transmission by a merchant to a
user of data representing a piece of information on a purchase made by the user from the

merchant.

Prior Art

Communications between a merchant and a user are an indispensable element for
making a purchase. The merchant must first of all communicate his offcr (of a physical or
non-physical product and a price). The user signifies acceptance and makes payment, for
example, by using his bank card. Then the merchant provides a receipt in the form of a
slip or receipt which indicates the amount of the payment and the product or the service
purchased. This receipt firstly confirms the actual invoiced amount and warrants the
purchase and sccondly, enables the merchant to give the user information about the product
that has been effectively purchased.

The reccipt is a carrier of information in paper form. The merchant needs to be
equipped with a printer or a terminal incorporating a printer in order to print out these
receipts.  The purchase and the maintenance of printers or terminals is an additional
expense for merchants. In addition, the massive use of paper raises an ecological problem.

For certain types of sales (for example online sales), the receipts are often in
electronic form. After a purchasc, the merchant scnds the user a receipt or a confirmation
of the order by electronic mail (email). To this end, the merchant must either maintain a
database of the users’ particulars or ask the user to furnish his email address for each

purchase. The maintenance of a database of this type (registration, de-registration,
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modification etc) is complicated and costly for the merchant. Besides, the users have to
update their information with the merchants, which can be a source of problems in certain
cases. In addition, the users have to identify themselves with the merchant’s syste1n§. This
leads to additional delays that are inconvenient, especially for fast purchases.

Besides, the modes of selling products and services are changing and making it
simpler for users to make purchases. These selling modes have the following common
points:

- speed of choice of product and of payment, targeting impulse buying;

- the ability to make transactions at high-peak usage periods;

- sales points reduced to the maximum extent so that they can be deployed

speedily and in disparate environments;

- sales points that reduce the total cost of ownership (TCO).

To cover all thesc sales points, it is possible to integrate payment into a touch
screen for example. The ultimate solution will make it possible to make an application on
the scrcen to select the product and make the payment terminal to make contactless
payment, by NFC or other clectronic payment means. In these cases of use, a receipt (slip)
has to be given after cach purchase by users. Indeed, for purchases of non-physical
products (for example a cinema show), it is necessary to indicate the information that will
enable users to access the products (time, hall and place). For purchases of physical
products, it is necessary to indicate the means by which users can retrieve the products or
give their addresses for dispatching the products. ‘

For reasons of costs, maintenance (paper) and waiting time, the solution using
printed receipts is not suited to the massive deployment of sales points. The solution using
electronic receipts described here above for online purchascs makes it possible to de-
materialize or digitize the receipts and avoid the use of printers. However, they require
input devices (to identify the users or to enter information) and/or the maintenance of
databases containing details about the users. This entails additional time (time spent to
identify users or enter information) for purchases and an additional cost in equipment.
Besides, should the user have to enter his particulars, there is a risk of disclosure and/or

unlawful use by the merchants.
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There is therefore a need to provide a solution that enables the communication of
information to users after purchases, that resolves the problems of complexity, cost, speed

and security.

Summary of the invention

The proposed technique does not have at least some of the problems of the prior art.
More particularly, the proposed technique relates to a method for transmitting a message,
said message coming from a server of a merchant, who wishes to transmit this message to a
user having available a communications terminal, said method being characterized in that
at least a part of the content of said message is transmitted to said communications terminal
indirectly by using at least one data transmission service proper to a server of a banking
institution with which said user possesses a bank account.

Thus, the method re-utilizes the existing infrastructure of financial institutions to
transmit data coming from a merchant to the users. It is no longer necessary for the
merchants to have the users' particulars at their disposal in order to transmit data to them.

According to one particular characteristic, said data transmission SeNice
implements said user's telephone number.

According to one particular characleristic, said data transmission service
implements an application of the banking institution, said application being installed in a
communjcations terminal of said user.

According to one particular embodiment, said data transmission service is of the
“3D-Securc™” type. Thus, the method can be used for most financial institutions since the
3D-Secure service is extensively used by financial institutions.

According to onc particular embodiment, said method comprises the following
steps executed after a step for receiving a confirmation of a financial transaction performed
between said banking institution of said user and a banking institution of said merchant:

- a step for transmitting a request for obtaining said message to a scrver of

said merchant;

- a step for receiving a response, containing said message, coming from said

server of said merchant;

- a step for transmitting a second message, comprising at least one part of the

content of said message, o said communications terminal of said user.
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Thus, the method of transmission is activated by a transaction made by a user. This
enables the transmission of a message to a user cach time after a transaction is made by the
user.

According to one particular characteristic, said confirmation comprises an identifier
of said merchant and an identifier of said transaction.

Thus, the banking institution of the user can identify the merchant and the
transaction.

According to one particular characteristic, said identifier of said merchant
comprises an IP address and a URL address of the server of said merchant.

Thus, the server of the user’s banking institution can initialize a communication on
the Internet with the merchant’s scrver.

According to one particular embodiment, said message is transmitted to said user in
a form suited to the communications device receiving this message.

In another embodiment, the technique also relates to a server of a banking
institution for the transmission of a message, said message coming from a merchant, who
wishes to transmit this information to a user having a communications terminal at his
disposal, said server comprising;:

- a module for transmitting a request for said piece of data to a server of said

merchant;

- a module for receiving said piece of data from said server of said merchant;

- a module for transmitting said piecc of data to said communications

terminal of said user.

In another embodiment, the technique also relates to a method for transmitting a
message indirectly to a user in using at least one data transmission service proper to a
server of a banking institution with which said user possesses a bank account, said method
comprising:

- a step for receiving a request for said piece of data from a server of said

banking institution of said user; ‘

- a step for transmitting said piece of data to said server of said banking

institution of said user.

In another embodiment, the technique also relates to a merchant's server for

transmitting a message indirectly to a uscr in using at least one data transmission service
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proper to a server of the banking institution with which said user possesses a bank account,
said server comprising:

- a module for receiving a request for said piece of data coming from a server

of said banking institution of said user;

- a module for transmitting said piece of data to said server of said banking

institution of said user.

According to a preferred implementation, the different steps of the methods
according to the technique are implemented by one or more software programs or
computer programs, comprising software instructions intended for execution by a data
processor of a relay module according to the proposed technique and being designed to
command the execution of the different steps of the methods.

The proposed technique therefore also proposes a program capable of being
exccuted by a computer or a data processor, this program comprising instructions to
command the execution of the steps of a method as mentioned here above.

This program can use any programming language whatsoever and can be in the
form of a source code, object code or intermediate code between source code and object
code, such as in a partially compiled form or in any other desirable form whatsoever.

The proposed technique also secks to provide an information carrier readable by a
data processor and comprising instructions of a program as mentioned here above.

The information carrier can be any cntity or device whatsoever capable of storing
the program. For example, the carricr can comprise a storage means such as a ROM, for
example a CD ROM or a microelectronic circuit ROM or again a magnetic recording
means, for example a floppy disk or a hard disk drive.

Again, the information carrier can be a transmissible carrier such as an electrical or
optical signal which can be conveyed via an clectrical or optical cable, by radio or by other
means. The program according to the proposed technique can especially be uploaded to an
Internet type network.

As an alternative, the information carrier can be an integrated circuit into which the
program is incorporated, the circuit being adapted to execute or to be used in the execution
of the method in question.

According to one embodiment, the proposed technique is implemented by means of

software and/or hardware components. In this respect, the term “module” can correspond
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in this document equally well to a software component and to a hardware component or to
a set of hardware and software components.

A software component corresponds to one or more computer programs, one or more
sub-programs of a program or more generally to any element of a program or a piece of
software capable of implementing a function or a set of functions as described here below
for the module concerned. Such a software component is executed by a data processor of a
physical entity (terminal, server, gateway, router, ctc) and is capable of accessing the
hardware resources of this physical cntity (memories, recording media, communications
buses, input/output electronic boards, user interfaces, etc).

In the same way, a hardware component corresponds to any element of a hardware
unit capable of implementing a function or a set of functions as described here above for
the module concerned. It can be a programmable hardware component or a component
with an integrated processor for the exccution of software, for example an integrated
circuit, a smartcard, a memory card, an electronic board for the execution of firmware, etc.

Each component of the previously described system naturally implements its own
software modules.

The different embodiments mentioned here above can be combined with each other

to implement the proposed technique.

Figures
Other fcatures and advantages shall appear more clearly from the following
description of alpreferred embodiment, given by way of a simple illustratory and non-
exhaustive example and from the appended drawings, of which: _
- Figure 1 is a sequence diagram of the method according to the proposed technique;
- Figure 2 illustrates the steps needed for a communications method implemented by
the user’s bank; |
- Figure 3 illustrates the steps needed for a communications method implemented by
the merchant;

- Figure 4 is a simplificd representation of a system of a bank used to implement a
method of communication;

- Figure 5 is a simplified view of a merchant's server enabling a method of

communication to be implemented,;

8789924.2
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Description

General Principle

In the prior art, it is complicated and costly for merchants to directly transmit
messages on purchases made or other information directly to their customer users (here
below called users or customers for greater simplicity). This is because it is difficult and
complicated to maintain and/or obtain information about users. It is an objcct of the
present invention to enable merchants to transmit information to their customers in a
simple, economical and secure manner. The present technique makes it possible for
example to resolve the problem of transmitting information to a user when the terminal
used to make a purchase (payment terminal) does not have a printer (to provide proof of
the reality of the purchase on the one hand and of the amount paid on the other hand). This
is for example the case with novel types of terminals which may be called integrated
terminals (for example terminals integrated with other objects such as screens that are or
are not touch screens). A terminal is then for example, integrated within a display, panel
which can be provided with a digital display screen (LCD) on which one or more messages
are displayed. These messages can, for example, request individuals to make a donation to
a charity association or foundation or purchase an item or a service etc. An independent
terminal can also be a dispenser of beverages, food items, ctc.

In this type of terminal, the payment means implemented is generally a contactless
means: it can be a contactless payment card or a communications terminal provided with a
contactless interface. To make a donation or a purchase, the user must simply present his
contactless payment means beforc the integrated terminal. The integrated terminal reads
the data without contact (the bank card data for example) and transmits this data to a
transaction server which manages the debit from the user’s account with the bank that has
issued the bank card. One problem is that thc user is not immediately informed of the
amount of the transaction. The present technique resolves this problcm; Another problem,
also resolved by the present technique, is that the operator of the integrated payment
terminal (i.e. the merchant) cannot inform the user (for example to thank him for a
donation).  To resolve this problem and other more general problems concerning

communications betwcen a customer user and a merchant, the present technique uses an
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existing architecture (that of the bank network) to set up this communication between the
uscr and the merchant and to do so without requiring the entry of data by the user.

The general principle of the technique proposed therefore consists in making
profitable usc of existing systems of banking institutions in the prior art. Indeed, banking
institutions maintain databascs for their own requircments, comprising their clients’
particulars, in order to communicate with them if necessary. For example, the 3D-Secure
online payment technique requires that the banking institution should know its customer’s
telephone number in order to be able to send this customer a “challenge” designed to prove
the identity of the user trying to make a bank card payment (the challenge would be a code
to be cntered in a determined field of a web page). Thus, the proposed technique consists
in transmitting data representing information coming from the merchants (security
messages, commercial messages, information messages) indirectly to the users in using a
data transmission service proper to a server of a banking institution with which said user
possesses a bank account. |

The main steps of the technique are illustrated with reference to figure 1. The
participants in the method illustrated in figure 1 are: a user Usr provided with a
communications terminal CT and a bank card BC; a merchant Mct provided with a
payment terminal POS and a server SviM; an acquiring bank IssuBK which is a banking
institution with which the merchant has a bank account; and an issuing bank AcquBK
which is a banking institution with which the user has a bank account. When the user Usr
makes a purchase with a merchant Mct he makes payment 10 by using for example a bank
card BC on the payment terminal POS of the merchant Mct. The payment terminal POS of
the merchant Mct transmits 11 a transaction request to a transaction server SvtABK of the
merchant's banking institution (acquiring bank AcqBK). The transaction request comprises
especially information representing the user's bank account and/or bank card (and therefore
the issuing bank IssuBK) and the amount to be paid for the product purchased by the user:
The server SvrABK of the merchant's banking institution (acquiring bank AcqBK)
validates this transaction (either by requesting authorization from the banking server
SvrIBK of the user’s bank IssuBK or independently) and transmits 12, a confirmation of
the transaction to this scrver of the banking institution SvrIBK of the issuing bank IssuBK.
The confirmation of the transaction can include especially an identifier of the merchant and

an identifier (or a number) of the transaction. The identifier of the merchant can include an
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IP address or a URL address (or URI address) of the server SviM of the merchant Mct.
This identifier of the merchant makes it possible, according to the present technique for the
users' banks (issuing bank IssuBK) to initiate communications with the merchant Mct.

The servers SvrABK and SvrIBK of the proposed technique can therefore be novel
scrvers dedicated to the implementation of the proposed technique. Preferably, they can
also take the form of specific modules of the transaction processing server. Thus, it is not
necessary to modify the existing technical architecture.

After having received confirmation of the transaction, a server SvrIBK of the user’s
bank (issuing bank IssuBK) transmits a request (QWT) to the server SvrM of the merchant
Mect for obtaining a message (Msg#1) to be transmitted to the user.

In response to the request QWT, the server SvrM of the merchant Mct transrits 14
a response (Resp) to the server SviIBK of the user’s banking institution (issuing bank
IssuBK). This response (Resp) comprises a message to be transmitted to the user. The
request transmitted by the server SvrIBK of the user’s banking institution (issuing bank
IssuBK) can include the identifier of the transaction preliminarily made and/or an identifier
of the user (for example a hash of the bank card number). The server of the merchant Mct
can identify the user's corresponding purchase from the identificr of the transaction or the
hash of the user's bank card number or again a token. It can then generate the méssage
containing the information that it wishes to transmit (this message is not necessarily related
to the purchase) and place the message (Msg#1) in the response (Resp) to the request
(QWT). The information to be transmitted corresponds for example to the total amount of
the purchase made by the user, or to other aspects.

For example, the server SviM of the merchant Mct can communicate with the
payment terminal POS and/or have a databasc comprising information on all the purchases
from the merchant Mct and information on the corresponding bank transactions. The
information generated by the server SviM of the merchant Mct, intended for the user Usr,
can be a message providing information on a purchase, a proof of purchase and/or an
advertising message, a sccurity message (for example related to the user’s account). This
last possibility is particularly interesting; the broadcasting of a security message by this
architecture is efficient and reliable because the banking infrastructure for distributing
messages is itself secured. Thus the present technique increases the general security level

of transmission of messages between a merchant and a user. The message to be

87899242
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transmitted to the user can take the form of an image, a text, 1D code or 2D code or a URL
comprising such information. |

After having received the message Msg, the server cxtracts the content (for
example if it is a text) of this message. From this content (at least a part of this content),
the server SvrIBK of the user’s banking institution (issuing bank IssuBK) creates its own
message (second message) Msg#2 and transmits it 15 to the uscr. The second message
Msg#2 is transmitted for example by SMS or MMS (to a communications termination CT
of the user Usr) or again by means of a mobile application notification. The second
message Msg#2 can also be transmilted by email or by using an application (application of
the bank installed on the user's communications terminal) or another communications
application. Thc user Usr can thus be informed of the information on the donation made,
or the product or the service purchased. In the case of use of a banking application, the
sequence for securing the transmission of the message is kept; indecd, the transmission of
notification by the banking application uses a secured message transmission channel that is
difficult to penetrate and defraud. This mcans that the information transmitted by the
merchant (and received by the user) has great reliability.

Thus, without the bank having any nced to disclose confidential information about
its client (i.e. telephone number, electronic mail address elc), the merchant can come into
contact with it and send it data that he cannot usually transmit (because he does not have
information on the user) or that he does not wish to transmit by using a éomplex and costly

architecture for the management of customer data.

Server of the user’s banking institution (issuing bank)

The banking institution IssuBK of the user Usr has a server SvrIBKI which makes it
possible to implement the method for transmitting a message to a communications terminal
CT of the user Usr. The method implemented by the scrver SvrIBK of the banking
institution IssuBK of the user Usr comprising the following steps:

- a step 22 for receiving a confirmation of a financial transaction; this financial
transaction is made between a processing server of a banking inslitution transaction
IssuBK of the user and a transaction server of a banking institution AcqBK of the
merchant.  This confirmation can comprise an identifier of the merchant Mct

comprising an IP address and a URL address of a server SvrM of the merchant Mct,
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and enabling a scrver SvrIBK of the user's banking institution IssuBK to initialize a
communication call with the server SviM of the merchant Mct. The confirmation
can also include an identifier (or number) of the transaction. Indeed, the merchant
Mct also has this transaction identifier in his server SvrM for checks and financial
or legal controls if any;

a step 13 for transmitting a request, to the server SviM of the merchant Mct, for
obtaining a message; the content of this message is to be transmitted to a
communications terminal CT of the user; the request can include the identifier of
the transaction; indced, the merchant Mct has available a database which compriscs
information on the purchases and the corresponding bank transactions. The
identifier of the transaction thus makes it possible, according to the present
technique, for the merchant Mct to identify the purchase or purchases
corresponding to the transaction and to generate a message corresponding to the
purchase or purchases made by the user;

a sfep 24 for receiving the message generated by the merchant from the server
SviM of the merchant Mc; the message in question is not necessarily related to the
purchase; it can relate to the purchase but it can also relate to other messages (for
example a security message concerning the user’s account with the merchant). This
type of messagc transmission is advantageous because it provides the benefit of a
secured transmission channel, namely that of the banking institution;

a step 15 for transmitting the content of the previously received message to the
user's communications terminal CT; the content of the first message is inserted into
a second message which is transmitted to the user by means of the bank’s channel.
The second message is transmitted on behalf of the merchant Mct.

Thus, thc transmission of data rcpresenting information on purchases by users is

out by a transmission service of the users' banking institutions. It is thus not

necessary for the users to enter their details or to identify themselves when making

purchases with the merchants (and this simplifies the purchase made through an integrated

terminal). In addition, the uscrs' particulars are kept by the banks and are not accessible to

the merchants. The security of the users' particulars is thus guarantced. This prevents
y p g p

inappropriatec use of these particulars by merchants (for example, for advertising

campaigns).
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Figure 4 illustrates a hardware architecture of the server SvfIBK of the user’s
banking institution Usr. This hardware architecture comprises a memory 41 constituted by
a buffer memory, a processing unit 42, equipped for example with a microprocessbr, and
driven by the computer program 43 implementing the necessary steps of the method of
communication as described here above. At initialization, thc code instructions of the
computer program 43 are, for cxample, loaded into a memory and then executed by the
processor of the processing unit 42. The microprocessor of the processing unit 42
implements the steps of the method of transmission described here above, according to the
instructions of the computer program 42. To this end, the server of the banking institution
SvrIBK of the user Usr comprises:

- a module for the transmission, to a server SviM of a merchant Mct, of a request for
obtaining a message to be transmitted. This message is to be transmitted to a
communications terminal CT of a user Usr from the merchant Mct;

- a module for receiving messages coming {rom the server SviM of the merchant
Mct; this can be a general module for receiving messages;

- a modulc for transmitting a message comprising said piece of data to the
communications terminal CT of the user Usr; it can be a general module for
transmitting messages.

These modules can be driven by the processor of the processing unit 42 according
to the computer program 43. These modules take the form of software programs or
hardware specifically or not specifically dedicated to implementing the present technique.

Preferably, the sccond message is transmitted to a mobile telephone of the user in
the form of an SMS or MMS type message, in using the existing data needed to implement
the “3D-Secure” sccuring technology. Indeed, the existing infrastructure (the servers) of
3D-Secure technology already implemented by banks enables SMS messages to be sent to
their customers. The 3D-Secure technology is called “Verified by Visa” by Visa and it is
called “Secure Code” by MasterCard. This is a bank protocol which will be used by the
merchant during the electronic payment. The purpose of this protocol is to carry out a
strong authentication of the individual making the transaction in order to make sure that
this individual is truly the owner of the card being used. |

To carry out the strong authentication, the method most commonly used is the

following:

8789924.2
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the user enters payment data on a merchant’s internet page;

the merchant initiates a 3D-Secure transaction through his acquiring equipment;

the issuing bank sends a dynamic password (OTP or "one-time password)" to the
user on his mobile telephone through an SMS;

the merchant asks the user for the OTP to validate the transaction (validation of the
transaction if the OTP entered corresponds to the one that has been sent).

This process for securing internct payment is deployed and used in many countries.

The issuing banks therefore possess the mobile telephone number of each of their

customers and have the tools necded to maintain this database according to changes in the

telephone number of the users.

Thus, the proposed technique can re-utilize the 3D-Secure servers deployed by

banks to send SMS messages to the user’s mobile telephone. The cost 6f implementing the

proposed technique is therefore greatly limited.

The Merchant’s Server

The merchant Mct has a server SviM used to implement a method for transmitting

messages indirectly to a user Usr by using at least one data transmission service proper to a

server SvrIBK of the banking institution IssuBK with which said user has a bank account.

The method implemented by the merchant server SviM compriscs:

a step 33 for receiving, from the server SvrIBK of the banking institution IssuBK of
the user Usr, a request for obtaining a message to be transmitted to the user Usr; the
message can include an identifier of a financial transaction performed by the user
Usr; the identifier of the transaction cnables the merchant Mct to identify the
purchase corresponding to the transaction énd to generate a message corresponding

to the purchase made by the user Usr; +

depending on embodiments, the request for obtaining messages can have two origins:

8789924.2
34075/23

- cither this request comes directly from the server SvilBK of the banking
institution IssuBK of the user Usr, ie. the server SvrIBK has directly
transmitted this request to the merchant’s SviM;

- or this request comes from the server SvrABK, belonging to the merchant’s
bank; the request is then relayed by the server SvrABK and comes in

directly from the server SvrIBK; there can be scveral reasons for this relay
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by the server of the merchant’s bank; for example, the merchant’s bank does
not wish the user’s bank to interact directly with the merchant (for reasons
of customer databases) or again because the user’s bank does not wish to
implement communications infrastructure with the servers of the merchants;

Thus, depending on the embodiments, the step for receiving the request for

obtaining 33 can be preceded by a step for transmitting an initial request towards

the server of the merchant’s banking institution:

a step 14 for transmitting the message to the server SvrIBK of the banking
institution IssuBK of the user Usr, this message being integratcd into a
response; the address of the server SvrIBK of the banking institution IssuBK
of the user Usr can be an IP address or a URL address; the IP address can be
obtained by the merchant Mct when reading the header (in the source
address fields) of the IP frame; the user URL can be included in the request
transmitted by the server SvrIBK of the banking institution IssuBK of the
user Usr;

in the same way, depending on the embodiments, the response can be
relayed by means of the scrver SviABK of the merchant's banking

institution.

Figure 5 illustrates a hardware architecture of the server SviM of the merchant Mct.

This hardware architecture comprises a memory 51 constituted by a buffer memory, a

processing unit 52, equipped for example with a microprocessor and driven by the

computer program 53 implementing the steps needed for the communications method as

described here above. At initialization, the code instructions of the computer program 53

are for example, loaded into a memory and then cxccuted by the processor of the

processing unit 52. The microprocessor of the processing unit 52 implements the steps of

the method of transmission according to the instructions of the computer program 52. To

this end, the server SvrM of the merchant Mct comprises:

8789924.2
34075/23

a module for receiving a request, (directly or indirectly) from a server
SvrIBK of the banking institution IssuBK of a user Usr, for obtaining a
message to be transmitted to the user Usr ;

a module for transmitting data to the server SvrIBK of the banking

institution IssuBK of the user.



10

15

20

25

30

CA 02941310 2016-09-09

15

These modules can be driven by the processor of the processing unit 52 according
to the computer program 53. These modules take the form of software or hardware,

dedicated specifically or not specifically to implementing the present technique.

Description of a case of use

Here below, we describe onc embodiment of the proposed method during a
purchase of a cinema ticket at a self-service kiosk for sales or making donations. This self-
service kiosk (for sales or making donations to an association for example) comprises an
integrated payment terminal.

In this example, it is assumed that the self-service kiosk is used to sell cinema seats.
The self-service kiosk has a touch screen and a payment terminal POS provided with the
NFC function. The touch screen displays the available film shows and the corresponding
prices. The user can choose a show and a seat on the touch screen of the terminal. To
make payment, the user can simply pass a payment card or a mobile telephone provided
with the NFC function in front of a detection zone of the payment terminal POS. A request
for transaction to the benefit of the merchant is thereafter transmitted to a transaction
server of the merchant’s bank (acquiring bank AcqBK). The transaction server of the bank
AcgBK of the merchant Mct validates the transaction and sends a confirmation of the
transaction to a server of the user’s bank (thc issuing bank IssuBK). This confirmation can
include a transaction number for the transaction made and a URL address of the merchant's
server SvtM. Naturally, the debited account in the transaction is the user’s account with
the issuing bank IssuBK. The server SvrIBK of the user’s bank (issuing bank) can access a
database comprising its customers' particulars. The server SvrIBK of the user’s bank Usr
can launch a search in the database and obtain the user's mobile telephone number from the
account number of the user Usr.

After having received confirmation of the transaction, the server SvrIBK of the
uscr’s bank Usr can send a request to the URL address of the server SvrM of the merchant
Mct to ask the merchant Mct to provide the content of a message to be sent to the user Usr.
The request can include the number of the transaction that has just been confirmed. Upon
reception of this request, the server SvrM of the merchant Mct identifics the purchase that
corresponds to the transaction number provided in the request and generates a message

indicating the number of the cinema ticket, the amount invoiced, the address of the cinema

8789924.2
34075/23
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(if necessary), the show and/or the number of the hall and/or the seat. The message can
include a link, of a hypertext type, to obtain detailed information (summary and
photographs of the film, 2D code of the ticket to facilitate checks etc) on the cinema ticket.
This message is thereafter transmitted to the server SvrIBK of the bank IssuBK of the user
Usr.

Upon reception of the message, the server SvrIBK of the bank IssuBK of the user
Usr can directly transmit the message to the user's mobile telephone by SMS, MMS or any
other suitable means of message transmission (for example a mobile application
notification). The bank IssuBK can also verify the cxactness of the amount invoiced in the
message before transmitting it to the user Usr. If the amount invoiced in the message does
not correspond to the confirmed amount of the transaction, then the server SviIBK of the
user's bank IssuBK can alert the user by SMS. This enables the bank and the user to detect

any fraud on the part of the merchants.

8789924.2
34075/23
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CLAIMS

1. A method for sending a financial transaction message from a merchant to a
mobile device of a customer, the method comprising:
receiving, by a server of a banking establishment corresponding to a payment
account of the customer, a confirmation of a financial transaction made between the
banking establishment corresponding to the payment account of the customer and a
banking establishment corresponding to the merchant, regarding a financial
transaction made between the customer and the merchant, wherein the confirmation
comprises an internet protocol (IP) address or a uniform resource locator (URL)
address of a server of the merchant; and
in response to receiving the confirmation:
transmitting, by the server of the banking establishment corresponding
to the payment account of the customer, using the IP address or the URL
address, and to the server of the merchant, a request for a message
corresponding to the financial transaction,
receiving, by the server of the banking establishment corresponding to
the payment account of the customer, from the server of the merchant, and
after transmitting the request, a response containing the message, and
determining, by the server of the banking establishment corresponding
to the payment account of the customer, based on the received confirmation
of the financial transaction, an identifier of the mobile device of the customer;
and
transmitting, by the server of the banking establishment corresponding to the
payment account of the customer, using the determined identifier, and to the mobile

device of the customer, at least a portion of the message.

2. The method of claim 1, wherein transmitting the at least the portion of the
message to the mobile device of the customer comprises transmitting, via a data
transmission service, the at least the portion of the message, and wherein the data

transmission service implements a telephone number of the customer.

Date Recue/Date Received 2022-09-12
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3. The method of claim 1, wherein transmitting the at least the portion of the
message to the mobile device of the customer comprises transmitting, via a data
transmission service, the at least the portion of the message, wherein the data
transmission service implements an application of the banking establishment
corresponding to the payment account of the customer, and wherein the application

is installed in the mobile device of the customer.

4, The method of claim 1, wherein the received confirmation comprises an

identifier of the financial transaction.

5. The method of claim 1, wherein the at least the portion of the message is
transmitted to the mobile device of the customer in a form adapted to the mobile

device of the customer.

6. A system comprising:
at least one processor, and
memory storing a plurality of executable instructions which, when executed by
the at least one processor, cause the system to:
receive a confirmation of a financial transaction made between a
banking establishment corresponding to a payment account of a customer and
a banking establishment corresponding to a merchant, wherein the
confirmation comprises an internet protocol (IP) address or a uniform resource
locator (URL) address of a server of the merchant; and
in response to receiving the confirmation:
transmit, using the IP address or the URL address, to the server
of the merchant, a request for a message corresponding to the financial
transaction,
receive, from the server of the merchant, and after transmitting
the request, a response containing the message,
determine, based on the received confirmation of the financial

transaction, an identifier of a mobile device of the customer; and

Date Recue/Date Received 2022-09-12
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transmit, using the determined identifier, to the mobile device of the

customer, at least a portion of the message.

Date Recue/Date Received 2022-09-12
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