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System and Method for Multi-Mode Radioc Operation

Background

[0001] A conventional system may utilize a mobile unit that
transmits and receives signals according to a wireless
communication protocol (e.g., the IEEE 802.11 standard). The
IEEE 802.11 standard defines two different types of networks: an
ad-hoc network, or independent basic service set (“IBSS”), and an
infrastructure network, or extended service set (“ESS”). In the
infrastructure network, the mobile unit communicates with a
further mobile unit or network device through an access point in
conjunction with a distribution system (e.g., WAN, WWAN, LAN,
WLAN, PAN, WPAN, etc.). Whereas, in the ad-hoc network, the
mobile unit communicates directly with a further mobile unit or

other network device.

[0002] Under the 802.11 standard, the ad hoc network and the
infrastructure network are mutually exclusive of each other.

That is, if the mobile unit desired to connect to.a printer, the
printer could be added to the infrastructure network, thereby
becoming a network resource available to the entire network. The
mobile unit would communicate with the printer via the access
point. In contrast, the mobile unit may establish exclusive
communication with the printer by first disconnecting from the
infrastructure network and switching to the ad-hoc network, where
the mobile unit communicates directly with the printer without

utilizing the access point.
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[0003] As currently implemented, the infrastructure network
and the ad-hoc network have inherent disadvantages. For example,
if the printer is added to the infrastructure network, data sent
to the printer adds an additional ldad to network traffic, and
the printer is subject to unwanted network activity. However, if
the printer communicates with the mobile unit in an ad-hoc
network, the mobile unit must disconnect from the infrastructure
network. Thus, there presents a need for a simultaneous
infrastructure/ad-hoc operating mode, or simultaneous basic
service set (“SBSS”), whereby the mobile unit can maintain
connection to the infrastructure network, while sending data

directly to the printer.

Summary of the Invention

[0004] A system having a mobile station and an access point
which connects the mobile station to a network. The mobile
station has a first mode of operation and a second mode of
operation. 1In the first mode of operation, the mobile station
transmits a data packet intended for a further mobile station to
the access point and the access point transmits the data packet
to the further mobile station. 1In the second mode of operation,
the mobile station transmits the data packet intended for the

further mobile station directly to the further mobile station.

[0005] In addition, a mobile station having a processor and a
memory storing a set of instructions for execution on the
processor. The set of instructions comprises a first mode of
operation and a second mode of operation. In the first mode of
operation, the mobile station transmits a data packet intended
for a further mobile station to an access point connected to a

network, and the access point transmits the data packet to the
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further mobile station. In the second mode of operation, the
mobile station transmits the data packet intended for the further

mobile station to the further mobile station.

[0006] Furthermore, a method for checking a field of a media
access control frame transmitted to a mobile station, adjusting
transmission power of the mobile station based on a value in the
field and transmitting a next media access control frame using

the adjusted transmission power.

[0007] A method for sending a data packet destined for a
mobile unit to an access point, listening for one of a
transmission of the data packet by the access point to the mobile
unit and a transmission of an acknowledgment by the mobile unit
to the access point, addiné an address of the mobile unit to a
table when the one of the listened for transmissions is detected
and sending a further data packet destined for the mobile unit
directly to the mobile unit when the address is present in the
table.

Brief Description of the Drawings

foo08] Fig. 1 is an exemplary embodiment of a system utilizing

a first mode of operation according to the present invention.

Fig. 2 is an exemplary embodiment of the system of Fig.
1 utilizing both the first mode of operation and a second mode of

operation according to the present invention.

Fig. 3 is an exemplary embodiment of an architecture of

a mobile station according to the present invention.
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Fig. 4 is an exemplary embodiment of a MAC frame

according to the present invention.

Fig. 5 is a detailed view of a frame body of the MAC
frame of Fig. 4.

Fig. 6 is a detailed view of a frame control field of

the frame body of Fig. §.

Fig. 7 is a table of type values and associated

descriptions according to the present invention.

Fig. 8 is a table of subtype values and associated

descriptions according to the present invention.

Fig. 9 is an exemplary embodiment of the system using a

first mode of operation according to the present invention.

Fig. 10 is an exemplary embodiment of the system of
Fig. 9 using.a second mode of operation according to the present

invention.

Fig. 11 is an exemplary embodiment of the system of

Fig. 10 reverting to the first mode of operation.

Fig. 12 is ane exemplary embodiment of a table of

hardware addresses according to the present invention.

Fig. 13 is an exemplary embodiment of a method for
adding a hardware address to the table of a receiving mobile

station.
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Fig. 14 is an exemplary embodiment of a method for
determining which mode of operation to use according to the

present invention.

Fig. 15 is an exemplary embodiment of a method for

transmitting a data packet according to the present invention.

Fig. 16 is an exemplary embodiment of a method for
entering the hardware address of the mobile station in the table

of a further mobile station according to the present invention.

Fig. 17 is an exemplary embodiment of a pairing timer

according to the present invention.

Fig. 18 is an exemplary embodiment of a power
adjustment mechanism for the mobile station receiving the data

packet according to the present invention.

Fig. 19 is an exemplary embodiment of the power
adjustment mechanism of Fig. 18 for the mobile station

transmitting the data packet according to the present invention.

Detailed Description

[0009] The present invention may be further understood with
reference to the following description and the appended drawings,
wherein like elements are referred to with the same reference
numerals. As shown in Fig. 1, the present invention includes a
system 5 which provides for a multi-mode radio operation. The
system 5 includes a wireless network 10 (e.g., WLAN, WPAN) that

is connected to an access point 15 (“AP”). According to the



WO 2006/058058 PCT/US2005/042423

present invention, a first mobile station 20 (“MS”) (e.g., PC,
laptop, cell phone, PDA, hand-held computer, radio transceiver,
etc.) may desire to communicate with a second MS 25. The first
MS 20 and the second MS 25 operate according to an existing
communication protocol, such as the IEEE 802.11 standard. As
such, both the first MS 20 and the second MS 25 may have similar
functionality, capabilities and components (e.g., processors,
antennas, memory, etc.), including those described herein. In
other embodiments of the present invention, the second MS 25 may
be a receiver device (e.g., a printer, a headset, etc.). Though
the invention ma? be described with regard to the first MS 20,
those skilled in the art would understand that the present
invention may be applied to any radio transceiver communicating
over a network. Thus, the terms “first” and “second” are not
limiting, but only providedfor clarity and illustration of the

exemplary embodiments of the invention.

[0010] The first MS 20 has a first mode of operation, which is
based on the existing communication protocol, such as the IEEE
802.11 standard. 1In the first mode of operation, the first MS 20
desires to send a data packet to the second MS 25. As is known
in the art, and according to the 802.11 standard (e.g., the
infrastructure network), the first MS 20 transmits the data
packet to the AP 15 that is associated with the first MS 20. If
the first MS 20 and the second MS 25 are associated with the AP
15, the AP 15 then transmits the data packet to the second MS 25.
However, if the second MS 25 is not associated with the AP 15,
the AP 15 transmits the data packet to the wireless network 10,
which, in turn, transmits the data packet to a further AP which
is associated with the second MS 25. As would be understood by
those skilled in the art, any number of APs may be connected to

the wireless network 10.
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[0011] The transmission of the data packet from the first MS
20 to the AP 15, in a wireless setting such as described herein,
is known in the art as a “hop.” Thus, according to the 802.11
standard, the minimum number of hops that is required to transmit
the data packet from the first MS 20 to the second MS 25 is two
hops: one hop from the first MS 20 to the AP 15, and a second hop
from the AP 15 to the second MS 25. The minimum two hops happens
only when the AP 15 is associated with the first MS 20 and the
second MS 25.

[0012] The first MS 20 is further capable of utilizing a second
mode of operation, shown in Fig. 2, based on the existing
communication protocol. In the second mode, and according to the
present invention, the first MS 20 intends to transmit the data
packet to the second MS 25. However, in the second mode, the
transmission of the data packet can be accomplished in one hop.
That is, the first MS 20 can transmit the data packet directly to
the second MS 25, without having to utilize the AP 15. As will
be described herein, the second mode of operation is usable under
certain conditions. However, the present invention allows the
simultaneous use of both the first and second modes by the MSs
20,25. Thus, the first MS 20 may not have to disconnect from the
wireless network 10 when communicating directly with the second
MS 25.

[0013] With reference to Fig. 2, the first MS 20 and the
second MS 25 may be paired to form a local cell 30. As would be
understood by those skilled in the art, the local cell 30 is
defined by a communicable range in which the first MS 20 can
transmit and receive radio frequency (“RF”) signals. The local
cell 30 may be located within an AP cell 35 which is defined by

an RF transmit/receive range of the AP 15. To successfully
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communicate using the second mode of operation, the second MS 25
must be within the local cell 30 (i.e., MS 20 and MS 25 are
within communicable range of each other). However, as will be
described below, the MS 20 may remain in the second mode even if

the MS 25 moves out of communicable range.

[0014] Forming the local cell 30 may be accomplished in
several ways. In one exemplary embodiment, the first MS 20 may
be manually paired to the second MS 25. Manual pairing may be
accomplished by, for example, entering a hardware address of the
second MS 25 into a table 200, or near-list, contained within the
first MS 20, which is shown in Fig. 12 and described below. As
would be understood by those skilled in the art, the term
“hardware address” may be used to describe any unique address
associated with a mobile device, for example, a media access
control (“MAC”) address and/or basic service set identification
(“BSSID”) throughout the application. Those‘terms may be used
interchangeably throughout this description. The table 200 may
further include a set of parameters associated with the hardware
address. In this exemplary embodiment, the first MS 20 may be a
mobile computer that is manually paired to the second MS 25 which
is a dedicated printer.‘ In this manner, the first MS 20 and the
second MS 25 may only look for and communicate with each other.
Any other activity in the AP cell 35 may go through the AP 15.
However, in the same embodiment the MSs 20,25 may receive

transmissions from other MSs within the AP cell 35.

[0015] As would be understood by those skilled in the art, the
local cell 30 may further include any other MSs that are in
communicable range with the first MS 20. The first MS 20 may be
manually paired with any number of other MSs that are within the

local cell 30 at a given time. Hardware addresses for the other
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MSs may be manually entered into the table 200 of the first MS
20. For éxample, the first MS 20 may be the mobile computer
which is manually paired to the second MS 25 which is the
dedicated printer. The local cell 30 formed by the first MS 20
and the second MS 25 may further include a further MS which may
be a data capture device (e.g., bar code scanner, RFID reader,

Magstripe reader, etc.).

[0016] In a further embodiment, the local cell 30 may be
formed automatically. 1In this embodiment, the first MS 20 can
monitor and track any MS that comes within the local cell 30.

For example, if the second MS 25 is located within the AP cell
35, but not within the communicable range of the first MS 20, the
hardware address of the second MS 25 will not be in the table 200
of the first MS 20. However, when the second MS 25 moves into
the communicable range of the first MS 20, the first MS 20 may
include the hardware address of the second MS 25 in the table

200. This process will be described in further detail below.

[0017] Fig. 3 shows an exemplary embodiment of a computing
architecture 37 of the first MS 20. The architecture 37 allows
the first MS 20 to utilize the first and second modes of
operation. Specifically, the architecture 37 allows the first MS
20 to communicate directly with the second MS 25 without
disconnecting from the wireless network 10. Operation of the
computer architecture 37 will be described in further detail

below.

[0018] According to the present invention, transmission of a
data packet from the first MS 20 to the second MS 25 may be
accomplished using a MAC frame 40, an exemplary embodiment of

which is seen in Fig. 4. The MAC frame 40 includes a frame
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header 50, a frame body 55 and a frame check sequence (“FCS”) 60.
The frame header 50 typically has a 30 byte capacity, while the
frame body 55 has a 2312 byte capacity and the FCS 60 has a 6
byte capacity. Each MAC frame 40 may correspond to a different
function. For example, the MAC frame 40 may be used for a
control function, a management function or a data function. As
would be understood by those skilled in the art, the frame body
55 may change (e.g., capacity, format, content, etc.) based on

the function to be accomplished.

[0019] The frame header 50 of the MAC frame 40 is shown in
further detail in Fig. 5. Components and properties of the frame
header 50 are generally known in the art. The frame header 50
includes a frame control field 65 adjacent to a
duration/identification field 70, each of which may have a 2 byte
capacity. The duration/identification field 70 for the data
function represents the duration of the MAC frame 40, whereas for
the control function, the field 70 represents an identity of the
wireless station that initiated the transmission. A first
address field 75 follows the duration/identification field 70 and
represents a source address of the transmission (e.g., the
hardware address of the first MS 20). A second address field 80
adjacent to the first address field 75 represents a destination
address of the transmission (e.g., the hardware address of the
second MS 25). A third address field 85 adjacent to the second
address field 80 represents a receiving station address. As
shown in Fig. 5, a sequence control field 90 may be adjacent to
the third address field 85. The sequence control field 90 may
have a 2 byte capacity. A fourth address field 95 represents a
transmitting station address. In an exemplary embodiment, each
address field 75,80,85,95 may have a 6 byte capacity, but the

present invention may be implemented regardless of the size.

10
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[0020] An expanded view of the frame control field 65 is shown
in Fig. 6. BAs noted above, the frame control field 65 has a 2
byte capacity, and the expanded view shows a bit-by-bit view. A
protocol version field 100 is shown as the first pértion of the
frame control field 65. The protocol version field 100 is
typically set to zero. A type field 105 and a subtype field 110
follow the protocol version field 100, and together describe the
function (e.g., data, control, management) of the MAC frame 490.

A “to DS” field 115 is adjacent to the subtype field 110. When
the “to DS” field 115 has a one value, the MAC frame is
transmitted to the distribution system. Adjacent to the “to DS”
field 115 is a “from DS” field 120. When the “from DS” field 120
has a one value, the MAC frame has come from the distribution

system.

[0021] Further included in the frame control field 65 is a
"more frag” field 125, which is located adjacent to the “from DS”
frame 120. A one value in the “mére frag” field 125 represents
that one or mofe fragment frames may follow, whereas a zero value
represents that this MAC frame 40 is an unfragmented frame or a
last MAC frame. Adjacent to the “more frag” field 125 is a retry
field 130, which, if a one value is present, indicates that this
MAC frame 40 is a retransimission. A power management field 135
is seen disposed adjacent to the retry field 130. A one value
indicates that the wireless station is in active mode, whereas a
zero value indicates that the wireless station is in a power-save

mode (e.g., sleep mode).

[0022] Further included in the frame control field 65 is a

“more data” field 140, which is disposed adjacent to the power
management field 135. A one value in the “more data” field 140
indicates that an additional MAC frame (s) is buffered with the

11
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intention to be sent to the destination address of the
transmission. A one value in a wired equivalent privacy (“WEP”)
field 145 indicates that the data packet has been processed with
a WEP algorithm. As understood by those skilled in the art, WEP
is a security protocol for a WLAN, as defined in the 802.11
standard. A final field in the frame control field 65 is an
order field 150, which, if a one value is present, indicates that
the MAC frames must be strictly ordered when

transmitted/received.

[0023] As noted above, the type field 105 together with the
subtype field 110 describe the function of the MAC frame 40. As
seen in Fig. 7, a “00" type value indicates that the MAC frame 40
will perform the management function; a “01" type value indicates
a control function; a “10" indicates a data function. A “11"
type value is designated as reserved, according to the 802.11
‘'standard. Thus, using the reserved type, each function (e.g.,
management, control, data) may have up to eight reserved
subtypes, those dedicated to the function.(four) plus the
reserved type (four). For example, the data function may have up

to eight dedicated subtypes (e.g., 1000 hex through 1111 hex).

[0024] An exemplary embodiment of proposed type and subtype
combinations is shown in Fig. 8. The subtype field 110 may
comprise four bit values (i.e., b4-b7), each of which may
indicate an event, status, setting, change, etc. For example, in
the exemplary embodiment shown, the bé value may indicate a power
change. As such, a power increase may be indicated by a zero
value, whereas a power decrease value may be indicated by a one.
In this manner, the b6 value may be used to signify an increase
or decrease in transmit power. The b7 value may be used to

identify to further wireless stations that this MAC frame 40 came

12
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from the wireless station operating according to the second mode

of operation.

[0025] The first and second modes of operation will now be
described in further detail. As shown in Fig. 9, the system 5
includes the AP 15, the first MS 20, the second MS 25 and a third
MS 155. Each MS 20,25,155 has a radio frequency (“RF”) coverage
area 160,165,170, respectively, associated therewith, which
defines the range that the MS can effectively transmit and
receive RF signals. According to the first mode of opération,
the first MS 20 intends to send a data packet to the second MS
25, but does not know that the second MS 25 is within the
coverage area 160 of the first MS 20. As such, the first MS 20
sends a data packet source signal 175 to the AP 15. The AP 15
sends an AP acknowledgment signal 180 back to the first MS 20
confirming receipt of the data packet source signal 175. As
would be understood by those skilled in the art, the AP 15 may
not send the AP acknowledgment signal 180 if, for example, the
data packet source signal 175 has been distorted, is

unrecognizable or corrupted.

[0026] The AP 15 then relays the data packet to the second MS
25 using a data packet destination signal 185. The second MS 25
sends an MS acknowledgment signal (“ACK”) 190 back to the AP 15
to confirm receipt of the data packet destination signal 185.
According to the present invention, the first MS 20, after
sending the data packet source signal 175, begins listening for
transmissions from other wireless stations (e.g., APg, MSs)
within its RF coverage area 160. Specifically, the first MS 20
listens for the data packet destination signal 185 from the AP 15
and/or the MS acknowledgment signal 190 from the second MS 25.
The first MS 20 may not hear the data packet destination signal

13
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185 if, for example, the second MS 25 is not located within the
AP cell 35. That is, if the second MS 25 is associated with a
further AP connected to the network 10, the AP 15 may transmit
the data packet destination signal 185 to the further AP via the
network 10. Thus, the first MS 20 may not hear the data packet
destination signal 185 transmitted from the further AP, which is
outside of the local cell 30. Similarly, the first MS 20 may not
hear the MS acknowledgment signal 190 if the second MS 25 is
outside of the local cell 30.

[0027] If the first MS 20 hears one or both of the signals
185,190, the first MS 20 may assume that the second MS 25 is
within the RF coverage area 160 of the first MS 20. As such, the
first MS 20 may switch to the second mode of operation and may
send a further data packet signal(s) 195 directly to the second
MS 25, without utilizing the AP 15. The second MS 25 may then
send the MS acknowledgment signal 190 to the first MS 20, rather
than the AP 15. 1If, however, the first MS 20 does not hear the
data packet destination signal 185 and/or the MS acknowledgment
signal 190, then the first MS 20 may continue to send data packet
signals according to the first mode of operation (i.e., through
the AP 15). Also, if the first MS 20 sends the further data
packet signal 195 to the second MS 25 and does not receive the MS
acknowledgment signal 190 from the second MS 25, the first MS 20
may abort communication using the second mode of operation, and
revert to the first mode of operation. This may happen when, for
example, the second MS 25 moves out of the RF coverage area 160
of the first MS 20.

[0028] After the first MS 20 has received an indication that
the second MS 25 is within the RF coverage area 160, the first MS

20 may include the hardware address of the second MS 25 in the

14
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table 200. Thus, the first MS 20 may continue communicating with
the second MS 25 using the second mode of operation, until, for
example, the second MS 25 moves out of the RF coverage area 160.
However, the first MS 20 may maintain the hardware address of the
second MS 25 in the table 200 for a predetermined amount of time
which will be explained further below. As shown in Fig. 10, the
second MS 25 has re-entered the RF coverage area 160 of the first
MS 20 after temporarily moving out of the RF coverage area 160.

- The first MS 20 retains the hardware address of the second MS 25
for a predetermined time after the hardware address is stored on
the first MS 20. This timing will be described in greater detail
below. Thus, the first MS 20 may immediately initiate
communication with the second MS 25 using the second mode of
operation during this predetermined time period. That is, the
first MS 20 does not have to wait to hear the MS acknowledgment
signal 190 from the second MS 25 to initiate the second mode of
operation. Thus, the first MS 20 may assume that the second MS
25 remains within the RF coverage area 160 and send the data
packet source signal 175 directly to the second MS 25. If the
first MS 20 receives the MS acknowledgment signal 190 from the
second MS 25, the first MS 20 thereby confirms the second MS 25
remains in the local cell 30 and can continue to transmit further
data packet signals 195 using the second mode. However, if the
second MS 25 does not receive the data packet source signal 175,
for example, because the second MS 25 has moved out of the RF
coverage area 160, the first MS 20 will revert to the first mode

to send the data packet as will be described below.

[0029] As shown in Fig. 11, the first MS 20 may send the data
packet source signal 175 or the further data packet signal 195 to
the second MS 25, but the second MS 25 may have vacated the RF
coverage area 160 of the first MS 20. Accordingly, the first MS

15
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20 may attempt a predetermined number of retransmissions, with a
uniform or exponential time interval (e.g., backoff) between each
attempted retransmission. However, when the predetermined number
of retransmissions reaches zero, or the predetermined time
expires, the first MS 20 may remove the hardware address of the
second MS 25 from the table 200. Thus, the first MS 20 may have
to reacquire the hardware address of the second MS 25 at a later
time, for example, when the second MS 25 moves back into the RF

coverage area 160 of the first MS 20.

{0030] A further embodiment of the present invention involves
utilization of the second mode of operation by the second MS 25.
In this embodiment, the first MS 20 has previously sent the data
packet source signal 175 and/or the further data packet -signal
195 to the second MS 25. When the second MS 25 receives the
signals 175,195, a logic circuit in the second MS 25 checks the
fourth address field 95 to determine the hardware address of the
wireless station that transmitted the data packet. Those of
skill in the art will understand that the logic circuit as
described herein may be implemented in software or hardware.
Furthermore, any wireless station, including the first MS 20, may
include the logic circuit described herein. If the fourth
address field 95 has the hardware address of the AP 15 associated
with the second MS 25, then the second MS 25 may assume that the
first MS 20 is not within the RF coverage area 165 of the second
MS 25, and the second MS 25 may transmit/receive data packets
according to the first mode of operation. However, if the fourth
address field 95 has the hardware address of the first MS 20,
then the second MS 25 may assume that the first MS 20 is trying
to initiate communication using the second mode of operation.

" The second MS 25 may then add the hardware address of the first
MS 20 to the table 200 in the second MS 25 which lists the

16
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hardware addresses of any wireless station within the RF coverage
area 165 of the second MS 25. As noted above, the second MS 25
may revert back to the first mode of operation after a
predetermined number of failed retransmissions to the first MS 20
or a counter in the second MS 25 reaches zero or a predetermined

number.

[0031] An exemplary embodiment of the table 200 is shown in
Fig. 12. The table 200 will be described with reference to the
first MS 20, but those of skill in the art will understand that
any wireless station may include the table 200. The table 200
may include a hardware address field 205, a timer field and/or
retransmission field 210 . The hardware address field 205 may
include the hardware addresses of any of the wireless stations
(e.g., the AP 15, the second MS 25, the third MS 155) within the
RF coverage area 160 of the first MS 20. The timer field 210 may
include timer values that are associated with each hardware
address in the hardware address field 205. For example, as seen
in Fig. 12, the hardware address “00:A0:F8:23:EA:F7" has the
timer value “5000" associated therewith. As noted above, the
timer value may decrement to zero from a prédetermined value
(e.g., 45000 milliseconds), or increment to a predetermined
value. The timer field 210 may alternatively be the
retransmission field, which counts a number of failed
retransmissions. According to the present invention, once the
timer value reaches a limit value (e.g., zero, predetermined
number), the hardware address associated therewith, and thus, the
wireless station, may be removed from the table 200. As such,
the first MS 20 may no longer initiate communication with that
wireless station using the second mode of operation. However,
the hafdware address previously removed may be re-added to the

table 200 if the wireless station re-enters the RF coverage area
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160 of the first MS 20.

[0032] As would be understood by those skilled in the art, the
wireless station or device that has been manually paired with the
first MS 20 may have the timer value associated therewith set to
a value that reflects such a manually pairing. For example, as
shown in Fig. 12, the hardware address “00:0B:F2:00:10:60" has
the timer value set to zero. This may indicate that the hardware
address should not be removed, unless done so manually (i.e., no

decrement or increment to the timer value) .

[0033] The table 200 may further include a sorted list 215
(e.g., a fixed array of pointers) to optimize searches and
resorting of the table 200 when, for example, hardware addresses
are added/removed. When the hardware address needs to be found
in the hardware address field 205, a binary search algorithm may
be used on the sorted list 215 to quickly resolve the presence of
the searched for hardware address. Similarly, when a new
hardware address is appended to the table 200, the sorted list
210 may be re-organized to include the new hardware address. In
this manner, less manipulation of a memory in the first MS 20 may
be required. However, any search algorithm may be implemented

based on the particular requirements of an individual system.

[0034] Operation of the logic circuit, which checks the
'hardware address of the received data packet against the list of
hardware addresses in the table 200, is shown generally by the
exemplary method 300 in Fig. 13. 1In step 305, the second MS 25
receives the data packet from the wireless station. 1In step 310,
the logic circuit in the second MS 25 checks the fourth address
field 95 of the MAC frame 40 to determine whether the data packet
came from the AP 15 or the first MS 20. As would be understood
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by those skilled in the art, the second MS 25 may assume that the
data packet came from another MS if the fourth address field 95
does not contain the hardware address of the AP with which the
second MS 25 is currently associated (e.g., the AP 15). If the
data packet came from the AP 15, then the second MS 25 processes
the MAC frame 40 in the normal manner, as seen in step 325.
However, if the data packet came from the first MS 20, as seen in
step 315, then the second MS 25 checks its table 200 to determine
if the hardware address of the first MS 25 is entered in the
table 200. If the hardware address of the first MS 20 was found
in the table 200, the timer value associated therewith is reset
and the second MS 25 processes the MAC frame 40, as seen in step
325. As seen in step 320, if the hardware'address of the first
MS 20 was not in the table 200 of the second MS 25, then the
hardware address is added to the table 200 and the table 200 is
resorted. As understood by those skilled in the art, resetting
the timer value in step 325 and adding the hardware address in
step 320 may enable the second MS 25 to initiate communication
with the first MS 20 using the second mode of operation by
assuming that the first MS 20 is within RF coverage area 165.

The timer value for the hardware address may be set via, for
example, a management information base (“MIB”) configuration
parameﬁer, and begins to increment/decrement. In step 325, the
MAC frame 40 is processed by the second MS 25.

[0035] A decision by the first MS 20 regarding which mode of
operation to use is shown generally by the exemplary method 400
in Fig. 14. 1In step 405, the logic circuit determines whether
the second mode of operation is enabled. If not enabled, the
first MS 20 transmits the data packet according to the first mode
of operation, as shown in step 410. If the second mode of

operation is enabled, the method 400 proceeds to step 415,
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wherein the logic circuit in the first MS 20 determines whether
the hardware address of the destination MS (e.g., the second MS
25) is listed in the table 200 of the first MS 20. 1In step 420,
if the hardware address of the second MS 25 is not in the table
200, the data packet is tagged to be sent to the AP 15. The
first MS 20 then enables the auto-pairing by beginning to listen
for the data packet destination signal 185 and/or the MS
acknowledgment signal 190 within the RF coverage area 160 and
adds the hardware address of the second MS 25 to its table 200,
as seen in step 425. If the hardware address of the second MS 25
is in the table 200 of the first MS 20, step 430, then the data
packet is tagged to be sent directly to the second MS 25. As
understood by those skilled in the art, tagging may be
accomplished by inserting the hardware address of the AP 15 or
second MS 25 into the MAC frame 40.

[0036] An exemplary embodiment of a method 500 of transmission
of the data packet is shown in Fig. 15. 1In step 505, the first
MS 20 determines whether the data packet is tagged to be sent
directly to the second MS 25. TIf not, the first MS 20 transmits
the data packet to the AP 15, as shown in step 510. If the data
packet is tagged to be sent directly to the second MS 25, step
515 shows that the first MS 20 sets a fallback timer. As
understood by those skilled in the art, the fallback timer may
decrement from or increment to a predetermined value, which, when
reached, may cause the first MS 20 to retransmit the data packet
to the second MS 25 or transmit the data packet to the AP 15. As
those skilled in the art would understand, transmission of the
data packet to the AP 15 may include, for example, changing the'
hardware address in the fourth address field 95 and/or re-tagging
the data packet to be sent to the AP 15.
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[0037] In step 520, the first MS 20 transmits the data packet
to the second MS 25. After transmission, as seen in step 525,
the first MS 20 determines whether it has received the MS
acknowledgment signal 190 from the second MS 25 before the
fallback timer reaches the predetermined value. If the MS
acknowledgment signal 190 has not been received by the first MS
20 before the fallback timer reaches the predetermined value, the
data packet is transmitted to the AP 15, as shown in step 510.
If the MS acknowledgment signal 190 has been received by the
first MS 20, then it may transmit the further data packet signal
195 directly to the second MS 25 and reset the fallback timer

(when not a manual pairing).

[0038] To further increase performance, the present invention
may utilize the request to send/clear to send (“RTS/CTS”)
mechanism defined by the 802.11 standard and well-known in the
art. In this manner, the first MS 20 may complete a RTS/CTS
handshake before transmitting the data packet over the wireless
network. Use of the handshake may provide positive control over
the wireless network and minimize collisions among wireless

stations that may be hidden.

[0039] An exemplary method 600 for automatically entering
hardware addresses in the table 200 is shown in Fig. 16. In step
605, the first MS 20 hears the wireless station transmitting
within the RF coverage area 160. As would be undérstood by those
skilled in the art, the wireless station does not have to
transmit to the first MS 20, but is simply transmitting the data
packet to another wireless station, which may be inside or

outside the RF coverage area 160 of the first MS 20.
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[0040] In step 610, the first MS 20 determines whether the
hardware address of the heard wireless station is currently
included in the table 200. If the hardware address is in the
table 200, the first MS 20 may reset the associated timer value.
If the hardware address is not in the table 200, it is added to
the table, as shown in step 615, and the timer value is set, as
shown in step 620. The hardware address of the heard wireless
station is maintained in the table 200 while the timer value is
incremented/decremented. In step 625, the first MS 20 determines
whether the timer value has reached the limit value,'whereby the
hardware address of the heard wireless station may be removed
from the table 200.

[0041] An exemplary embodiment of a pairing timer 700 used by
the first MS will be described with respect to Fig. 17. 1In one
embodiment, the first MS 20 may be active at all times, listening
for other wireless stations within the RF coverage area 160. In
a second embodiment, the first MS 20 may be active only for
intervals of time. As shown in Fig. 17, the pairing timer 700
may include a first timer 705 and a second timer 710. The first
- timer 705 may be used for passive listening. That is, the first
timer 705 may activate the first MS 20 for a predetermined time
(e.g., 3-5 beacon intervals). The first timer 705 may allow the
first MS 20 to hear wireless stations within the RF coverage area
160, thereby populating/updating the table 200 of the first MS
20. The first timer 705 may subsequently deactivate the first MS
20 after predetermined or MIB-defined intervals (e.g., 10 beacon
intervals). As would be understood by those skilled in the art,
the number of beacon intervals for activation/deactivation of the
receiver may be optimized depending on the amount of traffic in

the AP cell 35 and/or on the wireless network 10.
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[0042] The second timer 710 may be used to activate the first
MS 20 after the data packet has been transmitted to the AP 15.
In this manner, the first MS 20 is activated to listen for the
data packet destination signal 185 from the AP 15 and/or the MS
acknowledgment signal 190 from the second MS 20 for a
predetermined or MIB-defined interval (e.g., 5-7 times the
current beacon interval). As would be understood by those
skilled in the art, the predetermined interval for listening for
the signals 185,190 may be modified to increase the probability
of hearing the signals 185,190 on the wireless network 10.
Further optimization of the predetermined interval may be
accomplished by averaging times between transmission of the data
packet source signals 175 and.heard data packet destination

signals 185 and/or the MS acknowledgment signals 190.

[0043] The present invention further provides for power
adjustment of the first MS 20 (e.g., transmitting wireless
station) by the second MS 25. Shown in Fig. 18 is an exemplary
embodiment of a power adjustment mechanism 800 which may be
utilized by the second MS 25 (e.g., wireless station receiving
the data packet). In an idle state 805, the second MS 25 is
idle, listening for traffic within its RF coverage area 165. 1In
a packet processing state 810, the second MS 25 has received the
data packet and begins packet processing. Along with standard
packet processing, the logic circuit of the second MS 25 will
determine whether the data packet came from the wireless station
with its hardware address in the table 200 of the second MS 25 or
the wireless station without its hardware address in the table
200 of the second MS 25. If the hardware address is not present
in the table 200, the processing moves back to the idle state
805. If the hardware address is present in the table, the second

MS 25 moves into an existing source state 815.
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[0044] In the existing source state 815, the subtype field 110
(shown in Fig. 6) in the frame control field 65 is checked to
determine if it contains a power adjust subtype, such as those
shown in Fig. 8. If the subtype field 110 does not contain the
power adjust subtype, the processing moves back to the idle state
805. If the subtype field 110 does contain the power adjust
subtype, the processing moves to an entry update state 820.
Depending on the power adjust subtype, a power setting for the
next transmission to the first MS 20 will be stored. For
example, with reference to Fig. 8, the second MS 25 may indicate
to the first MS 20 to increase the power of a next transmission

by including a subtype value of “1000" in the subtype field 110.

[0045] The present invention further provides for power
adjustment of the second MS 25 (e.g., receiving wireless station)
by the first MS 20. Shown in Fig. 19 is an exemplary embodiment
of a power adjustment mechanism 900 which may be utilized by the
first MS 20 (e.g., wireless station transmitting the data
packet). In an idle state 905, the first MS 20 is idle, waiting
for the data packet to transmit. In a packet proéessing state
910, the data packet is going to be transmitted from the first MS
20. The logic circuit of the first MS 20 determines whether the
data packet will be sent to a wireless station with its hardware
address in the table 200 of the first MS 25 or a wireless station
without its hardware address in the table 200 of the first MS 25.
If the hardware address is not present in the table 200, the
processing moves to a transmit packet state 920, where the data
packet is transmitted. If the hardware address is present in the
table 200, the first MS 20 moves into an existing destination
state 915,
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[00456] In the existing destination state 915, the hardware
address of the second MS 25 has a previous received signal
strength associated therewith. The previous received signal
strength is compared with an optimal received signal strength
stored in the first MS 20. The subtype value in the subtype
field 110 may be adjusted to reflect the difference in the
previous strength and the optimal strength. For example, the
first MS 20 may input a “1000" value thereby instructing the
second MS 25 to increase the power of its next transmission.
When the subtype value has been adjusted, the processing moves to
the transmit packet state 920. When the transmission has been

completed, the processing returns to the idle state 905.

[0047] The present invention further provides a mechanism for
encrypting communication using the second mode of operation. As
known by those skilled in the art, encryption is a mechanism that
encodes transmitted data into a cipher-text to hide its meaning.
In order for wireless stations to communicate directly, they may
use a common set of encryption keys. For wireless stations that
are paired manually, the encryption keys may be entered manually,
as well. For wireless stations that are automatically paired,
the process of associating with the AP 15 requires that the

correct encryption keys be in place.

[0048] The present invention further provides a mechanism for
authentication, by which wireless stations accessing the wireless
network 10 prove their identity. Manual pairing of wireless
stations includes inherent authentication, because a user pairing
the wireless stations authenticates each. Automatic pairing of
wireless stations is inherent in the processed and mechanisms
described above, because the wireless station that desires access

to the wireless network 10, at some point, authenticates itself
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to the network 10.

[0049] The present invention further provides a mechanism for
layer management within the 802.11 standard. Association is a
service that establishes an AP/MS mapping that enables the
wireless station to access the distribution system. According to
the present invention, the wireless station requiring access to
the network 10, at some point, communicates with the AP 15.
Disassociation is a service that removes an existing association,
which occurs when the wireless station leaves the network.
According to the present invention, wireless stations may leave
the network 10 and remain paired. Re-association (i.e., roaming)
is a service that transfers an established association. between
the MS and the AP from the AP to a further AP. Re-association
remains a viable service when used in conjunction with the
present invention. A synchronization service between the MSs
20,25 and the AP 15 is maintained through the above-described
mechanisms utilizing beacon intervals and delivery traffic

indication messages.

[0050] A further service provided by the present invention is
power management. As is known in the art, the MSs will go into
sleep mode when they are inactive for a predefined period of
time. Therefore, the MSs may never be heard by other MSs
listening to activity in the wireless network 10. According to
the present invention, the MS enters a modified sleep mode,b
whereby it periodically transmits a NULL data packet, or
“chirps.” The chirps allow other wireless stations within the RF
coverage area of the MS to establish communication therewith
using the second mode of operation. As would be understood by
those skilled in the art, the periodicity of the NULL data packet

transmissions may be varied and/or set at arbitrary values.
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[0051] The second mode of operation provides advantages not
available when using solely the first mode of operation. For
instance, the second mode of operation may increase the capacity
of the system 5. As is known in the art, during a distributed
coordination function (“DCF”), wireless stations (e.g., MSs, APs
and any other wireless devices) contend temporally for access to
the wireless network 10. The wireless stations use a network
access mechanism, such as a carrier sense multiple access with
collision avoidance (“CSMA/CA”) or a carrier sense multiple
access with collision detection (“CSMA/CD”). CSMA/CA is a
technique where the wireless station wishing to access the
wireless network 10 listens to activity on the wireless network
10 before attempting a transmission. Activity on the wireless
network 10 is derived from a carrier sensing mechanism provided
by a physical layer of the 802.11 standard, which is known to
those skilled in the art. By using CSMA/CA, the wireless station
attempts to avoid collisions with activity on the wireless
network by listening, rather than reacting to collisions detected
(i.e., CSMA/CD).

[0052] Another advantage provided by the second mode of
operation is a decreased time for transmission of the data
packet. As mentioned above, the minimum number of hops for
transmission of the data packet is two hops. However, in the
second mode of operation, the data‘packet is transmitted in one
hop, because transmission through the AP 15 has been eliminated.
Direct communication between the first MS 20 and the second MS 25
may increase overall throughput of the system 5, reduce latency
of transmission of the data packet and reduce aggregate power of
the system 5 which is consumed by transmission of the data
packet. As understood by those skilled in the art, power

consumption has an inversely proportional relationship with
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battery life. Thus, reduction of the aggregate power may extend
the battery life.

[0053] A further advantage provided by the second mode of
operation is a decrease in an amount of noise present on the
wireless network 10. As well as reducing traffic, transmissions
between the first MS 20 and the second MS 25 may use a lower
power because the MSs 20,25 may be within a close range. Close

range communication may reduce interference within the wireless

network 10.

[0054] The above-described advantages are simply illustrative,
and by no means exhaustive of the benefits of the present
invention. The present invention may be further utilized in a
person-to-person (“P2P”) voice system, a P2P priority system and
a P2P communication system which utilizes a mesh network.

[0055] The present invention has been described with the
reference to the MSs 20,25, the AP 15, and the RF coverage areas
160,165. One skilled in the art would understand that the
present invention may also be successfully implemented.
Accordingly, various modifications and changes may be made to the
embodiments without departing from the broadest spirit and scope
of the present invention as set forth in the claims that follow.
The specification and drawings, accordingly, should be regarded

in an illustrative rather than restrictive sense.
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What is claimed is:

1. A system, comprising:
a mobile station; and
an access point connecting the mobile station to a network;
wherein the mobile station has a first mode of operation and
a second mode of operation,
the first mode of operation comprising the mobile
station transmitting a data packet intended for a further mobile
station to the access point and the access point transmitting the
data packet to the further mobile station,
the second mode of operation comprising the mobile
gtation transmitting the data packet intended for the further

mobile station directly to the further mobile station.

2. The system according to claim 1, wherein the mobile station
includes a table to store a hardware address of the further

mobile station.

3. The system according to claim 2, wherein thée hardware address

has a timer value associated therewith.

4. The system according to claim 3, wherein, when the timer
value reaches a limit value, the hardware address is removed from
the table.

5. The system according to claim 3, wherein the mobile station
initiates communication with the further mobile station using the

second mode of operation before an expiration of the timer value.

6. The system according to claim 1, wherein the mobile station
switches from the first mode of operation to the second mode of

operation when the mobile station hears an acknowledgment signal
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transmitted from the further mobile station to the access point.

7. The system according to claim 1, wherein the mobile station
" switches from the first mode of operation to the second mode of
operation when the further mobile station enters a radio

frequency coverage area of the mobile station.

8. The system according to claim 1, wherein the further mobile
station uses the first mode of operation and the second mode of
operation to transmit a further data packet to the mobile

station.

9. The system according to claim 8, wherein the further mobile
station includes a table to store a hardware address of the

mobile station.

10. The system according to claim 1, wherein the mobile station
operates in the second mode of operation to transmit the data
packet to the further mobile station and operates in the first
mode of operation to transmit data packets to additional mobile

stations without leaving the second mode of operation.

11. A mobile station, comprising:

a processor; and

a memory storing a set of instructions for execution on the
processor;

wherein the set of instructions comprises a first mode of
operation and a second mode of operation,

the first mode of operation comprising the mobile

station transmitting a data packet intended for a further mobile
station to an access point connected to a network, and the access

point transmitting the data packet to the further mobile station,
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the second mode of operation comprising the mobile
station transmitting the data packet intended for the further

mobile station to the further mobile station.

12. The mobile station according to claim 11, wherein the mobile
station includes a table to store a hardware address of the

further mobile station.

13. The mobile station according to claim 12, wherein the

hardware address has a timer value associated therewith.

14. The mobile station according to claim 13, wherein when the
timer value reaches a limit value, the hardWare address is

removed from the table. N

15. The mobile station according to claim 11, wherein the mobile
station operates in the first mode of operation to transmit data
packets to additional mobile stations without leaving the second

mode of operation.

16. A method, comprising:

checking a field of a media access control frame transmitted
to a mobile station;

adjusting transmission power of the mobile station based on
a value in the field; and

transmitting a next media access control frame using the

adjusted transmission power.

17. The method according to c¢laim 16, wherein the field is one

of a type field and a subtype field.
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18. A method, comprising:

sending a data packet destined for a mobile unit to an
access point;

listening for one of a transmission of the data packet by
the access point to the mobile unit and a transmission of an
acknowledgment by the mobile unit to the access point;

adding an address of the mobile unit to a table when the one
of the listened for transmissions is detected; and

sending a further data packet destined for the mobile unit
directly to the mobile unit when the address is present in the
table.

19. The method according to claim 18, wherein the address is a

media access control address.

20. The method according to claim 18, further comprising
removing the address from the table when a timer value

associated with the address expires.

21. The method according to claim 18, further comprising
receiving an acknowledgment from the mobile unit after the

mobile unit has received the further data packet.

22. The method according to claim 18, further comprising
resending the further data packet to the mobile unit when a

timer expires before reception of an acknowledgment.
23. The method according to claim 18, further comprising

resending the further data packet to the access point when a

timer expires before reception of an acknowledgment.
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E 100:0B:F2:00:10:60 /O

F 100:A0:F8:23:1 0:03//41 000

/

Zero value denotes a fixed pairing
(Does not age.)
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