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SYSTEMS AND METHODS FOR 
LARGE-SCALE SYSTEM LOG ANALYSIS, 
DEDUPLICATION AND MANAGEMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. applica 
tion Ser. No. 14/524,658, filed Oct. 27, 2014, which claims 
the benefit of U.S. Application Ser. No. 62/054,572, filed Sep. 
24, 2014, each of which is hereby incorporated by reference 
in its entirety. 

BACKGROUND OF THE INVENTION 

0002 Log data recorded by a system (e.g., a server, a 
gateway device, a network router, a firewall, etc.) are foot 
prints of system and/or network activities. When the system 
experiences an anomaly, which may be due to various reasons 
(e.g., attacks, Virus, phishing, electricity outage, etc.), a sys 
tem administrator typically relies on the system log data to 
identify problems in order to carry out a solution. However, in 
the modern computing infrastructure which includes a tre 
mendous number of computing devices, more system and 
network activities take place, leading to more log data being 
recorded. 

SUMMARY OF THE INVENTION 

0003) A large number of recorded log data occupies a large 
Volume of data Storage; in Some cases, a gigantic amount of 
log data may induce system failure. Moreover, the raw log 
data are unstructured log data, which prohibits systematic 
management of system/network events. When a system out 
age happens, the more log data, the more difficult the outage 
can be to solve and the more time the system administrator 
must spend to discover the true source of the outage. It has 
been estimated that the loss due to system downtime can 
reach as high as 5 million dollars per hour, for example, in the 
financial industry. A new way to record log data occupying a 
Smaller Volume of data storage is an urgent task. Moreover, an 
easy way for system administrators to monitor, analyze and 
manage log data is needed. 
0004. The subject matter disclosed herein includes a new 
system, a new method, and/or new media to record system log 
data. Furthermore, the Subject matter comprises a novel 
analysis paradigm to assist log data monitoring and manage 
ment. The system described herein can save a large amount of 
data storage and can scale up the log data management to 
virtually infinite servers. In addition, the system/method/me 
dia disclosed herein will assist System administrators in iden 
tifying anomalies in a short amount of time. 
0005. In one aspect, disclosed herein is a computer-imple 
mented system for log data analysis and deduplication, the 
system comprising: (a) one or more digital processing devices 
comprising an operating system configured to perform 
executable instructions; (b) one or more data storages storing 
one or more binary files; (c) a computer program including 
instructions executable by the one or more digital processing 
devices to create an application, the application comprising: 
(1) a parser module configured to: receive raw log data, and 
transform the raw log data into structured log data, the trans 
formation comprising: processing the raw log data by a hash 
function, deriving one or more system event identifiers from 
one or more data fields of the raw log data, and generating the 
structured log data in a binary format; and (2) a storage 
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module without a database service configured to: (i) receive 
the structured log data within a time window; (ii) identify 
duplicated data entries in the structured log data, wherein the 
duplicated data entries are associated with a same system 
event identifier; (iii) create a representative of the duplicated 
data entries; (iv) count a number of occurrences in the dupli 
cated data entries; (V) retaintimestamps of the duplicated data 
entries; (vi) generate a serialized data record and store the 
serialized data record into the one or more binary files, 
wherein the serialized data record comprises: the timestamps, 
the representative, and the number of the occurrences; and 
(vii) retrieve the serialized data record from the one or more 
binary files. In some embodiments, the one or more data 
storages comprise one or more memory devices, and/or one 
or more hard drives. 

0006. In another aspect, disclosed herein is a computer 
implemented system for log data analysis and deduplication, 
the system comprising: (a) one or more digital processing 
devices comprising an operating system configured to per 
form executable instructions; (b) one or more data storages 
storing one or more binary files; (c) a computer program 
including instructions executable by the one or more digital 
processing devices to create an application, the application 
comprising: (1) a parser module configured to: receive raw 
log data, and transform the raw log data into structured log 
data; and (2) a storage module without a database service 
configured to: (i) identify duplicated data entries in the struc 
tured log data; and (ii) generate a serialized data record and 
store the serialized data record into the one or more binary 
files, wherein the serialized data record comprises one or 
more timestamps of the duplicated data entries and a single 
representative of the duplicated data entries. 
0007. In another aspect, disclosed herein are non-transi 
tory computer-readable storage media encoded with a com 
puter program including instructions executable by a proces 
Sor to create an application for log data analysis and 
deduplication, the application comprising: (a) a parser mod 
ule configured to: receive raw log data, and transform the raw 
log data into structured log data; and (b) a storage module 
without a database service configured to: (1) identify dupli 
cated data entries in the structured log data; and (2) generate 
a serialized data record and store the serialized data record 
into one or more binary files, wherein the serialized data 
record comprises one or more timestamps of the duplicated 
data entries and a single representative of the duplicated data 
entries. The application is implemented as Software as a ser 
W1C. 

0008. In another aspect, disclosed herein are non-transi 
tory computer-readable storage media encoded with a com 
puter program including instructions executable by a proces 
Sor to create an application for log data analysis and 
deduplication, the application comprising: (a) a user interface 
allowing a user to configure one or more parser modules or a 
plurality of storage modules; (b) the one or more parser mod 
ules configured to: (1) receive raw log data, (2) transform the 
raw log data into structured log data, and (3) transmit the 
structured log data to a plurality of storage modules, wherein 
data entries of the structured log data associated with a same 
system event are transmitted to a same storage module; and 
(c) the plurality of storage modules without a database ser 
vice, the storage modules configured to: (1) receive the struc 
tured log data from the one or more parser modules; (2) 
identify duplicated data entries in the structured log data; (3) 
generate a representative of the duplicated data entries; (4) 
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generate a serialized data record, the serialized data record 
comprising timestamps of the duplicated data entries and the 
representative of the duplicated data entries; and (5) store the 
serialized data record in a binary file. In some embodiments, 
the storage modules are distributed to one or more servers. 
The number of storage modules is more than 1, 10, 100, 1000, 
10000, 100000, or more. 
0009. In some embodiments, the one or more data storages 
comprise one or more memory devices, and/or one or more 
hard drives. In some embodiments, the structured log data is 
in a binary form. In some embodiments, the structured log 
data comprises one or more system event identifiers, and/or 
timestamps. Non-limiting examples of system events 
include: a network event, an actionable network event, a hack, 
a data breach, a system failure, a network failure, a user 
activity, a phishing activity, a spam, an advertisement, a fake 
message, a hack, an attack, an intrusion, a malicious activity, 
an unnatural activity, and a virus. In one embodiment, a 
system event is represented by a data entry comprising one or 
more bytes. 
0010. In some embodiments, the one or more system event 
identifiers comprise an alphanumeric representation of a sys 
tem event, and/or one or more checksums. In some embodi 
ments, the one or more system event identifiers are stored in 
the one or more data storages, and/or in the one or more 
memory devices. In certain embodiments, the one or more 
system event identifiers are derived within the time window. 
In additional embodiments, the one or more system event 
identifiers are accessible by the storage module within the 
time window, and/or are inaccessible by the storage module 
when a time lapses the time window. 
0011. In some embodiments, the parser module is further 
configured to transmit the structured log data to the parser 
module through a push. The transforming the raw log data 
into the structured log data comprises one or more of the 
following: processing the raw log data by a hash function; 
deriving one or more system event identifiers from one or 
more data fields of the raw log data; and generating the 
structured log data. 
0012. In some embodiments, the duplicated data entries 
are associated with a same system event identifier in the 
structured log data. In some embodiments, the storage mod 
ule is further configured to perform one or more of the fol 
lowing: count a number of occurrences in the duplicated data 
entries; retain timestamps of the duplicated data entries; 
retrieve the serialized data record from the one or more binary 
files. In certain embodiments, the storage module further 
comprises an object identifier, the object identifier compris 
ing an identifier of a binary file and a virtual offset. In further 
embodiments, the object identifier comprises 2 bytes, and/or 
the virtual offset comprises 6 bytes. 
0013. In some embodiments, the storage module further 
comprises an online analytical processing tool configured to 
aggregate a data field in the one or more binary files. Non 
limiting examples of the data field include: a timestamp, a 
number of occurrences of a host server, a number of occur 
rences of a program, a number of occurrences of a severity 
level, a number of occurrences of a system event, a list of a last 
active host server, a Summary of system events within a time 
window. In some embodiments, a timestamp comprises 8 
bytes. 
0014. In some embodiments, the application further com 
prises a mapping module configured to create, record, modify 
or delete a map between one or more system event identifiers 
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and the storage module. In further embodiments, the mapping 
module maps one or more system events associated with a 
same system event identifier to a same storage module. I 
0015. In one embodiment, the application further com 
prises a detection module configured to detect a system event 
from one or more of the following: the structured log data, and 
the one or more binary files. In additional embodiments, the 
detection module generates an alert when a system event 
meets one or more alert rules. 

0016. In some embodiments, the application further com 
prises a query module configured to interact with a user to 
enter, adjust or retrieve one or more data parameters. The one 
or more data parameters comprise one or more data fields or 
data tokens extracted from the raw log data. Non-limiting 
examples of the one or more data parameters include: a num 
ber of occurrence of hosts, a number of occurrence of pro 
grams, a number of occurrence of system events, a level of 
severity, a list of active hosts, a list of last active hosts, and a 
time period for the storage module receiving the structured 
log data. 
0017. In some embodiments, the application further com 
prises a full text search indexer configured to: index the seri 
alized data records stored in the one or more binary files; and 
allow searching or filtering on the serialized data records. In 
one of the embodiment, the full text search indexercomprises 
an index list. Configuration of the index list may be automatic 
or dynamic. 
0018. In some embodiments, the application further com 
prises a manager module configured to configure the parser 
module or the storage module. In certain embodiments, the 
configuring parser module and/or the storage module is 
achieved remotely or locally. The configuring the parsermod 
ule or the storage module is achieved in a distributive way. In 
one of the embodiments, the manager module further com 
prises a user interface, the interface allowing a user to enter or 
modify one or more configuration parameters for the parser 
module or the storage module; and/or receive one or more 
existing configuration parameters of the parser module or the 
storage module. In additional embodiments, the manager 
module configures the parser module and/or the storage mod 
ule on a regular basis, and/or on an irregular basis. In some 
embodiments, the manager module configures the parser 
module and/or the storage module by transmitting one or 
more configuration parameters to the parser module and/or 
the storage module. In certain scenarios, the manager module 
further comprises a storage storing one or more configuration 
parameters of the parser module or the storage module. In 
Some systems, the manager module further comprises a net 
working map of the parser module or the storage module. 
0019. In some embodiments, all of the manager module, 
the parser module and the storage module are installed on a 
same digital processing device. Alternatively, the manager 
module, the parser module and the storage module are 
installed on a same digital processing device. Other possible 
embodiments are that the manager module, the parser module 
and the storage module are installed on distinct digital pro 
cessing devices. In certain embodiments, the manager mod 
ule is installed on one or more digital processing devices. In 
Some implementations, the parser module is installed on one 
or more digital processing devices. In several embodiments, 
the storage module is installed on one or more digital pro 
cessing devices. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0020 FIG. 1 illustrates an example of a system design; in 
this case, the parser module received unstructured/raw log 
data and transformed the raw log data into structured log data, 
which was pushed to the storage module for deduplication. 
0021 FIG. 2 illustrates an example workflow of event 

filtering; in this case, the system invoked a database of known 
events to determine what actions should be performed. 
0022 FIG. 3 illustrates an example of a user interface; in 

this case, the user interface presented an overview of the 
system, including user definable multiple dashboards with 
different set of portlets. 
0023 FIG. 4 illustrates an example of a user interface; in 

this case, the interface presented a Summary of computing 
resources (such as CPU, hard drives, and memory devices) 
used for log data analysis and deduplication. 
0024 FIG. 5 illustrates an example of a user interface; in 

this case, the interface presented detailed log data informa 
tion. 
0025 FIG. 6 illustrates an example of detection and alert 
results; in this case, a notable event was detected. 
0026 FIG. 7 illustrates an example of detection and alert 
results; in this case, the system event was further reported its 
duplicate occurrences during various time windows. 
0027 FIG. 8 illustrates an example of detection and alert 
results; in this case, a customizable report was generated 
regarding the detected event and additional information 
(graphs, times, severity, devices, sources, time windows, etc.) 
was added to the report. 
0028 FIG. 9 illustrates an example of using knowledge 
database for event management; in this case, an administrator 
invoked the knowledge database to explore what the event 
was about and how to address the event. 
0029 FIG. 10 illustrates an example of system configura 

tion; in this case, a system administrator configured the set 
ting of backups and times reports. 
0030 FIG. 11 illustrates an example of system configura 

tion; in this case, a system administrator configured the set 
ting of reports. 

DETAILED DESCRIPTION OF THE INVENTION 

0031. A drawback of existing schemes of log data han 
dling is that a large number of recorded log data occupies a 
large Volume of data storage. The drawback may further 
induce system failures. Another problem is that the raw log 
data are unstructured log data, which prohibits systematic 
management of system/network events. Furthermore, it has 
been frequently seen that an unusual activity takes places in a 
number of trials during a small time window. For example, a 
computing system may repeatedly attempt to access a same 
hard drive which is out of order. In a phishing activity, a 
hacker attempts to access sensitive information with a large 
number of trials during few seconds, minutes, or hours. 
0032. Due to various reasons ranging from power blackout 
to network attacks, a system outage happens from time to 
time; the more log data, the more difficult the outage can be 
Solved and the more time the system administrator must 
spend to discover the true source of the outage, which could 
be failure of an uninterruptible power supply or a network 
attack. Financial loss due to system downtime can reach as 
high as 5 million dollars per hour in various industries. A 
more catastrophic scenario is data breach or security out 
break. In the worst cases, the system outage may sacrifice 
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human lives. The faster the system administrator can find the 
actual problem and carry out efficiently an effective solution, 
a smaller loss will incur. Therefore, a new computing infra 
structure able to handle a tremendous amount of log data is 
necessary. A new way to record log data occupying a Smaller 
Volume of data storage is an urgent task. An easy way for 
system administrators to monitor, analyze and manage log 
data is a must. 

0033. The subject matter disclosed herein includes a new 
system, a new method, and/or new media to record system log 
data. Furthermore, the Subject matter comprises a novel 
analysis paradigm to assist log data monitoring and manage 
ment. In particular, when there is an unusual activity which 
takes place a number of times during a time window, the 
system can analyze the log data, reduce the storage size 
required to store the log data, detect the abnormality, and alert 
the system administrator. The system described herein can 
save a large amount of data storage and can scale up the log 
data management to virtually infinite servers. In addition, the 
system/method/media disclosed herein will assist system 
administrators identify system outage in a short amount of 
time. The benefits include, but not limited to: lower cost of 
computing infrastructure, lower cost of data storage, high 
speed of log data storing, generation of structured log data 
from raw log data, removal of duplicated information in the 
raw log data, Smaller amount of required data storage, effi 
cient management of log data, less system outages, faster 
problem solving during system outages, and less financial 
loss. 

0034. In certain embodiments, described herein includes a 
computer-implemented system for log data analysis and 
deduplication, the system comprising: (a) one or more digital 
processing devices comprising an operating system config 
ured to perform executable instructions; (b) one or more data 
storages storing one or more binary files; (c) a computer 
program including instructions executable by the one or more 
digital processing devices to create an application, the appli 
cation comprising: (1) a parser module configured to: receive 
raw log data, and transform the raw log data into structured 
log data, the transformation comprising: processing the raw 
log data by a hash function, deriving one or more system event 
identifiers from one or more data fields of the raw log data, 
and generating the structured log data in a binary format; and 
(2) a storage module without a database service configured to: 
(i) receive the structured log data within a time window; (ii) 
identify duplicated data entries in the structured log data, 
wherein the duplicated data entries are associated with a same 
system event identifier; (iii) create a representative of the 
duplicated data entries; (iv) count a number of occurrences in 
the duplicated data entries; (V) retaintimestamps of the dupli 
cated data entries; (vi) generate a serialized data record and 
store the serialized data record into the one or more binary 
files, wherein the serialized data record comprises: the times 
tamps, the representative, and the number of the occurrences; 
and (vii) retrieve the serialized data record from the one or 
more binary files. In some embodiments, the one or more data 
storages comprise one or more memory devices, and/or one 
or more hard drives. 

0035. In certain embodiments, described herein includes a 
computer-implemented system for log data analysis and 
deduplication, the system comprising: (a) one or more digital 
processing devices comprising an operating system config 
ured to perform executable instructions; (b) one or more data 
storages storing one or more binary files; (c) a computer 
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program including instructions executable by the one or more 
digital processing devices to create an application, the appli 
cation comprising: (1) a parser module configured to: receive 
raw log data, and transform the raw log data into structured 
log data; and (2) a storage module without a database service 
configured to: (i) identify duplicated data entries in the struc 
tured log data; and (ii) generate a serialized data record and 
store the serialized data record into the one or more binary 
files, wherein the serialized data record comprises one or 
more timestamps of the duplicated data entries and a single 
representative of the duplicated data entries. 
0036. In certain embodiments, described herein includes 
are non-transitory computer-readable storage media encoded 
with a computer program including instructions executable 
by a processor to create an application for log data analysis 
and deduplication, the application comprising: (a) a parser 
module configured to: receive raw log data, and transform the 
raw log data into structured log data; and (b) a storage module 
without a database service configured to: (1) identify dupli 
cated data entries in the structured log data; and (2) generate 
a serialized data record and store the serialized data record 
into one or more binary files, wherein the serialized data 
record comprises one or more timestamps of the duplicated 
data entries and a single representative of the duplicated data 
entries. 
0037. In certain embodiments, described herein includes 
non-transitory computer-readable storage media encoded 
with a computer program including instructions executable 
by a processor to create an application for log data analysis 
and deduplication, the application comprising: (a) a user 
interface allowing a user to configure one or more parser 
modules or a plurality of storage modules; (b) the one or more 
parser modules configured to: (1) receive raw log data, (2) 
transform the raw log data into structured log data, and (3) 
transmit the structured log data to a plurality of storage mod 
ules, wherein data entries of the structured log data associated 
with a same system event are transmitted to a same storage 
module; and (c) the plurality of storage modules without a 
database service, the storage modules configured to: (1) 
receive the structured log data from the one or more parser 
modules; (2) identify duplicated data entries in the structured 
log data; (3) generate a representative of the duplicated data 
entries; (4) generate a serialized data record, the serialized 
data record comprising timestamps of the duplicated data 
entries and the representative of the duplicated data entries: 
and (5) store the serialized data recordinabinary file. In some 
embodiments, the storage modules are distributed to one or 
more servers. The number of storage modules is more than 1, 
10, 100, 1000, 10000, 100000, or more. 

CERTAIN DEFINITIONS 

0038. Unless otherwise defined, all technical terms used 
herein have the same meaning as commonly understood by 
one of ordinary skill in the art to which this invention belongs. 
As used in this specification and the appended claims, the 
singular forms “a,” “an and “the include plural references 
unless the context clearly dictates otherwise. Any reference to 
“or herein is intended to encompass “and/or unless other 
wise stated. 

Raw Log Data 

0039. In some embodiments, the system, network, 
method, and media described herein include log data or raw 
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log data. In some embodiments, log data are generated by a 
computing system; non-limiting examples of computing sys 
tems include: email servers, web servers, FTP servers, gate 
way devices, routers, Switches, desktop computers, tablets, 
phones, mobile phones, hotspots, printers, hard drives, data 
storages, security systems, access control systems, Surveil 
lance systems, or any system which can generate log data. 
The generated raw log data are unstructured text strings. A 
string of texts may contain various types of information; 
non-limiting examples include one or more IP addresses, 
timestamps, activities, activity types, resources accessed, 
user agents, access types, etc. In fact, the information con 
tained in the raw log data is useful, but the unstructured log 
data prohibits system administrators to fully utilize the infor 
mation contained therein. Therefore, the subject matter dis 
closed herein further transforms the raw log data into struc 
tured log data using one or more parser modules. 

Parser Module 

0040. In some embodiments, the system, network, 
method, and media described herein include one or more 
parser modules. In some embodiments, a parser module 
receives raw log data from a computing device. Such as email 
servers, web servers, FPT servers, gateway devices, routers, 
Switches, desktop computers, tablets, phones, mobile phones, 
hotspots, printers, hard drives, and/or data storages. The 
parser module further transforms the raw log data into struc 
tured log data. In some embodiments, the transformation 
comprises processing the raw log data by a hash function, 
deriving one or more system event identifiers from one or 
more data fields of the raw log data. In some embodiments, 
the transformation further comprises generating the struc 
tured log data in a binary format. 
0041. The structured log data comprises the data fields (or 
called tokens in the programming language) extracted from 
the raw log data. The data fields are well organized in the 
structured log data, based on the use of various types of data 
structures. Non-limiting examples of the data fields include: 
timestamps, IP addresses, system events, activities, activity 
types, resources accessed, user agents, access types, device 
information, system information, hardware/software infor 
mation of devices, etc. 
0042. Furthermore, the structured log data comprises 
information derived from the raw log data, or derived from the 
data fields extracted from the raw log data. The information 
derived includes one or more system event identifiers. In one 
embodiment, the system event identifiers comprise an alpha 
numeric representation of a system event. In another embodi 
ment, system event identifiers comprise a checksum. Non 
limiting examples of system events include a network event, 
an actionable network event, system failure, network failure, 
a user activity, a phishing activity, a spam, an advertisement, 
a fake message, a hack, an attack, an intrusion, a malicious 
activity, an unnatural activity, a virus, etc. 

System Event Identifier 

0043. In some embodiments, the system, network, 
method, and media described herein include one or more 
system event identifiers. A system event identifier is a 
numeric, an alphabetic, or an alphanumeric representation of 
one or more system events. A system event identifier is 
derived from processing the raw log data. An event and an 
activity are used interchangeably in this disclosure. 
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0044. In some embodiments, an activity takes place a 
number of times during a time window, where the time win 
dow is predefined or adaptively determined by the system. 
The repeated activities may be normal (e.g., a high-frequency 
trader places 1000 trades within a second) or abnormal (e.g., 
a hacker attempts 600 times to break a network firewall to 
steal customer credit card information stored in an online 
store). The parser module identifies the repetitions of the 
same activity, and assigns same system event identifiers to the 
same activities. 

0045. Once a system event identifier is derived, it is stored 
in data storage. Such as volatile memory device or non-vola 
tile data storage device. In some embodiments, the identifier 
is stored in a volatile memory device; the identifier is pushed 
by a parser module to a storage module, or is pulled by a 
storage module from a parser module. In some embodiments, 
the identifier is stored in a non-volatile storage device; the 
identifier is retrieved by the storage module locally or 
remotely, alternatively, the identifier is transmitted from a 
parser module to a storage module via a communication 
mechanism. 

0046. In certain embodiments, the derivation of a system 
event identifier is contingent on a time window. As described 
in the previous paragraph, an activity may happen just one 
time, or few times, or a large number of times. The importance 
of the number of occurrences associated with a same activity 
depends on a time window. For example, a user logs into a 
system with 1000 times per year may not pose a serious 
problem; however, it is a red flag if the 1000 logons happen 
within 5 seconds. Therefore, the subject matter limits the 
derivation of a system event identifier within a time window. 
When identical activities take place in two different time 
windows, the activities are associated with two system event 
identifiers, each of which is related to one of the two time 
windows. 

0047. In some cases, when the same activities happening 
in different time windows are further associated with another 
factor or other factors (e.g., IP addresses, regions, resources 
accessed, etc.), the activities are all assigned same system 
event identifiers. For instance, identical spam emails are sent 
out thousands of times every morning 8 am-9am; if a time 
window is defined as 1 hour, the spam emails sent out yester 
day and today would be mapped with two different identifiers. 
Nevertheless, when analysis further recognizes the spam 
emails were from the same sender, the Subject system assigns 
all the spam events with same identifiers. 
0048. In some embodiments, the time window is pre 
defined by a system itself or by a system administrator. In 
other embodiments, the time window is determined adap 
tively or dynamically by the system, based on an analysis or 
based on a rule set by a system administrator. During the time 
window, the structured log data comprising system event 
identifiers is accessed by a storage module. When a time 
lapses the time window, the system event identifiers are inac 
cessible by the storage module. 

Storage Module 

0049. In some embodiments, the system, network, 
method, and media described herein include one or more 
storage modules. In some cases, a storage module utilizes a 
database service (e.g., MySQL) for storing the structured log 
data. In other cases, the storage module does not use a data 
base service at all for storing the structured log data. 
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0050. In the embodiments where the storage module does 
not use a database service, the storage modules are configured 
to perform one or more of the following steps: receive the 
structured log data; identify duplicated data entries in the 
structured log data, wherein the duplicated data entries are 
associated with a same system event identifier, create a rep 
resentative of the duplicated data entries; count a number of 
occurrences in the duplicated data entries; retain timestamps 
of the duplicated data entries; generate a serialized data 
record and store the serialized data record into the one or more 
binary files, wherein the serialized data record comprises: the 
timestamps, the representative, and the number of the occur 
rences; and retrieve the serialized data record from the one or 
more binary files. 
0051. In some embodiments, identical activities take place 
a large number of times within a time window. The activities 
may be normal (e.g., a high-frequency trader places 1000 
trades within a second) or abnormal (e.g., a hacker attempts 
600 times to break a network firewall to steal customer credit 
card information stored in an online store). The repetition of 
an activity means that a large number of storage is occupied 
for recording the repeated activities in the raw log data and/or 
in the structured log data. In some cases, the large number of 
recordings themselves leads to system crash. 
0.052 To avoid the data storage problems, the storage 
module deduplicates the data entries in the structured log 
data. In other words, the storage module searches duplicate 
data entries in the structured log data. The duplicate data 
entries are associated with the same system event identifiers. 
AS Such, to store the structured log data with less storage 
spaces, the storage module makes a single representative of 
the duplicated data entries, and stores only the representative 
without having to store all the duplicate data entries. On the 
other hand, although a same activity repeats a number of 
times, each of the repetitions is associated with one or more 
different determinants, such as timestamps, users, senders, 
receivers, resources accessed, activity sources, IP addresses, 
etc. Therefore, the storage module further retains and stores 
one or more of the different determinants. In further embodi 
ments, the storage module generates one or more Summaries 
of the duplicate data entries. Non-limiting examples of the 
Summary include: the number/list of occurrences in the dupli 
cated data entries; the number/list of sources of the repeated 
activities; the duration of the repeated activities; the number/ 
list of senders; the number/list of receivers; the number/list of 
accessed resources; the number/list of device types; and any 
information associated with the repeated activities. 

Binary Format 

0053. In some embodiments, the data entries of structured 
log data are stored in a binary format, or in a binary file. In 
addition, the storage module stores the deduplicated data 
entries, determinants, and Summaries as data records in 
binary files. Storing in binary format or binary files (opposed 
to text strings or SQL database entries) can significantly save 
the storage space. In addition, the data records are serialized 
in order to further efficiently use the data storage. 
0054 The numbers of bytes occupied by data fields are 
determined in a systematic manner. For instance, a timestamp 
occupies 1 byte, or 2 bytes, or 3 bytes, or 4 bytes, or 5 bytes, 
or 6 bytes, or 7 bytes, or 8 bytes, or 9 bytes, or 10 bytes, or 
more than 10 bytes, or more than 15 bytes, or more than 20 
bytes, or more than 30 bytes, or more than 40 bytes, or more 
than 50 bytes. A virtual offset comprises 1 byte, or 2 bytes, or 
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3 bytes, or 4 bytes, or 5 bytes, or 6 bytes, or 7 bytes, or 8 bytes, 
or 9 bytes, or 10 bytes, or more than 10 bytes, or more than 15 
bytes, or more than 20 bytes, or more than 30 bytes, or more 
than 40 bytes, or more than 50 bytes. A binary file identifier 
takes 1 byte, or 2 bytes, or 3 bytes, or 4 bytes, or 5 bytes, or 6 
bytes, or 7 bytes, or 8 bytes, or 9 bytes, or 10 bytes, or more 
than 10 bytes, or more than 15 bytes, or more than 20 bytes, 
or more than 30 bytes, or more than 40 bytes, or more than 50 
bytes. A representative of repeated activities (or, of duplicate 
data entries in structured log data) uses 1 byte, or 2 bytes, or 
3 bytes, or 4 bytes, or 5 bytes, or 6 bytes, or 7 bytes, or 8 bytes, 
or 9 bytes, or 10 bytes, or more than 10 bytes, or more than 15 
bytes, or more than 20 bytes, or more than 30 bytes, or more 
than 40 bytes, or more than 50 bytes. 
0055. Note that depending on the type of computing sys 
tems, the number of bits in a byte may differ. Those with skill 
in the art can easily recognize the optimal allocation of the 
number of bytes for the data fields. 
0056. In some embodiments, the storage module further 
comprises an online analytical processing tool configured to 
aggregate a data field in the one or more binary files. Non 
limiting examples of the data field includes: the timestamp(s), 
the number/list of occurrences of a host server, the number/ 
list of occurrences of a program, the number/list of occur 
rences of a severity level, the number/list of occurrences of a 
system event, the list of a last active host server, a Summary of 
system events within a time window, the number/list of occur 
rences in the duplicated data entries, the number/list of 
sources of the repeated activities, the duration of the repeated 
activities, the number/list of senders, the number/list of 
receivers, the number/list of accessed resources, the number/ 
list of device types, and any information of interest. 

Data Storage 

0057. In some embodiments, the system, network, 
method, and media described herein include one or more data 
storages, or the use of them. In certain embodiments, the one 
or more data storages comprise one or more types of storages, 
where the storages can be volatile or non-volatile. The storage 
is one or more physical apparatuses used to store data or 
programs on a temporary or permanent basis. In some 
embodiments, the device is Volatile memory and requires 
power to maintain stored information. In some embodiments, 
the device is non-volatile memory and retains stored infor 
mation when the digital processing device is not powered. In 
further embodiments, the non-volatile memory comprises 
flash memory. In some embodiments, the non-volatile 
memory comprises dynamic random-access memory 
(DRAM). In some embodiments, the non-volatile memory 
comprises ferroelectric random access memory (FRAM). In 
Some embodiments, the non-volatile memory comprises 
phase-change random access memory (PRAM). In other 
embodiments, the device is a storage device including, by 
way of non-limiting examples, CD-ROMs, DVDs, flash 
memory devices, magnetic disk drives, magnetic tapes drives, 
optical disk drives, and cloud computing based storage. In 
further embodiments, the storage and/or memory device is a 
combination of devices Such as those disclosed herein. 

0058. In certain embodiments, the data storage is used by 
the parser module, or by the storage module, or by both the 
parser module and the storage module, or by any other mod 
ules included in the system described herein. 
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Mapping Module 

0059. In some embodiments, the system, network, 
method, and media described herein include a mapping mod 
ule. The mapping module is configured to create, record, 
modify, or delete a map between the one or more system event 
identifiers and the storage module. In some embodiments, 
there are a plurality of parser modules and a plurality of 
storage modules. When a parser module generates structured 
log data, it is the turn of a storage module to analyze the 
structured log data. Recall that a task of storage modules is to 
deduplicate the data entries in the structured log data; i.e., the 
storage module will generate a single representative of dupli 
cate data entries, which in some embodiments are determined 
as associated with the same system event identifiers. There 
fore, the structured log data related to the same system event 
identifiers are designated to the same storage module. Other 
wise, the designation of the structured log data to two distinct 
storage modules will waste the storage space and computa 
tional power. 

Detection Module 

0060. In some embodiments, the system, network, 
method, and media described herein include a detection mod 
ule. The detection module is configured to detect a system 
event/activity from the structured log data, or from the one or 
more binary files, or from both of the aforementioned. Non 
limiting examples of the system event/activity include: a user 
activity, a phishing activity, a spam, an advertisement, a fake 
message, a hack, an attack, an intrusion, a malicious activity, 
an unnatural activity, a virus, a network event, an actionable 
network event, and any event/activity of a system administra 
tor's interest. Those with skill in the art can easily recognize 
any system event/activity. 
0061. When a system event/activity is detected, the detec 
tion module generates an alert. Alternatively, a system event/ 
activity is detected and one or more alert criteria are met, an 
alert is generated. 

Query Module 

0062. In some embodiments, the system, network, 
method, and media described herein include a query module. 
The query module is configured to interact with a user (e.g., a 
system administrator) to enter, adjust or retrieve one or more 
data parameters. In one embodiment, the one or more data 
parameters comprise one or more tokens extracted from the 
raw log data. Non-limiting examples of the one or more data 
parameters include: the timestamp(s), the number/list of 
occurrences of a host server, the number/listofoccurrences of 
a program, the number/list of occurrences of a severity level. 
the number/list of occurrences of a system event, the list of a 
last active host server, a Summary of system events within a 
time window, the number/list of occurrences in the duplicated 
data entries, the number/list of sources of the repeated activi 
ties, the duration of the repeated activities, the number/list of 
senders, the number/list of receivers, the number/list of 
accessed resources, the number/list of device types, a time 
period for the storage module receiving the structured log 
data, and any information of the users interest. 

Full Text Search Indexer 

0063. In some embodiments, the system, network, 
method, and media described herein include a full text search 
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indexer. The full text search indexer is configured to index the 
serialized data records stored in the binary files, and allow 
searching or filtering on the serialized data records. In certain 
embodiments, the full text search indexercomprises an index 
list. In some implementations, the configuration of the index 
list is automatic or dynamic. 

Manager Module 

0064. In some embodiments, the system, network, 
method, and media described herein include a manager mod 
ule. The manager module is configured to distributively con 
figure the parser module, or the storage module, or both of 
them. In additional embodiments, the manager module fur 
ther comprises a user interface, the interface allowing a user 
to enter or modify one or more configuration parameters for 
the parser module or the storage module, and/or to receive one 
or more existing configuration parameters of the parser mod 
ule or the storage module. 
0065. In some embodiments, the manager module config 
ures the parser/storage module on a regular basis. Sometimes, 
the manager module configures the parser/storage module on 
an irregular basis. In some embodiments, the manager mod 
ule configures the parser/storage module by transmitting one 
or more configuration parameters to the parser/storage mod 
ule. In some embodiments, the manager module configures 
the parser/storage module in an active mode, while the parser/ 
storage module is being configured in a passive mode. In 
Some embodiments, the manager module itself comprises a 
data storage storing one or more configuration parameters of 
the parser/storage module. 
0066. In some embodiments, the system, network, 
method, and media described herein include more than one 
parser module, or more than one storage module. Therefore, 
the manager module further comprises a networking map of 
the parser module(s) and/or the storage module(s). The net 
work map comprises a geographic location and/or an IP 
address. 

System Architecture 

0067. In some embodiments, all of the modules described 
herein are installed on a same digital processing device. In 
some embodiments, every module described herein is 
installed on a distinct digital processing device. In some 
embodiments, two of the modules described herein are 
installed on a same digital processing device. In some 
embodiments, three of the modules described herein are 
installed on a same digital processing device. In some 
embodiments, four of the modules described herein are 
installed on a same digital processing device. In some 
embodiments, five of the modules described herein are 
installed on a same digital processing device. 
0068. In some embodiments, a module described herein is 
installed on more than one distinct digital processing device. 
0069. In some embodiments, the subject system described 
herein is highly scalable. In some embodiments, the system 
comprises 65,000 or more storage modules. 
0070. In some embodiments, storage modules are 
deployed across multiple hardware (bare metal, virtual, or 
mixed). In some embodiments, storage modules are deployed 
in a server. 

0071 Multiple storage modules can be deployed and still 
only have a single API. 
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System Event Management 

0072 The modern age of cloud computing boosts a large 
number activities on the Internet, leading to tremendous 
recordings in raw log data. Storing huge sized raw log data 
becomes a formidable task, slowing down computational 
speed and wasting computational resources. In addition to the 
aforementioned deduplication technology, exploitation of 
knowledge of well-known events can facilitate log data analy 
sis and management. For example, a computer worm has been 
well investigated and a method to block the worm is known. 
When the worm reaches a system, the system can automati 
cally or manually invoke the antivirus program to block or kill 
the worm. 

0073. In some embodiments, an event filtering mechanism 
is applied when the system receives unstructured, raw log 
data. In some embodiments, the event filtering mechanism is 
applied when the structured log data is generated. Alterna 
tively, the event filtering mechanism is applied when the 
deduplicated log data is generated. The filtering mechanism 
relies on a database of known events. The database can be 
based on SQL technology, or based on storing known events 
in a binary file as deduplication did. 
0074 The filtering begins with determining if an event has 
been seen. In case the event was unknown, the event was 
presented to a system administrator for further evaluation. 
The human evaluation determined what action should be 
acted when such an event occurs, and the knowledge was 
further stored in the database. In case the event was known, 
the following question was explored: “if the event is an 
actionable event? If not actionable, the event was kept for 
further analysis. If actionable, the system automatically per 
formed an action associated with the event, or requested a 
system administrator perform an action. 
0075. In some embodiments, the event filtering in con 
junction with log data deduplication amplifies the capacity of 
the deduplication system. Some events can be handled auto 
matically by the system. Some trivial events will not be pre 
sented to system administrators. In particular, when fewer 
non-critical events are seen by the system administrator, they 
can address the events that indeed require their attentions. 

Digital Processing Device 

0076. In some embodiments, the system, network, 
method, and media described herein include a digital process 
ing device, or use of the same. In further embodiments, the 
digital processing device includes one or more hardware cen 
tral processing units (CPU) that carry out the device's func 
tions. In still further embodiments, the digital processing 
device further comprises an operating system configured to 
perform executable instructions. In some embodiments, the 
digital processing device is optionally connected a computer 
network. In further embodiments, the digital processing 
device is optionally connected to the Internet such that it 
accesses the World WideWeb. In still further embodiments, 
the digital processing device is optionally connected to a 
cloud computing infrastructure. In other embodiments, the 
digital processing device is optionally connected to an intra 
net. In other embodiments, the digital processing device is 
optionally connected to a data storage device. 
0077. In accordance with the description herein, suitable 
digital processing devices include, by way of non-limiting 
examples, server computers, desktop computers, laptop com 
puters, notebook computers, Sub-notebook computers, net 
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book computers, netpad computers, set-top computers, hand 
held computers, Internet appliances, mobile Smartphones, 
tablet computers, personal digital assistants, video game con 
soles, and vehicles. Those of skill in the art will recognize that 
many Smartphones are Suitable for use in the system 
described herein. Those of skill in the art will also recognize 
that select televisions, video players, and digital music play 
ers with optional computer network connectivity are suitable 
for use in the system described herein. Suitable tablet com 
puters include those with booklet, slate, and convertible con 
figurations, known to those of skill in the art. 
0078. In some embodiments, the digital processing device 
includes an operating system configured to perform execut 
able instructions. The operating system is, for example, Soft 
ware, including programs and data, which manages the 
device's hardware and provides services for execution of 
applications. Those of skill in the art will recognize that 
Suitable server operating systems include, by way of non 
limiting examples, FreeBSD, OpenBSD, NetBSDR), Linux, 
Apple(R) Mac OS X Server R, Oracle(R) Solaris(R), Windows 
Server.R, and Novell(R) NetWare(R). Those of skill in the art 
will recognize that suitable personal computer operating sys 
tems include, by way of non-limiting examples, Microsoft(R) 
Windows(R), Apple(R) Mac OS X(R), UNIX(R), and UNIX-like 
operating systems such as GNU/Linux(R). In some embodi 
ments, the operating system is provided by cloud computing. 
Those of skill in the art will also recognize that suitable 
mobile Smart phone operating systems include, by way of 
non-limiting examples, Nokia R Symbian(R) OS, Apple(R) 
iOSR), Research In Motion R. BlackBerry OS.R., Google(R) 
Android R, Microsoft(R) Windows Phone(R) OS, Microsoft(R) 
Windows MobileR OS, Linux(R), and PalmR) WebOS(R). 
0079. In some embodiments, the digital processing device 
includes a display to send visual information to a user. In 
some embodiments, the display is a cathode ray tube (CRT). 
In some embodiments, the display is a liquid crystal display 
(LCD). In further embodiments, the display is a thin film 
transistor liquid crystal display (TFT-LCD). In some embodi 
ments, the display is an organic light emitting diode (OLED) 
display. In various further embodiments, on OLED display is 
a passive-matrix OLED (PMOLED) or active-matrix OLED 
(AMOLED) display. In some embodiments, the display is a 
plasma display. In other embodiments, the display is a video 
projector. In still further embodiments, the display is a com 
bination of devices such as those disclosed herein. 
0080. In some embodiments, the digital processing device 
includes an input device to receive information from a user. In 
Some embodiments, the input device is a keyboard. In some 
embodiments, the input device is a pointing device including, 
by way of non-limiting examples, a mouse, trackball, track 
pad, joystick, game controller, or stylus. In some embodi 
ments, the input device is a touch screen or a multi-touch 
screen. In other embodiments, the input device is a micro 
phone to capture Voice or other Sound input. In other embodi 
ments, the input device is a video camera to capture motion or 
visual input. In still further embodiments, the input device is 
a combination of devices such as those disclosed herein. 

Non-Transitory Computer Readable Storage Medium 

0081. In some embodiments, the system, network, 
method, and media disclosed herein include one or more 
non-transitory computer readable storage media encoded 
with a program including instructions executable by the oper 
ating system of an optionally networked digital processing 
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device. In further embodiments, a computer readable storage 
medium is a tangible component of a digital processing 
device. In still further embodiments, a computer readable 
storage medium is optionally removable from a digital pro 
cessing device. In some embodiments, a computer readable 
storage medium includes, by way of non-limiting examples, 
CD-ROMs, DVDs, flash memory devices, solid state 
memory, magnetic disk drives, magnetic tape drives, optical 
disk drives, cloud computing systems and services, and the 
like. In some cases, the program and instructions are perma 
nently, Substantially permanently, semi-permanently, or non 
transitorily encoded on the media. 

Computer Program 

I0082 In some embodiments, the system, network, 
method, and media disclosed herein include at least one com 
puter program, or use of the same. A computer program 
includes a sequence of instructions, executable in the digital 
processing device's CPU, written to perform a specified task. 
Computer readable instructions may be implemented as pro 
gram modules, such as functions, objects, Application Pro 
gramming Interfaces (APIs), data structures, and the like, that 
perform particular tasks or implement particular abstract data 
types. In light of the disclosure provided herein, those of skill 
in the art will recognize that a computer program may be 
written in various versions of various languages. 
I0083. The functionality of the computer readable instruc 
tions may be combined or distributed as desired in various 
environments. In some embodiments, a computer program 
comprises one sequence of instructions. In some embodi 
ments, a computer program comprises a plurality of 
sequences of instructions. In some embodiments, a computer 
program is provided from one location. In other embodi 
ments, a computer program is provided from a plurality of 
locations. In various embodiments, a computer program 
includes one or more Software modules. In various embodi 
ments, a computer program includes, in part or in whole, one 
or more web applications, one or more mobile applications, 
one or more standalone applications, one or more web 
browser plug-ins, extensions, add-ins, or add-ons, or combi 
nations thereof. 

Web Application 

0084. In some embodiments, a computer program 
includes a web application. In light of the disclosure provided 
herein, those of skill in the art will recognize that a web 
application, in various embodiments, utilizes one or more 
Software frameworks and one or more database systems. In 
Some embodiments, a web application is created upon a soft 
ware framework such as Microsoft(R) .NET or Ruby on Rails 
(RoR). In some embodiments, a web application utilizes one 
or more database systems including, by way of non-limiting 
examples, relational, non-relational, object oriented, associa 
tive, and XML database systems. In further embodiments, 
Suitable relational database systems include, by way of non 
limiting examples, Microsoft(R) SQL Server, mySQLTM, and 
Oracle(R). Those of skill in the art will also recognize that a 
web application, in various embodiments, is written in one or 
more versions of one or more languages. A web application 
may be written in one or more markup languages, presenta 
tion definition languages, client-side Scripting languages, 
server-side coding languages, database query languages, or 
combinations thereof. In some embodiments, a web applica 
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tion is written to some extent in a markup language such as 
HypertextMarkup Language (HTML), Extensible Hypertext 
Markup Language (XHTML), or eXtensible Markup Lan 
guage (XML). In some embodiments, a web application is 
written to Some extent in a presentation definition language 
such as Cascading Style Sheets (CSS). In some embodiments, 
a web application is written to some extent in a client-side 
Scripting language Such as Asynchronous JavaScript and 
XML (AJAX), FlashR) Actionscript, Javascript, or Silver 
light(R). In some embodiments, a web application is written to 
Some extent in a server-side coding language such as Active 
Server Pages (ASP), ColdFusion(R), Perl, JavaTM, JavaServer 
Pages (JSP), Hypertext Preprocessor (PHP), PythonTM, Ruby, 
Tool Command Language (Tel), Smalltalk, WebDNAR, or 
Groovy. In some embodiments, a web application is writtento 
Some extent in a database query language such as Structured 
Query Language (SQL). In some embodiments, a web appli 
cation integrates enterprise server products such as IBM(R) 
Lotus Domino R. In some embodiments, a web application 
includes a media player element. In various further embodi 
ments, a media player element utilizes one or more of many 
Suitable multimedia technologies including, by way of non 
limiting examples, Adobe R Flash R, HTML 5, Apple(R) 
QuickTimeR), Microsoft(R) Silverlight(R), JavaTM, and Unity.R. 

Mobile Application 

0085. In some embodiments, a computer program 
includes a mobile application provided to a mobile digital 
processing device. In some embodiments, the mobile appli 
cation is provided to a mobile digital processing device at the 
time it is manufactured. In other embodiments, the mobile 
application is provided to a mobile digital processing device 
via the computer network described herein. 
I0086. In view of the disclosure provided herein, a mobile 
application is created by techniques known to those of skill in 
the art using hardware, languages, and development environ 
ments known to the art. Those of skill in the art will recognize 
that mobile applications are written in several languages. 
Suitable programming languages include, by way of non 
limiting examples, C, C++, C#, Objective-C, JavaTM, Javas 
cript, Pascal, Object Pascal, PythonTM, Ruby, VB.NET, 
WML, and XHTML/HTML with or without CSS, or combi 
nations thereof. 

0087 Suitable mobile application development environ 
ments are available from several sources. Commercially 
available development environments include, by way of non 
limiting examples, AirplaySDK, alcheMo, Appcelerator(R), 
Celsius, Bedrock, Flash Lite, .NET Compact Framework, 
Rhomobile, and WorkLight Mobile Platform. Other develop 
ment environments are available without cost including, by 
way of non-limiting examples, Lazarus, MobiFlex, MoSync, 
and Phonegap. Also, mobile device manufacturers distribute 
Software developer kits including, by way of non-limiting 
examples, iPhone and iPad (iOS) SDK, Android TM SDK, 
BlackBerry(RSDK, BREW SDK, PalmR OS SDK, Symbian 
SDK, webOS SDK, and Windows.(R) Mobile SDK. 
0088 Those of skill in the art will recognize that several 
commercial forums are available for distribution of mobile 
applications including, by way of non-limiting examples, 
Apple(R). App Store, Android TM Market, BlackBerry R. App 
World, App Store for Palm devices, App Catalog for webOS, 
Windows(R Marketplace for Mobile, Ovi Store for Nokia(R) 
devices, Samsung R. Apps, and NintendoR DSi Shop. 
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Standalone Application 

I0089. In some embodiments, a computer program 
includes a standalone application, which is a program that is 
run as an independent computer process, not an add-on to an 
existing process, e.g., not a plug-in. Those of skill in the art 
will recognize that standalone applications are often com 
piled. A compiler is a computer program(s) that transforms 
Source code written in a programming language into binary 
object code such as assembly language or machine code. 
Suitable compiled programming languages include, by way 
of non-limiting examples, C, C++, Objective-C, COBOL, 
Delphi, Eiffel, JavaTM, Lisp, PythonTM, Visual Basic, and VB 
.NET, or combinations thereof. Compilation is often per 
formed, at least in part, to create an executable program. In 
Some embodiments, a computer program includes one or 
more executable complied applications. 

Web Browser Plug-in 

0090. In some embodiments, the computer program 
includes a web browser plug-in. In computing, a plug-in is 
one or more software components that add specific function 
ality to a larger Software application. Makers of Software 
applications Support plug-ins to enable third-party developers 
to create abilities which extend an application, to Support 
easily adding new features, and to reduce the size of an 
application. When Supported, plug-ins enable customizing 
the functionality of a Software application. For example, 
plug-ins are commonly used in web browsers to play video, 
generate interactivity, Scan for viruses, and display particular 
file types. Those of skill in the art will be familiar with several 
web browser plug-ins including, Adobe R Flash R. Player, 
Microsoft(R) Silverlight(R), and Apple(R). QuickTime(R). In some 
embodiments, the toolbar comprises one or more web 
browser extensions, add-ins, or add-ons. In some embodi 
ments, the toolbar comprises one or more explorer bars, tool 
bands, or desk bands. 
0091. In view of the disclosure provided herein, those of 
skill in the art will recognize that several plug-in frameworks 
are available that enable development of plug-ins in various 
programming languages, including, by way of non-limiting 
examples, C++, Delphi, JavaTM, PHP, PythonTM, and VB 
.NET, or combinations thereof. 
0092 Web browsers (also called Internet browsers) are 
Software applications, designed for use with network-con 
nected digital processing devices, for retrieving, presenting, 
and traversing information resources on the WorldWideWeb. 
Suitable web browsers include, by way of non-limiting 
examples, Microsoft(R) Internet Explorer R, Mozilla R. Fire 
fox R, Google(R) Chrome, Apple(R) Safari (R, Opera Software(R) 
Opera R, and KDE Konqueror. In some embodiments, the 
web browser is a mobile web browser. Mobile web browsers 
(also called microbrowsers, mini-browsers, and wireless 
browsers) are designed for use on mobile digital processing 
devices including, by way of non-limiting examples, hand 
held computers, tablet computers, netbook computers, Sub 
notebook computers, Smartphones, music players, personal 
digital assistants (PDAs), and handheld video game systems. 
Suitable mobile web browsers include, by way of non-limit 
ing examples, Google(R). Android R browser, RIM Black 
Berry R. Browser, Apple(R) Safari R, Palm R. Blazer, PalmR) 
WebOSR) Browser, Mozilla(R) Firefox(R) for mobile, 
Microsoft(R) Internet Explorer R. Mobile, Amazon R. Kindle(R) 



US 2016/0085792 A1 

Basic Web, Nokia R. Browser, Opera Software R Opera(R) 
Mobile, and Sony(R) PSPTM browser. 

Software Modules 

0093. In some embodiments, the system, network, 
method, and media disclosed herein include Software, server, 
and/or database modules, or use of the same. In view of the 
disclosure provided herein, software modules are created by 
techniques known to those of skill in the art using machines, 
Software, and languages known to the art. The Software mod 
ules disclosed herein are implemented in a multitude of ways. 
In various embodiments, a software module comprises a file, 
a section of code, a programming object, a programming 
structure, or combinations thereof. In further various embodi 
ments, a Software module comprises a plurality of files, a 
plurality of sections of code, a plurality of programming 
objects, a plurality of programming structures, or combina 
tions thereof. In various embodiments, the one or more soft 
ware modules comprise, by way of non-limiting examples, a 
web application, a mobile application, and a standalone appli 
cation. In some embodiments, software modules are in one 
computer program or application. In other embodiments, 
Software modules are in more than one computer program or 
application. In some embodiments, Software modules are 
hosted on one machine. In other embodiments, software mod 
ules are hosted on more than one machine. In further embodi 
ments, software modules are hosted on cloud computing plat 
forms. In some embodiments, Software modules are hosted 
on one or more machines in one location. In other embodi 
ments, Software modules are hosted on one or more machines 
in more than one location. 

EXAMPLES 

0094. The following illustrative examples are representa 
tive of embodiments of the Software applications, systems, 
and methods described hereinandare not meant to be limiting 
in any way. While preferred embodiments of the present 
invention have been shown and described herein, it will be 
obvious to those skilled in the art that such embodiments are 
provided by way of example only. Numerous variations, 
changes, and Substitutions will now occur to those skilled in 
the art without departing from the invention. It should be 
understood that various alternatives to the embodiments of 
the invention described herein may be employed in practicing 
the invention. 

Example 1 

System Design 

0095 FIG. 1 illustrates an example of a system design. In 
this example, the parser module received network/system 
event which were recorded in unstructured, raw log data. The 
parser module pulled the raw log data and assigned multiple 
workers to transform the raw log data into structured log data, 
where was pushed to the storage module. The storage module 
pulled the structured log data, where the deduplicator identi 
fied duplicated data entries in the structured log data and 
removed replicate data entries. Finally, the deduplicated data 
was stored into one or more binary files in data storage, which 
was linked with a full text searching (FTS) backend. On the 
other hand, the configuration module passed configuration 
parameters to the storage module for setting up (or updating) 
the optimal configuration of the storage module. 
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0096. The system decoupled the core process/analysis 
modules from the front user interfaces by including one or 
more application programming interfaces (APIs). Referring 
to FIG. 1, there was an API in the storage module. This API 
allowed a user or another computer program to access the 
information stored in the storage module or to configure the 
storage module. Furthermore, there was an aggregating API. 
which can integrate various pieces of data stored in different 
storage modules. In the configuration module, it contains a 
configuration API to communicate with the storage API for 
parameters passage. The benefit of API design was to allow a 
third party to create its own Software application. 
0097. The subject matter implemented in this example 
produced an unexpected, promising result. The system was 
able to process approximately 1 million events per second, 
which was a 66-fold increase in scalability compared with a 
benchmark System. Similarly, the ingestion, indexing and 
search of system events/activities were made at unrivaled 
speeds. Another benefit of the system in this example was the 
capability of handling enormous amounts of unstructured raw 
log data. The duduplication technique significantly reduced 
space for log storage, and in turn enabled the system to store 
more log data. 
0098. The stored log data was no more a mess; it was in a 
well-organized format allowing a system administrator to not 
only monitor what had happened in the system but also man 
age an optimal configuration/allocation of computing 
resources. Important events hidden in the raw log data usually 
are a small portion, which is difficult for system administrator 
to monitor and manage. Through the effective management in 
this example, the 

Example 2 

Event Filtering and Management 
0099. In the modern age of computing, a large number 
activities taking place in a system are recorded in raw log 
data. Storing the raw log data becomes a formidable task, 
which slows down computational speed and wastes compu 
tational resources. The subject matter described herein can 
solve the problems, as shown in the example described in 
FIG.1. Nevertheless, there have been a number of events well 
known to system administrators; the knowledge can be orga 
nized in a in a knowledgebase or data store, which is further 
exploited to management events. 
0100 FIG. 2 illustrates an example workflow of event 
filtering. When the system received unstructured raw log data 
(or deduplicated log data in another embodiment), a database 
of known events was invoked. The major task at this step was 
to determine “if an event has been seen? If the event was 
unknown, it was presented to a system administrator for fur 
ther evaluation. The human evaluation determined what 
action should be acted when Such an event occurs, and the 
knowledge was further stored in the database. 
0101 If the event was known, the following question was: 
“if the event is an actionable event? If not actionable, the 
event was kept for further analysis. If actionable, the system 
automatically performed an action associated with the event, 
or requested a system administrator perform an action. 
0102 The event filtering based on existing knowledge 
assisted System administrator to efficiently manage events. 
Moreover, the event filtering in conjunction with log data 
deduplication would augment the capability of the whole 
system. In particular, fewer non-critical events would be seen 
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by the system operations personnel, allowing them to address 
only the events that need attention. 

Example 3 

User Interfaces 

(0103 FIG. 3 to FIG. 5 illustrate an example of a user 
interface. The user interface presented an overview of the 
system, with user definable multiple dashboards comprising 
different set of portlets. Each portlet was customizable and 
could be arranged to the user's liking. Time based charts 
could Zoom into Smaller time windows, e.g., months, weeks, 
days, hours, minutes, and/or seconds. When seconds were 
selected, the graph turned into a "live' chart showing incom 
ing event Summaries. 
0104. The system comprised various components, e.g., 

facilities, host servers, and programs. The user could interact 
with the dashboard to view a status or a summary of the 
system components. Furthermore, the system analyzed the 
raw log data and performed deduplication, and a user can 
view the Summary of the deduplication, e.g., number of 
events, the time series of the received events, servers associ 
ated with deduplication, IP/MAC addresses associated with 
the events, browsers associated with the events, and alerts. 
0105 Referring to FIG. 4, the interface presented a sum 
mary of computing resources (such as CPU, hard drives, and 
memory devices) used for log data processing. The Summary 
could be a Snapshot or a time series. In addition, the hardware 
conditions (e.g., temperature, System load) were displayed. 
0106 FIG. 5 presents an example of detailed log data 
information. Once the parser modules and storage modules 
finished removing duplicate data entries and storing them into 
binary files, the log data information could be retrieved by a 
full text search tool. Using the retrieval tool, the system events 
were Summarized, e.g., in terms of severity over time. Fur 
thermore, a list of system events was displayed for the system 
administrator to monitor the system status. 

Example 4 

Detection and Alert 

0107 FIG. 6 to FIG. 9 illustrate an example of detection 
results and alert results. Referring to FIG. 6, when a notable 
event was detected, the system listed it in the user interface. 
Through this notification, the system administrator was able 
to quickly learn the events. In FIG. 7, the system event was 
further reported its duplicate occurrences during various time 
windows. The system administrator could further set up the 
alert rule regarding this event. In FIG. 8, a customizable 
report (e.g., scheduled, instant) was generated regarding the 
event. In addition, more information (graphs, times, severity, 
devices, sources, time windows, etc.) associated with the 
event could be added the report. Referring to FIG. 9, the 
interface further allowed an administrator to invoke the 
knowledge database to explore what the event is about, and 
how to address the event. For instance, a network error mes 
sage could be linked to a Cisco(R) knowledgebase for the 
system administrator to look up. 

Example 5 

System Configuration 
0108 FIG. 10 and FIG. 11 illustrate an example of system 
configuration. A system administrator can configure backups, 
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times, reports. Furthermore, a data record in deduplicated log 
data can be linked to a map to display geographical informa 
tion and IP information. In a setting, the system can trace the 
routes of an event overtime or over routing addresses. Finally, 
notifications associated with an event can be set up. 
What is claimed is: 
1. A computer-implemented system for log data analysis 

and deduplication, the system comprising: 
(a) one or more digital processing devices comprising an 

operating system configured to perform executable 
instructions; 

(b) one or more data storages storing one or more binary 
files; 

(c) a computer program including instructions executable 
by the one or more digital processing devices to create an 
application, the application comprising: 
(1) a parser module configured to: receive raw log data, 
and transform the raw log data into structured log 
data; and 

(2) a storage module without a database service config 
ured to: 
(i) identify duplicated data entries in the structured 

log data; and 
(ii) generate a serialized data record and store the 

serialized data record into the one or more binary 
files, wherein the serialized data record comprises 
one or more timestamps of the duplicated data 
entries and a single representative of the duplicated 
data entries. 

2. The system of claim 1, provided that the structured log 
data is in a binary format and comprises (a) the one or more 
timestamps and (b) one or more system event identifiers. 

3. The system of claim 2, provided that the one or more 
system event identifiers comprise an alphanumeric represen 
tation of a system event. 

4. The system of claim 3, provided that the system event 
comprises one or more of the following: a network event, an 
actionable network event, a system failure, a network failure, 
a user activity, a phishing activity, a spam, an advertisement, 
a fake message, a hack, an attack, an intrusion, a malicious 
activity, an unnatural activity, and a virus. 

5. The system of claim 2, provided that the one or more 
system event identifiers comprise one or more checksums. 

6. The system of claim 2, provided that the one or more 
system event identifiers are derived within the time window. 

7. The system of claim 2, provided that the one or more 
system event identifiers are accessible by the storage module 
within the time window, or are inaccessible by the storage 
module when a time lapses the time window. 

8. The system of claim 1, provided that the parser module 
is further configured to transmit the structured log data to the 
parser module through a push. 

9. The system of claim 1, provided that the transforming 
the raw log data into the structured log data comprises one or 
more of the following: (a) processing the raw log data by a 
hash function; (b) deriving one or more system event identi 
fiers from one or more data fields of the raw log data; and (c) 
generating the structured log data. 

10. The system of claim 1, provided that the duplicated data 
entries are associated with a same system event identifier in 
the structured log data. 

11. The system of claim 1, provided that the storage mod 
ule is further configured to perform one or more of the fol 
lowing: (a) count a number of occurrences in the duplicated 
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data entries; (b) retain timestamps of the duplicated data 
entries; and (c) retrieve the serialized data record from the one 
or more binary files. 

12. The system of claim 1, provided that the storage mod 
ule further comprises an online analytical processing tool 
configured to aggregate a data field in the one or more binary 
files. 

13. The system of claim 12, provided that the data field in 
the one or more binary files comprises one of the following: a 
number of occurrences of a host server, a number of occur 
rences of a program, a number of occurrences of a severity 
level, a number of occurrences of an System event, a list of a 
last active host server, and a Summary of system events within 
a time window. 

14. The system of claim 1, provided that the application 
further comprises a mapping module configured to create, 
record, modify or delete a map between one or more system 
event identifiers and the storage module. 

15. The system of claim 14, provided that the mapping 
module maps one or more system events associated with a 
same system event identifier to a same storage module. 

16. The system of claim 1, provided that the application 
further comprises a detection module configured to detect a 
system event from one or more of the following: the struc 
tured log data, and the one or more binary files. 

17. The system of claim 16, provided that the system event 
comprises one or more of the following: a user activity, a 
phishing activity, a spam, an advertisement, a fake message, a 
hack, an attack, an intrusion, a malicious activity, an unnatu 
ral activity, and a virus. 

18. The system of claim 16, provided that the detection 
module generates an alert when a system event meets one or 
more alert rules. 

19. The system of claim 1, provided that the application 
further comprises a query module configured to interact with 
a user to enter, adjust or retrieve one or more data parameters. 

20. The system of claim 19, provided that the one or more 
data parameters comprise one or more data fields or data 
tokens extracted from the raw log data. 

21. The system of claim 19, provided that the one or more 
data parameters comprise one or more of the following: a 
number of occurrence of hosts, a number of occurrence of 
programs, a number of occurrence of system events, a level of 
severity, a list of active hosts, a list of last active hosts, and a 
time period for the storage module receiving the structured 
log data. 
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22. The system of claim 1, provided that the application 
further comprises a full text search indexer configured to: 

(a) index the serialized data records stored in the one or 
more binary files; and 

(b) allow searching or filtering on the serialized data 
records. 

23. The system of claim 22, provided that the full text 
search indexer comprises an index list. 

24. The system of claim 23, provided that configuration of 
the index list is automatic or dynamic. 

25. The system of claim 1, provided that the application 
further comprises a manager module configured to configure 
the parser module or the storage module. 

26. The system of claim 25, provided that configuring the 
parser module or the storage module is achieved remotely or 
locally. 

27. The system of claim 25, provided that configuring the 
parser module or the storage module is achieved in a distribu 
tive way. 

28. The system of claim 25, provided that the manager 
module further comprises a user interface, the interface 
allowing a user to 

(a) enter or modify one or more configuration parameters 
for the parser module or the storage module; or 

(b) receive one or more existing configuration parameters 
of the parser module or the storage module. 

29. Non-transitory computer-readable storage media 
encoded with a computer program including instructions 
executable by a processor to create an application for log data 
analysis and deduplication, the application comprising: 

(a) a parser module configured to: receive raw log data, and 
transform the raw log data into structured log data, 
wherein the transformation comprises: processing the 
raw log data by a hash function, deriving one or more 
system event identifiers from one or more data fields of 
the raw log data, and generating the structured log data 
in a binary format; and 

(b) a storage module without a database service configured 
tO: 

(1) identify duplicated data entries in the structured log 
data; and 

(2) generate a serialized data record and store the seri 
alized data record into one or more binary files, 
wherein the serialized data record comprises one or 
more timestamps of the duplicated data entries and a 
single representative of the duplicated data entries. 

k k k k k 


