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SYSTEM AND METHOD FOR AN INTEGRITY
FOCUSED AUTHENTICATION SERVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application Ser. No. 61/980,762, filed on 17 Apr. 2014,
which is incorporated in its entirety by this reference.

TECHNICAL FIELD

[0002] This invention relates generally to the authentica-
tion field, and more specifically to a new and useful system
and method for an integrity focused authentication service in
the authentication field.

BACKGROUND

[0003] Authentication services can be used by service pro-
viders to facilitate authenticating and authorizing users
within the service provider. The service provider can delegate
at least a portion of authentication to the authentication ser-
vice. The authentication service then will return some
response indicating if the authentication/authorization pro-
cess of the authentication service was successful. The service
provider, trusting that response, can take an appropriate
action. However, if the authentication service is compromised
or not a trustful entity, the response may be falsified, poten-
tially confirming or denying auth requests. Thus, there is a
need in the authentication field to create a new and useful
system and method for an integrity focused authentication
service. This invention provides such a new and useful system
and method.

BRIEF DESCRIPTION OF THE FIGURES

[0004] FIG.1is a schematic representation of a system and
method of a preferred embodiment;

[0005] FIG. 2 is a schematic representation of a confiden-
tiality variation of a preferred embodiment;

[0006] FIG. 3 isacommunication flow representation of an
implementation of the method;

[0007] FIG. 4 is a schematic representation of a variation
with an additional security layer;

[0008] FIG. 5 is a chart view of a method of an embodi-
ment;
[0009] FIG. 6 is a chart view of a method of an embodi-
ment;
[0010] FIG. 7 is a communication flow representation of a

method of an embodiment;

[0011] FIG. 8 is a communication flow representation of a
method of an embodiment;

[0012] FIGS. 9A-9B are a communication flow represen-
tations of methods of embodiments;

[0013] FIGS. 10A-10B are a communication flow repre-
sentations of methods of embodiments;

[0014] FIG. 11 is an architecture diagram of an embodi-
ment;

[0015] FIG. 12 is an architecture diagram of an embodi-
ment; and

[0016] FIG. 13 is an architecture diagram of an embodi-
ment.
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DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0017] The following description of the preferred embodi-
ments of the invention is not intended to limit the invention to
these preferred embodiments, but rather to enable any person
skilled in the art to make and use this invention.

[0018] The system and method function to provide a con-
venient mechanism for authentication/authorization to a ser-
vice provider while preserving security considerations such
as integrity, confidentiality, and optionally availability. The
system and method of a preferred embodiment are imple-
mented in combination with at least one service provider and
at least one client device. The system and method can func-
tion to maintain and operate the mechanics and business logic
of providing an authentication service. The system and
method are preferably used to provide a two-factor authenti-
cation service, which can rely on a user device, a physical
token, one-time password coordination, biometric based sec-
ondary authentication, and/or any suitable form of authenti-
cation. The system and method can similarly be applied to any
suitable form of multi-factor authentication. The service pro-
vider delegates or offloads the task of developing, managing,
and executing a substantial portion of multi-factor authenti-
cation to that of the system.

[0019] The system and method facilitate synchronization
between a service provider and client devices to reduce or
eliminate the possibilities of the state of an authentication
service compromising the security state of the service pro-
vider. With regard to integrity, the client device service pro-
vider synchronization can enable a service provider capabil-
ity to verify the response of a client device without relying on
trust of the authentication service—the authentication service
(if corrupted or malicious) would be prevented from issuing
wrong or faked responses to an auth requests. With regard to
confidentiality, requests and sensitive data can be secured as
the data is passed through the authentication service—the
authentication service can continue to provide additional lay-
ers of security agnostic to underlying data. With regard to
availability, the system and method may optionally be imple-
mented on-premise or otherwise outside a dedicated remote
service—the uptime of a multitenant authentication service
would not determine the uptime of authentication operations
of the service provider. The system and method accordingly
can preferably facilitate easier authentication and security
added features while not forcing service providers to place
continued trust in the authentication service. The service pro-
vider can use the authentication service in substantially a
trust-on-first-use mode of operation with a facilitated one-
time binding/synchronization between a user device and the
service provider.

[0020] Asshown inFIG.1, asystem of a preferred embodi-
ment preferably includes an authentication service platform
110. The authentication service platform is preferably a mul-
titenant authentication service hosted in a distributed com-
puting infrastructure. The authentication service is preferably
a service used by a service provider to supplement or provide
a layer of authentication (or optionally authorization) to the
service provider system. The authentication service platform
is preferably configured to execute the steps of the method
described below. The authentication service can facilitate
synchronization and binding of tokens between a service
provider and an authentication device of a user. The authen-
tication service further facilitates receiving authentication
requests from a service provider, determining how to route
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the request, delivering the request, and communicating any
received responses from the authentication device to the ser-
vice provider. In a preferred embodiment, the authentication
service makes no final affirmation of the success of the auth
request. The authentication service may supplement a
secured affirmation with information such as reasons why the
results of the affirmation should not be trusted. The authen-
tication service can be used by a plurality of different service
providers (e.g., the service provider 120 of FIG. 1), and each
service provider will typically include a plurality of different
users that can be authenticated through the authentication
service. The authentication service preferably includes an
account system to store and manage associations between a
user identifier, and one or more authentication devices. The
authentication service can additionally include device mes-
saging engines to communicate with the various authentica-
tion devices. The device messaging engines could include
sub-systems for sending SMS or MMS messages, making
outbound phone calls, pushing notifications to client applica-
tion instances on an authentication device, or employing any
suitable form of communication with the authentication
device.

[0021] The authentication service may alternatively be
implemented as a dedicated on-premise system, which can
function to decouple a service provider from dependence on
availability of a remote authentication service. The
on-premise authentication service can be substantially simi-
lar to the remote multitenant authentication server including
device messaging engine and an account system to manage
mapping of an authentication device to a user identifier.

[0022] The authentication service can additionally include
additional layers of security that automatically supply secu-
rity signals around the authentication request and responses
passed through the authentication service. The additional lay-
ers of security are preferably not used to positively indicate
success of authentication but can be used in preventing
authentication if any malicious activity is detected. One
exemplary layer of security includes service provider
anomaly detection and authentication device anomaly detec-
tion. The anomaly detection layer can identify unexpected
patterns in where, how, and what is communicated through
the authentication service. For example, if the device and
location information of a device authentication application
suddenly deviants from normal behavior, the authentication
service can prevent authentication for a particular request.
Another security layer variation can include a device compli-
ance layer that can function to enforce policy according to the
conditions of the authentication device. The policy compli-
ance can be based on a vulnerability assessment used in
determining the health and security level of the device. For
example, the vulnerability can be used to detect if the authen-
tication device has a known security vulnerability or exploit.

[0023] The system can additionally include a device
authentication application (e.g., the device authentication
application 150 of FIG. 1). The device authentication appli-
cation is preferably installed as an application instance of an
authentication device (e.g., the authentication device 140 of
FIG. 1) of a user. An authentication device is preferably a
mobile computing device such as a smart phone, atablet, or a
wearable computer, which a user will have position of while
attempting to authenticate with the service provider. How-
ever, the authentication device may alternatively be a dedi-
cated authentication device, a desktop computer, or any suit-
able computing device. The authentication device is
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preferably distinct from a primary user device (e.g., the pri-
mary user device 130 of FIG. 1) used to access the service
provider. In an alternative use case, the primary user device
and the authentication device are the same, but preferably the
user accesses the service provider through a first application
instance (e.g., a web browser) and the additional authentica-
tion layer is performed through a distinct second application
instance (e.g., a dedicated authentication application or OS
based application). The device authentication application can
function to receive, display, and prepare a response to an
authentication request. The device authentication application
can additionally be configured with a synchronized security
token. The synchronized security token can be a private key of
anasymmetric key pair, which may be used in decrypting data
passed in the authentication request and in encrypting an
authentication response. The synchronized token enables the
authentication service to manage authentication without tak-
ing ownership of the core signal of authentication, the chal-
lenge result captured on the authentication device.

[0024] As an additional or alternative variation, a device
authentication application SDK can be included such that
routines and services provided by a dedicated device authen-
tication application can be added to third party application
instances. In yet another variation, the device authentication
application could be an operating system based service that is
included within the device and does not require explicit
download of an application by a user.

[0025] The involved service providers can be any suitable
computing system, platform, device, or computing infra-
structure. A service provider will preferably have an internal
or primary mode of authentication such as a username and
password system. The service provider can use a set of APIs
and SDKs provided by the system to integrate a second layer
of authentication. The service provider will additionally pref-
erably manage a synchronized token for the set of users with
the second layer of authentication enabled. The synchronized
token is preferably a public key of an asymmetric key pair
(wherein a device authentication application instance of the
user stores the corresponding private key). The synchronized
token can be used in encrypting sensitive data in an authen-
tication request and in decrypting and verifying the authenti-
cation response. After decrypting an authentication response,
the service provider can determine the success or failure of
the secondary layer of authentication without depending on
trusting the authentication service.

[0026] AsshowninFIG.2, amethod ofa preferred embodi-
ment can include synchronizing keys between a service pro-
vider and at least one authentication device S110, receiving
an authentication request S120, mapping the authentication
request to an authentication device S130, delivering the
authentication request S140, and delivering the authentica-
tion response to the service provider S150. The method pref-
erably functions to facilitate authentication while allowing a
service provider to maintain security integrity within his own
system as shown in FIG. 1. The method preferably includes
the response collected at an authentication device to be
securely passed through the authentication service and veri-
fied at the service provider. The method may additionally
include the authentication request to be transmitted through
the authentication service to the authentication device while
preserving security confidentiality of metadata related to the
authentication request as shown in FIG. 2. The method pref-
erably employs a trust on first use approach to providing
authentication as a service wherein the authentication service
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is trusted to establish a cryptographic binding between an
authentication device and the service provider for each
selected user account.

[0027] The method is preferably executed by one of the
system variations described above, but may alternatively be
implemented by any suitable entity. The method is preferably
performed within an authentication flow involving operation
blocks performed at an authentication device and at a service
provider. As shown in FIG. 3, an exemplary operational
implementation including the method and operations of the
service provider and the authentication device can include:
synchronizing keys between a service provider and at least
one authentication device S110; at a service provider, using a
synchronized key (e.g., a public key) to encrypt data of the
authentication request S210 and transmitting the authentica-
tion request to the authentication service specifying a user
identifier S220; at the authentication service, receiving the
authentication request S120, mapping the authentication
request to an authentication device based on the user identifier
S130, delivering the authentication request to the authentica-
tion device S140; at the authentication device, interpreting
the authentication request with a synchronized token (e.g., a
private key pair) S310, obtaining completion of an authenti-
cation challenge (e.g., user input, pin code collection, bio-
metric signal reading, etc.) S320, encrypting the authentica-
tion challenge result in an authentication response and
transmitting the authentication response S330; at the authen-
tication service, receiving the authentication response and
transmitting the authentication response to the service pro-
vider S150; and at the service provider, decrypting the
authentication result with the synchronized token 230 and
acting on the result of the authentication response (e.g.,
allowing or denying authentication) 240.

[0028] Block S110, which includes synchronizing keys
between a service provider and at least one authentication
device, functions to establish mechanism of trust between an
authentication device of a user and a service provider. Each
user of a service provider preferably has an associated syn-
chronized token pairs (at least of the users that use the authen-
tication layer provided by the authentication service). The
synchronized tokens are preferably an asymmetrical key pair.
The private key is preferably stored at the authentication
device, and the public key is preferably stored in an account
database of the service provider, where the account database
maintains an association between the user and the public key.
A service provider will preferably initially configure a man-
aging account within the authentication service, with which
the service provider can make API requests to the authenti-
cation service. Once, communication channels are configured
between the authentication device, the authentication service,
and the service provider, the authentication service can gen-
erate a set of tokens and deliver the tokens or keys to the
authentication device and the service provider. In an alterna-
tive implementation, the service provider may generate and
distribute the tokens. In yet another variation, a first asym-
metric key pair is generated on the authentication device and
the public key is passed through the authentication service to
the service provider. Additionally, a second asymmetric key
pair can be generated on the service provider and the public
key is passed through the authentication service to the authen-
tication device so that messages can be encrypted and verified
in either direction.

[0029] Users can be enrolled into the authentication service
in a number of different ways. Enrolling preferably estab-
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lishes the communication between the authentication service
and the authentication device. In a first variation, a user self-
enrolls in the authentication service. Self-enrollment can
include registering through an account portal of the authen-
tication service. Registering preferably includes creating a
user account linked to one or more user identifiers. For
example, an email address or username may be used as a user
identifier within the authentication service and the service
provider. Registering additionally includes providing com-
munication addressing such as a phone number. Enrollment
may alternatively be partially or fully facilitated by the ser-
vice provider by using APIs to coordinate enrollment of an
authentication device.

[0030] Block S120, which includes receiving the authenti-
cation request, functions to obtain a request to authenticate a
particular user on behalf of a service provider. The service
provider is preferably indicated in an account identifier in the
API request. The service provider can submit an authentica-
tion request after a primary layer of authentication is com-
pleted within the service provider. The service provider may
alternatively submit the authentication request as a primary
form of authentication. The service provider can alternatively
submit the authentication request when performing an action
requiring heighted authentication or authorization validation.
The authentication request preferably specifies a user identi-
fier. The authentication request can additionally include
metadata concerning the authentication request such as time,
location, and context relating to the authentication request. As
described below, some or part of the data may be encrypted by
the service provider with a token synchronized with the
authentication device.

[0031] Block S130, which includes mapping the authenti-
cation request to an authentication device based on the user
identifier, functions to select a proper authentication device
and/or authentication application instance as the destination
for the authentication request. The user identifier can be a
username, a password, a code, or any suitable identifier linked
to one or more authentication devices. In one variation, the
mapping is one to one. In another variation, a user identifier
can map to more than one authentication devices and/or
authentication application instances. For example, one
authentication device can be used as a primary auth endpoint
and a second authentication device can be a fallback auth
endpoint. In another example, one authentication device can
be used as an authentication endpoint and a second authenti-
cation device can be an authorization endpoint. Once an
authentication device is selected through the mapping, the
authentication response is preferably delivered in block S140.
Delivering the authentication request can be performed over
any suitable protocol or in any suitable medium. Preferably, a
push notification is sent to an application instance, which then
can optionally decrypt any encrypted data and execute an auth
challenge. The authentication request can alternatively be
sent in an SMS message, MMS message, email, in-app mes-
saging protocol, or any suitable communication channel.

[0032] At the authentication device, the authentication
request is received from the authentication service. The con-
tents of the authentication response are preferably used in
completing an authentication challenge. An authentication
challenge can include presenting information from the
request (e.g., when and where the auth request originated),
and then obtaining a confirmation result, cancelation result,
fraud result, or any suitable form of user classification of the
request. User input can alternatively include a pincode, a
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challenge question response, or any suitable response using
knowledge as an identifying factor. An alternative authenti-
cation challenge can include collecting a signature from the
device such as a biometric signature, a device stored token, a
device profile signature, a hardware token, and/or any suit-
able input to complete an auth challenge.

[0033] As one possible variation, the method can enable
confidentiality of the data passed within the authentication
device. The data of authentication request can be encrypted at
the service provider. The public key associated with the user
identifier is preferably used to encrypt the metadata or option-
ally a portion of the metadata as shown in FIG. 2. For
example, if the service provider is submitting an authentica-
tion request for a financial transaction. The details of the
transaction can be submitted with the request so that they can
be interpreted and displayed at the authentication device, but
the details are not accessible by the service provider. A por-
tion of the metadata can be exposed, which may be used by
the authentication service to provide supplemental layer of
security such as fraud detection. When the authentication
request is received at the authentication device, the contents
can be interpreted, all or only the encrypted portion can be
decrypted with the synchronized token. Preferably, the pri-
vate key accessible at the authentication device is used to
decrypt the data.

[0034] Block S330, which includes the authentication
device encrypting the authentication challenge result in an
authentication response and transmitting the authentication
response S330, functions to cryptographically sign the results
of the authentication challenge to ensure the integrity of the
response contents when received at the service provider. The
authentication device preferably uses the private key of the
authentication device. The authentication response can be
transmitted or otherwise communicated to the authentication
service through the same communication channel through
which the authentication request was received. Alternatively,
an alternative mode of communication can be used.

[0035] Block S150, which includes receiving the authenti-
cation response and transmitting the authentication response
to the service provider, functions to reroute or redirect the
authentication response to the corresponding service pro-
vider. The authentication response preferably includes at least
one property that includes the encrypted authentication chal-
lenge response. The authentication service is preferably pre-
vented from modifying the challenge response portion of the
authentication response to indicate a confirmation. The ser-
vice provider is able to verify the results as signaled by the
authentication challenge without trusting the authentication
service.

[0036] As mentioned above, the method can include aug-
menting the authentication response with an additional layer
of'security as shown in FIG. 4. The additional layer of security
is preferably a service that can detect and flag abnormal or
fraudulent behavior or patterns. As one mode of operation,
patterns in the type, number, frequency, properties, and other
suitable aspects of authentication requests and the responses
can be monitored. As another mode of operation, the state of
the authentication device can be verified. State of the authen-
tication device can include device-fingerprinting information
collected at the authentication device and communicated to
the authentication device. State of the authentication device
can additionally or alternatively include a vulnerability
assessment performed on the authentication device or possi-
bly in coordination with a remote vulnerability assessment

Oct. 22,2015

service. Vulnerability assessment can detect if the authenti-
cation device is susceptible to a number of attacks or has
active malicious code. If usage occurs that is outside of nor-
mal operation patterns, the authentication can be flagged as
suspicious or even marked as an invalid authentication
request or response. If the request is flagged (possibly of
irregularities in how the authentication request was received
at the authentication service), the authentication device can
alert a user to the possibility of a fraudulent request. Addi-
tional actions may be required of the user to confirm a flagged
authentication request to indicate it is indeed legitimate. If the
authentication response is flagged, the authentication chal-
lenge property may be maintained but an additional param-
eter can be set to alert the service provider of any alerts. In one
alternative, the authentication challenge property can be
modified to forcibly prevent confirmation of the authentica-
tion request.

[0037] Blocks 230 and S240, which include decrypting the
authentication result with the synchronized token and acting
on the result of the authentication response, function to inter-
pret the authentication response at the service provider. The
service will preferably use the public key stored in association
with the user to verify the authentication response and to
determine the results of the authentication challenge. The
service provider will preferably allow the action if the authen-
tication challenge property confirms the authentication
request and if there are no other flags in the authentication
response. In other cases, the authentication challenge prop-
erty can indicate the request was cancelled (e.g., the user
changed his mind) or the request was marked as fraud. If
canceled, the service provider can return an error or request
cancelation prompt to the user making the request through the
service provider. If marked as fraud, the service provider can
take any suitable action such as suspending other actions on
the account or alerting the user of the fraudulent attempt.

[0038] Methods

[0039] AsshowninFIG. 5, amethod 500 for authentication
atan authentication service (e.g., 110 of FIG. 1) inaccordance
with an example embodiment includes: managing service
provider key synchronization information for at least one
authentication device (e.g., the authentication device 140 of
FIG. 1) that is enrolled at the authentication service for a user
identifier of a service provider (e.g., the service provider 120
of FIG. 1), wherein for each authentication device the key
synchronization information indicates that a private key asso-
ciated with the user identifier and stored by the authentication
device is synchronized with a public key stored at the service
provider in association with the user identifier (process
S510); responsive to an authentication request provided by
the service provider for the user identifier, determining at
least one authentication device (e.g., the authentication
device 140 of FIG. 1) for the user identifier that stores a
private key that is synchronized with the service provider by
using the key synchronization information, and providing the
authentication request to at least one determined authentica-
tion device (e.g., the authentication device 140 of FIG. 1)
(process S520); and providing an authentication response
signed by at least one determined authentication device to the
service provider, the authentication response being respon-
sive to the authentication request and being signed by using
the private key (process S530). The authentication request is
for a request received at the service provider from a primary
device (e.g., the primary device 130 of FIG. 1) associated with
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the user identifier, and the service provider verifies the signed
authentication response by using the public key.

[0040] In the example embodiment of FIG. 5, the method
500 of FIG. 5 is implemented by the authentication service
110. In some embodiments, the method of FIG. 5 is imple-
mented by the service provider 120. In some embodiments,
the method of FIG. 5 is implemented by the authentication
device 140. In some embodiments, the method of FIG. 5 is
implemented in any suitable type of authentication service
platform. In some implementations, the process S510 is per-
formed by a key synchronization module (e.g., the key syn-
chronization module 1131 of FIG. 11) of the authentication
service. In some implementations, the process S520 is per-
formed by an authentication module (e.g., the authentication
module 1132 of FIG. 11) of the authentication service. In
some implementations, the process S530 is performed by the
authentication module (e.g., the authentication module 1132
of FIG. 11) of the authentication service.

[0041] Insomeimplementations, the authentication service
no is a multi-factor authentication service. In some imple-
mentations, the authentication service no is a multi-tenant
authentication service that is external to the service provider
120. In some implementations, the service provider 120 com-
municates with the authentication service no viaa REST API.
In some implementations, each authentication device (e.g.,
the authentication device 140 of FIG. 1) includes a device
authentication application (e.g., the device authentication
application 150 of FIG. 1) that is constructed to communica-
tively couple with the authentication service 110. In some
implementations, the authentication service no manages the
authentication service account information for the service
provider (e.g., the service provider 120), and the service
provider uses the authentication service account information
to provide the authentication request to the authentication
service. In some implementations, the authentication service
110 is a multi-tenant authentication service, the authentica-
tion service 110 manages the authentication service account
information for the service provider (e.g., the service provider
120), and the service provider provides the authentication
service account information as a parameter in an authentica-
tion request to the authentication service in accordance with a
REST API of the authentication service 110.

[0042] Methods: Managing Key Synchronization Informa-
tion
[0043] Process S510, which includes managing service

provider key synchronization information for at least one
authentication device that is enrolled at the authentication
service for a user identifier of a service provider, functions to
control the authentication service 110 to manage service pro-
vider key synchronization information for at least one authen-
tication device that is enrolled at the authentication service for
auser identifier of a service provider. For each authentication
device, the key synchronization information indicates that a
private key associated with the user identifier and stored by
the authentication device is synchronized with a public key
stored at the service provider in association with the user
identifier.

[0044] Insome implementations, the authentication service
110 manages the service provider key synchronization infor-
mation for each authentication device (e.g., the authentication
device 140 of FIG. 1) in association with: address information
of the authentication device, the user identifier, and authenti-
cation service account information for the service provider.
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[0045] Methods: Generation of Key Synchronization Infor-
mation
[0046] Asshownin FIG. 6, a method 600 for generation of

key synchronization information for an authentication device
in accordance with an example embodiment includes: initi-
ating enrollment of the authentication device (process S610);
synchronizing the private key stored by the authentication
device with the public key stored at the service provider
(process S620); generating key synchronization information
that indicates that the private key is synchronized with the
public key (process S630) and storing the generated key syn-
chronization information (process S640).

[0047] In some implementations, enrollment is initiated
(process S610) by the authentication device (e.g., 140). In
some implementations, enrollment is initiated (process S610)
by the service provider (e.g., 120). In some implementations,
enrollment is initiated (process S610) by the primary device
(e.g., 130).

[0048] Insomeimplementations, the authentication service
110 synchronizes the keys (process S620) (e.g., as shown in
FIG. 8). In some implementations, the service provider 120
synchronizes the keys (process S620) (e.g., as shown in FIGS.
9A-9B). In some implementations, the authentication device
140 synchronizes the keys (process S620) (e.g., as shown in
FIGS. 10A-10B).

[0049] Insome implementations, the authentication service
no generates the key synchronization information (process
S630) and stores the generated key synchronization informa-
tion (process S640).

[0050] Methods: Enrollment

[0051] In some implementations, enrollment is initiated
(process S610 of FIG. 6) responsive to enrolment information
provided by at least one of the authentication device 110, the
primary device 130, and the service provider 120. In some
implementations, the enrollment information includes the
user identifier, address information of the authentication
device (e.g., the authentication device 140), and information
identifying the service provider (e.g., the service provider
120). In some implementations, an enrollment record is
stored at the authentication service 110. In some implemen-
tations, the enrollment record includes the address informa-
tion of the authentication device and the authentication ser-
vice account information for the service provider (e.g., the
service provider 120) identified by the enrollment informa-
tion. In some embodiments, the synchronization information
is stored at the authentication service in association with the
enrollment record.

[0052] A method for enrollment of an authentication device
in accordance with an example embodiment is shown in FIG.
7

[0053] At process S710, the primary device 130 provides
an enrollment request to the service provider 120. The enroll-
ment request provided by the primary device 130 specifies a
user identifier of a user account of the service provider.
Responsive to the enrollment request at process S710, the
service provider 120 provides an enrollment request to the
authentication service 110 (process S720). The enrollment
request provided by the service provider 120 specifies the
user identifier provided by the primary device 130 at the
process S710. The enrollment request provided by the service
provider 120 also specifies authentication service account
information for the service provider 120. In some implemen-
tations, the authentication service account information speci-
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fies an account identifier of the service provider’s authenti-
cation account at the authentication service no.

[0054] At the process S730, responsive to the enrollment
request at the process S720, the authentication service no
provides an activation code to the service provider 120. The
activation code is associated with the enrollment request, and
is used by the authentication device 140 to enroll the authen-
tication device in association with the enrollment request.

[0055] At the process S740, the service provider 120 pro-
vides the activation code to the primary device 130. In some
embodiments, the primary device displays the activation
code, and the authentication device 140 obtains the activation
code by capturing an image of the activation code by using an
image capture device of the authentication device. For
example, the primary device can display the activation code
as a QR code that is captured by a camera of the authentica-
tion device. In some embodiments, the primary device dis-
plays the activation code, and the authentication device 140
obtains the activation code by user input received via a user
input device of the authentication device. For example, a user
of the primary device can view the activation code displayed
by the primary device 130 and input the activation code to the
authentication device 140 by using a user input device of the
authentication device 140.

[0056] In some implementations, the service provider 120
provides the activation code to the authentication device 140.
For example, the service provider can provide the activation
code to the authentication device 140 via a message (e.g., an
SMS message, an MMS message, and the like).

[0057] At the process S750, the authentication device has
received the activation code, and provides an activation
request to the authentication service 110. In some implemen-
tations, the activation request specifies the activation code
and address information of the authentication device 140.

[0058] At the process S760, responsive to the activation
request of the process S750, the authentication service no
generates an enrollment record (e.g., an enrollment record of
the enrollment records 1134 of FIG. 11) for enrollment of the
authentication device 140 for the service provider 120. In
some implementations, the authentication service no deter-
mines that the activation code received from the authentica-
tion device 140 at the process S150 matches the activation
code provided to the service provider 120 at the process S730.
Responsive to the determination that the activation code at the
process S150 matches the activation code at the process S730,
the authentication service no associates the address informa-
tion received at the process S150 with the user identifier and
the service provider account information corresponding to
the activation code, namely the user identifier and the service
provider account information received by the service pro-
vider 120 at the process S720. The authentication service 110
generates the enrollment record to specify the address infor-
mation received at the process S750 with the user identifier
and the service provider account information corresponding
to the activation code, and stores the enrollment record at the
authentication service 110 (e.g., as an enrollment record of
the enrollment records 1134 of FIG. 11).

[0059] In some implementations, the enrollment request
provided by the primary device 130 at the process S710
specifies the address information of the authentication device
140, and the service provider 120 specifies the address infor-
mation in the enrollment request provided to the authentica-
tion service no at the process S720.
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[0060] Methods: Key Synchronization

[0061] In some implementations, the private key is syn-
chronized (process S620) during enrollment (process S610 of
FIG. 6) of the authentication device. In some implementa-
tions, the private key is synchronized (process S620) respon-
sive completion of enrollment (process S610) of the authen-
tication device.

[0062] Insomeimplementations, the authenticationservice
synchronizes the private key stored by the authentication
device with the public key stored at the service provider.
[0063] A method for synchronization by the authentication
service in accordance with an example embodiment is shown
in FIG. 8.

[0064] As shown in FIG. 8, the process S810 is performed
responsive to generation of the enrollment record at the pro-
cess 8760 of FIG. 7.

[0065] At process S810, the authentication service 110
generates a key pair that includes the public key and the
private key.

[0066] Atprocess S820, the authentication service 110 pro-
vides the private key to the authentication device 140, and
provides the public key to the service provider 120. In some
implementations, the authentication service 110 provides the
private key in a response to the activation request received
from the authentication service no at the process S750 of FIG.
7. In some implementations, the authentication service 110
provides the public key to the service provider identified by
the enrollment record generated at the process 760 of FIG. 7.
In some implementations, the authentication service 110 uses
the activation code received at the process S750 of FIG. 7 to
determine which service provider to send the public key to at
the process 820.

[0067] At process S830, the service provider stores the
public key received from the authentication service in asso-
ciation with the user identifier of the enrollment request pro-
vided to the authentication service 110 at the process S720 of
FIG. 7. In some implementations, at the process S820, the
authentication service provides the public key to the service
provider 120 along with the user identifier corresponding to
the enrollment record of the process S760. In some imple-
mentations, at the process S820, the authentication service
provides the public key to the service provider 120 along with
the user identifier corresponding to the activation code of the
process S750 of FIG. 7. In some implementations, at the
process S830, the service provider 120 stores the public key
received from the authentication service no at the process 820
in association with the user identifier received from the
authentication service 110 at the process 820.

[0068] At process S830, the authentication device 140
stores the private key received from the authentication service
110. In some implementations, the authentication device
stores the private key received from the authentication service
in association with the user identifier of the enrollment
request provided to the authentication service 110 at the pro-
cess S720 of FIG. 7. In some implementations, at the process
S820, the authentication service provides the private key to
the authentication device 140 along with the user identifier
corresponding to the enrollment record of the process S760.
In some implementations, at the process S820, the authenti-
cation service provides the private key to the authentication
device 140 along with the user identifier corresponding to the
activation code of the process S750 of FIG. 7. In some imple-
mentations, at the process S830, the authentication device
140 stores the private key received from the authentication
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service 110 at the process 820 in association with the user
identifier received from the authentication service 110 at the
process 820.

[0069] Insome implementations, after providing the public
key of the generated key pair to the service provider 120 and
providing the private key of the generated key pair to the
authentication device 140 (process S820), the authentication
service 110 generates the key synchronization information
(e.g., the process S630 of FIG. 6) and stores the key synchro-
nization information (e.g., the process S640 of FIG. 6).
[0070] Insomeimplementations, the service provider (e.g.,
120) synchronizes the private key stored by the authentication
device with the public key stored at the service provider.
[0071] A method for synchronization by the service pro-
vider in accordance with example embodiments is shown in
FIGS. 9A and 9B.

[0072] As shown in FIGS. 9A and 9B, the process S910 is
performed responsive to generation of the enrollment record
at the process 760 of FIG. 7.

[0073] At process S910, the authentication service no pro-
vides a synchronization request to the service provider 120.
[0074] Insome implementations, the authentication service
no provides the synchronization request to the service pro-
vider identified by the enrollment record generated at the
process 760 of FIG. 7. In some implementations, the authen-
tication service no uses the activation code received at the
process S750 of FIG. 7 to determine which service provider to
send the synchronization request to at the process 910.
[0075] In some implementations, at the process S910, the
authentication service provides the synchronization request
to the service provider 120 along with the user identifier
corresponding to the enrollment record of the process S760.
In some implementations, at the process S910, the authenti-
cation service provides the synchronization request to the
service provider 120 along with the user identifier corre-
sponding to the activation code of the process S750 of FIG. 7.
[0076] In some implementations, at the process S910, the
authentication service provides the synchronization request
to the service provider 120 along with the address information
corresponding to the enrollment record of the process S760.
In some implementations, at the process S910, the authenti-
cation service provides the synchronization request to the
service provider 120 along with the address information cor-
responding to the activation request of the process S750 of
FIG. 7.

[0077] At the process S920, the service provider 120 gen-
erates a key pair that includes the public key and the private
key, responsive to the synchronization request of the process
910.

[0078] At process S930, the service provider 120 stores the
public key generated at the process 920 in association with the
user identifier of the enrollment request provided to the
authentication service 110 at the process S720 of FIG. 7. In
some implementations, the service provider 120 stores the
generated public key in association with a user identifier
specified in the synchronization request received from the
authentication service no at the process 910.

[0079] At the process S940, the service provider 120 pro-
vides the private key to the authentication device 140. Insome
implementations, the service provider 120 provides the pri-
vate key to the authentication device 140 along with the user
identifier used at the process S930.

[0080] At process S950, the authentication device 140
stores the private key received from the service provider 120.
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In some implementations, the authentication device stores the
private key received from the service provider 120 in asso-
ciation with the user identifier of the enrollment request pro-
vided to the authentication service 110 at the process S720 of
FIG. 7. In some implementations, at the process S940, the
service provider 120 provides the private key to the authen-
tication device 140 along with the user identifier correspond-
ing to the enrollment record of the process S760. In some
implementations, at the process S950, the authentication
device 140 stores the private key received from the service
provider 120 at the process 940 in association with the user
identifier received from the service provider 120 at the pro-
cess 940.

[0081] Asshown in FIG. 9A, in some implementations, the
service provider provides the private key to the authentication
device (e.g., 140) identified by address information specified
in the synchronization request of the process S910. In some
implementations, responsive to providing the private key to
the authentication device 140, the service provider 120 pro-
vides a synchronization completion to the authentication ser-
vice 110 (process S960). In some implementations, the ser-
vice provider 120 provides the synchronization completion to
the authentication service 110 as a response to the synchro-
nization request of the process S910. In some implementa-
tions, responsive to the synchronization completion, the
authentication service 110 generates the key synchronization
information (e.g., the process S630 of FIG. 6) and stores the
key synchronization information (e.g., the process S640 of
FIG. 6).

[0082] Asshown in FIG. 9B, in some implementations, the
service provider provides the private key to the authentication
service 110 as aresponse to the synchronization request of the
process 910. In some implementations, responsive to the syn-
chronization response from the service provider 120, the
authentication service 110 identifies the authentication
device based on the enrollment record corresponding to the
synchronization request (e.g., the enrollment record of the
process S760), and the authentication service provides the
private key to the authentication device (e.g., 140) identified
by the enrollment record. In some implementations, respon-
sive reception of the private key from the service provider
120, the authentication service 110 generates the key syn-
chronization information (e.g., the process S630 of FIG. 6)
and stores the key synchronization information (e.g., the pro-
cess S640 of FIG. 6).

[0083] Insome implementations, the authentication device
synchronizes the private key stored by the authentication
device with the public key stored at the service provider.
[0084] A method for synchronization by the authentication
device in accordance with example embodiments is shown in
FIGS. 10A and 10B.

[0085] Asshown in FIGS. 10A and 10B, the process S1010
is performed responsive to generation of the enrollment
record at the process 760 of FIG. 7.

[0086] At process S1010, the authentication service 110
provides a synchronization request to the authentication
device 140.

[0087] Insomeimplementations, the authenticationservice
110 provides the synchronization request to the authentica-
tion device 140 as a response to the activation request of the
process S750 of FIG. 7.

[0088] Insome implementations, at the process S1010, the
authentication service provides the synchronization request
to the authentication device 140 along with the user identifier
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corresponding to the enrollment record of the process S760.
In some implementations, at the process S1010, the authen-
tication service provides the synchronization request to the
authentication device 140 along with the user identifier cor-
responding to the activation code of the process S750 of F1G.
7.

[0089] Insome implementations, at the process S1010, the
authentication service provides the synchronization request
to the authentication device 140 along with address informa-
tion of the service provider corresponding to the enrollment
record of the process S760. In some implementations, at the
process S1010, the authentication service provides the syn-
chronization request to the authentication device 140 along
with address information of the service provider correspond-
ing to the enrollment request of the process 720 of FIG. 7.
[0090] At the process S1020, the authentication device 140
generates a key pair that includes the public key and the
private key, responsive to the synchronization request of the
process S1010.

[0091] At process S1030, the authentication device 140
stores the private key generated atthe process S1020. In some
implementations, the authentication device 140 stores the
private key in association with the user identifier of the enroll-
ment request provided to the authentication service no at the
process 720 of FIG. 7. In some implementations, the authen-
tication device 140 stores the generated private key in asso-
ciation with a user identifier specified in the synchronization
request received from the authentication service no at the
process S1010.

[0092] At the process S1040, the authentication device 140
provides the public key to the service provider 120. In some
implementations, the authentication device 140 provides the
public key to the service provider 120 along with the user
identifier used at the process S1030. In some implementa-
tions, the authentication device 140 provides the public key to
the service provider 120 along with a user identifier specified
in the synchronization request received from the authentica-
tion service no at the process S1010.

[0093] At process S1050, the service provider 120 stores
the public key received from authentication device 140. In
some implementations, the service provider 120 stores the
public key received from the authentication device 140 in
association with the user identifier of the enrollment request
provided to the authentication service no at the process 720 of
FIG. 7. In some implementations, at the process S1040, the
authentication device 140 provides the public key to the ser-
vice provider 120 along with the user identifier corresponding
to the enrollment record of the process S760. In some imple-
mentations, at the process S1050, the service provider 120
stores the public key received from the authentication device
140 at the process S140 in association with a user identifier
received from the authentication device 140 at the process
S1040.

[0094] As shown in FIG. 10A, in some implementations,
the authentication device 140 provides the public key to the
service provider 120 (e.g., identified by address information
specified in the synchronization request of the process
S1010). In some implementations, responsive to providing
the public key to the service provider 120, the authentication
device 140 provides a synchronization completion to the
authentication service 110 (process S1060). In some imple-
mentations, the authentication device 140 provides the syn-
chronization completion to the authentication service 110 as
a response to the synchronization request of the process
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S1010. In some implementations, responsive to the synchro-
nization completion, the authentication service 110 generates
the key synchronization information (e.g., the process S630
of FIG. 6) and stores the key synchronization information
(e.g., the process S640 of FIG. 6).

[0095] As shown in FIG. 10B, in some implementations,
the authentication device 140 provides the public key to the
authentication service 110 as a response to the synchroniza-
tion request of the process 910. In some implementations,
responsive to the synchronization response from the authen-
tication device 140, the authentication service 110 identifies
the service provider 120 based on the enrollment record cor-
responding to the synchronization request (e.g., the enroll-
ment record of the process S760), and the authentication
service 110 provides the public key to the service provider
(e.g., 120) identified by the enrollment record. In some imple-
mentations, responsive reception of the public key from the
authentication device 140, the authentication service 110
generates the key synchronization information (e.g., the pro-
cess S630 of FIG. 6) and stores the key synchronization
information (e.g., the process S640 of FIG. 6).

[0096] Methods: Providing an Authentication Request to a
Synchronized Device

[0097] Reverting to FIG. 5, process S520, which includes
determining at least one authentication device and providing
the authentication request to at least one determined authen-
tication device, is performed by the authentication service
110 responsive to an authentication request provided by the
service provider (e.g., 120) to the authentication service 110
for the user identifier.

[0098] The authentication service 110 determines at least
one authentication device (e.g., 140) for the user identifier
that stores a private key that is synchronized with the service
provider 120 by using the key synchronization information
(e.g., the key synchronization generated at the process S630
of FIG. 6), and the authentication service no provides the
authentication request to at least one determined authentica-
tion device (e.g., 140).

[0099] In some embodiments, determining at least one
authentication device and providing the authentication
request to at least one determined authentication device
includes: mapping the authentication request to at least one
authentication device identified by the key synchronization
information as storing the synchronized private key, and pro-
viding the authentication request to the mapped at least one
authentication device. In some embodiments, the authentica-
tion request is provided by the service provider, and the
authentication request is for a request received at the service
provider from a primary device associated with the user iden-
tifier. In some embodiments, the authentication request speci-
fies the user identifier.

[0100] Insomeimplementations, the request received atthe
service provider from the primary device is at least one of a
login request, a financial transaction request, a purchase
transaction request, an account management request, and a
service provider management request.

[0101] In some embodiments, the authentication request
includes encrypted data that is encrypted by the service pro-
vider 120 by using the public key of the key pair synchronized
with the authentication device 140 associated with the user
identifier specified in the authentication request (e.g., the
public key synchronized at the process 620 of FIG. 6), and the
authentication device (e.g., 140) determined at the process
S520 decrypts the encrypted data of the authentication
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request by using the synchronized private key (e.g., the pri-
vate key synchronized at the process 620 of FIG. 6).

[0102] Insome implementations, a plurality of authentica-
tion devices (e.g., 140) are enrolled for the user identifier at
the authentication service 110, and the authentication service
110 determines one or more authentication devices (e.g., 140)
for the user identifier that stores a private key that is synchro-
nized with the service provider 120 by using the key synchro-
nization information (e.g., the key synchronization informa-
tion generated at the process S630 of FIG. 6), and the
authentication service no provides the authentication request
to each determined authentication device.

[0103] In some implementations, the plurality of authenti-
cation devices include at least a primary authentication device
and at least one fallback authentication device, and in a case
where the authentication service cannot establish communi-
cation with the primary authentication device, the authenti-
cation service 110 provides the authentication request to the
fallback authentication device.

[0104] Insomeimplementations, the authentication service
110 provides the authentication request to one or more of a
plurality of authentication devices enrolled for the user iden-
tifier based on at least one of a user identifier profile at the
authentication service no and a service provider profile 120 at
the authentication service. In some implementations, the
authentication service no provides the authentication request
to one or more of a plurality of authentication devices
enrolled for the user identifier based on priority values for
each authentication device as indicated by at least one of a
user identifier profile at the authentication service no and a
service provider profile 120 at the authentication service.
[0105] Methods: Authentication Response

[0106] In some embodiments, the process S530 of FIG. 5,
which includes providing an authentication response signed
by the at least one determined authentication device to the
service provider, is performed responsive to an authentication
response provided by an authentication device (e.g., 140)
corresponding to the user identifier of the authenticating
request. The authentication response is generated by the
authentication device 140 responsive to the authentication
request received by the authentication device 140 at the pro-
cess S520. The authentication device 140 signs the generated
authentication response by using the synchronized private
key (e.g., the private key synchronized at the process 620 of
FIG. 6). In some implementations, the authentication device
stores the synchronized private key in association with infor-
mation identifying the service provider 120 that stores the
corresponding synchronized public key.

[0107] In some embodiments, providing an authentication
response signed by the at least one determined authentication
device to the service provider includes: receiving a signed
authentication response from the authentication device (e.g.,
140), the signed authentication response being signed with
the private key by the authentication device; and providing
the signed authentication response to the service provider.
[0108] The service provider 120 verifies the signed authen-
tication response by using the synchronized public key (e.g.,
the public key synchronized at the process 620 of FIG. 6).
[0109] In some embodiments, the authentication response
received by the authentication service from the authentication
device includes encrypted data that is encrypted by the
authentication device (e.g., 140) by using a public key
received during enrollment of the authentication device at the
authentication service no for the user identifier of the service
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provider. In some implementations, the public key used to
encrypt data at the authentication device is a public key of the
service provider 120; the authentication service no provides
the public key and information identifying the corresponding
service provider 120 to the authentication device during
enrollment of the authentication device for a user identifier of
the service provider 120; the authentication device stores the
public key of the service provider 120 in association with
information identifying the service provider 120; the authen-
tication request identifies the service provider 120 based on
information of the authentication request; and the authenti-
cation device encrypts the authentication response by using
the public key corresponding to the service provider 120
identified by the authentication request.

[0110] In some implementations, the service provider 120
decrypts the encrypted authentication response by using a
private key that corresponds to the public key used by the
authentication device to encrypt the authentication response.
In some implementations, the public key is a public key of the
service provider 120 that is stored by the service provider 120.
[0111] In some embodiments, providing an authentication
response signed by the at least one determined authentication
device to the service provider includes: at the authentication
service 110, performing a security analysis of the signed
authentication response, and providing security information
resulting from the security analysis to the service provider. In
some implementations, the service provider uses the security
information to verify the signed authentication response. In
some implementations, the security information indicates at
least one of: abnormal behavior patterns detected during the
security analysis; fraudulent behavior patterns detected dur-
ing the security analysis; and at least one security vulnerabil-
ity assessment of the at least one determined authentication
device.

[0112] Insome implementations, the signed authentication
response indicates at least one of a confirmation result, a
cancellation result and a fraud result.

[0113] Insomeimplementations, the authentication service
no provides the signed authentication response to the service
provider 120 in a response to the authentication request
received from the service provider (e.g., at the process S520).
[0114] Insomeimplementations, the authentication service
110 provides the signed authentication response to the service
provider in a response to an authentication status request
received from the service provider 120.

[0115] System Architecture: Authentication Service
[0116] FIG. 11 is an architecture diagram of an authentica-
tion service (e.g., the authentication service no of FIGS. 1-4
and 7-10) according to an implementation in which the
authentication service is implemented in a system that
includes a server device. In some implementations, the
authentication service no is implemented in a system that
includes a plurality of devices.

[0117] Thebus 1101 interfaces with the processors 1101 A-
1101N, the main memory (e.g., a random access memory
(RAM)) 1122, a read only memory (ROM) 1104, a processor-
readable storage medium 1105, a display device 1107, a user
input device 1108, and a network device 1111.

[0118] The processors 1101A-1101IN may take many
forms, such as ARM processors, X86 processors, and the like.
[0119] Insome implementations, the system of the authen-
tication service no includes at least one of a central processing
unit (processor) and a multi-processor unit (MPU).
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[0120] The processors 1101A-1101N and the main
memory 1122 form a processing unit 1199. In some embodi-
ments, the processing unit includes one or more processors
communicatively coupled to one or more of a RAM, ROM,
and machine-readable storage medium; the one or more pro-
cessors of the processing unit receive instructions stored by
the one or more of a RAM, ROM, and machine-readable
storage medium via a bus; and the one or more processors
execute the received instructions. In some embodiments, the
processing unit is an ASIC (Application-Specific Integrated
Circuit). In some embodiments, the processing unit is a SoC
(System-on-Chip). In some embodiments, the processing
unit includes one or more of a key synchronization module
1131, an authentication module 1132, and an enrollment
module 1133.

[0121] The network adapter device 1111 provides one or
more wired or wireless interfaces for exchanging data and
commands between the system of the authentication service
110 and other devices, such as the authentication device 140
and devices and servers of service providers, e.g., the service
provider 120. Such wired and wireless interfaces include, for
example, a universal serial bus (USB) interface, Bluetooth
interface, Wi-Fi interface, Ethernet interface, near field com-
munication (NFC) interface, and the like.

[0122] Machine-executable instructions in software pro-
grams (such as an operating system, application programs,
and device drivers) are loaded into the memory 1122 (of the
processing unit 1199) from the processor-readable storage
medium 1105, the ROM 1104 or any other storage location.
During execution of these software programs, the respective
machine-executable instructions are accessed by at least one
of'processors 1101 A-1101N (of'the processing unit 1199) via
the bus 1101, and then executed by at least one of processors
1101A-1101N. Data used by the software programs are also
stored in the memory 1122, and such data is accessed by at
least one of processors 1101A-1101N during execution of the
machine-executable instructions of the software programs.
The processor-readable storage medium 1105 is one of (or a
combination of two or more of) a hard drive, a flash drive, a
DVD, a CD, an optical disk, a floppy disk, a flash storage, a
solid state drive, a ROM, an EEPROM, an electronic circuit,
a semiconductor memory device, and the like. The processor-
readable storage medium 1105 includes an operating system
1112, software programs 1113, device drivers 1114, the key
synchronization module 1131, the authentication module
1132, the enrollment module 1133, enrollment records 1134,
and key synchronization information 1135.

[0123] In some implementations, the key synchronization
module 1131 includes machine-executable instructions that
when executed by the processing unit 1199 perform the pro-
cesses S810, S820 and 630 of FIG. 8, and the process S640 of
FIG. 6. In some implementations, the enrollment module
1133 includes machine-executable instructions that when
executed by the processing unit 1199 perform the processes
8730, and 760 of FIG. 7. In some implementations, the
authentication module 1132 includes machine-executable
instructions that when executed by the processing unit 1199
perform the processes S510, 520 and S530 of FIG. 5. In some
implementations, the enrollment records 1134 include enroll-
ment records generated at the process 760 of FIG. 7. In some
implementations, the key synchronization information 1135
includes the key synchronization information generated at the
process 630 of FIG. 6.
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[0124] System Architecture: Authentication Device
[0125] FIG. 12 is an architecture diagram of an authentica-
tion device (e.g., the authentication device 140 of FIGS. 1-4
and 7-10) according to an implementation.

[0126] Thebus 1201 interfaces with the processors 1201 A-
1201N, the main memory (e.g., a random access memory
(RAM)) 1222, a read only memory (ROM) 1204, a processor-
readable storage medium 1205, a display device 1207, a user
input device 1208, and a network device 1211.

[0127] The processors 1201A-1201IN may take many
forms, such as ARM processors, X86 processors, and the like.
[0128] Insome implementations, the authentication device
140 includes at least one of a central processing unit (proces-
sor) and a multi-processor unit (MPU).

[0129] The processors 1201A-1201N and the main
memory 1222 form a processing unit 1299. In some embodi-
ments, the processing unit includes one or more processors
communicatively coupled to one or more of a RAM, ROM,
and machine-readable storage medium; the one or more pro-
cessors of the processing unit receive instructions stored by
the one or more of a RAM, ROM, and machine-readable
storage medium via a bus; and the one or more processors
execute the received instructions. In some embodiments, the
processing unit is an ASIC (Application-Specific Integrated
Circuit). In some embodiments, the processing unit is a SoC
(System-on-Chip). In some embodiments, the processing
unit includes the device authentication application 150.
[0130] The network adapter device 1211 provides one or
more wired or wireless interfaces for exchanging data and
commands between the authentication device 140 and other
devices, such as a server of the authentication service 110 and
devices and servers of service providers, e.g., the service
provider 120. Such wired and wireless interfaces include, for
example, a universal serial bus (USB) interface, Bluetooth
interface, Wi-Fi interface, Ethernet interface, near field com-
munication (NFC) interface, and the like.

[0131] Machine-executable instructions in software pro-
grams (such as an operating system, application programs,
and device drivers) are loaded into the memory 1222 (of the
processing unit 1299) from the processor-readable storage
medium 1205, the ROM 1204 or any other storage location.
During execution of these software programs, the respective
machine-executable instructions are accessed by at least one
of'processors 1201 A-1201N (of the processing unit 1299) via
the bus 1201, and then executed by at least one of processors
1201A-1201N. Data used by the software programs are also
stored in the memory 1222, and such data is accessed by at
least one of processors 1201 A-1201N during execution of the
machine-executable instructions of the software programs.
The processor-readable storage medium 1205 is one of (or a
combination of two or more of) a hard drive, a flash drive, a
DVD, a CD, an optical disk, a floppy disk, a flash storage, a
solid state drive, a ROM, an EEPROM, an electronic circuit,
a semiconductor memory device, and the like. The processor-
readable storage medium 1205 includes an operating system
1212, software programs 1213, device drivers 1214, the
authentication application 150, and synchronized private
keys 1231.

[0132] In some implementations, the authentication appli-
cation 150 includes machine-executable instructions that
when executed by the processing unit 1299 perform the pro-
cess S610 of FIG. 6. In some implementations, the authenti-
cation application 150 includes machine-executable instruc-
tions that when executed by the processing unit 1299 perform
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the process S620 of FIG. 6. In some implementations, the
authentication application 150 includes machine-executable
instructions that when executed by the processing unit 1299
perform the process S150 of FIG. 7. In some implementa-
tions, the authentication application 150 includes machine-
executable instructions that when executed by the processing
unit 1299 perform the process S830 of FIG. 8. In some imple-
mentations, the authentication application 150 includes
machine-executable instructions that when executed by the
processing unit 1299 perform the process 950 of FIG. 9A. In
some implementations, the authentication application 150
includes machine-executable instructions that when executed
by the processing unit 1299 perform the process 950 of FI1G.
9B. In some implementations, the authentication application
150 includes machine-executable instructions that when
executed by the processing unit 1299 perform the process
S1020, S1030, and S1040 of FIGS. 10A-B. In some imple-
mentations, the authentication application 150 includes
machine-executable instructions that when executed by the
processing unit 1299 perform the process S1060 of FIG. 10A.
In some implementations, the synchronized private keys 1231
includes the private key generated at the processes S810 of
FIG. 8, S920 of FIGS. 9A-B, and S1020 of FIGS. 10A-B.
[0133] In some implementations, the authentication appli-
cation 150 includes machine-executable instructions that
when executed by the processing unit 1299 cause the authen-
tication device 140 to provide the signed authentication
response of the process S530 of FIG. 5.

[0134] System Architecture of a Service Provider

[0135] FIG. 13 is an architecture diagram of a service pro-
vider (e.g., the service provider 120 of FIGS. 1-4 and 7-10)
according to an implementation in which the service provider
is implemented in system that includes a server device. In
some implementations, the service provider is implemented
in a system that includes a plurality of devices.

[0136] Thebus 1301 interfaces with the processors 1301 A-
1301N, the main memory (e.g., a random access memory
(RAM)) 1322, a read only memory (ROM) 1304, a processor-
readable storage medium 1305, a display device 1307, a user
input device 1308, and a network device 1311.

[0137] The processors 1301A-1301IN may take many
forms, such as ARM processors, X86 processors, and the like.
[0138] In some implementations, the service provider 120
includes at least one of a central processing unit (processor)
and a multi-processor unit (MPU).

[0139] The processors 1301A-1301N and the main
memory 1322 form a processing unit 1399. In some embodi-
ments, the processing unit includes one or more processors
communicatively coupled to one or more of a RAM, ROM,
and machine-readable storage medium; the one or more pro-
cessors of the processing unit receive instructions stored by
the one or more of a RAM, ROM, and machine-readable
storage medium via a bus; and the one or more processors
execute the received instructions. In some embodiments, the
processing unit is an ASIC (Application-Specific Integrated
Circuit). In some embodiments, the processing unit is a SoC
(System-on-Chip). In some embodiments, the processing
unit includes one or more of an authentication module 1333
and an enrollment module 1332.

[0140] The network adapter device 1311 provides one or
more wired or wireless interfaces for exchanging data and
commands between the server of the service provider 120 and
other devices, such as a server of the authentication service
110 and the authentication device 140. Such wired and wire-
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less interfaces include, for example, a universal serial bus
(USB) interface, Bluetooth interface, Wi-Fi interface, Ether-
net interface, near field communication (NFC) interface, and
the like.

[0141] Machine-executable instructions in software pro-
grams (such as an operating system, application programs,
and device drivers) are loaded into the memory 1322 (of the
processing unit 1399) from the processor-readable storage
medium 1305, the ROM 1304 or any other storage location.
During execution of these software programs, the respective
machine-executable instructions are accessed by at least one
ofprocessors 1301 A-1301N (of the processing unit 1399) via
the bus 1301, and then executed by at least one of processors
1301A-1301N. Data used by the software programs are also
stored in the memory 1322, and such data is accessed by at
least one of processors 1301 A-1301N during execution of the
machine-executable instructions of the software programs.
The processor-readable storage medium 1305 is one of (or a
combination of two or more of) a hard drive, a flash drive, a
DVD, a CD, an optical disk, a floppy disk, a flash storage, a
solid state drive, a ROM, an EEPROM, an electronic circuit,
a semiconductor memory device, and the like. The processor-
readable storage medium 1305 includes an operating system
1312, software programs 1313, device drivers 1314, the
authentication module 1333, the enrollment module 1332 and
synchronized public keys 1331.

[0142] In some implementations, the enrollment module
1332 includes machine-executable instructions that when
executed by the processing unit 1399 perform the process
S610 of FIG. 6. In some implementations, the enrollment
module 1332 includes machine-executable instructions that
when executed by the processing unit 1399 perform the pro-
cess 620 of FIG. 6. In some implementations, the enrollment
module 1332 includes machine-executable instructions that
when executed by the processing unit 1399 perform the pro-
cesses S720, and S140 of FIG. 7. In some implementations,
the enrollment module 1332 includes machine-executable
instructions that when executed by the processing unit 1399
perform the process 830 of FIG. 8. In some implementations,
the enrollment module 1332 includes machine-executable
instructions that when executed by the processing unit 1399
perform the processes S920, S930 and S940 of FIGS. 9A-B.
In some implementations, the enrollment module 1332
includes machine-executable instructions that when executed
by the processing unit 1399 perform the process S960 of F1G.
9A. In some implementations, the enrollment module 1332
includes machine-executable instructions that when executed
by the processing unit 1399 perform the process S1050 of
FIGS. 10A-B.

[0143] In some implementations, the authentication mod-
ule 1333 includes machine-executable instructions that when
executed by the processing unit 1399 control the service
provider 120 to provide the authentication request of the
process S520 of FIG. 5, and verify the signed authentication
response received from the authentication service 110 at the
process S530 of FIG. 5.

[0144] In some implementations, the synchronized public
keys 1331 includes the public key generated at the processes
S810 of FIG. 8, S920 of FIGS. 9A-B, and S1020 of FIGS.
10A-B.

[0145] Machines

[0146] Systems and methods of the preferred embodiment
and variations thereof can be embodied and/or implemented
at least in part as a machine configured to receive a computer-
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readable medium storing computer-readable instructions.
The instructions are preferably executed by computer-execut-
able components preferably integrated with the authentica-
tion service. The computer-readable medium can be stored on
any suitable computer-readable media such as RAMs, ROMs,
flash memory, EEPROMs, optical devices (CD or DVD), hard
drives, floppy drives, or any suitable device. The computer-
executable component is preferably a general or application
specific processor, but any suitable dedicated hardware or
hardware/firmware combination device can alternatively or
additionally execute the instructions.

CONCLUSION

[0147] As apersonskilled in the art will recognize from the
previous detailed description and from the figures and claims,
modifications and changes can be made to the preferred
embodiments of the invention without departing from the
scope of this invention defined in the following claims.
What is claimed is:
1. A method comprising:
at an authentication service:
responsive to synchronization of keys between a service
provider and at least one authentication device
enrolled for a user identifier of the service provider,
storing key synchronization information in associa-
tion with address information of the at least one
authentication device, the user identifier, and authen-
tication service account information for the service
provider, the key synchronization information indi-
cating that a private key associated with the user iden-
tifier and stored by the at least one authentication
device is synchronized with a public key stored at the
service provider in association with the user identi-
fier;
receiving an authentication request provided by the ser-
vice provider for a request received at the service
provider from a primary device associated with the
user identifier, the authentication request specitying
the user identifier;
mapping the authentication request to at least one
authentication device identified by the key synchro-
nization information as storing the synchronized pri-
vate key;
providing the authentication request to the mapped at
least one authentication device;
receiving a signed authentication response from the at
least one authentication device, the signed authenti-
cation response being signed with the private key by
the at least one authentication device; and
providing the signed authentication response to the ser-
vice provider, the service provider verifying the
signed authentication response by using the public
key.
2. The method of claim 1,
wherein at least one of the authentication service, the ser-
vice provider and the authentication service synchro-
nizes the private key and the public key between the
service provider and the at least one authentication
device.
3. A method comprising:
at an authentication service:
managing service provider key synchronization infor-
mation for at least one authentication device that is
enrolled at the authentication service for a user iden-
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tifier of a service provider, wherein for each authen-
tication device the key synchronization information
indicates that a private key associated with the user
identifier and stored by the authentication device is
synchronized with a public key stored at the service
provider in association with the user identifier;

responsive to an authentication request provided by the
service provider for the user identifier, determining at
least one authentication device for the user identifier
that stores a private key that is synchronized with the
service provider by using the key synchronization
information, and providing the authentication request
to at least one determined authentication device;

providing an authentication response signed by the at
least one determined authentication device to the ser-
vice provider, the authentication response being
responsive to the authentication request and being
signed by using the private key,

wherein the authentication request is for a request
received at the service provider from a primary device
associated with the user identifier, and

wherein the service provider verifies the signed authen-
tication response by using the public key.

4. The method of claim 3, wherein the authentication ser-
vice manages the service provider key synchronization infor-
mation for each authentication device in association with
address information of the authentication device, the user
identifier, and authentication service account information for
the service provider.

5. The method of claim 3, wherein the request received at
the service provider from the primary device is at least one of
a login request, a financial transaction request, a purchase
transaction request, an account management request, and a
service provider management request.

6. The method of claim 3,

wherein the authentication request includes encrypted data

that is encrypted by the service provider by using the
public key, and

wherein the at least one determined authentication device

decrypts the encrypted data of the authentication request
by using the private key.

7. The method of claim 3,

wherein the authentication response includes encrypted

data that is encrypted by the at least one authentication
device by using a public key received during enrollment
of the at least one determined authentication device for
the user identifier of the service provider, and

wherein the service provider decrypts the encrypted

authentication response by using a private key that cor-
responds to the public key used by the at least one
determined authentication device to encrypt the authen-
tication response.

8. The method of claim 3, further comprising: at the
authentication service:

performing a security analysis of the signed authentication

response; and

providing security information resulting from the security

analysis to the service provider, the service provider
using the security information to verify the signed
authentication response.

9. The method of claim 8, wherein the security information
indicates at least one of:

abnormal behavior patterns detected during the security

analysis;
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fraudulent behavior patterns detected during the security

analysis; and

at least one security vulnerability assessment of the at least

one determined authentication device.
10. The method of claim 3,
wherein the authentication service is a multi-factor authen-
tication service that is external to the service provider,
the service provider communicating with the multi-fac-
tor authentication service via a REST API, and

wherein the at least one determined authentication device
includes an authentication application constructed to
communicatively couple with the authentication ser-
vice.

11. The method of claim 3, wherein the signed authentica-
tion response indicates at least one of a confirmation result, a
cancellation result and a fraud result.

12. The method of claim 3,

wherein at least one of the determined authentication ser-

vice, the service provider and the authentication service
synchronizes the keys between the service provider and
the at least one determined authentication device.

13. The method of claim 3,

wherein a plurality of authentication devices are enrolled

for the user identifier at the authentication service, the
plurality of authentication devices including at least a
primary authentication device and at least one fallback
authentication device, and

wherein the authentication service provides the authenti-

cation request to the fallback authentication device in a
case where the authentication service cannot establish
communication with the primary authentication device.
14. The method of claim 3,
wherein a plurality of authentication devices are enrolled
for the user identifier at the authentication service, and

wherein the authentication service provides the authenti-
cation request to one or more of the plurality of authen-
tication devices based on at least one of a user identifier
profile at the authentication service and a service pro-
vider profile at the authentication service.

15. The method of claim 3,

wherein the authentication service provides the signed

authentication response to the service provider in a
response to the authentication request received from the
service provider.

16. The method of claim 3,

wherein the authentication service provides the signed

authentication response to the service provider in a
response to an authentication status request received
from the service provider.

17. The method of claim 3,

wherein the authentication service manages the authenti-

cation service account information for the service pro-
vider, and the service provider uses the authentication
service account information to provide the authentica-
tion request to the authentication service.

18. The method of claim 3,

wherein for each determined authentication device:

keys are synchronized with the service provider during
enrollment of the authentication device;

the authentication device is enrolled responsive to enrol-
ment information provided by at least one of the
authentication device, the primary device and the ser-
vice provider, the enrollment information including
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the user identifier, address information of the authen-
tication device, and information identifying the ser-
vice provider;
an enrollment record is stored at the authentication ser-
vice, the enrollment record including the address
information, and the authentication service account
information for the service provider identified by the
enrollment information;
at least one of the authentication service, the authenti-
cation device and the service provider synchronizes
the keys between the authentication device and the
service provider; and
the synchronization information is stored at the authen-
tication service in association with the enrollment
record, the synchronization information indicating
that the keys are synchronized between the authenti-
cation device and the service provider.
19. A system comprising:
an authentication service constructed to:
manage service provider key synchronization informa-
tion for at least one authentication device that is
enrolled at the authentication service for a user iden-
tifier of a service provider, wherein for each authen-
tication device the key synchronization information
indicates that a private key associated with the user
identifier and stored by the authentication device is
synchronized with a public key stored at the service
provider in association with the user identifier;
responsive to an authentication request provided by the
service provider for the user identifier, determine at
least one authentication device for the user identifier
that stores a private key that is synchronized with the
service provider by using the key synchronization
information, and provide the authentication request to
at least one determined authentication device;
provide an authentication response signed by the at least
one determined authentication device to the service
provider, the authentication response being respon-
sive to the authentication request and being signed by
using the private key,
wherein the service provider provides the authentication
request responsive to a request received at the service
provider from a primary device of the user identifier
of the service provider, and
wherein the service provider verifies the signed authen-
tication response by using the public key; and
the at least one determined authentication device, the at
least one determined authentication device being con-
structed to: store the private key; and responsive to the
authentication request:
generate an authentication response;
sign the authentication response by using the private
key; and
provide the signed authentication response to the
authentication service.
20. The system of claim 19,
wherein the authentication request includes encrypted data
that is encrypted by the service provider by using the
public key, and
wherein the at least one determined authentication device
decrypts the encrypted data of the authentication request
by using the private key.
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