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(57) Abstract: A method and a device for data processing in a communication network are provided, said method comprising the
steps of (i) at least one filter applicable for a first type of connection is provided prior to at least one filter applicable for a second
type of connection; and (ii) the order of the at least on filter applicable for the first type of connection and the at least one filter ap-
plicable for the second type of connection is inverted in case the number of filters required for the second type of connection in-
creases.
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Description

Method and device for data processing in a communication net-

work

The invention relates to a method and to a device for data

processing in a communication network.

The approach described herein in particular relates to data
switching as provided by network nodes, e.g., IP DSLAMs or
Ethernet switches. Such data switching may require filters to
be used for conveying portions of the switched traffic to-
wards a control plane, e.g., a built-in processing stage. De-
vices conducting such services may be a DHCP relay, an IGMP

Proxy or a snooper.

A problem arises in case control-plane communication is to be
forwarded via software (after being directed to the proces-
sing stage) while other data is forwarded via wire-speed
hardware (without considerable delay compared to the software
processing) . Hence, the data forwarded without software pro-
cessing may arrive earlier at a destination than the data
processed in the control-plane, even if the first type of da-
ta arrived later at the network node, which may mix up the

order of the data expected at the destination.

It is also a disadvantage that filtering at the control-plane
is rather restricted due to the limited filtering resources
available at the network node providing the data switching
services. Limited filtering resources may impact a scalabili-
ty of a service provided. A filter set may comprise positive
or negative filters, one of them providing an optimized re-
source usage while achieving the same functionality in both

ways, depending on number and type of the filters.

E.g., carrier Ethernet equipment intercepts certain protocol-
related frames in the data path and acts upon them. Typical

examples comprise ARP, DHCP, PPPoE, and IGMP. Such intercep-



10

15

20

25

30

35

WO 2010/112399 PCT/EP2010/053921

tions are done by means of filters in data-path switching de-
vices, e.g., chips. Filtering resources are typically limited
in their capabilities and number available. Also, intercep-
ting packets and possibly redirecting them to, e.g., an atta-
ched host processor may result in disordered data at the re-

ceilver.

The problem to be solved is to overcome the disadvantages
mentioned above and in particular to allow for an efficient
utilization of the resources of a network node, e.g., said
resources providing a filter functionality of the network no-
de.

This problem is solved according to the features of the inde-
pendent claims. Further embodiments result from the depending

claims.

In order to overcome this problem, a method for data proces-
sing in a communication network is suggested,

— wherein at least one filter applicable for a first
type of connection is provided prior to at least one
filter applicable for a second type of connection,

— wherein the order of the at least on filter applica-
ble for the first type of connection and the at least
one filter applicable for the second type of connec-
tion is inverted in case the number of filters re-

quired for the second type of connection increases.

A type of connection may be a group of connections that

comprises or is associated with at least one connection. The
filter may thus be applicable to at least one connection and
an action for such at least one connection can be triggered

as set forth by said filter.

A filter or a type of filter may be associated with at least
one action that is triggered in case a condition set forth by
such filter is met. Different actions can be assigned to a

filter, in particular during runtime, i.e. a filter may be
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triggered by a first data and provide a first action when
being configured with a first setup. It may be triggered by a
second data and provide a second action when being configured
with a second setup, and so forth. It is also possible that

the same filters provide different actions.

Due to the fact that the filters are provided in a particular
order, said filters being applicable for different types of
connections, the at least one filter applicable for the first
type of connection refers to said first type of connection
prior to the at least one filter applicable for the second

type of connection.

Hence, the first type of connection is filtered out by said
at least one filter applicable for the first type of connec-
tion. When the data to be processed reaches a filter appli-
cable for the second type of connection, the first type of

connection may have yet been completely filtered out.

In case the order of the filters is swapped (hence processing
connections of the second type of connection prior to the
first type of connection), the filtering criteria applicable
need to address this second type of connection first and need
to filter out the second type of connection prior to proces-
sing the filters applicable for the first type of connection.
Hence, the at least one filter applicable for the first type
of connection does not have to address the type of connection
as such (because the second type of connection has already
been triggered upon, e.g., filtered out, when it comes to

this filter applicable for the first type of connection).

It is noted that the order of the at least one filter appli-
cable for the first type of connection and the at least one
filter applicable for the second type of connection may be

inverted in case the number of filters required for the se-
cond type of connection equals or is larger than the number

of filters required for the first type of connection.



10

15

20

25

30

35

WO 2010/112399 PCT/EP2010/053921

In an embodiment, the at least one filter being prior to the
at least one other filter comprises the type of connection to
be selected and the at least one other filter does not menti-

on its type of connection.

Hence the at least one other filter may be realized as a de-
fault filter or as a catch-all filter. It is noted that type
of connection may refer to a type of connection or type of

data that is processed by at least one filter.

Advantageously, the at least one filter mentioned first may
explicitly refer to the type of connection, wherein the at
least one other filter does not have to refer to the inverse
type of connection, because the type of connection referred
to by the at least one filter mentioned first has already
been filtered out. Hence, the remaining connections are in-
verse to the type of connection mentioned by the at least one

filter mentioned first.

In another embodiment, the order is inverted automatically
and/or in case the number of filters required for the second

type of connection reaches a predetermined threshold.

Such inversion could be achieved, e.g., interactively by re-
configuring the filter database or automatically based on a

threshold mechanism.

In a further embodiment, the first type of connection is one
of the following:
— a transparent connection;

— a non-transparent connection.

Advantageously, transparent connections may not be subject to
processing on a control-plane of a network node. Instead,

such transparent connections may be forwarded immediately to
a destination, e.g., a next network element or node, a CPE or

a CO. However, non-transparent connections may be processed
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by the control-plane of the network node and may be forwarded

after such processing has been conducted.

In a next embodiment, the second type of connection is not of

the first type of connection.

In particular, the first and the second types of connections
may be disjoint to one another. However, this concept also
applies for several (more than two) disjoint connections,
i.e. a first type of connection, then a second type of con-
nection can be addressed an filtered out. The remaining con-
nections refer to a (disjoint) third type of connection. Ho-
wever, this third type of connection does not have to be men-
tioned by the filters at this stage, because all other (first
and second) connections have already been processed by a dif-

ferent filtering stage.

It is also an embodiment that the order is inverted during

runtime of a network node.

Hence, the network node may change the order of the filters
and apply different filter functionality during runtime. This
may in particular be of advantage in case one type of connec-
tion requires a significantly different amount of filters

compared to the other type of connection.

According to a further embodiment, the at least one filter
applicable for the first type of connection and the at least
one second filter applicable for the second type of connecti-

on are reconfigured after the order has been inverted.

Hence, threshold values may automatically trigger the inver-
sion of the order of filters and thus the reconfiguration of
the filters after they have been re-ordered. Optionally, the
thresholds can be determined automatically and a re-
structuring of the order of filters can be triggered based on
such threshold. Also, thresholds may be manually set , e.g.,

by a user or by an operator.



10

15

20

25

30

35

WO 2010/112399 PCT/EP2010/053921

Said reconfiguration is processed for efficiency reasons,
i.e. dependent as how the filters available can be utilized

in a most efficient way.

Pursuant to another embodiment, connections are separated by
identifiers, said identifiers being associated with at least
one of the following:

— VLANs, in particular VLAN IDs;

— MAC addresses;

— IP addresses;

— UDP addresses;

— MPLS labels.

Hence, any such identifiers can be used to identify different
connections. Based on this information, the type of connecti-

on can be determined.

According to an embodiment, said data processing is conducted
by a network node, in particular at least partially on a

control-plane of said network node.

According to another embodiment, an order of data to be for-
warded to a destination is maintained by dropping second data
that arrived after first data, but would otherwise be forwar-

ded prior to the first data.

Hence, it is efficiently avoided that said second data arri-
ving after the first data overtakes the first data and rea-
ches the destination prior to the first data thereby leading
to a disorientation of the destination, e.g., a receiver that
may in such case not be able to set up or maintain a connec-

tion.

In yet another embodiment, said first data is processed in a

control-plane of the network node.
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Hence, the delay resulting from the additional processing of
the first data in the control plane can be efficiently com-
pensated by dropping second data that otherwise would have

overtaken the first data.

According to a next embodiment, an order of data to be for-
warded to a destination is maintained by buffering and pro-
cessing said data in the correct order that is expected by

the destination.

Hence, a correct order can be maintained in case first and
second data are processed in the control-plane of the network

node.

Pursuant to yet an embodiment, an order of data to be forwar-
ded to a destination is maintained by maintaining an address
learning mechanism at the network node and forwarding only
such data to the destination for which an address entry is

avallable.

According to a further embodiment, said address learning me-

chanism comprises a MAC learning mechanism.

Such MAC learning mechanism may be controlled via software.
Then, conditions can be reached that avoid forwarding of data
that would otherwise inadmissibly overtake data that needs to
arrive first at a destination, because corresponding MAC ent-
ries for the otherwise overtaking data are not yet available.
This efficiently avoids such overtaking of data arriving la-
ter than previous data that are required to provide said MAC
entries. Hence, the forwarding mechanism is efficiently tuned

by such MAC learning.

The problem stated above is also solved by a device compri-
sing a and/or being associated with a processor unit and/or a
hard-wired circuit and/or a logic device that is arranged
such that the method as described herein is executable there-

on.
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According to an embodiment, said device is a communication
device, in particular a or being associated with a network

node, a switching device, an IP DSLAM or an Ethernet switch.

The problem stated supra is further solved by a communication

system comprising the device as described herein.

Embodiments of the invention are shown and i1llustrated in the

following figures:

Fig.1 shows a diagram of a CPE connected to a BRAS via a
network node, wherein the network node comprises a
data plane and a control plane, with a first type of
traffic being conveyed between the CPE and the BRAS
via the control plane and a second type of traffic
being conveyed via between the CPE and the BRAS via
the data plane only;

Fig.2 shows a message sequence chart comprising messages
exchanged between the CPE and the BRAS via the net-

work node as shown in Fig.l;

Fig.3 shows a flow chart comprising several filters,
wherein each filter triggers an action and the fil-
ters are arranged in sequence such that in case a
filter condition of a particular filter matches, the
remaining filters of the sequence will not be

reached.

Fig.l shows a diagram of a CPE connected to a BRAS via a net-
work node 101. The network node 101 may provide switching
service and can be, e.g., an IP DSLAM or an Ethernet switch.
The network node 101 comprises a data plane 102 and a control
plane 103, wherein a first type of traffic 104 is conveyed
between the CPE and the BRAS via the control plane 103 and a
second type of traffic 105 is conveyed between the CPE and
the BRAS via the data plane only. The first type of traffic
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104 may comprise PPP Active Discovery messaging and the se-
cond type of traffic 105 may comprise PPP-LCP and/or PPP Data

traffic.

Fig.2 shows a message sequence chart comprising messages ex-
changed between the CPE and the BRAS via the network node 101

as shown in Fig.l.

Protocol operations in PPPoE comprise a session setup phase
and the session phase itself. Typically, the session setup
phase can be distinguished from the session phase to an ex-
tent that only the session setup is redirected via filtering

to the control plane software.

A PADI message 201 is conveyed from the CPE to the BRAS.
Then, a PADO message 202 is conveyed from the BRAS to the
CPE. Subsequently, a PADR message 203 is transmitted from the
CPE towards the BRAS and a PDAS message 204 is sent from the
BRAS to the CPE. These messages 201 to 204 refer to a PPPoE
Active Discovery phase, which is concluded after the PADS

message 204 was successfully received at the CPE.

However, after having sent the PADS message 204, the BRAS
initiates a PPP LCP phase by sending a PPP LCP Configure Re-
quest 205 to the CPE, which may arrive at the CPE sooner than
the PADS message 204. This results in a session termination
at the CPE, because of the missing PADS message based on the
PADS message delay due to processing reasons at the control

plane of the network node 101.

Hence, the PADS message 204 is still processed in software
while the PPP LCP Configure Request 205 is switched in wire
speed overtaking the PADS message 204. Thus, communication
endpoints may become confused by such reordered communication
and they may lose the ability to establish the session at
all.
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A resource aspect of this approach also relates to capabili-
ties of said network nodes, e.g., data-path forwarding devi-
ces such as Ethernet switches. The network node may provide
filters operable at wire-speed and may utilize such filters
in a flexible way. For example, an EtherType value of 0x8863
could trigger a PPPoE session setup phase, the associated ac-
tion being "redirect to controller". Such filter capabilities
may be limited by the number of such filters; a specific uti-
lization of a network node may require for more triggers than

filters being available in hardware.

A disordered messaging aspect can be resolved in a number of
ways. The following paragraphs relate to options to avoid an

earlier message taking over a subsequent message:

(1) As a first option, an overtaking portion of a communica-
tion can be identified and dropped with a temporary
trigger. This can be done dependent on the actual con-

nection.

For example, LCP packets could be identified by their
type and a "drop" action dismissing the traffic could be
bound to such temporary trigger. According to the exam-
ple of Fig.2, once the PADS message 204 will be sent,

the drop filter could be removed.

(2) As a second a temporary trigger could be provided to
queue the overtaking portion of a communication and to
forward the communication in the right order to the des-

tination.

For example, a scope of the trigger could be temporarily
changed, the trigger may refer to all PPPoE frames and
not just the session setup phase as long as no session
has yet been established. Once the session is estab-
lished, the trigger can be removed for the session

phase.
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Hence, all communication can be processed by the control
plane and the control plane (e.g., the software running
on the network node) may provide forwarding the traffic

in the correct order.

(3) It is a third option that during MAC address learning
(in case of Ethernet switching) in a software-controlled
way, the respective MAC addresses could be installed in
a forwarding data base after having successfully proc-
essed the PADS message. Any communication arriving in
the meantime may be blocked by the network node, because

of its missing MAC forwarding entry.

This variant depends on the default forwarding behavior
"deny" or "drop" instead of "flood" for unknown MAC ad-
dresses. In Carrier Ethernet environments, this assump-

tion is typically valid.

SCALABILTY / FILTER:

A scalability aspect can be met by processing logic changes

of the filters at runtime in the switching device.

A typical filter setup may deal with a variety of connecti-
ons, some of which are to be transparent while others are
not. When active, filters for the respective control-plane
protocols may ignore any transparent connection, i.e. in such

scenario, they react on non-transparent connections only.

Connections can be identified and/or (logically) separated by
VLANs. As an alternative or as an option, a filter could be
configured not to redirect to control plane but to forward
immediately instead, thereby preventing the respective data

from being processed.

In case a filtering is done per connection, a predetermined
configuration may require a certain number of filters, in

particular said filters being ordered in a given sequence ac-
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cording to which they may or may not be activated (i.e. the

respective filter condition may or may not be met).

A filter functionality or filter rule may apply for one con-

nection or a group of connections (e.g., via a masking tech-

nique) and binds an action to such at least one connection.

In an exemplary configuration, a first filter may be appli-

cable to those connections that are to be transparent and it

may trigger an action "forward" to the transparent traffic

(e.g., without any further processing by the control-plane).

Next, all filters for non-transparent connections may follow

(as the transparent connection are yet covered by the first
filter), triggering an action "redirect to software" to such

non-transparent traffic.

Multiplying the number of connections (usually in the order

of thousands) with the potential number of separate control-

plane protocols may result in a number of filters required

that are typically beyond the number of filters available in
a network node, e.g., a switching device. Hence an efficient
approach is suggested to cope with a limited number of fil-

ters in an efficient way:

(al) Enumerate all filters for transparent connections and
trigger such filters prior to any remaining filters that

are not applicable to the transparent connections.

(bl) Provide at least one subsequent filter applicable for
all non-transparent connections, but without referring
to the type of connection in the trigger (a default ac-

tion or catch all-type of filter).

For example, this subsequent filter may apply to all
PPPoOE session setup traffic of all (remaining) VLANs;
the VLANs do not have to be addressed in the filter, be-
cause the transparent VLANs have already been filtered

and processed by the first filter. Hence, only non-
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transparent VLANs (or other kind of traffic that has not
been filtered by the first filter) is subject to this

subsequent filter.

Hence, one filter is required for this group of connec-
tions only. If transparent connections are added, fil-

ters can be inserted prior to this step (bl).

However, this approach may also inflict scalability problems
regarding the number of filters available, e.g., based on a
growing and changing configuration during runtime. If the
number of transparent connections increases, the number of
filters consumed may reach a limit (e.g., an upper thres-
hold), wherein the non-transparent connections may decrease
and the grouping effect for such non-transparent connections
may be reduced. In such a situation, an inverse logic could
be applied, i.e., steps (al) and (bl) above can be exchanged

with regard to the type of connection:

(a2) Enumerate all filters for non-transparent connections
and trigger such filters prior to any remaining filters
that are not applicable to the non-transparent connec-

tions.

(b2) Provide at least one subsequent filter applicable for
all transparent connections without referring to the
type of connection in the trigger. Such transparent

traffic (i.e. the "rest") may, e.g., be forwarded.

Hence, one filter is required for this group of connec-
tions only. If non-transparent connections are added,

filters can be inserted prior to this step (b2).

This step (b2) could be conducted in a no-match situation re-
garding the filters applied in step (a2), i.e. in case no
filter of (a2) is applicable. Then, a default action (e.g.,
forwarding) may apply.
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Such change of filtering logic, i.e., switching between (al),
(bl) and (a2), (b2), could be provided automatically or it

may be subject to configuration, e.g., by a user.

If this change of filtering logic is done automatically,

threshold values may be set for initiating the inverse logic
at runtime, or could be determined from other connection con-
figurations automatically, and reconfigure the filtering da-

tabase accordingly.

The solution described herein may also apply to a "half-
transparent" connections, i.e. a connection that is transpa-
rent for one set of protocols, but it is non-transparent for
another set of protocols. Each such set may comprise at least
one protocol. The approach suggested allows handling of half-
transparent connections in particular due to its efficient

utilization of the filters available in the network node.

Fig.3 shows a flow chart comprising several filters 301, 303,
305, 307, wherein each filter 301, 303, 305, 307 triggers an
action 302, 304, 306, 308. The filters 301, 303, 305, 307 are
arranged in sequence and in case a filter condition of a par-
ticular filter 301, 303, 305, 307 is met, the remaining fil-
ters of the sequence will not be reached. Each filter 301,
303, 305, 307 comprises a condition and it is checked whether
or not such condition is met. In the affirmative, the respec-
tive action 302, 304, 306, 308 is performed. If not, the sub-
sequent filter is processed. For the last filter 307, if the
condition is not met, a default action 309 is conducted. In
the example of Fig.2, the sequence of filters 301, 303 and
305 are used for a first type of connection 310 (e.g., trans-
parent connections) and the remaining filter 307 and the de-
fault action may thus apply for connections that are not con-
sidered "first type", i.e. a second type of connection 311

(e.g., non-transparent connections).
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List of Abbreviations:

ARP
BRAS
CO
CPE
DHCP
DSL
DSLAM
IGMP
IP
LAN
LCP

PADI
PADO
PADR
PADS
PPP
PPPoOE
VLAN

Address Resolution Protocol

Broadband Remote Access Server
Central Office

Customer Premises Equipment

Dynamic Host Configuration Protocol

Digital Subscriber Line

Digital Subscriber Line Access Multiplexer

Internet Group Management Protocol

Internet Protocol

Local Area Network
Link Control

Media
PPPoOE
PPPoOE
PPPoOE
PPPoOE

Access
Active
Active
Active

Active

Protocol

Control

Discovery Initiation
Discovery Offer
Discovery Request

Discovery Session-confirmation

Point-to-Point Protocol
PPP over Ethernet
Virtual LAN

PCT/EP2010/053921
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Claims:

A method for data processing in a communication network,

— wherein at least one filter applicable for a first
type of connection is provided prior to at least one
filter applicable for a second type of connection,

— wherein the order of the at least on filter applica-
ble for the first type of connection and the at least
one filter applicable for the second type of connec-
tion is inverted in case the number of filters re-

quired for the second type of connection increases.

The method according to claim 1, wherein the at least

one filter being prior to the at least one other filter
comprises the type of connection to be selected and the
at least one other filter does not mention its type of

connection.

The method according to any of the preceding claims,
wherein the order is inverted automatically and/or in
case the number of filters required for the second type

of connection reaches a predetermined threshold.

The method according to any of the preceding claims,
wherein the first type of connection is one of the fol-
lowing:

— a transparent connection;

— a non-transparent connection.

The method according to any of the preceding claims,
wherein the second type of connection is not a first

type of connection.

The method according to any of the preceding claims,
wherein the at least one filter applicable for the first
type of connection and the at least one second filter
applicable for the second type of connection are recon-

figured after the order has been inverted.
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10.

11.

12.

13.

14.

17

The method according to any of the preceding claims,
wherein connections are separated identifiers, said
identifiers being associated with at least one of the
following:

— VLANs, in particular VLAN IDs;

— MAC addresses;

— IP addresses;

— UDP addresses;

— MPLS labels.

The method according to any of the preceding claims,
wherein said data processing is conducted by a network
node, in particular at least partially on a control-

plane of said network node.

The method according to claim 8, wherein an order of
data to be forwarded to a destination is maintained by
dropping second data that arrived after first data, but

would otherwise be forwarded prior to the first data.

The method according to claim 9, wherein said first data

is processed in a control-plane of the network node.

The method according to claim 8, wherein an order of
data to be forwarded to a destination is maintained by
buffering and processing said data in the correct order

that is expected by the destination.

The method according to claim 8, wherein an order of

data to be forwarded to a destination is maintained by
maintaining an address learning mechanism at the network
node and forwarding only such data to the destination

for which an address entry is available.

The method according to claim 12, wherein said address

learning mechanism comprises a MAC learning mechanism.

A device comprising a and/or being associated with a
processor unit and/or a hard-wired circuit and/or a

logic device that is arranged such that the method ac-
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cording to any of the preceding claims is executable

thereon.

The device according to claim 14, wherein said device is
a communication device, in particular a or being associ-
ated with a network node, a switching device, an IP
DSLAM or an Ethernet switch.



PCT/EP2010/053921

WO 2010/112399

173

Svdd

Bleq
ddd ®
dO1-ddd

|

>

~—— aue|d [0Ju0D

9PON YJOMIBN

AIBA02SI(]
SAIOY
ddd

34d0




PCT/EP2010/053921

WO 2010/112399

2/3

dOdl ddd

d07Tddd

A1an0osIq
SAIY
30ddd

Rejep sQvd

JO 8sNnedaq
wajqod 4 savd Buissiw
Buiwi | 10 asnedaq
Jusifo ay}
Aq pejeuiw.a)
90¢ :
B UoISSOg

1sanbay ainblyuo) 497 ddd—=
G0Z~_ VV\ sS@vd ——

\% }sanbay ainbyuod 407 ddd—¢
-
02

J/ - ¥aVd —
€0z

< 0Qvd —
—
202

d/ - |QYd——

10¢

\




WO 2010/112399

Fig.3

l

3/3

FILTER 1:
Condition 1
met?

YES

| no

FILTER 2:
Condition 2
met?

YES

| no

FILTER 3:
Condition 3
met?

YES

o

FILTER 4:
Condition 4
met?

YES

| no

DEFAULT
ACTION

PCT/EP2010/053921

302
_

ACTION 1

304
e

ACTION 2

306

/./

ACTION 3

308

_

ACTION 4

\

>31O

J
<

>311




INTERNATIONAL SEARCH REPORT

international application No

PCT/EP2010/053921

A. CLASSIFICATION OF SUBJECT MATTER

INV.  HO4L29/06 HO04L12/28
ADD.

According to International Patent Classification (JPC) or to both national classification and |PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system foflowed by classification symbols)

HO4L

Documentation searched other than minimurm documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, COMPENDEX, INSPEC, PAJ

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 2008/005795 Al (ACHARYA SUBRATA [UST ET 1-15

AL) 3 January 2008 (2008-01-03)

abstract

paragraph [0026]

paragraph [0030] - paragraph [0045]
figures 3-6

A SUBRATA ACHARYA ET AL: "Traffic-Aware 1-15
Firewall Optimization Strategies"

INTERNET CITATION, [Online] XP002465253
Retrieved from the Internet:
URL:http://www.research.att.com/{jiawang/i
cc06.pdf>

[retrieved on 2008-01-21]

the whole document

Further documents are listed in the continuation of Box C. See patent family annex.

* Special caiegories of cited documents : .

P g "T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international "X* document of particular relevance; the claimed invention
filing date cannot be considered novel or cannot be considered to

"L" document which may throw doubts on priority claim(s) or - involve an inventive step when the document is taken alone
which is cited to establish the publication date of another "v* document of pasticular relevance; the claimed invention

citation or other special reason (as specified) cannot be considered to involve an inventive stap when the

"0O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
"P" document published prior to the international filing date but in the art. i
later than the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
27 April 2010 06/05/2010
Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentiaan 2
NL ? 2?:I80 HV Rijswijk

Tel. (+31-70) 3402040, D14
Fax: (+31~70) 340-3016 Horn, Marc—Philipp

Form PCT/ISA/210 (second shest) (April 2005)



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2010/053921

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

EP 1 006 701 A (LUCENT TECHNOLOGIES INC
[UST) 7 June 2000 (2000-06-07)

abstract

paragraph [0008] - paragraph [0011]
paragraph [0021] - paragraph [0029]

EP 0 910 197 A (LUCENT TECHNOLOGIES INC
[UST) 21 April 1999 (1999-04-21)

1-15

1-15

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2010/053921
Patent document Publication Patent family Publication

cited in search report date member(s) date
US 2008005795 Al 03-01-2008 CA 2650410 Al 24-01-2008
EP 2041945 A2 01-04-2009
WO 2008010889 AZ 24-01-2008
EP 1006701 A 07-06-2000 CA 2287689 Al 03-06-2000
JP 3568850 B2 22-09-2004
JP 2000174808 A 23-06-2000
US 2003051165 Al 13-03-2003
EP 0910197 A 21-04-1999 JP 3443529 B2 02-09-2003
JP 11167538 A 22-06-1999
us 6154775 A 28-11-2000

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - wo-search-report
	Page 24 - wo-search-report
	Page 25 - wo-search-report

