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SECURE TRANSPORT FOR MOBILE COMMUNICATION NETWORK

BACKGROUND

Security is a concern when information is transferred over the Internet.
Encryption technology may be used to protect data transferred between two nodes
communicating across a network such as the Internet. The Internet infrastructure
involved in transferring a particular set of data may include one or more intermediary
network processing nodes that need to process different portions of the data in order
to correctly route the packets between the two endpoints.

The intermediary network processing nodes'may be given access to the
encryption key used to eﬁcrypt the data. However, decrypting the packets at the
intermediary points presents a security risk. For example, an eavesdropper may be
able to access the data after being decrypted at the intermediary network processing
nodes.

The present invention addresses this and other problems associated with the

prior art.

SUMMARY OF THE INVENTION

A communication node encrypts a first portion of a transaction associated with
point-to-point communications using a point-to-point encryption key corresponding to
a first security association. A se;:ond portion of the transaction associated with end-
to-end communications is encrypted using an end-to-end encryption key

corresponding to a second security association.



WO 03/058879 PCT/US03/00624
The foregoing and other objects, features and advantages of the invention will
become more readily apparent from the following detailed description of a preferred
embodiment of the invention which proceeds with reference to the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing how encryption keys are exchanged in a
communication network.
FIG. 2 is a block diagram showing how data is encrypted according to the
10  encryption keys.
FIG. 3 is a block diagram showing how multiple encryption keys are
exchanged between different servers in the communication network.
FIG. 4 is a diagram showing how different types of data are encrypted using
different encryption keys. |
15 FIG. 5 is a diagram showing an encryption schema used for encrypting
transactions.
FIGS. 6-8 are block diagrams showing how different devices in the
communication network use the encryption schema to encrypt and decrypt
transactions.

20 FIG. 9 shows how a large transaction is encoded into multiple packets.

DETAILED DESCRIPTION

The transfer of different types of data may be referred to below generally as a

transaction. These transactions can be used for transferring email data, calendars,
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contacts, tasks, notes, electronic documents, files or any other type of control or
content data.

FIG.1 shows one embodiment of a communication network 12 that includes a
mobile network 14, an enterprise network 18, and a communication management
system 16 that manages communications between the mobile network 14 and the
enterprise network 14, The mobile network 14 includes mobile devices 21 that
communicate with an IP infrastructure through a wireless or landline service provider.
Since mobile networks 14 are well known, they are not described in further detail.

The enterprise network 18 can be any business network, individual user
network, or local computer system that maintains local email or other data for one or
more users. In the embodiment shown in FIG. 1, the enterprise network 18 includes
an email server 34 that contains a user mailbox 44 accessible using a Personal
Computer (PC) 38. In one example, the email server 34 may be a Microsoft®
Exchange® server and the PC 38 may access the mailbox 44 through a Microsoft®
Outlook® software application. The mailbox 44 may contain emails, contact lists,
calendars, tasks, notes, or any other type of data or electronic document.

The PC 38 is connected to the email server 34 over a Local Area Network
(LAN) 35. The PC 38 includes memory 39 for storing local files that may include
personal email data as well as any other types of electronic documents. Personal
client software 40 is executed by a processor 37 in the PC 38. The personal client 40
enables access to email, calendars, and contact information as well as local files for
mobile device 21.

The communication management system 16 includes at least one management
server 28 that includes a processor 33. The processor operates a transfer agent 31 that

manages the transactions between the mobile device 21 and the enterprise network 18.
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A user database 42 includes configuration information for different users of a mobile
communication server. For example, the user database 42 may include login data for
user of the mobile communication server. While referred to as a management system
16 and management server 28, this can be any intermediary system that includes one
or more intermediary servers that operate between the mobile network 14 and the
enterprise or private network 18.

The personal client 40 makes an outbound connection 25 to the management
server 28. The personal client 40 registers the presence of a particular user to the
management server 28 and negotiates a security association specifying a
cryptographic ciphersuite (including encryption cipher, key length, and digital
signature algorithm) and a unique, secret point-to-point encryption key 29 over
connection 25. In one example, the key 29 is an Advanced Encryption Standard
(AES) key, which is negotiated using the Diffie-Hellman cryptographic algorithm. Of
course, encryption ciphers other than AES can also be used. The encryption key 29
enables secure communication between management server 28 and PC 38 over
connection 25.

The mobile device 21 negotiates a point-to-point security association,
specifying a cryptographic ciphersuite and a unique encryption key 27, with the
management server 28. In one example, the point-to-point encryption key 27 is an
AES encryption key. The negotiated security association that includes encryption key
27 enables secure point-to-point communication between the mobile device 21 and
the management server 28 over connection 23. Each different mobile device 21 must
negotiate a different security association that includes a unique encryption key 27

with the management server 28.
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The point-to-point encryption key 27 may be used for encrypting control data
that needs to be transferred between the mobile device 21 and management server 28.
The point-to-point encryption key 29 may be used for encrypting control data that
needs to be transferred between the management server 28 and personal client 40.

For example, the control data may include login information and transaction routing
information.

An end-to-end security association, specifying a cryptographic ciphersuite and
a unique encryption key 46, is negotiated between the mobile device 21 and the
personal client 40. In one example, the end-to-end encryption key 46 is an AES
encryption key. The end-to-end encryption key 46 is used for encrypting transa;:tion
payloads transferred between personal client 40 and mobile device 21. For example,
the end-to-end encryption key 46 may be used for encrypting the content of emails,
files, file path names, contacts, notes, calendars, electronic documents and any other
type of data that needs to be securely transferred between mobile device and the PC.
The end-to-end encryption key 46 is only known by the mobile device 21 and the
personal client 40. Data encrypted using the end-to-end key 46 cannot be decrypted
by the management server 28.

FIG. 2 shows an example of a synchronization transaction 60A sent by the
mobile device 21 requesting retrieval of the latest email messages in mailbox 44. One
portion 63A of the synchronization transaction 60A is encrypted by the mobile device
21 using the point-to-point encryption key 27 (FIG. 1). Another portion 65 of
synchronization transactioﬁ 60A is encrypted using the end-to-end encryption key 46.
Another third portion 61A of the synchronization transaction 60 may not be encrypted
at all. The mobile device 21 sends the synchronization transaction 60A to the

management server 28 over connection 23.
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The management server 28 decrypts the portion 63A of the transaction 60
encrypted using the point-to-point encryption key 27. Since server 28 does not have
encryption key 46, porti—on 65 is not decrypted. The management server 28 decodes
any unencrypted data 61 A and the decrypted point-to-point data 63A to determine
how to process the synchronization transaction 60A. Part of the processing may
include re-encrypting some or all of the decrypted data 63A back into point-to-point
encrypted data 63B using encryption key 29. The management server 28 may also
modify or add to the unencrypted data 61A to generate new unencrypted data 61B.
The unencrypted data 61B and the re-encrypted point-to-point data 63B are combined
with the end-to-end encrypted data 65 to generate new synchronization transaction
60B. The transaction 60B is transported to personal client 40 over the connection 25.

The personal client 40 decrypts the point-to-point encrypted data 63B using
the encryption key 29 and decrypts the end-to-end encrypted data 65 using the
encryption key 46. The personal client 40 obtains email messages 62 from the
mailbox 44 pursuant to the decrypted instructions in synchronization transaction 60B.
The personal client 40 encrypts the content of the email messages 62 using the end-to-
end encryption key 46.

The personal client 40 generates a response transaction 66A that may attach an
envelope 64A to the end-to-end encrypted email messages 62. The envelope 64A
may contain communication parameters identifying transaction 66A as a response to
the synchronization transaction 60B and may contain other message parameters such
as the size of the email messages 62.

Some or all of the envelope 64A may be encrypted using the point-to-point
encryption key 29. The personal client 40 then sends message 66A to the

management server 28. The management server 28 decrypts the envelope 64A using
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the point-to-point encryption key 29 and processes the decrypted data necessary for
forwarding the response transaction 66A to the mobile device 21. The payload 62 in
the response transaction 66A is not decrypted since the management server 28 does
not have access to end-to-end key 46.

The management server 28 re-encrypts some or all of the information in
envelope 64A into envelope 64B. The envelope 64B is re-encrypted using the point-
to-point key 27. A response message 66B is generated that includes the envelope 64B
and end-to-end encrypted payload 62.

The response message 66B is transported to mobile device 21 over connection
23. The mobile device 21 decrypts the envelope 64B using encryption key 27 and
decrypts the payload 62 using the encryption key 46. The decrypted payload 62 is
then displayed on the mobile device 21. For example, emails from the mailbox 44 are
displayed on the mobile device 21.

FIG. 3 shows another embodiment of the invention. The communication
management system 16 may include multiple servers 70, 72 and 74 that each perform
different communication management tasks. Transactions 71 and 73 sent between
mobile device 21 and PC 38 may need to be processed by different combinations of
servers 70, 72 and 74.

Encryption key 76 is negotiated between server 70 and server 74, encryption
key 78 is negotiated between server 70 and server 72, and encryption key 80 is
negotiated between server 72 and server 74. The negotiated encryption keys 76, 78
and 80 are used when processing the transactions 71 and 73.

For example, the transaction 73 may be sent from personal client 40 to server

74. The personal client 40 encrypts some or all of the envelope 75 in transaction 73



10

15

20

25

WO 03/058879 PCT/US03/00624

using the encryption key 29 and encrypts a payload 77 using encryption key 46. After
receiving transaction 73, server 74 decrypts envelope 75 using encryption key 29.

Server 74 may then need to send the transaction 73 to server 70. Server 74 re-
encrypts the decrypted envelope 75 using encryption key 76. Upon receiving
message 73, server 70 decrypts envelope 75 using encryption key 76. After
processing the contents, the server 70 re-encrypts the envelope 75 using the
encryption key 27 previously negotiated with mobile device 21. The transaction 73 is
then sent from server 70 to mobile device 21. Similar to FIG. 2, the servers 70, 72
and 74 never have access to the encrypted payload 77 in transaction 73.

A synchronization transaction 71 on the other hand may need to be processed
by all three servers 70, 72 and 74. A portion of the synchronization transaction 71 is
encrypted using encryption key 27 when transported from mobile device 21 to server
70. Encryption key 78 is used for encrypting a portion of transaction 71 when
transported from server 70 to server 72. Encryption key 80 is used to encrypt a
portion of synchronization transaction 71 when transported from server 72 to server
74. Encryption key 29 is then used when the transaction 71 is transported from server
74 to PC 38.

Algorithms exist that allow secure negotiation of encryption keys between two
nodes that are communicating directly with each other or that are communicating
through intermediary nodes. One example of an encryption algorithm that allows
secure key negotiation regardless of network topology is Elliptic Curve Cryptography
Diffie-Hellman (ECC-DH).

FIG. 4 shows how encryption is performed differently for different types of
data or for data associated with different destinations. Transaction 82 includes

content data 88 such as the contents of an email message, an electronic document, or
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any other type of information that should only be accessed by two endpoints. The
content data 88 is encrypted using an end-to-end encryption key.

A second portion 86 of transaction message 82 may include control
information that only needs to be processed by one particular server. In this case,
control data 86 is encrypted using a first point-to-point encryption key. A third
portion of data 84 in transaction 82 may have other control information, for example,
error checking data, that needs to be processed by a different server. Accordingly, the
error checking data 84 is encrypted using a second point-to-point encryption key
different than either of the other two encryption keys used for encrypting data 88 and
86.

FIG. 5 explains in more detail how an encryption scheme is used by the
mobile device 21, management server 28, and personal client 40 when processing
transactions between a source and a target device. In the example below, the mobile
device 21 is operating as a source for sending a transaction 90. The transaction 90
requests personal client 40 to send a document 92 located in a personal directory in
local memory 39 of PC 38. The personal client 40 operates as a target for the
transaction 90 and the management server 28 operates as the transfer agent for
transferring the transaction 90 from the mobile device 21 to the personal client 40.

It should be understood that this is only an example, and the devices shown in
FIG. 5 can process many different types of transactions. For example, the transaction
90 may request synchronization of emails in the PC 38 with emails in the mobile
device 21. Further, any device can operate as a source or target for the transaction.
For example, the personal client 40 operates as a source and the mobile device 21

operates as a target when a transaction 91 is sent as a reply to request 90.
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The mobile device 21, management server 28, and the personal client 40 are

all configured with an encryption schema 94 that identifies how specific items in the

transaction 90 are to be encrypted. Each device is also configured with differeﬁt

security associations as described above in FIGS. 1-3. For example, the mobile

device 21 has both Point-to-Point (PP) key 27 and End-to-End (EE) key 46.

Management server 28 has PP key 27 and PP key 29, and the PC 38 has PP key 29

and EE key 46.
Referring to FIGS. 5 and 6, the mobile device 21 in block 100 forms the

request transaction 90. One example of a request is as follows.

Request: {auth_token = "abc",
device_id = "xyz",
method_id = "GetDocument",
args = {path = "/docs”}

}

Mobile device 21 attaches an.auth_token to transactions sent to the
management server 28. For example, the mobile device 21 may be required to
authenticate to the management server 28 by transmitting a username and password
prior to being permitted to submit other transactions for processing. The server 28
issues the mobile device 21 an auth_token after successfully validating the username
and password against information in the user database 42. The mobile device 21 then
attaches the auth_token to subsequent transactions sent to the management server 28.
The management server 28 uses the auth_token to identify and authenticate the source

of each transaction and to determine where to route the transaction.

10
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The device_id identifies the particular mobile device 21 sending the request
90. The device_id may be necessary for example when a user has more than one
mobile device. The personal client 40 can use different device_id values to track
when synchronization information was last sent to each of multiple different mobile
devices. The device_id can also be used by either the management server 28 or the
personal client 40 to determine how to format data sent to particular types of mobile
devices 21. For example, data may need to be formatted differently for a cell phone
as opposed to a personal computer. The device_id can also be used to correlate a
known securit‘y association with a particular mobile device.

The method_id item in the example identifies a particular function
GetDocument associated with request 90. The method_id item also requires the
inclusion of related argument items that identify the parameters for the GetDocument
function. For example, the argument items might include the expression path="/docs"
identifying the pathname where the requested documents are located.

Block 102 in FIG. 6 establishes the encryption schema 94 previously shown in
FIG. 5. One example of an encryption schema 94 is shown below illustrating how the

example GetDocument request shown above would be handled in the specific case of

communication between the mobile device 21 and the management server 28.

Encryption schema: {GetDocument =
{clear = ["device_id"],
pp = ["auth_token", "user_id"],
ee = ["args.path"]
}
default={ pp }

11



10

15

20

25

WO 03/058879 PCT/US03/00624

Any items that do not require encryption are assigned to the data channel
labeled “clear”. For example, the device id item in the example is assigned to the
channel “clear”. Items requiring the use of point-to-point encryption are assigned to
data channel “pp” and therefore are encrypted using the PP key 27 as shown in FIG.
5. In this example the auth_token is assigned to the “pp” channel and encrypted using
the PP key 27. Items requiring end-to-end encryption are assigned to the “ee” channel
and encrypted using the EE key 46 shown in FIG. 5. In this example the “args.path”
item is assigned to the “ee” channel and encrypted using the EE key 46.

In this example, any item that is not explicitly declared in the encryption
schema 94 is assigned by default to the “pp” channel. Since the method_id item has
not been specifically declared in the encryption schema 94, it is assigned to the “pp”
channel by default and encrypted using the PP key 27.

It is important to note that the context of the commuﬁication determines the
specific security association selected for encryption of a channel. For example, the
first “pp” channel between mobile device 21 and management server 28 uses a
security association different from the one established for the second, independently
established “pp” channel between management server 28 and personal client 40. In
this example, the first “pp” channel would employ the PP key 27 in FIG. 5 for
transactions between device and server, while the second “pp” channel would use the
PP key 29 for transactions between server and client. Because each security
association is independently negotiated, the differences between the two
aforementioned “pp” channels could extend beyond each channel having a unique key

to include different key lengths (i.e. 256 bit vs. 128 bit), encryption ciphers (i.e. Triple

12
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DES vs. AES), digital signature algorithm (i.e. SHA1 vs. MDS), or other security
parameters.

In order to prepare the request 90 for transmission, the mobile device 21 in
block 104 of FIG. 6 performs a pattern match of the request 90 using the encryption
schema 94. This pattern match separates the items in request 90 into different
channels. One example of the different channels is shown below. In this example,
the items in each channel are associated with predefined security associations: clear,

pp, and ee.

Channels:
{clear = { device_id = "xyz"}
pp = {auth_token = "abc", method_id = "GetDocument"}
ee = {args = {path = {path = "/docs"}} }

}

In block 106, the channel contents are encoded (via a process commonly
known as serialization) into arrays of bits or bytes referred to as data groups. These
groupings of bits or bytes are referred to generally below as arrays but can be any type
of partition, group, etc.

The contents of the clear channel are encoded into an array of bits referred to
as data_group 1, the contents of the pp channel are encoded into an array of bits
referred to as data_group_2, and the contents of the ee channel are encoded into an
array of bits referred to as data_group 3. The contents of each channel need to be
encoded into bit arrays so that they can be encrypted. The contents of the channels

after being encoded into bit arrays are represented as follows.

13
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Encoded
Channels: {clear = data_group_1
pp = data_group 2

ee =data_group 3}

The bit arrays are then encrypted in block 108 according to the security
association parameters for each channel. According to the encryption schema 94, bits
in the clear channel (data_group 1) are not encrypted. The bits in the pp channel
data_group 2 are encrypted using the point-to-point security association between
mobile device 21 and management server 28, using PP key 27, and are referred to
after encryption as pp_data_group_2. The bits in the ee channel data_group_3 are
encrypted using the end-to-end security association between mobile device 21 and
personal client 40, using EE key 46, and are referred to after encryption as

ee_data_group 3. The data groups are represented as follows after encryption:

"Encrypted

Channels: {clear = data_group_1

pp =pp_data_group 2

ee = ee_data_group 3}

The bits making up the encrypted and unencrypted channels are then encoded
into one or more packets in block 110. For clarity, the description below will refer to
a single packet, however, the data from the channels may be contained in multiple

packets. Some of the contents of the packet are shown below.

14
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Packet

Header length
version
flags

Payload count=73
“clear”

data_group_1

[17 %

PP

pp_data_group_:

N

143 2%

cC

ee_data_group_

3

PCT/US03/00624

Information in the packet header may include the packet length, a version

number, and other flags. The packet payload includes a count identifying 3 pairs of

items. The three items include the non-encrypted contents in the clear channel, the pp

encrypted contents of the pp channel, and the ee encrypted contents of the ee channel.

The packet is then transported by mobile device 21 in block 112 to the management

server 28.

Referring to FIGS. 5 and 7, the transfer agent operating in server 28 receives

the packet in block 114. The bits in the packet are separated in block 116 back into

15



10

15

20

25

WO 03/058879 PCT/US03/00624
the different channels clear = data_group_1, pp=pp_data_group_2, and ee =
ee_data group_3.

The data in the clear channel does not need to be decrypted. The transfer
agent in block 118 decrypts the only bits in channels for which it has a known security
association. The transfer agent, as a member of the point-to-point security association
between mobile device 21 and management server 28, possesses the PP key 27 and
therefore decrypts the contents of the pp channel. The transfer agent is not a member
of the end-to-end security association between mobile device 21 and personal client
40, does not have the EE key 46 and therefore does not decrypt the data in the ee
channel. Decryption produces the following data groups: clear = data_group_1, pp =
data_group_2, and ee = ee_data_group_3.

The transfer agent in block 120 decodes the contents of the clear and pp
channels. The contents of the encrypted ee channel are not decoded, but instead are
maintained in an unmodified state for eventual transport to the personal client 40.

Decoding produces the following contents.

Decoded

Channels: {clear = {device_id = "xyz"}
pp = {auth_token = "abc", method_id = "GetDocument"}
ee=ee_data_group_3

}

In block 122 a partial request is formed by merging the items of the clear and pp

channels. The partial request in this example could look similar to the following:

16
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{auth_token = "abc",
device _id = "xyz",
method_id = "GetDocument",
args={ }
encrypted = {ee=ee_data_group_3}

}

The transfer agent in block 124 processes the partial request. In this example,

the transfer agent may verify the request is authorized by matching the value of

auth_token ("abc") with contents in the user database 42 (FIG. 5). The auth_token

and the method_id ("GetDocument") indicate that the transaction 90 is a document

request directed to the personal client 40.

The transfer agent may identify a user_id = "joe" associated with the

auth_token = "abc" and generate the following new request.

New Request:

{user_id = "joe",

device _id = "xyz",

method_id = "GetDocument",
args={ }

encrypted = {ee=ee_data_group_3}

}

In block 126 the transfer agent performs another pattern match of the new

request with the encryption schema 94 to reform the channel contents associated with

the different security associations. In this example, the items in the clear, pp, and ee

17
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channels are fairly similar to the items originally sent by the mobile device 21. The

reformed channel contents are shown below.

Channels Reformed
by Transfer Agent:

{clear = { device_id = "xyz"}

pp = {user_id = "joe", method_id = "GetDocument"}
ee = ee_data_group 3

}

The transfer agent in block 128 encodes the contents of the clear channel into
a bit array (clear = data_group_1). Since the encryption schema 28 defines no
encryption for the clear channel, the bit array data_group_1 is not encrypted. The
contents of the pp channel are encoded into a bit array pp = data_group_2 and then
encrypted using the point-to-point security association between the management
server 28 and the personal client 40, using PP key 29, forming the encrypted bit array
pp=pp_data_group. The contents of the ee channel have never been decrypted or
decoded by the transfer agent and therefore do not need to be re-encoded or

encrypted. The following represents the bit arrays for reformed transaction.

Encoded/encrypted

Channels: {clear = data_group_1

pp = pp_data_group_2

ee = ee_data_group 3}

18
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The transfer agent in block 130 encodes the channel contents into a packet
format similar to that shown above. The packet is then transported to the personal
agent 40 in block 132.
Referring to FIGS. 5 and 8, the personal client 40 is the target of the
transaction 90. The personal client 40 receives the packet in block 140 and separates

the bits in the packet back into channels in block 142.

Encoded/encrypted
Channels: {clear = data_group_1

pp = pp_data_group_2

ee = ee_data group 3}

The personal client 40 has the PP key 29, the EE key 46, and knowledge of the
relevant security associations. Therefore the contents of both the pp channel and the

ee channel are decrypted in block 144 generating the following decrypted bit arrays.

Decrypted
Channels: {clear = data_group_1
pp = data_group_2

ee = data_group_3}

The contents of the channels are then decoded in block 146 generating the

following request items.
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Decoded

Channels:

PCT/US03/00624

{clear = { device_id = "xyz"}

pp = {user_id = "joe",
method_id = "GetDocument"}
ee = {args = {path = "/docs"}

}

The contents of the channels are then merged together in block 148 forming the

reformed request 90 with the auth_token replaced with the user_id.

Request 90:

{device_id = "xyz",
user_id = "joe",
method_id = "GetDocument",

args = {path = "/docs"}

}

The personal client 40 processes the request 90 in block 150. Pursuant to the

request 90, the personal client 40 retrieves the identified documents and then creates a

reply transaction 91 (FIG. 5) in a manner similar to mobile device 21 formed request

90. For example, the retrieved documents are encrypted using the end-to-end security

association between the personal client 40 and the mobile device 21, using EE key 46.

Some or all of the control information in the reply 91 is encrypted using the point-to-

point security association between the personal client 40 and the management server

28, which includes PP key 29. The reply 91 may look similar to the following.
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Reply 91: {method_id = "GetDocumentResponse",
args = {document = xxx,
size = 5123,
content_type= "text/plain",

name ="readme.txt"}

According to the encryption schema, the method_id may be encrypted using
the PP key 29 and the remainder of the contents in reply 91 may be encrypted using

the EE key 46.

Data Streaming

Referring to FIG. 9, multiple packets 162-174 are used for transporting
different portions of the same transaction 160. The multipacket transaction 160 may
be used when one or more large documents are transferred between personal client 40
and the mobile device 21.

In one example, predetermined maximum packet length is configured to be
1000 bytes. If the transaction 160 is determined to be less than 1000 bytes, the
contents of the clear, pp, and ee channels are encoded into a single packet. However,
in this example, it is determined that 500 bytes of data exist in the pp channel and
4500 bytes of data exist in the ee channel. All the contents of the pp channe] are
encoded into a 500 byte packet 164. The data from the ee channel is encoded into
four separate 1000 byte packets 166-174 and one 500 byte packet 174.

A header packet 162 is formed that identifies all the packets 162-174 as part of

the same transaction 160. The data in the header packet 162 is unencrypted. Since
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the header packet 162 is unencrypted, it can also contain data from the clear channel.
Alternatively, data from the clear channel can be encoded into a separate unencrypted
packet. The header packet 162 identifies 500 bytes of data encrypted using the PP
encryption key and 4,500 bytes of data encrypted using the EE encryption key.

The node receiving the message 160 reads the header 162 and determines the
transaction 160 is a multipacket message (streaming = true). In one embodiment, the
clear packet header 162 always comes first and is immediately followed by the pp
packet 164. The pp packet 164 is immediately followed by ee packets 166-174. This
order can be guaranteed using protocols such as Transmission Control
Protocol/Internet Protocol (TCP/IP). Transmitting the packets in this predetermined
order eliminates having to attach labels to each packet to identify the type of
encryption. Alternatively, sequence numbers can be assigned to the packets 162-174.

The node receiving transaction 160 may receive, decrypt and decode different
portions of the transaction 160 at a time. For example, the processing node may first
process the unencrypted clear data in the header packet 162 to determine if the
transaction 160 is unauthorized. If the transaction is not authorized, the processing
node can discard the remainder of the transaction 160 without having to decrypt and
decode the pp packet 164 and ee packets 166-174.

If the information in the header packet 162 is authorized, the processing node
decrypts and decodes data in the pp packet 164. If the data in the pp packet 164 is
invalid or has been tampered with, the remaining ee packets 166-174 can be discarded
without being further procesged.

The system described above can use dedicated processor systems, micro

controllers, programmable logic devices, or microprocessors'that perform some or all
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of the operations. Some of the operations described above may be implemented in
software and other operations may be implemented in hardware.

For the sake of convenience, the operations are described as various
interconnected functional blocks or distinct software modules. This is not necessary,
however, and there may be cases where these functional blocks or modules are
equivalently aggregated into a single logic device, program or operation with unclear
boundaries. In any event, the functional blocks and software modules or features of
the flexible interface can be implemented by themselves, or in combination with other
operations in either hardware or software.

Having described and illustrated the principles of the invention in a preferred
embodiment thereof, it should be apparent that the invention may be modified in
arrangement and detail without departing from such principles. We claim all

modifications and variation coming within the spirit and scope of the following

claims.
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CLAIMS

1. A method for independently encrypting channels of data in a transaction,
comprising:

encryption of a first data channel in the transaction using a first security
association;

encryption of a second data channel in the transaction using a second security
association; and

encryption of an arbitrary number of additional data channels contained within

the transaction using a unique security association for each channel.

2. A method according to claim 1 wherein the first data channel consists of
point-to-point control data and the second data channel consists of end-to-end content

data.

3. A method according to claim 2 wherein the control data in the first data
channel includes transaction authentication and routing information, and the end-to-
end content data in the second data channel includes the contents of email messages,

electronic files, or other electronic data.

4, A method according to claim 1 including:
negotiation of a first encryption key and security association for the first data
channel between a mobile device and a server operating as a transfer agent for the

transaction; and
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negotiation of a second encryption key and security association for the second
data channel between a mobile device and a computer operating as an endpoint for the
transaction; and

negotiation of a third encryption key and security association for the first data

channel between the server and an endpoint.

5. A method according to claim 4 including:

decryption of the first data channel at the server using the first encryption key;

and
re-encryption of the first data channel at the server using the third encryption
key.
6. A method according to claim 5 including leaving the second data channel in
the transaction at the server encrypted and unmodified.
7. A method according to claim 1 including leaving a third data channel in the
transaction unencrypted.
8. A method according to claim 1 including:
assigning each item in the transaction to one of the data channels;
separating the different items in the transaction according to the assigned data
channel;

encoding the separated items into data groups;
encrypting some or all of the data groups using the security associations

assigned to the data channel corresponding to each data group; and
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encoding the processed data groups into one or more packets.

9. A method according to claim 7 including:

receiving the packets;

separating the contents of the packets according to the different data channels;

decrypting only the separated contents which correspond to known security
associations;

decoding the decrypted contents into items; and

processing the transaction according to the decoded items while the contents
of data channels with unknown security associations remain encrypted and

unmodified.

10. A method according to claim 1 including:

encoding a first set of packets containing only the data encrypted using the
first security association;

encoding a second set of packets containing only the data encrypted using the
second security association; and

encoding a packet header that contains unencrypted data, the packet header
identifying a data size for the first set of packets and the second set of packets; and

transporting the first set of packets and then transporting the second set of

packets immediately after the first set of packets.

11. A computing device, comprising:
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a.processor transmitting or receiving a transaction having a first portion of
data encrypted using a first security association and a second portion of data

encrypted using a second security association.

12. A computing device according to claim 11 wherein the processor is located

either in a mobile device, a desktop computer, a server, or another computing node.

13. A computing device according to claim 11 wherein the first portion of data
comprises control information used for transporting the transaction over a network
and the second portion of data comprises contents of a file, document, message, or

document request.

14. A mobile device according to claim 11 wherein the processor sends the
transaction to an intermediary server for forwarding to an endpoint, the processor
negotiating a point-to-point encryption key only with the intermediary server and

negotiating a end-to-end encryption key only with the endpoint.

15. A mobile device according to claim 11 wherein the processor separates data
items in the transaction into different channels, and separately encodes and encrypts

the data channels according to the corresponding security associations.

16. A mobile device according to claim 11 wherein the processor encodes the

transaction into multiple packets each one of the packets containing data encrypted

using the same encryption key.
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17. A mobile device according to claim 11 wherein the processor generates a
header that identifies a first set of the packets containing data encrypted using a first
encryption key and a second set of the packets containing data encrypted using a

second encryption key.

18. A system, comprising:

a server receiving a transaction containing a first portion of data encrypted
using a first known encryption key and a second portion of data encrypted using a
second unkﬁown encryption key, the server decrypting the first portion of data to
determine how to process the transaction while the second portion of data remains

encrypted.

19. A system according to claim 11 wherein the transaction includes a third
unencrypted portion of data, the server combining the decrypted first portion of data
with the third unencrypted portion of data and processing the transaction according to

the combined first and third portions of data.

20. A system according to claim 19 wherein the server re-encrypts at least some of
the decrypted first portion of data using a third encryption key, and combines the re-
encrypted first portion of data with the encrypted second portion of data to form a

new transaction.

21. . A system according to claim 20 including multiple servers each performing
different operations on the transaction while being transported between two

endpoints, the multiple servers negotiating point-to-point encryption keys and
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encrypting portions of the transaction using the negotiated encryption keys when the

transaction is transported between multiple servers.

22. A method for encrypting information, comprising:
programming a network processing device to associate different types of items
in transactions with different security associations;
processing various different transactions at the network processing device; \
correlating security associations with different channels in the transactions;
and
encrypting or decrypting the items in the transactions according to the

corresponding security associations.

23. A method according to claim 22 including:

configuring the network processing device with different security associations
containing encryption keys, the security associations correlated with at least some of
the da&a channels;

decrypting only the items from the data channels having corresponding known
security associations with configured encryption keys, while keeping the channels
without known security associations encrypted; and

processing the transactions according to the decrypted items.

- 24, A method according to claim 23 including:

re-encrypting only the items in the processed transactions having
corresponding security associations while preserving unmodified the data channels

without known security associations; and
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transporting the transactions containing re-encrypted and/or unmodified data

channels to an endpoint.

25. A method according to claim 22 including:

separating items in the received transactions into channels associated with the
different security associations;

encoding the items in each channel into bit arrays; and

encrypting or decrypting the bit arrays for each channel according to the

associated encryptions.

26. A method according to claim 22 including configuring the network processing
device with an encryption schema that associates different types of items in the
transactions with the different security associations, the network processing device
encrypting or decrypting items in various received or transmitted transactions

according to the configured encryption schema.

27. A method according to claim 26 including configuring the network processing

device with the encryption schema by loading a list of the security associations into

the network processing device, the list indexing the different items.

30



PCT/US03/00624

WO 03/058879

1/7

mNJ

L 3d4NOld

91 W3LSAS INJWIOVNVYIA
NOILVOINNINNOD

44

3svavivd
d3sn

C# A dd

81 MHOMLIN FSIAdHI LN
HIAGTS TIVINT
e T XOoga1viN
a4 ™A
A
Ge A
\d
6 7 AHOWAN
oy M AN
Je ~4| vNOsu3d
ge ™ d0SSaAD0Ed
d31NdNOD
TVYNOSH3d

Zl

IN3OV

LE T Y34SNYHL

d0OSS300Hd

//mN

d3ALES
INIJWIAOVNVIA

me

NNJ

L# A dd

71 MHJOMLIN TTISON

//mN

o M

A 33

KMN

Y

3DIAIA F 190N

1z




PCT/US03/00624

WO 03/058879

2/7

XOgIVN p~— V¥

~— V€
J3aAETS

3SIAdYILNT F

4 V99
SIOVSSIAN ‘w
VNI ISNOJSAY
N (9% A
« 29 avolvd [
7
o1 | | S
TYNOSY3Id .
//.9V V9
Od ~_ 8€
14
9 71 @ALdAYONT 33
€9 7™ Q3LdAYON3 2dd
819771 (@aLdAHONANN
ONAS

//m_oo

¢ 3dNOld

H3INGES
AINIJWIOVNVYIN

gz

GO 7
VE9 M
V19

ISNOJSTd

€99

)

(o7 AIM)
avolAvd

~—C9

Lz A3
3dOT3ANT

//m_vo

</

€¢

”  (A3LdJAYONZ 33

" G31dAYONT Ldd

. Qd1dAdONINN

ONAS

V/<om

30IN3A IS0

1z




PCT/US03/00624

WO 03/058879

3/7

¥
xoguww | V¢
ow\)/\
Hanyas el
ISIMIETLNT Vv
1)~ ©@rADD
avoTAvd
(62 AT)
SL 71340 T3aANT
o7 7 N3O |\\\.\
TVYNOSYH3Ad
od A
_/
8¢ 62 K
81 MHOMLIAN
=N ENETINE|

Y

v/

€ 3dNoOid

¢ UaNA3S

2.

A

o

4/@

€ ¥3IAYIS | AI\.\\\\

g/
-~ ONAS -
.
buaANas |
ADI
/E
//NN

Sl W3LSAS ININIDVYNYN

NOILVOINNINNOD

30IA3A
390N

K_‘N

YL MHOMLIN
3T190N



PCT/US03/00624

WO 03/058879

4/7

6¢

¥6

ov

e

~— VYINIHOS

45

™~ 00a

AHOWEN TvO01

NOILdAYONS

9 A9 33
6¢ AIM dd

AN3IMD
TYNOSH3d

G 4dNoid
30IA3A IUGON
¥6 ™~ VINIHOS ¥6 ™1  vwaHos
> Alday | > NOLLJAHONS <« | Jsgnomy |<| | NOLLJAMONS
//vm 6C A3 dd /om oF A J3
12 A3M dd 12 A dd
fwm /&
3svav.iva
y3sn
/wm _
(44 ¥ 3HNOI4
A NOILJAHONT ONI OL NS ~_ 88
VLvad LINILNOD

L# A NOILJAHONT INIOd OL INIOd | __og
V.1VQa TOHLNOD

# A NOILLJAGONT INIOd OLINIOd - V8

LHOJSNYYL V1¥A NOWNOD ™ VLVA ONDIOTHO HONMT




WO 03/058879

517

100

FORM THE REQUEST

A4

10277

ESTABLISH AN ENCRYPTION
SCHEMA

A\

104~

PATTERN MATCH ENCRYPTION
SCHEMA AGAINST REQUEST AND
SEPARATE INTO MATCHED
CHANNELS

Y

106

SEPARATELY ENCODE THE
SEPARATE CHANNELS INTO
BITSTREAMS

Y

1087

ENCRYPT EACH CHANNEL WITH
ASSOCIATED KEY

Y

1107

ENCODE THE CHANNELS INTO
PACKETS

Y

1127

'

TRANSPORT THE PACKET

SOURCE

FIGURE 6

PCT/US03/00624



WO 03/058879 PCT/US03/00624

6/7
1 14/\/1 RECEIVE THE PACKET

Y

SEPARATE BITS IN PACKET BACK
1167~ INTO CHANNELS

Y

FOR EACH KNOWN KEY, DECRYPT
1187 ASSOCIATED DATA GROUP

Y

120~ DECODE THE CONTENTS OF DECRYPTED CHANNELS, SAVE
CONTENTS OF UN-DECRYPTED CHANNELS ON THE SIDE

A
199~ FORM PARTIAL REQUEST BY MERGING ONLY THE
DECRYPTED CHANNELS

Y

PROCESS THE PARTIAL REQUEST
1247 (ANNOTATE, ROUTE, LOG, ETC.)

Y

PATTERN MATCH NEW REQUEST WITH ENCRYPTION
1267 SCHEMA TO REFORM CHANNELS

Y
128~ ENCODE/ENCRYPT CHANNELS NOT YET ENCRYPTED

Y

130~ ENCODE INTO PACKETS
4
132~ TRANSPORT THE PACKETS
TRANSFER AGENT

FIGURE 7



WO 03/058879

PCT/US03/00624
717

140~ RECEIVE THE PACKET

Y
SEPARATE BITS IN PACKET INTO
CHANNELS

1427~

Y

DECRYPT ALL THE DATA GROUPS
WITH KEYS

144~

Y

146~ DECODE ALL THE DECRYPTED DATA GROUPS INTO
CHANNELS

Y
MERGE ALL CHANNELS TO FORM THE REQUEST

1487

Y

1507~ PROCESS REQUEST

FIGURE 8 CARGET

160
’/\

500 1K 1K 1K 1K 500 HEADER

[EE| [EE] [EE] [EE] [EE] [PP] EE=4500, PP=500, STREAMING = TRUE
CLEAR DATA

&174 172 470 68 166 64

K1 62

FIGURE 9



INTERNATIONAL SEARCH REPORT International application No.

PCT/US03/00624
A, CLASSIFICATION OF SUBJECT MATTER
IPC(7) ¢ HO4L 9/00
USCL : 713/153

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 713/153, 201

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
Please See Continuation Sheet

C.  DOCUMENTS CONSIDERED TO BE RELEVANT

Category * Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y,P US 6,490,353 B1 (TAN) 03 December 2002 (03.12.2002),entire document 1-27
Y. P US 2002/0194209 A1 (BOLOSKY et al) 19 December 2002 (19.12.2002), entire 1-27
document

Y.E US 6,526,506 B1 (LEWIS) 25 February 2003 (25.02.2002), entire document 1-27

Y US 4,531,020 A (WECHSELBERGER et al) 23 July 1985 (23.07.1985), entire document 1-27
Y,P US 6,415,031 B1 (COLLIGAN et al) 02 July 2002 (02.07.2002), entire document 1-27
Y,P US 2002/0161925 A1 (MUNGER et al) 31 October 2002 (31.10.2002), entire document 1-27
Y.P US 2002/0186848 A1 (SHAIK) 12 December 2002 (21.12.2002), entire document 1-27

D Further documents are listed in the continuation of Box C. I:l See patent family annex.

* Special categories of cited documents: “T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
“A”  document defining the general state of the art which is not considered to be principle or theory underlying the invention
of particular relevance
“x» document of particular relevance; the claimed invention cannot be
“E” earlier application or patent published on or after the international filing date considered novel or cannot be considered to involve an inventive step

when the document is taken alone
“L"  document which may throw doubts on priority claim(s) or which is cited to

establish the publication date of another citation or other special reason (as “Y” document of particular relevance; the claimed invention cannot be
specified) considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
“O”  document referring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the art
“P”  document published prior to the international filing date but later than the “&” document member of the same patent family
priority date claimed \\
Date of the actual completion of the international search Date of m‘%ﬂ%& e i tee tional search report
08 April 2003 (08.04.2003) - OJ }
Name and mailing address of the ISA/US Authorjzed ofﬁ
Commissioner of Patents and Trademarks
Box PCT Baum, Ronald
Washington, D.C. 20231
Facsimile No. (703)305-3230 Telephone No.| 7p3-305-4276

Form PCT/ISA/210 (second sheet) (July 1998) J



PCT/US03/00624
INTERNATIONAL SEARCH REPORT

Continuation of B. FIELDS SEARCHED Item 3:
Dogpile(NPL) search terms: "multi-level encryption”, + "security association”,+"encryption schema", - "security policy",+ "multi-
channel encryption”,

Form PCT/ISA/210 (second sheet) (July 1998)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

