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DISTRIBUTION OF PREMISES ACCESS INFORMATION

Description

This disclosure relates to the distribution of premises access information.

Access information can be used to determine who or what can enter a premises and, for ex-
ample, under what circumstances. The premises can comprise, for example, one or more
buildings, a portion of a building, an open or scmi-open area, a subterranean structure and/or

an elevator installation.

WO 2010/112586 describes a method for access control. An identification code is sent to an
access code using a mobile telephone. If the identification code is recognized as valid, an
access code is sent from an access node to the mobile telephone and presented on a display of
the mobile telephone. The access code is detected using a camera, and if the access code is

recognized as valid, the access is granted.

[t is sometimes more convenient if premises access information can be distributed electroni-
cally (compared to, for example, distributing the access information exclusively by personal
contact or by physical methods such as a delivery service). Accordingly, it can be useful to

have additional technologies for electronic distribution of premises access information.

The above issues are, in at least some cases, addressed through the technologies described in

the claims.

Premises access information can be distributed using a ticket server coupled to a remotely
located premises server. The ticket server receives a ticket request from a host device. After
interacting with the premises server, the ticket server sends access-related information to a
visitor device. The visitor device can later use the access-related information to gain access at

a premises.

In some embodiments, a premises access control method comprises: receiving, from a host

device and using a ticket server, an optical code access ticket request for use at a premises by

CA 2830132 2018-02-27
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a visitor device; sending, using the ticket server, an authorization request to a premises server,
the ticket server being remotely located from the premises server and remotely located from
the host device; and sending, using the ticket server an access link message to the visitor de-
vice, the access link message providing access to an optical code for accessing the premises.
The access ticket request can comprise a time parameter, an entrance location parameter and a
supplemental code parameter. The premises server can be located at the premises. The meth-
od can further comprise authenticating the host device, possibly for the premises. In further
embodiments, the premises server is configured to provide access to the premises based on the
optical code and based on a supplemental code from the premises server. The method can
further comprise sending, using the premises server, the supplemental code to the visitor de-
vice. The premises can comprise a plurality of entrances, the method further comprising de-
termining that the optical code for accessing the premises has been presented at an incorrect
one of the plurality of entrances. The premises server can record visit information associated

with the optical code.

In still further embodiments, the method comprises providing visitor guidance information to
the visitor device based at least in part on the optical code, the guidance information possibly
including an clevator call assignment. The method can further comprise sending, using the
ticket server, the optical code to the visitor device. Access rights associated with the optical
code can be modified. The ticket server and the premises server can be controlled by different

parties.

In additional embodiments, a premises access control method comprises: receiving, from a
first host device and using a ticket server, a request for a first optical code access ticket for use
at a first premises by a first visitor device; sending, using the ticket server, a first authoriza-
tion request to a first premises server located at the first premises, the ticket server being re-
motely located from the first premises server and remotely located from the first host device;
sending, using the ticket server, a first access link message to the first visitor device, the first
access link message providing access to a first optical code for accessing the first premises;

receiving, from a second host device and using the ticket server, a request for a second optical

CA 2830132 2018-02-27
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code access ticket for use at a second premises by a second visitor device; sending, using the
ticket server, a second authorization request to a second premises server located at the second
premises, the ticket server being remotely located from the second premises server and re-
motely located from the second host device; and sending, using the ticket server, a second
access link message to the second visitor device, the second access link message providing

access to a second optical code for accessing the second premises.

Unless stated otherwise, the method acts disclosed herein can be performed by a processor
exccuting instructions stored on one or more computer-readable storage media. The comput-
er-recadable storage media comprise, for example, one or more optical disks, volatile memory
components (such as DRAM or SRAM), and/or nonvolatile memory components (such as
hard drives, Flash RAM or ROM). The computer-readable storage media do not comprise

transitory signals.

Exemplary embodiments of the disclosed technologies are described below with reference to

the following figures:

FIG. 1 shows a block diagram of an exemplary embodiment of a system for distribution of

premises access information.

FIG. 2 shows a block diagram of an exemplary embodiment of system for controlling access

to a premises.

FIG. 3 shows a block diagram of an exemplary embodiment of a method for distributing

premises access information.

FIG. 4 shows a block diagram of an exemplary embodiment of a method for distributing

premises access information.

FIG. 5 shows a block diagram of an exemplary embodiment of a method for distributing

premiscs access information.

CA 2830132 2018-02-27
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FIG. 6 shows a block diagram of an exemplary embodiment of a method for receiving prem-

ises access information.

FIG. 7 shows a signal diagram for an exemplary exchange of signals produced according to

one or more embodiments of the disclosed technologies.

FIG. 8 shows a signal diagram for an exemplary exchange of signals produced according to

one or more embodiments of the disclosed technologies.

FIG. 9 shows a block diagram of an exemplary embodiment of a server that can be used with

one or more technologies disclosed herein.

FIG. 10 shows a block diagram of an exemplary embodiment of an electronic device that can

be used with one or more technologies disclosed herein.

The term "host," as used herein, generally refers to a party that intends to have access to a
premises granted to a person and/or to a machine. In various cases, the host is one or more
persons, an organization or a machine (¢.g., a computer or robot). The term "visitor," as used
herein, generally refers to a party that receives or is intended to receive access to a premises.
In various cascs, the visitor is one or more persons, an organization or a machine (e.g., a com-
puter or robot). The host and/or the visitor may or may not be an occupant of the premises.

No particular level of familiarity with the premises is required of the visitor or the host.

FIG. 1 shows a block diagram of an exemplary embodiment of a system 100 for distribution
of premises access information. As used herein, "premises access information” generally re-
fers to information that can be used to gain entrance to one or more portions of a premises.
The system 100 comprises a ticket server 110, which can exchange information with one or
more other system components through a network 120. The network 120 comprises a wired
and/or wireless network (e.g., an Ethernet network, a wireless LAN network and/or the inter-
net). In at least some cases, the ticket server is remotely located from the other system com-

ponents. In at least some cases, communications over the network 120 are performed using

CA 2830132 2018-02-27
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various security measures. For example, data can be encrypted and/or a VPN (virtual private

network) can be used.

Further components can include, for example, a visitor device 130 and a host device 140.
Each of the visitor device 130 and the host device 140 can comprise a portable electronic de-
vice configurable to execute one or more software programs, including software programs
which cause the devices 130, 140 to perform one or more method acts described herein. Ex-
amples of the devices 130, 140 include handheld computers, smartphones, mobile telephones,
tablet computers, laptop computers and PDAs. The host device 140 can also comprise elec-
tronic devices which are not necessarily considered to be "portable,” such as desktop personal
computers. The devices 130, 140 can be the same model of device, or they can be different

models.

The system 100 further comprises a premises server 150. The premises server 150 handles
permission information for one or more premises 160. In some cases, the server 150 is locat-
ed at the premises 160; in other cases, the server 150 is located outside of the premises 160.
The system 100 can further comprise one or more additional premises servers 152, which can

store permission information for one or more other premises 162.

FIG. 2 shows a block diagram of an exemplary embodiment of system 200 for controlling
access to a premises. The system 200 comprises a premises server 250, which can be similar
to the servers 150, 152 described above. Using a network 210, the server 250 can communi-
cate with other components (e.g., one or more other components described above in the sys-
tem 100). Using a data storage component 260, the server 250 can read and/or write permis-
sions data (e.g., whether a visitor should be granted access to a premises at a particular time
and place) and other data. The server 250 is coupled to one or more code readers 220, which
are designed to read single- or multi-dimensional optical codes from hardcopy documents
(e.g., paper printouts) and/or from portable electronic devices. For example, the reader 220
can read a two-dimensional optical code 232 that is displayed on the screen of a portable elec-
tronic device 230. In various embodiments, the optical code 232 comprises a bar code, a QR

code, a DataMatrix code, and/or another type of code. The code reader 220 generally com-

CA 2830132 2018-02-27
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prises a bar code scanner, a camera and/or other imaging device. As explained below, a link
message 234 and/or a supplemental code message 236 can also be displayed and/or stored by
the device 230. The optical code 232 stores information that allows a visitor to be associated

with permissions data.

The server 250 can be coupled to an access control unit 240. The access control unit 240 pro-
vides operating signals to one or more components at the premises. Such components can
include one or more doors 242, one or more elevators 244 and/or one or more escalators 246.
In particular embodiments, the premises comprises multiple entrances, each of the entrances
comprising a door, elevator and/or escalator. In some embodiments, the server 250 is also
coupled to an input device 270. The input device 270 can comprise, for example, a keyboard
or keypad, and can be used for entering additional information. Examples of such infor-

mation are described below.

In at least some cases, the system 200 can generally be used as follows. A visitor having the
portable electronic device 230 approaches the code reader 220 at a premises to which the visi-
tor wishes to gain access. The code reader 220 reads the code 232 from the screen of the de-
vice 230 and sends the code to the premises server 250. The server 250 examines permission
data stored in the data storage component 260 and determines whether the visitor should be
granted access to the premises based on the visitor's possession of the code 232. If access is
to be granted, the server 250 indicates this to the access control unit 240. The access control
unit 240 then accordingly operates one or more components (e.g., door 242, elevator 244,

escalator 246) to give the visitor the appropriate access to the premises.

FIG. 3 shows a block diagram of an exemplary embodiment of a method 300 for distributing
premises access information. In a method act 310, a host indicates one or more ticket settings
or parameters using a host device (e.g., similar to the host device 140, described above). The
ticket settings can comprise, for example: an identifier for a visitor device (e.g., telephone
number, IMEI (International Mobile Equipment Identity) number, MAC (media access con-
trol) address, serial number); a date and time for access (including a specific time or one or

more time ranges); a premises identifier; an entrance identifier; how often a given optical

CA 2830132 2018-02-27



20

25

-7-

code for the visitor device can be used (e.g., once or more than once); and/or an indication of
whether additional information should be required for obtaining access at the premises. The
additional information (also called "supplemental" information) can comprise, for example, a
personal identification number (PIN) or other piece of information that can be presented in

conjunction with an optical code.

In a method act 320, the ticket request is submitted to a ticket server. In some embodiments,
if the request is approved, the host device receives a confirmation of the approval in a method

act 330.

In further embodiments, information for a requested ticket can be revised in a method act 340.

For example, the ticket can be canceled, or one or more of the ticket settings can be changed.

FIG. 4 shows a block diagram of an exemplary embodiment of a method 400 for distributing
premises access information. In a method act 410, a ticket server (e.g., like the server 110
described above) receives a ticket request from a host device. In further embodiments, the
ticket server performs an authentication of the host device. The authentication can be based

on, for example, X.509 protocol and/or another protocol.

Based at least in part on the ticket request, the ticket server sends an authorization request to a
premises server (¢.g., like the premises server 150 described above) in a method act 420. The
authentication request includes, for example, identifying information for a visitor device and
details of the location and time of the requested visit. In some cascs the request also indicates
whether supplemental information should be required for obtaining access at the premises. In
additional cases the request includes identifying information for the visitor device (e.g., a tel-
ephone number and/or e-mail address). In some embodiments, if the request is approved by

the premises server, the ticket server receives a confirmation from the premises server.

In further embodiments, in a method act 430, the ticket server sends the host device a confir-
mation that the ticket request has been approved. In still further embodiments, in a method
act 440, the ticket server sends a link message to the visitor device. Generally, the link mes-

sage provides information that allows the visitor device to request an optical code that can be

CA 2830132 2018-02-27
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used in obtaining access to the premises. One or more access rights are thus associated with
the optical code. In some embodiments, the link message comprises a network address, such
as a URL. At least a portion of the link message can be sent as an e-mail message, a text mes-
sage, or a multimedia message. In some cases, the optical code is sent to the visitor device

without first sending a link message to the visitor device.

FIG. 5 shows a block diagram of an exemplary embodiment of a method 500 for distributing
premises access information. In a method act 510, a premises server (like the premises serv-
ers 150, 152, 250, described above) receives from a ticket server a request to authorize a ticket
for a visitor device. The authorization request can be similar to the request described above
for FIG. 4. The premises server compares the authorization request to permissions infor-
mation (possibly stored in a device like the data storage component 260, described above). If
the authorization request is allowable according to the permissions information, the premises
server grants the request in a method act 520. Otherwise, the permissions server may deny

the request.

For further embodiments, in a method act 530, the premises server records information about
the request, such as the visit time and location, and whether additional information is required

from the visitor.

In still further embodiments, if the premises server will require additional information (e.g., a
supplemental code) from the visitor at the premises, the premises server sends this infor-
mation to the visitor device in an access code message in a method act 540. At least a portion

of the information can be sent as an e-mail message, a text message, or a multimedia message.

When the optical code (and, in some cases, the additional information) is presented to a code
reader at the premises, the premises server grants access to the visitor in a method act 550,

assuming that the conditions associated with the optical code are satistied.

The option to require additional information from the visitor, and the option to have that in-
formation provided to the visitor by the premises server, can provide for more robust security

than in a system where the additional information is not required or where both the access link

CA 2830132 2018-02-27
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message and the additional information are provided to the visitor device by the authorization
server. For example, in some cases the authorization server and the premises server could be
controlled by two different entities (e.g., a service provider and a building owner or manager,
respectively). Accordingly, requiring a visitor to present both an optical code and, for exam-
ple, a PIN to obtain access can help prevent the service provider from granting access to the

premises without the permission or knowledge of the building owner or manager.

FIG. 6 shows a block diagram of an exemplary embodiment of a method 600 for receiving
premises access information. In a method act 610, a visitor device (like the visitor device
130, described above) reccives an access message link. As was similarly explained above, the
link message generally provides information that allows the visitor device to request an opti-
cal code that can be used in obtaining access to the premises. In some embodiments, in a
method act 620 the visitor device receives a message containing a supplemental code. In par-

ticular embodiments, method act 620 can occur before act 610.

In a method act 630, the visitor device, based at least in part on the access link message, re-
quests an optical code from a ticket server. In a method act 640, the visitor device receives
the optical code. The optical code can then be used to gain access to the premises. In at least
some cases, the code is valid for a limited time after it is requested (e.g., one, five or ten
minutes, or another amount of time). This can help prevent unauthorized use of the code if,
for example, the visitor device is lost or stolen after the optical code is requested, but before it

is presented at the premises.

FIG. 7 shows a signal diagram for an exemplary exchange of signals produced according to
one or more embodiments of the disclosed technologics. The participants in this exchange
include, for example, a host device (like the host device 140, described above), a ticket server
(like the ticket server 110, described above), and a premises server (like the premises server
152, described above). The host device sends a ticket request 710 to the ticket server. The
ticket server sends an authorization request 720 to the premises server. The premises server
sends an authorization reply 730 to the ticket server. In some cases, the ticket server sends a

confirmation 740 of the authorization of the ticket request to the host device.

CA 2830132 2018-02-27
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FIG. 8 shows a signal diagram for an exemplary exchange of signals produced according to
one or more embodiments of the disclosed technologies. The participants in this exchange
include, for example, a ticket server (like the ticket server 110, described above), a visitor
device (like the visitor device 130, described above), and a premises server (like the premises
server 152, described above). The ticket server sends an access link message 810 to the visi-
tor device. The premises server sends an access code message 820 to the visitor device. The
visitor device sends to the ticket server an optical code request 830. The ticket server in reply

sends an optical code message 840 to the visitor device.

The visitor device then provides a message 850 with the optical code to the premises server
through, for example, a code reader. Although not depicted in FIG. &, in some embodiments
the visitor also provides to the premiscs server additional information, such as a PIN code. In
some cases the additional information can be transmitted from the visitor device to the prem-
ises server. In other cases, the additional information is provided by the visitor through an
input device, such as a keypad or keyboard. In some embodiments, the premises server then
sends a message 860 to the visitor device with access information. The access information
can comprise, for example, a confirmation that access has been granted, a direction in which
the visitor should travel, a distance which the visitor should travel, a door that the visitor

should enter, an escalator that the visitor should take, and/or a call assignment for an elevator.

Generally, FIGS. 7 and 8 can be read such that signals appearing toward the bottom of the

figure are sent after those appearing toward the top of the figure. However, in some embodi-
ments of the disclosed technologies, other orders for sending signals are possible. For exam-
ple, in FIG. 8, the access code message 820 can be sent to the visitor device before the access

link message 810.

FIG. 9 shows a block diagram of an exemplary embodiment of a server 900 (e.g., a ticket
server, a premises server) that can be used with one or more technologies disclosed herein.
The server comprises one or more processors 910. The processor 910 is coupled to a memory
920, which comprises one or more computer-readable storage media storing software instruc-

tions 930. When executed by the processor 910, the software instructions 930 cause the pro-
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cessor 910 to perform one or more method acts disclosed herein. Further embodiments of the

server 900 can comprise one or more additional components.

FIG. 10 shows a block diagram of an exemplary embodiment of an electronic device 1000
that can be used with one or more technologies disclosed herein, for example as a visitor de-
vice and/or a host device. The device 1000 comprises components such as a processor 1010.
The processor 1010 is coupled to a memory 1020, which comprises one or more computer-
readable storage media storing at least software instructions 1030. When executed by the
processor 1010, the software instructions 1030 cause the processor 1010 to perform one or
more method acts disclosed herein. The software instructions 1030 can be loaded onto the
device 1000 through a connection with another electronic device (e.g., a personal computer),
through a connection to one or more computer-readable storage media (e.g., through a data
storage card) and/or through a network connection (e.g., over the internet or a private net-

work).

The device 1000 further comprises one or more input and/or output devices, such as a display
1050 (possibly a touch-sensitive display) and an audio speaker 1060. A transceiver 1040 al-
lows the device 1000 to send and receive information with one or more networks (e.g., wire-
less networks, wired networks). The one or more networks can use various technologies, for

example, wircless LAN, Bluctooth, UMTS, GSM, and/or others.

Various embodiments of the mobile device 1000 can omit one or more of the components
shown in FIG. 10 and/or include additional components, including one or more further in-

stances of any of the above components.

In one non-limiting example scenario showing use of embodiments of one or more of the
above technologies, a worker at an office building uses a web-based interface and his desktop
computer to place a ticket order with a ticket server. The worker informs the ticket server that
he would like a guest to be able to access the office building through the main door next
Tuesday between 10:00 and 10:15 AM, and that a PIN should be required to gain access. The

worker also provides the guest's telephone number. The ticket server receives this request and
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(after authenticating the worker's computer) sends an authorization request to the appropriate
premises server. The premises server, which is located at the office building, approves the
request and records the visit information in a database. The ticket server sends a message to

the worker's computer indicating that the request has been approved.

The guest receives a link message on her mobile telephone indicating the time and place of
her scheduled visit, along with a URL link to a QR code for accessing the office building.
The guest also receives an SMS message from the premises server containing a PIN for ac-

cessing the building.

When the guest arrives at the building for her appointment, she uses her mobile telephone to
open the link in the link message. As a result, the ticket server sends an image of the QR code
to be used for accessing the building. The guest mistakenly approaches a side door of the
building and uses a code reader at that door to scan the QR code, which is displayed on the
screen of her telephone. A display at the side door informs her that she is attempting to enter
at the incorrect door, since her visit is scheduled to occur through the main door. The display

at the side door provides the guest with directions to the correct door.

At the main door, the guest scans the QR code again, this time with a code reader at that door.
The premises scrver recognizes the QR code and prompts the guest to input the corresponding
PIN using a nearby keypad. Upon entering the required information, the main door opens for
the guest. A display also indicates to the guest that the elevator destination call control sys-

tem has assigned elevator B to bring her to her destination. The guest enters elevator B.

At this time, the worker receives an SMS or ¢-mail message indicating that his guest has ar-
rived. The message also indicates that the guest is being brought to the worker's floor using

elevator B. This allows the worker to go to the proper elevator to greet the guest.

As seen in this example, at least some of the disclosed technologies allow for easy electronic
distribution of premises access information and guidance of a visitor. The worker also knew

promptly of his guest's arrival.
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Having illustrated and described the principles of the disclosed technologies, it will be appar-
ent to those skilled in the art that the disclosed embodiments can be modified in arrangement
and detail without departing from such principles. It should be understood that features de-
scribed for one or more embodiments are also intended to be used with one or more other em-
bodiments described herein, unless explicitly stated otherwise. In view of the many possible
embodiments to which the principles of the disclosed technologies can be applied, it should be
recognized that the illustrated embodiments are only examples of the technologies and should
not be taken as limiting the scope of the invention. Rather, the scope of the invention is de-
fined by the following claims. We therefore claim as our invention all that comes within the

claims.
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CLAIMS:

1. A premises access control method, comprising:

receiving, from a first host device and using a ticket server, a request for a first optical
code access ticket for use at a first premises by a first visitor device;

sending, using the ticket server, a first authorization request to a first premises server
located at the first premises, the ticket server being remotely located from the first premises
server and remotely located from the first host device, wherein the ticket server and the first
premises server are controlled by different parties;

sending, using the ticket server, a first access link message to the first visitor device, the
first access link message providing access to a first optical code for accessing the first
premises;

receiving, from a second host device and using the ticket server, a request for a second
optical code access ticket for use at a second premises by a second visitor device;

sending, using the ticket server, a second authorization request to a second premises
server located at the second premises, the ticket server being remotely located from the
second premises server and remotely located from the second host device; and

sending, using the ticket server, a second access link message to the second visitor
device, the second access link message providing access to a second optical code for

accessing the second premises.
2. The premises access control method of claim 1, wherein the first access ticket request
comprises a time parameter, an entrance location parameter and a supplemental code

parameter.

3. The premises access control method of claim 1 or 2, further comprising authenticating

the first host device.

4. The premises access control method of claim 3, wherein the first host device is

authenticated for the first premises.
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5. The premises access control method of any one of claims 1-4, wherein the first
premises server is configured to provide access to the first premises based on the first optical

code and based on a supplemental code from the first premises server.

6. The premises access control method of claim 5, further comprising sending, using the

first premises server, the supplemental code to the first visitor device.

7.  The premises access control method of any one of claims 1-6, wherein the first premises
comprises a plurality of entrances, the method further comprising determining that the first
optical code for accessing the first premises has been presented at an incorrect one of the

plurality of entrances.

8. The premises access control method of any one of claims 1-7, further comprising
recording, using the first premises server, visit information associated with the first optical

code.

9. The premises access control method of any one of claims 1-8 further comprising
providing visitor guidance information to the first visitor device based at least in part on the

first optical code.

10.  The premises access control method of any one of claims 1-9, further comprising

sending, using the ticket server, the first optical code to the first visitor device.

11.  The premises access control method of any one of claims 1-10, the first and second

premises servers being remote from each other.
12. One or more computer-readable storage media having encoded thereon instructions

which, when executed by a computer, cause the computer to perform the premises access

control method of any one of claims 1-5, 10 and 11.

CA 2830132 2018-02-27



- 16 -

13. A system for carrying out the premises access control method of any one of
claims 1-11, the system comprising:
a ticket server;
a first premises server; and
a second premises server, the first premises server and the second premises server being

communicatively connected to the ticket server by a network.
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