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SWITCHABLE INTEGRATED QUANTUM KEY DISTRIBUTION SYSTEM

FIELD OF THE INVENTION

The present invention relates generally to cryptographic systems and methods, particularly,
to Quantum Key Distribution (QKD) systems and methods. More particularly, to systems
and methods for integrating non-deterministic and deterministic protocols in the QKD

system.

BACKGROUND OF THE INVENTION

QKD is a method to establish secret key between QKD stations by transmitting quantum
states in the form of photons. These quantum states are encoded and measured using
quantum cryptographic process. The final key can be derived from quantum state
detections and finally used for cryptographic purposes.

In general, QKD protocols can be divided into 2 categories: Non-deterministic protocol and
deterministic. Each of these protocols has their own advantages and disadvantages.

Non-deterministic QKD protocols, such as BB84, are considered as emblematic protocols
in quantum cryptography with high level of confidentiality. In BB84 protocol, an exemplary
situation would be where an user, Alice randomly prepares a set of quantum states and
sends it to another user, Bob. Subsequently, Bob randomly measures the quantum states.
As a result, half of the quantum states will need to be discarded due to incompatible basis
that are used in the measurement process. This translates to low key generation rate since

many quantum states cannot be used to generate secret key.

However, deterministic protocols, such as YUEN, usually perform better than Non-
deterministic protocols. However, their deterministic nature requires the system to have a
pre-shared secret information. This pre-shared secret information is used by Alice to
prepare quantum states and by Bob to measure the quantum states In the case of YUEN,
the generated secret key will be doubled to that of BB84 since all bases are compatible,



WO 2012/053883 PCT/MY2010/000292

10

15

20

25

30

thus a good candidate for high key availability system. However, the pre-shared secret
information will need to be set before key generation process is started. The procedure to
set the pre-shared secret is done manually, thus it is cumbersome and error-prone. More
importantly, the level of confidentiality of deterministic protocol heavily depends on its fixed
pre-shared secret information. The pre-shared secret is not changed regularly which
means that any leakage of information regarding the shared secret will expose the system
to cryptanalysis attack.

A high key availability system to support data encryption is essential in high data rate

communication system especially when One-Time-Pad encryption is employed.

The problem in realizing QKD based One Time Pad encryption system is that it requires a
large amount of encryption keys. The size of the encryption key must be equal to the size
of the plaintext. Therefore, it requires a high key availability QKD system.

Non-deterministic QKD system (e.g. BB84 and SARG04) has drawbacks in term of low
key generation rate. However, its security level has been proven. It offers trade-offs
between high level of confidentiality and low level of key availability.

Deterministic QKD system (e.g. YUEN) has its own drawbacks as it requires pre-shared
secret prior to protocol execution. This pre-shared secret can be changed but the process
is manually done. The key generation rate is higher than non-deterministic protocol. It
offers trade-offs between high level of key availability and low level of confidentiality and
flexibility.

US2006059343 teaches a method of using final key as seed to key expansion function
(e.g. stream cipher) to generate longer final key for high key availability system. This
method can be applied to any type of QKD system. The disadvantage is that the expanded
key is not purely derived from quantum state detections.

US5963646 teaches a solution to increase the level of secrecy of encryption key using
secure deterministic method. The disadvantage of this method is that it results in shorter

key.
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Xiaxiang Lin et al, (An Implementation of Post-Processing Software in Quantum Key
Distribution, Proceedings of 2009 World Congress on Computer Science and Information
Engineering), proposes a multi-thread software architecture for high key availability QKD
system. However, the proposed method focuses on post-processing stage but not at QKD
protocol level which means the method still rely on the performance of optical setup.

Therefore, there exists a need for methods and systems resulting in higher key generation
and higher level of secrecy.
It is an object of the invention to disclose a system that has the advantages of both

deterministic and non-deterministic protocol.

It is yet another object of the invention to disclose systems and methods generating higher
key generation.

it is yet another object of the invention to disclose systems and methods resulting in higher

level of secrecy.

It is yet another object of the invention to disclose systems and methods that minimizes
the disadvantages of non-deterministic and deterministic QKD systems to create a secure,
flexible and high key availability switchable QKD system.

SUMMARY OF THE INVENTION

The advantage of the present invention is that the disclosed methods and systems are
able to achieve a balance between high key availability, high level confidentiality and
system flexibility. More importantly, the generated final key is purely derived from quantum
state detections.

A system to generate quantum key between QKD stations using the combination of non-
deterministic and deterministic QKD system is disclosed. Also disclosed are methods,
where the method includes establishing a Master Key using non-deterministic QKD system
and buffering the Master key in system memory. The generated Master key is processed
by activating Switching Bridge between 2 protocols to generate SubKey. The SubKey is
used as preshared secret for deterministic QKD system. A plurality of Storage Key is
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generated using deterministic QKD system. The process will go back to Switching Bridge
to produce new SubKey when Master Key is not expired. Otherwise, the Switching Bridge
will direct the process to non deterministic protocol to renew Master Key. The Storage Key
can be used by other application for cryptographic purposes.

Accordingly, it is disclosed herein, a system for QKD between two stations in quantum
communication state, each station comprising at least of:

a) a first subsystem (300) capable of generating a first quantum key (103);

b) a switching bridge means (305) capable of generating a SubKey (104) from the
said first key; and

c) a second subsystem (306) capable of generating a second quantum key(105)
using the said SubKey.

Also disclosed herein is a system for QKD between two stations in quantum
communication state, each station comprising at least of a first subsystem (300) capable of
generating a Master Key (103) with a life time; a switching bridge means(305) capable of
generating a SubKey (104) from the said Master Key (103), a second subsystem (306)
capable of generating a Storage Key(105) using the said SubKey (104) and a storage
means to store the Master Key (103), SubKey (104) and Storage Key (105), wherein the
said switching bridge means (305) is further capable of activating the said first subsystem
(300) to generate a new Master Key (103) on the expiry of the Master Key (103).

Another aspect of the invention is a method of distributing quantum keys between two
stations in quantum communication state comprising any of the steps of:

a) generating identical first quantum key (103) in a first subsystem (300) of each
station by generating independently in each station a random binary code for a
value of quantum state and assigning the said code for a quantum state,
modulating and transmitting the said quantum state from the first station to the
second station through a network and receiving the said quantum state in the
second station;

b) generating a SubKey (104) in a switching bridge means using the first quantum
key(103); and
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c)

generating a second quantum key (105) in a second subsystem (306) by using the
said SubKey (104).

Yet another aspect of the invention is a method of distributing quantum keys between two

stations in quantum communication state comprising any of the steps of:

a)

b)

d)

e)

generating identical first quantum key (103) in a first subsystem (300) of each
station by generating independently in each station a random binary code for a
value of quantum state and assigning the said code for a quantum state,
modulating and transmitting the said quantum state from the first station to the
second station through a network and receiving the said quantum state in the
second station;

generating SubKey (104) in a switching bridge means using the first quantum key
(103);

generating a second quantum key (105) in a second subsystem(306) by using the
SubKey (104);

storing the first quantum key(103), SubKey (104) and second quantum key(105) in
a storage device; and

configuring the switching bridge means (305) to check the life time of the first
quantum key (103) and generate a new first quantum key (103) on the expiry of the
first quantum key (103).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG 1 is a schematic representation of an embodiment of the invention.

FIG 2 is a schematic illustration of an embodiment of the invention.

FIG 3 is a schematic illustration of an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

Referring to FIG 1, an embodiment in accordance with the principles of the invention

operates firstly (100), by activating the provably secure and flexible non-deterministic QKD

system to establish identical Master Key (103) between QKD stations, secondly (101), the

Switching Bridge between 2 protocols is activated by generating Sub Key (104) for
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subsequent step and thirdly (102), by making use of the high availability of deterministic
QKD system, by using Sub Key (104) as seed to deterministic QKD system to generate
Storage Key (105). The Switching Bridge is activated again when Master Key lifetime
expires so that the non-deterministic QKD system can renew Master Key.

FIG 2 illustrates an exemplary implementation of the BB84/YUEN QKD system consisting
of a pair of fictitious QKD stations, Alice and Bob. The internal system architecture
consists of RANDOM NUMBER GENERATION UNIT (201, 205), KEY STORAGE UNIT,
MEMORY BUFFER, KEY GENERATION PROCESSOR UNIT (200, 206), QUANTUM
TRANSMISSION/RECEPTION UNIT (203, 207) and PUBLIC COMMUNICATION UNIT
(204, 208).

RANDOM NUMBER GENERATION UNIT (201, 205) functions as source of random bit
value. The random bits are used during the process of modulating/polarizing and
measuring quantum state. The realization of this module can also be done with a quantum

random number generator or alike.

KEY STORAGE UNIT and MEMORY BUFFER UNIT are used to store the generated
cryptographic key namely, Master Key, Sub Key and Storage Key. Storage Key is stored
in KEY STORAGE UNIT and other keys are stored in MEMORY BUFFER UNIT. These
units can be realized by using any non-volatile memory and any volatile memory, for KEY
STORAGE UNIT and MEMORY BUFFER UNIT respectively.

QUANTUM TRANSMISSION/RECEPTION UNIT (203,207) functions as transmitter and
receiver to send and detect quantum states respectively. It consists of optical setup for
BB84 protocol and its electronics control module such as laser driver and single photon
detectors. The control logic can be implemented using microcontrollers or Field-
Programmable Gate Array (FPGA). PUBLIC COMMUNICATION UNIT (204, 208)
functions as network interface for public communication. This can be realized by using
standard TCP/IP network interface card.

KEY GENERATION PROCESSOR UNIT (202,206) functions as main controller for the
whole key generation system. It consists of SWITCHING BRIDGE UNIT (200,209), non-
deterministic subsystem (ND) and deterministic subsystem (D). SWITCHING BRIDGE
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UNIT manages protocol switching between BB84 and YUEN by monitoring certain
conditions such as Master Key expiry and KEY STORAGE UNIT status. It is also
responsible in executing error correction procedure on sifted key as well as performing
privacy amplification. This unit can be realized using FPGA based embedded platform by
implementing computationally intensive part such as error control coding as FPGA logic
and protocol interactivity in key distillation as firmware logic on FPGA based

microprocessor soft-core.

FIG 3 illustrates the detailed steps taken during the execution of switchable QKD system
to generate Storage Key for cryptographic purposes. It shows the steps taken by a pair of
QKD system namely, Alice and Bob.

Referring to FIG 2 and FIG 3, at Alice, SWITCHING BRIDGE UNIT (200) regularly checks
KEY STORAGE UNIT, whether it is full or not. If KEY STORAGE UNIT is not full then
SWITCHING BRIDGE UNIT (200) activates (300) its ND subsystem. KEY GENERATION
PROCESSOR UNIT (202) at Alice informs KEY GENERATION PROCESSOR UNIT (206)
at Bob through PUBLIC COMMUNICATION UNIT (204, 208) to activate Bob’s ND
subsystem.

At Alice (301), preparation steps prior to quantum state transmission are performed.
RANDOM NUMBER GENERATION UNIT (201) at Alice generates N bits of binary code to
represent basis code (“+” or “x”) for N number of quantum states. Another N bits of binary
code is generated to represent value code (“0” or “1”) for N number of quantum states.
This 2N bits of random binary code is retrieved by KEY GENERATION PROCESSOR
(202) UNIT and transferred (303) to QUANTUM TRANSMISSION UNIT (203).

At Bob (302), the similar preparation steps are performed prior to quantum state
transmission. RANDOM NUMBER GENERATION UNIT (205) generates N bits of binary
code to represent basis code (“+” or “x”) for N number of quantum states. This N bits of
random binary code is transferred (304) from RANDOM NUMBER GENERATION UNIT
(205) to QUANTUM RECEPTION UNIT (207) through KEY GENERATION PROCESSOR
UNIT (206).
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After the preparation steps have been completed, sequentially, Alice’s QUANTUM
TRANSMISSION UNIT (203) send quantum states by modulating or polarizing quantum
signal according to its 2N bits binary code while Bob’s QUANTUM RECEPTION UNIT
(207) detects quantum state arrival and measure it according to its N bits binary code. The
outcome of the measurement is recorded and retrieved by KEY GENERATION
PROCESSOR UNIT (206) at Bob. Finally, KEY GENERATION PROCESSOR UNIT (202,
206) at Alice and Bob distill identical Master Key by performing key sifting, error correction
and privacy amplification on the binary code and measurement outcome.

Subsequently, SWITCHING BRIDGE UNIT (200, 209) at Alice and Bob detects the
availability of Master Key and calculates (305) current SubKey using a cryptographically
strong deterministic feedback function such as secure hash function. Master Key is used
as input to deterministic feedback function for the first cycle of current Master Key. For the
subsequent cycle, previous SubKey is used as input to deterministic feedback function to
generate current SubKey as follows:

SUBKEY]l] = F(SUBKEY[i-1]), SUBKEY[0] = Master Key

At this point, Alice and Bob share identical current SubKey which is a binary code that is
used as basis code for N number of quantum states at Alice and Bob. Note that SubKey is
an identical secret binary code between Alice and Bob which is derived from Master Key.
This enables SWITCHING BRIDGE UNIT (200, 209) at Alice and Bob to activate (306)
their D subsystem through KEY GENERATION PROCESSOR UNIT (202, 206).

Subsequently, at Alice, preparation steps prior to quantum state transmission are
performed. SubKey is used to represent basis code (“+” or “x”) for N number of quantum
states. Another N bits of binary code is generated (307) by RANDOM GENERATOR UNIT
(201) to represent value code (“0” or “1”) for N number of quantum states. This 2N bits of
random binary code is retrieved by KEY GENERATION PROCESSOR UNIT (202) and
transferred (308) to QUANTUM TRANSMISSION UNIT (203).

At Bob, the similar preparation steps are performed prior to quantum state transmission.

SubKey is used to represent basis code (“+” or “x”) for N number of quantum states. This
N bits of random binary code is transferred (309) from RANDOM NUMBER GENERATION
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PROCESSOR UNIT (206).

After the preparation steps have been completed, sequentially, Alice’s QUANTUM
TRANSMISSION UNIT (203) send quantum states by modulating or polarizing quantum
signal according to its 2N bits binary code while Bob’'s QUANTUM TRANSMISSION UNIT
(203) detects quantum state arrival and measure it according to its N bits binary code. The
outcome of the measurement is recorded and retrieved by KEY GENERATION
PROCESSOR UNIT (206) at Bob.

Finally, KEY GENERATION PROCESSOR UNIT (202, 206) at Alice and Bob distill sifted
key by performing key sifting steps on the binary code and the measurement outcome at
both station. Key distillation steps heavily utilize PUBLIC COMMUNICATION UNIT (204,
208) at Alice and Bob to exchange public information. During this process, all public
communication is encrypted using cryptographic algorithm such as AES or alike. Master
Key is also used to perform privacy amplification on the error corrected key at Alice and
Bob to produce (310) identical Storage Key. The SWITCHING BRIDGE UNIT (200, 209)
continues to activate D subsystem, generate new SubKey using deterministic feedback
function and use it to generate Storage Key.

The key generated by ND subsystem namely, Master Key has a lifetime. SWITCHING
BRIDGE UNIT (200, 209) continuously checks whether the lifetime is expired or not. If
Master Key's lifetime is expired, SWITCHING BRIDGE UNIT (200, 209) activates ND
subsystem to generate new Master Key, new SubKey and finally generates Storage Key.
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1. A system for Quantum Key Distribution (QKD) between two stations in quantum
5 communication state, each station comprising at least of:

a) a first subsystem (300) capable of generating a first quantum key(103);
b) a switching bridge means (305) capable of generating a SubKey (104) from
the said first key; and
c) a second subsystem (306) capable of generating a second quantum key
10 (105) using the said SubKey.

2. A system as claimed in claim 1 wherein the said first subsystem (300) further

comprises of a random number generator (301) to generate random binary code

for a quantum state, a quantum transmitter (303) to transmit the quantum state, a

15 quantum receiver (304) to receive the quantum state and a key generator (310) to
generate the first quantum key (103) from the received quantum state.

3. A system as claimed in claim 1 wherein the said second subsystem (306) further
comprises of a random number generator (307) to generate random binary code
20 for a quantum state, a quantum transmitter (308) to transmit the quantum state, a
quantum receiver (309) to receive the quantum state and a key generator (310) to

generate the second quantum key (105) from the received quantum state.

4. A system as claimed in claim 1 wherein the said first subsystem (300) is capable of

25 generating the first quantum key (103) in accordance with a non-deterministic QKD
protocol.

5. A system as claimed in claim 1 wherein the said second subsystem (300) is

capable of generating the second quantum key (105) in accordance with a
30 deterministic QKD protocol with the said SubKey (104) as the preshared secret

information.

6. A system as claimed in any of the preceding claims wherein the said first quantum
key (103) includes a Master Key.
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10.

11.

11

A system as claimed in any of the preceding claims wherein the said second
quantum key (105) includes a Storage Key.

A system for Quantum Key Distribution (QKD) between two stations in quantum
communication state, each station comprising at least of a first subsystem (300)
capable of generating a Master Key (103) with a life time; a switching bridge
means(305) capable of generating a SubKey (104) from the said Master Key(103),
a second subsystem (306) capable of generating a Storage Key(105) using the
said SubKey (104) and a storage means to store the Master Key (103), SubKey
(104) and Storage Key (105), wherein the said switching bridge means (305) is
further capable of activating the said first subsystem (300) to generate a new
Master Key (103) on the expiry of the Master Key (103).

A system as claimed in claim 8 wherein the said storage device includes random

access memory devices or read only memory devices.

A method of distributing quantum keys between two stations in quantum

communication state comprising any of the steps of:

a) generating identical first quantum key (103) in a first subsystem (300) of
each station by generating independently in each station a random binary
code for a value of quantum state and assigning the said code for a
quantum state, modulating and transmitting the said quantum-state from the
first station to the second station through a network and receiving the said

quantum state in the second station;

b) generating a SubKey (104) in a switching bridge means using the first
gquantum key (103); and

c) generating a second quantum key (105) in a second subsystem (306) by
using the said SubKey (104).

A method of distributing quantum keys between two stations in quantum
communication state comprising any of the steps of:
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12.

13.

14.

12

a) generating identical first quantum key (103) in a first subsystem (300) of
each station by generating independently in each station a random binary
code for a value of quantum state and assigning the said code for a
quantum state, modulating and transmitting the said quantum state from the
first station to the second station through a network and receiving the said

guantum state in the second station;

b) generating SubKey (104) in a switching bridge means using the first
quantum key (103);

c) generating a second quantum key (105) in a second subsystem (306) by
using the SubKey (104);

d) storing the first quantum key (103), SubKey (104) and second quantum key
(105) in a storage device; and

e) configuring the switching bridge means (305) to check the life time of the
first quantum key (103) and generate a new first quantum key (103) on the
expiry of the first quantum key (103).

A method as claimed in claims 10 or 11 wherein the said first subsystem (300)
further comprises of a random number generator (301) to generate random binary
code for a quantum state, a quantum transmitter (303) to transmit the quantum
state, a quantum receiver (304) to receive the quantum state and a key generator

to generate the first quantum key.

A method as claimed in claims 10 or 11 wherein the said second subsystem (306)
further comprises of a random number generator (307) to generate random binary
code for a quantum state, a quantum transmitter (308) to transmit the quantum
state, a quantum receiver (309) to receive the quantum state and a key generator
(310) to generate the second quantum key.

A method as claimed in claims 10 or 11 wherein the said first subsystem (300) is
capable of generating the first quantum key (103) in accordance with a non-
deterministic QKD protocol.
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A method as claimed in claims 10 or 11 wherein the said second subsystem (300)
is capable of generating the second quantum key (105) in accordance with a
deterministic QKD protocol with the said SubKey (104) as the preshared secret

information.

A method as claimed in any of the preceding claims 10-15 wherein, the said first
quantum key (103) includes a Master Key.

A method as claimed in any of the preceding claims 10-15 wherein, the said
second quantum key (105) includes a Storage Key.

A method as claimed in claims 10-15 wherein the said network includes a public
network, a private network or open space.
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