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WIRELESS GUEST ENGAGEMENT SYSTEM

Cross-Reference to Related Applications

[0001] This application claims priority U.S. Patent Application No. 15/459,906, filed on
March 15, 2017, in the U.S. Patent and Trademark Office and U.S. Provisional Applications
No. 62/420,998, filed on November 11, 2016, and No. 62/440,938, filed on December 30, 2016 in the
U.S. Patent and Trademark Office.

Technical Field

[0002] The present subject matter relates to techniques and equipment for providing

automated engagement with guests of a facility using wireless sensing technologies.

Background

[0003] Guests of hotels and resorts, cruise ships, as well as other retail and commercial
establishments, have come to expect a high level of service and engagement from their hosts. The
service can include being provided with ready access to private and/or restricted areas without having
to present a badge or other form of identification, to swipe or tap an access card, or to otherwise
proactively authenticate themselves. The engagement can include being personally recognized by the
hosts and provided with services and recommendations on that basis, without requiring the guests to
identify themselves and remind the host of their preferences or pre-existing bookings.

[0004] In the present context, service and engagement is provided only on the basis of users
providing a name or identification, tapping or swiping an access card, and having information on
bookings retrieved manually by a host through a computer terminal. For example, guests must present
photo identification and a credit card at the time of check-in, guest must tap or swipe an access card to
activate elevators or unlock doors of health facilities and guest rooms during their stay, and guests
must identify themselves each time they interact with a concierge, restaurant host, or front desk staff.
As a result, interactions between hosts and guests are impersonal and disjoined.

[0005] This disclosure provides a novel guest engagement system that relies on recent
improvements in low power wireless communication technologies and distributed sensor networks to

provide novel services to those guests without requiring guests to
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proactively identify and/cr authenticate themselves. The guest engagement system thereby
cnables hosts to scamliessly engage with the guests throughout their facilitics and provide

recomumendations to the guests based on the guests previous CXpericnces.

Sunmary
{0006} The teachings herein provide system and methods for providing seamless

engagement with guests of facilities including (and not limited to) resorts, cruise ships,
hotels, convention centers, retail and other conumercial establishments, amusement parks,
casines, or other large-scale facility (or group of facilities), through the use of wireless
sensing technologies. The functionalities rely on guests having individual guest devices
which are used to automatically identify and authenticate the guests throughout the facility,
s0 as to seamiessly provide services to the guests.

{0007} The guest engagement systern relies on the guest devices (also referenced as
medallions) pertodically broadceasting beacon signals that eniquely identify the devices and
their associated guests. The periodic beacon signals are detected by sensors provided
throughout the facility, and used by the guest engagement system to provide personalized
services. The services include automatic unlocking of doors, including hotel or state room
doors, based on the guests’ immediate proximity to their assigned room’s door. The
services also inchiwde automated payment services provided at checkout or vending
terminals, and automated log-on to interactive displays and portals, among others, hased on
secure wireless anthentication of the guest devices.

{0008] In accordance with one aspect of the present disclosure, a guest engagement
system includes a plurality of guest devices provided to users of the guest engagement
system, each guest device including a wireless communication antenna and operative to
emit a periodic beacon signal broadcasting a umique identifier of the guest device using
Bluetooth low energy (BLE) communications. The guest engagement system further
includes a sensor network comprising a plurality of sensors each mounted at a different
known location and operative to detect the periodic beacon signals includmg the unique
identifiers emitted using BLE communications by guest devices of the plurality of guest
devices that are proximate to the sensor. The guest engagement system additionally
includes a comumunication network connecting cach of the phlurality of sensors of the sensor
network, and a central server. The central server is conununicatively connected to each of

the plurality of sensors of the sensor network via the commaunication network, and stores a
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log associating each unique identifier of a guest device detected using BLE communications
by a sensor of the sensor network with the known location of the sensor and a timestamp.
{0009] In accordance with another aspect of the present disclosure, a guest
engagement system includes a plorality of guest devices provided to vsers of the guest
engagement system, each guest device having a unique identifier and incleding first and
second wircless communication antennas respectively configured for Bluetooth low energy
(BLE) and pear field communication (NFC) communications.  The guest engagement
system forther includes a sensor network comprising a plarality of sensors each mounted at
a different location. At least one sensor of the plurality of sensors is operative to detect
guest devices that are proximate thereto and receive unique identifiers therefrom based on
BLE communication with the guest devices, and at least another sensor of the plurality of
sensors is operative to detect guest devices that are proximate thereto and recetve unique
identifiers therefrom hased on NFC communication with the guest devices. The guest
engagement system also includes a communication network conuecting each of the plurality
of sensors of the sensor network, and g ceniral server. The ceniral server is
communicatively connected to each of the plarality of sensors of the sensor network via the
communication network, and stores a log associating each unique identifier of a guest
device received using BLE or NFC communications by a sensor of the sensor network,
[0010] In accordance with one aspect of the present disclosure, an assembly
includes a wireless device and an accessory. The wireless device has a device body with a
tapered shape inchiding a front surface, a rear swrface having a same shape as the front
surface and a greater dimension than the front surface, and a cavity in which a processor and
at least one wireless communication antenna are disposed. The accessory is configured to
be worn by a user and has an accessory hody baving a tapered cavity configured to
releasably receive the wircless device. The tapered cavity mcludes a rear opening having
the same shape as the front and rear surfaces of the device body.

[0011] In accordance with another aspect of the present disclosure, a wireless device
includes a body having a tapered shape including a front surface and a rear surface having a
same shape as the front surface and a dimension greater than the front surface. The body
includes a cavity in which a processor and at least one wireless communication antenna are
disposed.

{0012] in accordance with a further aspect of the present disclosure, an accessory
configured to be worn by a user includes a body having inner and outer surfaces

respectively configured to face towards and away from the user when the accessory is wom.
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The body has a tapered cavity extending between a front opening in the outer surface of the
body and a rear opening in the inner surface of the body, the rear opening has a same shape
as the front opening, and the rear opening has a dimension that is greater than that of the
front opening.

[0013] I accordance with another aspect of the present disclosure, a portable
wircless device includes a body having a fully enclosed cavity, the body having all
dimensions equal to or smaller than 2.5 inches, and the body baving a thickness equal to or
smaller than 5/§ inch. The portable wireless device further includes a processor, a memory,
a battery, and first and second wireless communication antennas disposed in the cavity. The
first and second wireless communication antennas are respectively configured for Bluetooth
low energy (BLE) and near field communication {(NFC) communications.

[0014] in accordance with another aspect of the present disclosure, a portable
wireless device includes a body having a fully enclosed cavity, and a processor, a memory,
a battery, and first and second wircless communication antennas disposed in the cavity. The
first and second wireless communication antennas are respectively configured for Bluetooth
low energy (BLE) and pear field communication (NFC) comumunications. The hody
comprises an open metallic ring disposad to substantially surround the cavity of the body,
and the open metallic ring includes at [cast one opening having 2 non-conducting material
disposed therein.

[0015] in accordance with another aspect of the present disclosure, a portable
wirefess device includes a body having a fully enclosed cavity, and a processor, a memory,
a battery, and first and second wireless communication antennas disposed in the cavity. The
body has a frustum shape, a front surface that is circular, and a rear surface that is circular
and has a diameter greater than that of the front surface. The front and rear smifaces have
diameters of 0.73 to 2.5 inches, the body has a thickness of 1/8 to 3/% inch, and an angle
between the front surface and a side surface of the frustuim-shaped body is in the range of 86
to 88 degrees. The first and second wireless communication antenmnas are respectively
configured for Bluetooth low energy (BLE) and near field communication {(NFC)
cCOmununRications.

{0016] In accordance with another aspect of the present disclosure, an electronic
door lock assembly includes a latch assembly, a door lock communication module, and an
access pancl. The latch assembly inclhudes a latch and an electronically controlled locking
mechanism opcrative o sclectively unlock a door. The door lock communication module is

elecrically connected to the electronically controlled locking mechanism of the latch
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assembly, and includes a radio configured for wireless communication. The access panel
includes a radio configured for wireless communication with the door lock communication
module, a first transceiver configured for wireless communication with a user device, and a
second transceiver for communication with a reservation server.

[0017] In accordance with another aspect of the present disclosure, a door latch
assembly includes a door knob, a latch selectively operated by operation of the door knob, an
electronically controlled locking mechanism operative to selectively unlock the latch, and a
proximity sensor operative to sense contact or proximity of a user with the door knob. The
electronically controlled locking mechanism is operative to selectively unlock the latch based
on the contact or proximity of the user with the door knob sensed by the proximity sensor.
[0018] In accordance with another aspect of the present disclosure, an access panel for
controlling an electronically controlled door lock includes a radio and first and second
transceivers. The radio is configured for wireless communication with a door lock
communication module electrically connected to an electronically controlled locking
mechanism. The first transceiver is configured for wireless communication with a user device
to identify a user seeking to activate the electronically controlled locking mechanism. The
second transceiver is configured for communication with a reservation server storing
identifiers of users authorized to activate the electronically controlled locking mechanism.
Each of the radio, first transceiver, and second transceiver operate according to a different
communication standard.

[0018a] According to another aspect of the present invention, there is provided a guest
engagement system comprising: a plurality of portable guest devices provided to users of the
guest engagement system to be carried by the users, each guest device including a wireless
communication antenna and operative to emit a periodic beacon signal broadcasting a unique
identifier of the guest device using Bluetooth low energy (BLE) communications; a sensor
network comprising a plurality of sensors each mounted at a different known location and
operative to detect the periodic beacon signals including the unique identifiers emitted using
BLE communications by portable guest devices of the plurality of portable guest devices that
are proximate to the sensor; a communication network connecting each of the plurality of

sensors of the sensor network; and a central server communicatively connected to each of the
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plurality of sensors of the sensor network via the communication network, and storing a log
associating each unique identifier of a portable guest device detected using BLE
communications by a sensor of the sensor network with the known location of the sensor and
a timestamp, wherein the plurality of sensors of the sensor network comprises a plurality of
access panels each configured to control an associated electronically controlled door lock,
each access panel is operative to detect the periodic. beacon signals including the unique
identifiers emitted using BLE communications by guest devices that are proximate thereto,
and to selectively unlock the associated electronically controlled door lock based on the
unique identifier of the detected periodic beacons, and each access panel comprises: a radio
configured for wireless communication with a door lock communication module electrically
connected to an electronically controlled locking mechanism of the associated electronically
controlled door lock; a first transceiver configured for wireless BLE communication with the
guest devices to identify users seeking to activate the electronically controlled locking
mechanism; and a second transceiver configured for communication with the central server
storing identifiers of users authorized to activate the electronically controlled locking
mechanism.

[0018b] According to another aspect of the present invention, there is provided a guest
engagement system comprising: a plurality of portable guest devices provided to users of the
guest engagement system to be carried by the users, each guest device including a wireless
communication antenna and operative to emit a periodic beacon signal broadcasting a unique
identifier of the guest device using Bluetooth low energy (BLE) communications; a sensor
network comprising a plurality of sensors each mounted at a different known location and
operative to detect the periodic beacon signals including the unique identifiers emitted using
BLE communications by portable guest devices of the plurality of portable guest devices that
are proximate to the sensor; a communication network connecting each of the plurality of
sensors of the sensor network; a central server communicatively connected to each of the
plurality of sensors of the sensor network via the communication network, and storing a log
associating each unique identifier of a portable guest device detected using BLE
communications by a sensor of the sensor network with the known location of the sensor and

a timestamp; and a plurality of interface devices providing personalized services to users of
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the guest engagement system, wherein the plurality of sensors of the sensor network
comprises a plurality of access panels each configured to control an associated electronically
controlled door lock, each access panel is operative to detect the periodic beacon signals
including the unique identifiers emitted using BLE communications by guest devices that are
proximate thereto, and to selectively unlock the associated electronically controlled door lock
based on the unique identifier of the detected periodic beacons, and each interface device
comprises an associated sensor of the plurality of sensors of the sensor network, and provides
the personalized services to a user proximate thereto based on an identity of the user
determined based on the unique identifier emitted using BLE communications by a guest
device of the user.

[0018c] According to another aspect of the present invention, there is provided a guest
engagement system comprising: a plurality of portable guest devices provided to users of the
guest engagement system to be carried by the users, each guest device having a unique
identifier and including first and second wireless communication -antennas respectively
configured for Bluetooth low energy (BLE) and near field communication (NFC)
communications; a sensor network comprising a plurality of sensors each mounted at a
different location, wherein at least one sensor of the plurality of sensors is operative to detect
portable guest devices that are proximate thereto and receive unique identifiers therefrom
based on BLE communication with the portable guest devices and at least another sensor of
the plurality of sensors is operative to detect portable guest devices that are proximate thereto
and receive unique identifiers therefrom based on NFC communication with the portable
guest devices; a communication network connecting each of the plurality of sensors of the
sensor network; and a central server communicatively connected to each of the plurality of
sensors of the sensor network via the communication network, and storing a log associating
cach unique identifier of a portable guest device received using BLE or NFC communications
by a sensor of the sensor network, wherein each guest device is configured to sclectively
operate according to first and second operating modes, each guest device engaging in bi-
directional communication using the first wireless communication antenna configured for
BLE communications in the first operating mode and engaging in a beacon mode periodically

broadcasting a beacon signal using the first wireless communication antenna configured for
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BLE communications in the second operating mode, and each sensor of the sensor network is
operative to transmit a command to a guest device in its communication range to cause the
guest device to change operating mode between the first and second operating modes.

[0018d] According to another aspect of the present invention, there is provided a guest
engagement system comprising: a plurality of portable guest devices provided to users of the
guest engagement system to be carried by the users, each guest device having a unique
identifier and including first and second wireless communication antennas respectively
configured for Bluetooth low energy (BLE) and near field communication (NFC)
communications; a sensor network comprising a plurality of sensors each mounted at a
different location, wherein at least one sensor of the plurality of sensors is operative to detect
portable guest devices that are proximate thereto and receive unique identifiers therefrom
based on BLE communication with the portable guest devices and at least another sensor of
the plurality of sensors is operative to detect portable guest devices that are proximate thereto
and receive unique identifiers therefrom based on NFC communication with the portable
guest devices; a communication network connecting each of the plurality of sensors of the
sensor network; and a central server communicatively connected to each of the plurality of
sensors of the sensor network via the communication network, and storing a log associating
each unique identifier of a portable guest device received using BLE or NFC communications
by a sensor of the sensor network, wherein the plurality of sensors of the sensor network
comprises a plurality of vending terminals each configured authorize a payment based on a
guest device, and each vending terminal is operative to engage in encrypted bi-directional
communication with a guest device using NFC communications to authenticate the guest
device and selectively authorize the payment based on the identity of the authenticated guest
device.

[0019] Additional advantages and novel features will be set forth in part in the
description which follows, and in part will become apparent to those skilled in the art upon
examination of the following and the accompanying drawings or may be learned by
production or operation of the examples. The advantages of the present teachings may be
realized and attained by practice or use of various aspects of the methodologies,

instrumentalities and combinations set forth in the detailed examples discussed below.
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Brief Description of the Drawings

[0020] The drawing figures depict one or more implementations in accord with the
present teachings, by way of example only, not by way of limitation. In the figures, like
reference numerals refer to the same or similar elements.

[0021] FIGS.1A and 1B are high-level functional block diagrams showing

components of a guest engagement system.

5d
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{0022} FIGS. 2A-2E and 3A-3E show medallions or guest devices used in the guest
engagement system and accessories within which the medallions can be relcasably inserted.

{0023] FIGS. 4A-4F show exploded perspective views of further accessories within
which the medallions can be releasably inserted.

[0024] FIGS. 5A-5L are diagrams showing component parts of the medallions or
guest devices.

{002 FIG. 6 1s a block diagram showing functional components of a medallion.

{0026} FIGS. 7A-71 show an automated door lock assembly and components thereof
that provides for automatically unlocking a door based on an interaction with a medallion.
{0027} FIGS. BA-8N are diagrams showing sensors of the gucst engagement system
and component parts thereof.

[0028] FIG. 9 is a high-level functional block diagram showing additional
componenis, including end devices, of a guest engagement system.

{0029] FIG. 10 1s a perspective view of a gaming station that can be used as part of
the guest engagement sysiem.

{0030} FIGS. 11 and 12 are simplified functional block diagrams of computer
hardware platforms that may be used to implement functionalities of the guest engagement

systerm.

Detailed Description

{0031} in the following detailed description, numerous specific details are set forth
by way of examples in order to provide a thorough understanding of the relevant teachings.
However, it should be apparent to those skilled in the art that the present teachings may be
practiced without such details. In other instances, well known methods, procedures,
components, and/or circuitry bave been described at a relatively high-level, withouot detail,
in order to avoid unnecessarily obscuring aspects of the present teachings.

{0032] The various technigues and equipment systems disclosed herein enable
automated engagement with users or guests of a facility using wireless sensing technologics.
{0033] The guest engagement system relies on wireless sensing technologies to
securely identify guests based on medailions wom or carried by the guests, and to
automatically provide sarvices to the gucsts based on the secure identification. The system
additionally provides enhanced engagerent with guests by maintaining a database of guest
focations and experiences, and enabling services to be provided to the guest seamlessly

regardiess of the guests’ locations.
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{0034] FIG. 1A provides a general block diagram showing components of a guest
engagement systemn 10, The guest engagernent system 10 of FIG. 1A may be provided in a
facility such as a ship (e.g.. cruise ship), hotel, restaurant, resort, convention center, medical
center or other treatment facility, retail or other commercial establishment, entertainment
verte {(e.g., concert hall, movie theater, arena, or stadium, amusement park or casino),
fransportation center {e.g., alrport, marine port or terminal, train or bus station, multi-modal
transport center), or other facility or combination of such facilities. In one example, the
facility may be a cruise shup hosting large numbers of guests, or a cruise ship line including
multiple cruise ships, associated shore facilities (e.g., port facilities), and partncring
faciitics {c.g., facilitics of partners providing shore activities for cruise guests). In another
example, the facility may be a resort including one or more hotels, restaurants, theaters,
amusement parks, and other associated facilities distributed across one or more geographic
focations. In a further example, the facility may be a set of facilities associated with a
particular event, such as a conveniion or tradeshow, that inchudes locations of multiple
parinering establishments {e.g., hotels, restaurants, musewmns, arenas, malls or other retail
focations). Users of the guest engagement system are referenced generally herein as guests
i2. In the example of a cruise ship, the guests 12 include cruise passengers and can mote
generally include stewards, staff, and other users of guest devices 11, In other examples,
guests 12 can include any person interacting with the guest engagement system (0 incloding
users of guest devices 11. Guests 12 may thus reference patients, nurses, doctors, and
visitors, among other users, in the thistrative context of a medical or treatment facility;
convention goers andfor exhibitors in the illustrative context of a convention facility;
shoppers, staff members, travelers, sales personnel, and others in tllustrative contexts of
various types of commercial establishoents.

{0035] The guest engagement system 10 is configured to communicate wirclessly
with guest devices 11, such as medallions wom or carried by guests 12, which each
uniguely identify an associated guest and are configared for secure comnumication with the
guest engagement system 10. In the examples detailed herein, the guest devices F1 take the
form of medallions and will generically be referenced as medallions in this disclosure.
However, the devices/medallions 11 can take other formats, and the term medallion thos is
not intended to limit the scope of guest devices 11 that may be used as part of the system
10. The guest devices/medallions 11 are preferably light and compact so as to be readily
worn or carricd by users. The guest devices/medallions 11 are configured to commmunicate

using at least one wireless commwmnication techmnology/protocol and, preferably, are
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configured to commnunicate using two or more distinct wireless communication
technologies/protocols.  For example, & medallion 11 can he configured (o communicate
according to both near ficld communication {NFC) standards and Bluetooth low cnergy
(BLE} standards, though the medallion 11 may generally operate using only ope of the
standards at any given time in order fo reduce energy expenditure.

{0036] The guest engagement system 10 includes a sensor network 13 of sensors 15
mounted throughout the facility and configured to communicate wirelessly with guests’
medallions 11. A seusor 15 of the network 13 may be used for sensing a gucst’s location
{or proximity to the sensor 13), for example by detecting beacon signals or other signals
emitted by the medallion 11, The sensor 15 can also engage in two-way communication
with the medallion 11 to transmoit information to and receive information from the medallion
11. A sensor 15 may also be located inn or otherwise associated with a particular interface
device 17 or interface functinn of the system, such as a sensor that is associated with a door
lock 17a, an automatic door or mrnstile, o vending terminal 17b, a cash register, a slot
machine, an interactive display 17¢ or portal 17d, or the like. In some sitvations, the sensor
1S is mounted within the interface device 17, while in other situations, a sensor 18
associated with an interface device 17 is mounted in the vicinity of the interface device. For
example, a spotiight sensor can be placed above a location at which a user interacting with
the interface device 17 would be located (e.g., above a location duectly in front of, and
around 1 foot away from, the interface device 17), so as to only sense beacon signals
emitted by medallions of users located directly in front of and close to the interface device
17. When associated with a particular interface device 17 or interface function, the sensor
15 may engage in two-way communication with the medallion 11 and provide a secure
communpication channel between the device and medallion, for example to provide
automatic unlocking of the door lock based on secure authentication of a particular guest’s
medallion.

[0037] The guest engagement system 10 can further make use of end devices such
as BLE-enabled mobile devices, tablet computers, or interactive displays to provide services
to guests through sensing of (and compuwnication withy medallions 11, The services
provided using end devices can be provided in addition to the aforementioned services
provided using the sensors 15 of the sensor network 13 and of interface devices 17 to
provide services. As described in further detail below (see, e.g., the discussion of FIG. 9),
the services provided through the cnd devices can include location scrvices (including

location-sensing of medallions based on the end devices sensing medallions’ beacon
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signals, and reporting of sensed medallions and locations to a system server 21}, and
causing medalions to swiich into or out of a various operating modes (e.g., sleep, beacon,
and bi-directional modes), among other services.

[0038] e guest engagement system 10 also includes one or more servers 21
communicatively connected o the network 13 of sensors, to the interface devices 17, and
wirelessly to the medallions 11 via the various sensors 13 provided throughout the guest
engagement system 10 and the associated facility. One or more communications network(s)
19 provide communication capabilitics between the various elements of the system 10, In
one example, the guest engagement system 10 includes at least one authentication server
used to authenticate guests’ medallions and provide encryption and decryption services.
The system can further include one or more servers storing databases of goest information
{e.g., guest reservations), payment framsaction servers f{e.g., including guest billing
information), location information (c.g., locations of sensors 15 within the facility, and
ocations of medallions 11 throughout the facility and elsewhere) and the like.

{0039} Detailed descriptions of various components of the guest engagerent system
10 wili now be provided with reference to the accompanying figures. The descriptions are
focused on illustrative embodiments of components of the system, and do not limit the
scope of attributes and functions of the components and system.

{00401 Two different stractures of sensors 15 can be wsed in the system. In one
example, cach individual sensor 15 in the guest engagement system 10 includes a processor
and memory that conwrol, at east in part, operation of the sensor 5. In such an example,
each sensor may additionally include a network transceiver including a communication port
for communicatively connecting the sensor 15 to the communication network 19. The
network transceiver may be an Ethernet, Wifi, or other appropriate transceiver.

{0041] Alternatively or additionally, the guest engagement system 10 may include
sensor network peripherals 14 distributed throughout the faciity and operative to have
sensors 15 directly connected thereto. In such an example, FIG. 1B provides a general
block diagram showing a more detailed view of the sensor network 13 of the guest
engagement system 10 showing sensor network peripherals 14 that are used to counnect
sensors 15 to the communication network 19, In particular, as shown in the figure, sensors
15 of the sensor network 13 are each divectly connected to vespective sensor network
peripherals 14, and each receive power from and operate unnder the control of the

corresponling sensot network peripheral 14, In turn, the sensor setwork peripherals 14 are
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connected to the communication network 19 and communicate with the sexvers 21 through
the network 19,

{0042] Each sensor network peripberal generally includes a network transceiver for
cormmunication with the communication network 19, such as an Ethernet, Wifi, or other
appropriate network transceiver. Each sensor network peripheral 14 further includes at least
anc port for connecting at least one associated sensor 15, For cxample, the sensor network
peripheral 14 typically includes one or more commmunication buses through which muliple
scnsors 15 or other devices can be connected. For instance, a sensor network peripheral 14
may include two buses each operative to connect up to sixteen sensors 15 in one example.
Through these connections, the scnsor network peripherals 14 serve to relay sensing
mformation captured by the sensors 15 to the communication network 19 and servers 21,
and to refay control or communications from the communication network 19 and servers 21
back to the sensors 15, The sensor network peripherals 14 may further relay data or other
comununications received from medallions 11 by the sensors 13 to the communication
network 19 and servers 21, and to relay control or communications fror the communication
network 19 and servers 21 back to the medallions 11 via the sensors 15.

[0043] Each sensor network peripherals 14 includes a processor and memory, and is
operative o control operation of the sensor(s) 13 connected thereto. In particular, the use of
the sensor network peripheral 14 can enable the guest engagement system 10 to function
with sensors 15 having minimal {or no} on-board processing power and memory, and
sensors 15 requiring minbmal configaration during initial system installation. In pasticular,
through the use of the sensor network peripherals 14, the individual sensors 15 do not need
to store individual network identifiers (e.g., unigue network addresses) for use by the
sensors 15 to identify themselves on the communication network 19 and to identify data
transmiticd by ecach respective sensor 15 on the network {9 as having originated in the
respective sensor 153, Instead, the sensor network peripherals 14 are configured to package
data received from sensors 15 connected thereto for commumication across the network 19,
and in particular are configured to associate with data receivaed from each raspective sensor

o
i
i

15 an identifier for the respective sensor 15, The sensor network peripherals 14 are further

19. Additionally, the individual sensors 15 do not need to be operative to communicate on
the network 19, and each respective sensor 15 does not need to have processing power
sufficient to identify and process packets destined for the respective sensor from among

packets commmunicated across the network 19. Instead, the sensor network peripherals 14
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are configured to process data communicated across the network 19 to identify packets
destined for the respective sensor network peripheral 14 and/or for sensors 15 connected
thereto, to process instructions included in the packets, and to control the appropriate
sensor(s) 15 connected thereto according to the processed instructions.

[0044] As described above, the use of sensor network peripherals 14 thereby enables
the wircless guest engagement system 10 to operate using low cost sensors 13 that do not
include network comyounication circuitry and include no or minimal processing power and
memory. Additionally, the use of sensor network peripherals 14 enables the wircless guest
engagement system 10 to be configured for and begin operation without having to assign
individual network identifiers to each sensor 13, and/or without having to counfigure the
servers 21 with information on each individual sensor 15 in the system. Iunstead, the
wireless guest engagement system [0 can be configured for operation by connecting
multitudes of sensors 15 directly to nearby sensor network peripherals 14 located
throughout the facility, and configuring the sensor network peripherals 14 for
comynunication through the communication network 19 with the servers 21.

{0045] While the foregoing description has focused on sensor network peripherals
14 being directly conngcted to sensors 15 configured to sense the presence of and/or
communicate with medallions 11, the sensor network 13 and the sensor network peripherals
14 can more generally support other types of sensors or devices (reference generally by
numeral 16 i FIG. 1B).  Specifically, the sensor network 13 and the sensor network
peripherals 14 can be used to control operation of and relay sensing data from the other
sensors or devices 16 through the communication network 19. The sensors or devices 16
may include sensors such as smoke or CO {carbon monoxide) sensors, infrared or
occupancy sensors, photodiodes or light sensors, temperature and/or humidity sensors, and
the like. The other sensors ot devices 16 can also inchude devices such as speakers and/or
microphones {(e.g., parts of a public address (PA) systern), actuators or controllers {e.g., for
opening or closing vents or window shades), switches or relays (e.g., for turning onfoff
lights, heating and ventilation, power), cameras {(2.2., as part of a security sysiem), and the
fike. The sensor network peripherals 14 can further be configured to support sensors
mounted in (or associated with) vending terminals 17h, interactive displays 17¢, and other
interface devices 17 described throughout this document.

{0046] The functionality provided by the sensor network peripherals 14 can also be
incorporated into other components of the wircless guest engageraent system 10, Notably,

the functionality of the sensor network peripherals 14 can be incorporated into components
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that include a processor, memory, and a network transceiver for communication across the
comnmnication network 19, For example, as shown in FIG. 1B, an access panel 705
provided in association with a door lock 17a may be configured for use as a sensor network
peripheral 14, Note that the access panel 705 is described in further detail below in relation
to FIGS. 7TA-71. In the example of FIG. 1B, the access panel 705 can include at least one
port and/or bus for connecting one or nultiple sensors 13 thereto, and the access panel 705
may be configured to support operation of the sensors 15 as described above in relation ©
the sensor network peripherals 14.

{0047} As detailed above, a guest device 11 can take the form of a medaliion 11,
such as the tlustrative medallion 11 shown in FIG. 2A. As shown, the medallion 11 takes
the form of a token having an outer diameter of approximately 1.25 inches (range of 0.75 to
2.5 inches), a thickness of approximately 3/8 inch (range of 1/8 to 5/8 inch), and a weight of
approximately 1.8 ounces (range of 1.2-2.4 ounces).

{0048} The medallion 11 is configured to be insertable into different accessories
worn by guests 12, The accessories enable the medallions 11 to be securely attached to the
guests 12 so as to ensure that guests do not inadvertently lose or misplace their medalhions.
FIG. 2B shows an illustrative accessory 201 that takes the form of a wrist-band or bracclet.
Other types of accessories, including lanyards, pendants, keychains, necklaces, belt buckles,
bathing suites {¢.g., bikini rings), body piercings, and the like, some of which are shown in
FIGS. 4A-4F, can also be used. The medaliion 11 is configured to be inserted into a cavity
of the wrist-band accessory 201 that is shaped and sized to receive the medallion 11. As
shown, the medallion 11 is inserted via a rear of the wrist-hand accessory 201, 1.e., via a
side of the accessory 201 that is designed to face the user, such as the inside surface of the
wrist-band that is designed to contact a wrist of a user when the wrist-band is worn. The
medallion 11 is inserted via a rear of the wrist-band accessory 201 so as fo ensure that the

4
H
!

medallion 11 cannot inadvertently slip out of the accessory 201 when the accessory 201 is
worn by the user. In particular. as shown in FiG. 2C, the cavity of the accessory 201
configured to receive the medallion can be tapered and thus have an angled or chamfered
edge ensuring that the medallion 11 can be inserted into cavity of the accessory 201 but
cannot pass through the cavity and exit the accessory 201 through a front surface thereof. In
the example of FIG. 2C, the edge is angled at approximately 3 degrees relative to a right-
angled edge {corresponding to an angle of 87 degrees relative to the front or back surface).
In detail, the cavity in the example of FIG. 2C may not have a cylindrical shape but may

instead have a tapered shape, e.g. a frustum shape of a slice of a cone having a circular base
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and edges angled relative to the circular base at a predetermined angle (e.g.. 3 degrees (+/- 1
degree) relative to a right-angled edge, corresponding to an angle of 87 degrees {range of
86-88 degrees) relative to the front or back surface). The angle s such that the rear/lower
opening of the cavity is larger than the front/upper opening, to thereby prevent the
medallion 11 from passing through the cavity.

{0049] Similarly, the medallion 11 can tapered shape having an angled edge along is
outer peripheral surface, and the edge may be angled with a predetermined angle equal to
that of the cavity (e.g.. 3degrees {4/-1 degrec) relative to a right-angled edge,
corresponding to an angle of 87 degrees (range of 86-88 degrees) relative to the front or
back surface), as alse shown in FIG. 2C. The angled edge of the medallion is such that the
medallion has a smaller dimension {e.g., smaller diameter) on the front/upper surface 1ia of
the medallion 11 reladive to the back/lower surface 11b of the medallion i1, As such, the
combination of angled edges of the medallion 11 and cavity in the accessory 201 ensure that
the medallion can only be placed in the accessory 201 1n such a way that the front surface
1la of the medallion 11 faces outwards while a back surface 11b faces rearwards.
Additionally, the medallion 11 may be sized to be slightly smaller than the cavity s0 as to
case the fit of the medallion 11 within the cavity. For example, the medallion 11 may have
an outer dimension, such as an outer diameter, that is 0.75mum {e.g., range of 0.5-1 mum)
smaller than the inner dimension/diameter of the cavity to enable the medallion 11 to be
inserted into the cavity even in the medallion is not perfecily aligned with the cavity and/or
is tilted with respect to the cavity.

{0050] In summary, the medallion can thereby easily and securely couple to the
accessory 201 by virtue of the following features. The medallion 11 has an angled edge,
sloping at a predetermined angle {(e.g., 3 degrees) from the “front” surface of the medallion
to the “rear” surface so as to align with the oppostitely formed angled edge of the accessory
201. The angled edge design aliows for alignment of the medallion 11 to the accessory by
inserting the medallion in the “rear” side of the accessory. Since the medallion 11 can only
be inserted intc or removed from the rear of the accessory 201, the forces needed to
dislodge the medallion 11 from the accessory 201 are rearward and thus opposed fo 4 body
of a guest wearing the accessory 201 (and/or opposed to another surface preventing the easy
dislodging of the medallion) when the medallion is in the accessory 231, As such, the
medallion 11 cannot readily be dislodged or removed from the accessory 201 when the

accossory is worn 201,
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{0051} The foregoing description has focused on medaliions 11 having circular
shapes, and corresponding cavities having circular shapes. However, this disclosure is not
limited to such medallions and cavities. More generally, medallions 11 and corresponding
cavities in accessories may have oval or other rounded shapes or square, rectangular, or
other angular shapes (e.g., tiangular, pentagonal, hexagonal, etc.)). In each case, the
medallions 11 and corresponding cavities may have tapered shapes including angled edges
sloping at a predetermined angle (e.g., 3 degrees) from the “front” surface of the medallion
to the “reay” surface so as to ensure that the medallion 11 can only be tnserted into or
removed from the rear of the accessory 201. In such cases, the medallions 11 may have
front and rear surfaces having substantially similar {or identical} shapes and different
dimensions so as to confer the tapered shape to the medallions 11, and the cavities in the
accessories may similarly have front and rear openings having substantially similar {(or
identical) shapes and different dimensions s0 as to confer the tapered shape to the cavities.
{00521 Additionally, the medallion 11 and accessory 201 can include magnets used
to ensure that the medallion 11 is automatically positioned in a predetermined rotational
orientation with the cavity of the accessory 201 {e.g., self-alignment of the medallion 11 in
the accessory 201). The magnets additionally provide magnetic adhesion between the
medallion 11 and accessory 201 to reduce the chances of the medallion 11 coming ioose
from (and/or falling out of) the accessory 201, Different numbers of magnets can be used
for this purpose. For example, two, three, four, or five or more magnets can be used. The
magnets may be evenly spaced around peripheries of the medallion 11 and of the cavity or,
more generally, can be spaced at predetermined locations around the peripheries selected
sach each magnet mounted in the medallion 11 aligns with a comresponding magnet
mounted i the periphery of the cavity when the medallion 11 is inserted in a desired
orientation in the cavity of the accessory.

[0053] As shown in FIG. 2D, four magnets can be provided in the accessory 201 at
positions aligned with four magnets provided in the medallion 11 to ensvre that the
medallion 11 is always orientated in the correct position in the X and Y axis. In particular,
opposite polarity magnets can be provided at each location in the medallion 11 and
accessory 201, as shown in FIG. 2B, so as to automatically align the medallion 11 in a
particular rotational orientation relative to the accessory 201, For example, in the magnet
coupling mechanism of FIG. 2E, the magnets on the top of the medallion 11 and accessory
201 (c.g., the “top” in the orientation shown in Fi(. 2D} have polarities that are inverted

relative to the magnets at the bottom of the medallion 11 and accessory 201 {e.g., the
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“bottom” in the ortentation shown in FIG. 2ZD), so as to prevent the medallion 11 from being
mserted rotationally upside down relative to the orientation shown i FIGS. 2D and 2E.
This feature, along with the angled edges detailed in relation to FIGS. 2B and 2C, ensure
that the medaliton 11 can only be (or is preferentially} inserted into the accessory 201 inone
origntation. As shown in FIG. 3A, the medallion 11 can have a metal outer rim and a plastic
body disposed within the interior of the metal outer rim. Electronics included in the
medallion 11 are mounted within the plastic body. The metal outer tiro is interrupted in at
least onc location to form an open ring, and includes a plastic or other non-conducting
spacer within the resulting gap. For example, in the embodiment of FIG. 3A, the metal
outer rim is formed of two separate semi-circular metal housings that, when disposed along
the outer rim of the medallion 11, are spaced part from each other by two diametrically
opposed gaps. The gaps in the metal outer rim {or between metal oufer rim parts) ensure
that eddy currents cannot flow around the metal outer rim, and therchy ensure that eddy
current flow does not significantly dampen the wireless cornnmunication capabilities of the
medallions 11. Alternatively, as shown in FIG. 3E, the circular metal housing can include
one or more gaps that are filled by injection molded plastic. As also shown in FIG. 3E, the
circular metal housing can include indentations for placing magnets such as those described
above in relation to FIGS. 2D-2E.  In general. the metal outer ring is formed of 2 non-
magnetic metal material and can be formed, for example, of burnished alumimim.

[0054] A similar gap in a metal outer rim can be included in accessories 201, as
shown in FIG. 3B. In detail, in embodimenis in which an accessory 201 is metallic or
includes metallic components around the periphery of the cavity configured to house the
medallion 11, the accessory 201 includes a gap in the metal outer rim of the cavity. The gap
in the metal outer rim {or between metal outer rim parts) ensures that eddy currents cannet
flow around the metal outer rim, and thereby ensures that eddy cwrent flow does not
significantly daropen the wireless communication capability of a medallion 11 boused in the
accessory 201, To ensure proper function of the gaps in the metal outer vims of the
medallion 11 and accessory 201, the gaps of the medallion 11 and accessory 201 should be
aligned when the medalliion 11 is mounted in the accessory 201, Specifically, the alignment
of the gaps ensures that even if the outer metal rims of the medallion 11 and accessory 201
contact each other, the metal rims do not joindy form a closed metal loop arcund the
electronics of the medallion 11. In order to ensure alignment of the gaps, magnets such as
those described above in relation to FIGS. 2D and 2E can be used to provide a desired

rotational alignment of the medallion 11 within the accessory 201, The geomwewry and
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polarity of the magnets are arranged so as to have the medatlion self-orient in the accessory
with the gaps in the metal outer rings aligned with each other {c.g., adjacent to each other or
in contact with each other).

[0055] e gaps in the medallion 11 and in the accessory 201 have widths selected
to ensure that a closed metal loop is not formed even if the medallion 11 and the accessory
201 are not in perfect alignment. Alternatively or additionally, an insulating liner 41 such
as a plastic or other insulating liner shown in FIGS. 3C and 3D can be provided along an
inner surface of the cavity in the accessory 201 housing the medallion 11. The insulating
liner 41 can extend along an entire circumference of the cavity, or the insulating liner 41 can
be Iocated so as to contact the gap in the metal outer rim of a medallion 11 when the
medallion 11 is mounted 1n the desired orientation in the accessory 201. The insulating
liner 41 ensures that a metal rim of the accessory 201 does not form a short circuit across
the gap in the metal outer vim of the medaliion 11 by providing insulation hetween the gap
in the metal outer rims of the medallion 11 and the accessory 201,

{00361 As shown in FIG. 2B, the accessory 201 can take the form of a wrist-band.
However, other accessory formats can also be wsed. For example, FIGS. 4A-4E show
various other types of accessories configured to have medallions 11 inserted therein. In this
regard, FIG. 4A shows a sport band accessory including a sports band (made, e.g., of
silicone), a retaining ring (made, e.g., of stainless steel and including a gap filled with a
non-conducting material 31) that fits into the sporis band and includes indentations for
holding magnets, and a two-part clasp designed to close the band around a user’s wrist. The
retaining ring inchudes, in its center, the cavity configured to releasably house a medallion
11. FIG. 4B shows a clip (made, e.g., of aluminum) that includes a cavity configured to
releasably house a medallion 11, and further inchides a gap filled with a non-conducting
material 31 around the periphery of the cavity. The clip may be attached to a keychain in
some examples. FIG. 4C shows a cuff (yuade, e.g., of nylon) that includes a retaining ring
{made, e.g., of stainless steel and including a gap filled with a non-conducting material sach
as plastic) that fits into the cuff and includes indentations for holding magnets. The
retaining ring includes, in its center, the cavity configured to releasably house a medallion
1t

{00571 FIG. 4D shows a bracelet (made, e.g., of stainless steel including a gap 32
filed with a non-conducting material 31), and a retaining ring 33 (made, e.g., of stainless
steel and including a gap filled with 2 non-conducting material 31) that fits into the bracclet

and includes indentations 34 for holding magnets. The retaining ring includes, in its center,
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the cavity configured to releasably house a medallion 11. FIG. 4E shows a pendant (made,
e.g., of stainless steek including a gap 32 filled with a non-conducting material 31), and a
retaining ring 33 (made, e.g., of stainless stecl and ncluding a gap filled with a non-
copducting material 31) that fits into the pendant and includes indentations for holding
magnets. The retaining ring includes. in its center, the cavity configured to releasably house
a medallion 11. In some examples, the pendant is configured to attach to a decorative chain
for wearing by a guest. In other examples, the pendant is configured to attach to a kevehain
or other item. Finally, FIG. 4F shows a mount configured to be worn using a watch-fype
band. The mount (made, e.g., of stainless stecl including a gap filled with a non-conducting
material) bas a retaining ring (made, e.g., of stainless steel and including a gap filled with a
non-conducting material 31) that fits nto the mount and includes indentations for holding
magnets.

{0058] The accessories shown in FIGS. 4A-4E are non-limiting examples of
accessories in which medallions 11 can be mounted. However, other types of accessories,
including lanyards, pendaunts, keychains, necklaces, belt buckles, bathing suites {e.g., bikini
rings), body piercings, and the like, may also be used.

{00591 The foregoing description of the medallions 11! has focused on external
attributes of the medallions 11, such as the medallions shown in FIG. 5A. Specifically,
FIG. 5A shows top, bottom, and side views of an iflustrative medallion 11. The following
description of FIGS. 5B-5E detils internal structures of various embodiments of the
medallions.

{00601 As shown m FIGS. 3B, 5C, 5D, and 38, different embodiments of
medallions 11 include magnets 501, a bottom cap 503, a foam filler 503, a battery assembly
507 {e.g.. a CR2025 battery), an insulation film spacer 509, a printed circuit board assembly
{(PCBA) 511, a BLE antenna 513 {e.g., a J-shaped BLE antenna), an NFC antenna 315 (e.g.,
a wound wire coil antenna), a metal housing 517 (e.g., of aluminum), and a top cap 519.
The BLE antenna 513 can be soldered to an upper surface of the PCB 511, while the NFC
antenna 515 may be connected to the PCB 511 by pogo pins. In the embodiment of
FIG. SE, the NFC antenna 315 is coated in silicone for durabiity. As shown in FIG. 5B, the
magnets 501 may fit within indentations provided in the top cap 519 {(or, alternatively, in the
bottorm cap 303) and be held in place by the indentations. Alternatively, as shown in
FIG. 5E, the magnets 501 may fit within indentations provided in the silicone coating the

NFC antenna 515 and may be held in place by the indentations.
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{00611 In the embodiment of FIG. 5B, 3D, and 5E, the metal housing 317 is
manufactured separately from the bottom and top caps 503 and 519. The metal housing 517
may be made of aluminum or other metal, while the bottom and top caps 503 and 519 may
be made of plastic. In contrast, in the embodiment of FIG. 5C, the top cap 519 is integrally
formed with the metal housing 517. For example, in the embodiment of FIG. 5C, the top
cap 319 and metal housing 517 may be machined out of a block of material including metal
and plastic materials disposed within the block such that, following machining, the top cap
519 has an open metal ring (c.g., at 517) disposed around its outer peripheral surface that is
interrupted by one or more gaps that are filled with plastic or other insulating material.
Additionally, following machining, the top cap 519 has a plastic (or insulating) center. For
this purpose, the block of material used for machining may be a plastic-impregnated metal.
{0062} FIGS. 5F and 3G show detailed views of PCB assemblies 511 used in
medallions 11, which show in detail the J-shaped BLE antenna mounted on an upper surface
of the PCB. As shown in FI(. 5F, the J-shaped BLE antenna can be formed of stamp-cut
steel, include machine-bent tabs, and include alignment pins for placement on the PCB.
The pins may also provide connection to ground and feed pads. As shown in FIG. 5G, the
J-shaped BLE antenna can be formed using a laser direct structuring (LDS) process as an
injection-molded plastic part plated with metal, and may include snap features on a bottom
of the molded part for use in placement and alignment on the PCB.

[0063] Detatled schematics of the J-shaped BLE antenna are provided in FIGS. S5H-
51.. FIGS. 5H-5K show detailed schematic views of the BLE antenna provided from front,
side, rear, and bottom views, respectively, while FIG. SL provides a perspective view of the
BLE antenna. Dimensions of the antenna and design tolerances on the dimensions are
provided in the figures in millimeters (mm). The dimensions provided are illustrative, and
the BLE antenna can be scaled up or scaled down relative to the dimensions shown
depending on the particular application in which the BLE antenna element is to be used. In
the embodiment shown in the figures, the dimensions of the antenma are set such that an
overall length of the antenna enables the antenna to resonate at a desired frequency in the
2.4 GHz range, for example by setting an overall length of the radiation clement to
approximately Y4 wavelength at 2.4 GHz, Moreover, the radius of curvature of the J-shaped
antenna may be set to maximize the radius of curvatre of the antenna within the space
constraints imposed by the cavity of the medallion within which the antenna is located

while cnsuring that the antenna does not contact a metallic outer ring of the medallion.
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{0064] In embodiments in which the J-shaped BLE antenna is formed using a laser
direct structuring (LDS) process as an injection-molded plastic part plated with metal, the
rear surface (shown in FI(. 3J) may be formed of the injection-molded plastic part while
the front surface (shown in FIG. 5H) may be substantially fully plated with metal. The
metal plating formed on the front sinface may extend to the rear surface, and may notably
extend to those portions of the rear surface shown in gray shading in FIG. 51, In particular,
the metal plating may extend along a top edge 521 of the J-shaped antenna to the rear
surface of the antenna and thereby provide an antenna ground terminal that is electrically
connected to a ground terminal of the PCBA 511. The metal plating may further extend
onto a side protrusion 523 of the J-shaped antenna to the rear surface of the antenna and
thereby provide an RF signal terminal that is electrically connected to the PCBA 311, In
operation, the PCBA 511 may thus apply signals between the ground terminal (at 521) and
the RF signal terminal (at 523) in order to emit BLE signals using the antenna, and may
sense signals at those terminals in order to receive BLE signals using the antenna.

{00631 Additionally, as shown in the cross-sectional view shown in FIG. 31, the J-
shaped antenna has a non-planar profile including two bend points used to clevate the
antenna element above the ground plane of the PCBA 511. By spacing the antenna element
high above the ground plane, the antenna element is capable of radiating more RE energy.
Finally, comers of the J-shaped antenna can be formed by laser trimming so as not to be
right angled (90 degree) in order to enable fine frequency wning.

{0066] FIG. 6 is a block diagram showing functional components of a medallion 11.
The components shown wm FIG. 6, including the microprocessor 603, memory 601,
transceivers 607 and 609, and sensor 603, form part of the PCBA 511 shown in FIGS. 5B-
5E.

{0067} As shown in FiG 6, the medallion 11 includes a memory 601,
microprocessor 603, optional sensor(s) 605 such as an accelerometer, one or more
transcetvers 607, 609 and associated antennas 513, 515, and the battery 507. The
componenis may be commmunicatively and/or electrically connected to each other by circuits
integrated in the PCB of the PCBA 511, In particular, the memory 601 is conumunicatively
connected to the microprocessor 603, such that machine-executable programming
instructions stored in the memory 601 can be executed by the microprocessor 603 to cause
the medaliion 11 to perform functions such as those described throughout this disclosure. In
addition to programiming instractions, the memory 601 stores a unique identifier used by the

guest engagerpent systern 10 to aniquely identify each medallion. The memory 610 can
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also store encryption and decryption keys, and encrypted data. For example, in one
example, the memory stores both a public identifier for the medallion 11 that uniquely
identifies the medallion and is broadcast in the beacon signal emitted by the medallion, and
a private identifier that also uniquely identifies the medallion, is stored in an encrypted
format in the memory, and is used to securely authenticate the medallion {(e.g., for use in
payments and for unlocking doors). Additionally, the microprocessor 603 s
comununicatively connected to one or more optional sensors 605, such as an accelerometer
sensor, and to one or more transceivers 647, 669,

{0068} As noted above, the medallion includes at least one tranmsceiver and
associated antenna configured for wircless communication with the guest engageroent
systemn 10, As shown, the medallion 11 includes two transceivers each operating according
to a different communication standard. In the example, a first transceiver 607 operates
according to the BLE standard, and is connected to an associated antenna 513 used for BLE
comununications, while a second transceiver 609 operates according to the NFC standard
(e.g., a radio-frequency identification (RFID) standard), and is connected to an associated
antenna 515 wsed for NFC communications. While each transceiver is shown as having a
dedicated antenna in FIG. 6, in some embodiments two or more transceivers may share a
same antenna.

{00691 As described above, the BLE tansceiver and antenna is used by the
medallion 11 to emit periodic beacon signals that enable the guest engagement system 10 to
determine the location and identity of a guest and provide services to the guest. The BLE
transceiver and antenna can also be used for secure comnmumicauons. The operation of the
BLE wansceiver and antenna, however, generally requires that the battery 507 provides
sufficient power to the medallion 11 for operation. When the charge level of the battery 507
falls below a threshold, and/or the battery or BLE fransceiver fails, the medallion 11 may be
unable to communicate using BLE signals. In such sitwations, the medallion can
nonetheless operate as a passive NFC/RFID device. In particular, to function as a passive
NFC/RFID device, the medallion does not require any power from the battery for operation.
Instead, the medallion operates based on power harvested through the NFC antenna from
radio frequency signals inducing current flow in the antenna. When operating as a passive
NFC/RFID device, the medallion may be configured o mansmit signals including the
medallion’s unigue identifier in response to receiving RFID interrogation signals or other

signals inducing sufficient cureent flow in the anfenna. The guest engagement system 10
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may thus be able to provide limited services to guests even if the guests’ medatlions do not
reccive sufficient operating power from their batterics.

{00701 When the battery 307 provides sufficient power for operation of the BLE
transcetver, the medallion 11 is configured to operate using three distinet modes of
operation. Specifically, the memory 601 stores programming instructions which, when
executed by the microprocessor 603, cause the medallion 11 to operate according fo a
selected one of the three modes of operation. Initially, when a medallion 11 is first
activated by being provided with a battery 507, the medallion 11 operates in the slecp mode
of operation. The sleep mode of operation is a very low power mode of operation which
conserves battery power. In the sleep mode of operation, the medallion 11 listens
periodically for network advertisements from a recognized guest engagement systern 10 and
remains in the sleep mode of operation as long as an advertisement is not received from a
recognized guest engagement system 10, In the sleep mode of operation, the medallion 11
listens for network advertisements on a periodic schedule — such as once every 30 seconds,
once every muinute, once every 3 minutes, ot the like. If a network advertisement is received
during a periodic listen period, the medallion 11 determines whether the advertisement is
for a recognized guest engagement systermn 10 and, upon determining that the advertisement
is from a recognized guest engagement system 10, the medallion 11 switches w the bi-
directional mode of operation.

[0071] in the bi-directional mode of operation, the medaliion 11 is configured to
both emit a beacon signal via the BLE transceiver 607 and antenna 513, and to listen for
communications from the recognized guest engagement systern 10 via the BLE transceiver
607 and antenna 513. The medallion 11 may additionally listen for communications via the
NFC transceiver 609 and anteona 515 in the bi-directional mode of operation. The
medallion 11 listens for comnmunications from the recognized guest engagement system 10
on a periodic basis in the bi-directional mode of operation, for example every 10 ms, every
100 ms, or the like. Further detailed mformation on the bi-directional mode of operation is
provided below in relation to the description of the door lock. The medallion 11 may
continue to operate in the bi-directional mode of operation until the medallion 11 receives a
comununication from the recognized guest engagement system {0 causing the operating
mode to switch to the beacon mode of operation. The bi-directional mode of operation may
consume higher power than the sleep mode of operation.

{00721 in the beacon mode of operation, the medallion 11 is configured to emit the

beacon signal via the BLE wansceiver 607 and antenna 513. Optionally, the medallion may
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periodically listen for comrunications from the recognized guest engagement system 10 via
the BLE wansceiver 607 and antenna 513, but the listen time periods occur less frequently
{e.g., every sccond, every 3 s, or the fike) in the beacon mode of operation than i the bi-
directional mode of operation. As a result, the beacon mode of operation is associated with
a lower power consumption than the bi-directional mode of operation, but a higher power
consumption than the sleep mode of operation. The periodic listen periods in the beacon
mode of operation are used to listen for communications from the recognized guest
cngagement system 10 causing operation mode to switch to the bi-directional mode of
operation.

{0073} in both the bi-directional and beacon modes of operations, periodic beacon
signals are wransmitted from the medallion 11. In general, the beacon signals include a
unique identifier of the medallion, and are transmitted on a periodic basis {e.g.. every 10 ms,
3

every 100 ms, every second, or the fike).

/

The beacon signals can be sensed by sensors 15 of
the recognized guest engagernent system 16, and used by the guest engagerent system 10
to determine the approximate position of the medallion 11 within the facility. The beacon
signals are also used by the recogmzed guest engagement system 10 to provide services (o
the guest, as described in more detail below.

{0074} The medallions 11 comounicate wirclessly with the sensors 15 of the
recognized guest engagement system 10 to enable the guest engagement system to provide
automated engagement with users or guests of the facility in which the sensors 15 are
mounted. While the sensors 15 can be mounted throughout the facility, some sensors 15 are
mounted in or otherwise associated with a particular interface device 17 or interface
function of the system. As shown in FIG. 1A, interface devices 17 include door locks 174,
automatic doors or fwnstiles, vending ferminals 17b, cash registers, slot machines,
interactive displays 17¢ or portals 174, and the like. A particular interface device 17, which
provides functionality of a door lock 17a, is described in detail below with respect to
FIGS. 7A-7L

{00751 The door lock 17a provides guests the ability to gain access to their cruise
ship stateroom, resort room, or other limited access facility (e.g., a VIP lounge, spa, fitness
facility, elevator bank, or the like) simply by walking up to the door, reaching out to grasp
the handle, and opening the door that is automatically unlocked based on wireless
communications with the guests’ medallions 11. Specifically, the door lock 17a detects the
presence of a medallion 11 in front of {or in close proximity to) the door and unlocks the

door for permitted guest{s) or service personuel {(e.g., stateroom stewards, maids, or
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facilities engineers). Additionally, the door lock 17a can include a display panel that
provides a visual and audio greeting to the guest and can provide real-time information
about the guest’'s up-coming activities, and/or messages from the crew, staff, or other
members of the guest’s party. The door lock display panel can include a panel-mounted
camera used o record images and video of unauthorized persons attempting to access the
room as well as images of crew, staff members, and others who access the room.

[0076) FIGS. 7A-7T illustratively show an automated door lock assembly 700 that
provides the functionality of the door lock 17a to automatically unlock a door based on an
interaction with a guest’s medallion 11, As shown in FIG. 7A, the antomated door lock
assernbly 700 can be used on a ship (e.g., a cruise ship) or a hotel to selectively unlock the
door of a guest’s roor (e.2., a state room or hotel room). Specifically, the automated door
lock assembly 700 can be used to selectively unlock the door of a guest’s room to allow
entry into the room. In general, the door remains unlocked af all times from the mside of
the room, to allow guests {0 exit the room unimpeded.

{0077} The avtomated door lock assembly 700 includes a latch assembly 701 shown
in more detail in FIGS. 7E, 70, and 71, a door lock module 703 that selectively unlocks the
latch assembly 701, and an access panel 705 mounted proximate to the door. The latch
assernbly 701 includes a latch and a door handle, knob, or other mechanical component(s)
that provide door handle/knob functionality, and 1s generally mounted within the door that it
controls. The latch assembly 701 also includes an electronically controlled locking and
unlocking mechanism, such as a locking mechanism controlled by a solenoid. The locking
and unlocking mechanism of the latch assembly 701 is controlled by the door lock module
703, which is an electronic module operative to send locking and unlocking signals to the
clecronically controlled locking mechanismn. The latch assembly 701 will generally also
inchude a mechanical focking and unlocking mechanism, such as a key-based mechanism
that enables the door to be unlocked using a physical key.

[0078] The door lock module 703 is electrically connected to the latch assembly
701, and more specitically to the locking mechanisin of the latch assembly 701, by a wire or
other conductor. The door lock module 703 generally is battery powered and is mounied
within the door, although the door lock ruodule 703 can be placed in different locations
depending on implementation. A same battery may be used w power both the door lock
module 703 and the electronically controlled locking and unlocking mechauism of the latch

asscrobly 701, In addition to controlling the clectronically controlied locking mechanism,
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the deor lock module 703 communicates wirelessly with the access panel 705 from which it
receives instructions to unlock the door.

{0079] The access panel 705 communicates wirelessly with the door lock module
703, and provides instructions to uniock the door to the door lock module 703. The access
panel 705 also communicates wivelessly with guests” medallions 11 and deternunes, based
on a secure read of information stored in a guest’s medallion 11, whether or not to instruct
the door lock module 703 to unlock the door.  The access panel 705 additionally
communicates with a central reservation server 21 of the puest engagement systemn 10 to
securely retrieve information on guesis permitfed access to the door, and determines
whether or not to instruct the door lock modude 703 to unlock the door based on whether the
information obtained from the guest’s medallion 11 (e.g., a vnique encrypted identifier)
matches that of a guest permitied access to the door. While the access panel 705 can be
hattery powered, the access panel 705 generally receives power from an external source
{e.g., via power over BEthernet (POE)). In some examples, the access panel 705
comununicates wirelessly with the central reservation server 21, for example via a Wi-Fi
network. Generally, however, the access panel 705 is conneeted to a wired network (e.g.,
an Ethernet natwork} through which it communicates wirelessly with the central reservation
server 21 and through which it receives electrical power for operation. Note that the access
panel 705 may be connected to an uninterruptible power supply (UPS) 30 as to be able to
continue to function even if power received from a power grid or generator is interrupted.
{0080] FIGS. 7C and 7D provide detailed views of an itlustrative access panel 705.
As shown in the figures, the access panel includes a flat-panel display {(e.g., a 77 touch
sensitive display}, an integrated camera, and wireless transceivers and associated antenna(s)
for communicating with medallions 11 via BLE and/or NFC. The flat-panel display can be
used to provide greetings to guests for whom the door in unlocked, to provide information
to guests for whom the door in not unlocked, as well as to provide other information.
Further functions of the access panel 705 are described in more detail below.

{00813 FIGS. 7E, 7, and 71 provide exploded views of the latch assembly 701,
including the door handle/knob and door latch mechanism. Additionally, FIG. 7E shows
the door lock module 703 that can be located within the casing of the latch assembly 701
and that controls operation of the electronically controlled unlocking mechanism of the
Iatch assembly 701.

{0082] Additionally, as shown m FIGS. 7E, 76, and 71, the lach assembly 701

ncludes elecirical isolation sleeves mounted on the spindle of the door handle and
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configured to electrically isolate the door handle from other portions of the latch assembly
701. For cxample, the elecirical isolation sleeves may isolate the door handle from the latch
mechanism. The electrical isolation of the door handle can enable the door handle to be
used by the door lock module 703 as a communication antenna for its ISM radio. The
electrical isolation of the door handle can further enable the door lock module 703 to
monitor a capacitance of the door handle and identify changes in the capacitance of the door
handle. In one example, the door lock module 703 measures changes in an electrical
potential of the door handle by charging the door handle to a nominal voltage {c.g., 0.03 V)
and determining when the electrical potential of the door handle has retumed to zero. The
monitoring of capacitance performed by the door lock module 703 enables the door lock
modile 703 to determine when a person touches, contacts, or i8 in close proximity {e.g., less
than a few centimeters) to the door handle 30 as to activate the unlocking mechanism of the
fatch assembly 701 only when a person contacts or is in close proximity o the door handle.
{0083} FIG. 7F shows a sermi-transparent view of an alternative latch assembly 701.
As shown, the faich assembly includes an LED status indicator, shown as a transhucent ring-
shaped indicator disposed around a base of the door handle, that is used to provide status
information of the door latch assembly. In one example, the LED status indicator may
provide green illuminadon when a guest is avthorized o open the door and provide red
illamination when a guest is denied authorization to open the door.

[0084] FIG. 7H is a block diagram illuszratively showing components of the door
lock module 703 and of the access panel 705. As shown in FIG. 7H, the door lock module
703 1ncludes a microprocessor controfling operation of the door lock module 703, and a
memory storing instructions for execution on the microprocessor. The door lock module
703 additionally includes a sensor, such as a radio frequency (RF), infrared {IR), or
capaciiive proximity sensor, used to determine when a guest’s hand contacts or comes info
close proximity to the door handle. The door lock module 703 additionally includes a short-
range radio, such as a radio operating on the ISM band, for encrypted wireless
communication with the access panel 705. The door lock module 703 is powered by a
battery and a voltage boosting converter such as a 4.5 V boost converier.

{0085] The access panel 705 includes a microprocessor controlling operation of the
access panel 705, and memory storing instructions for execution on the microprocessor.
The access panel 7(5 additionally includes a short-range radio, such as a radio operating on
the ISM band, for cncrypted wireless communication with the door lock module 703, The

access panel 705 can include a back-up battery for providing back-up power, and generally
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includes a power supply receiving electrical power from an external source such as power
received over an Dthernet cable. The access panel 705 additionally includes one or more
transcetvers and associated antennas for communicating with medallions 11, such as a BLE
transceiver and antenna and an NFC transceiver and antenna. In some examples, the
antenna(s) of the access panel 705 are specifically designed to wrap around an outer edge of
the display of the access panel 705. Additionally or alternatively, the access pancl 705 may
be associated with (and connected to) a spotlight sensor 15 that is disposed on a ceiling
directly in front of the door, and operation of the access panel 705 may be based on beacon
signals detected by the spotlight sensor 15 and emitted from medallions 11 of guests located
directly i front of the door. Additionally, a network transceiver enables the access panel
705 to communicate across a wired or wireless network, such as across the commuication
network 19 of the guest engagement svstem 10 with a central reservation server 21. In
general, each access panel 705 is associated with one particnlar door that it is located
adjacent fo, and the access panel 705 s associated one-to-one with the door lock module
703 of that one door such that the access panel 705 can only control unlocking of the one
door and the door lock module 703 operates in response from commands from only that
access panel 705.

{0086] In operation, the latch assembly 701 generally maintains the door in a locked
state as a default. The access panel 705 maintains s BLE transceiver (or the BLE
transcetver of the associated sensor 15) activated so as to detect any beacon signals
transmitted by medallions 11 operating in proximity to the access panel 705, For this
purpose, the aceess panel 705 and/or 1ts associated sensor 15 may be configured to detect
beacon signals transmitted by recognized medallions that are within a range of 2-4 feet from
the access panel. Thus, when a recognized medallion 11 enters the read range of the access
panel 705 and/or s associated sensor 135, the access panel 705 begins to receive the
periodic beacon sigsaals transmitted by the medallion 11 and initiates a door unfocking
SEqUENCE.

{00871 First, based on the timing of receipt of a recognized beacon signal, the access
panel 705 determoines when the next time period during which the medallion will listen for
comyounications from the guest engagement system 10 will occur.  In turn, during the
determined time pertod, the access panel 705 initiates a secure connection to the medallion
11 across which the access panel 705 can request the medallion’s unique private identifier
{c.g., using cucryption such as eiliptic curve cryptography (ECC) encryption). The unique

private identifier can take the form of an encrypted code, such as a 48 byte encrypted code,
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that uniquely identifies the medallion 11. In response to the request, the access panel 705
and medallion 11 establish a secure and/or encrypted communication channel over which
the medatiion provides ifs unique private idenfificr to the access pancl 705. In general, the
unique private identifier is communicated over an encrypled BLE connection. Once the
unique private identifier is received, the access panel 705 activates a lock control unit
(LLCUY that is operative to consult a local memory to determine whether the guest associated
with the unigue private identifier and medallion 11 are allowed access o the door at the
current time. For this purpose, the access panel 705 maintains in local memory a white list
including records of medallions” unique private identifiers that are allowed access to the
door at the current and futare times.  If the unique private identificr received from the
medallion 11 15 encrypted, the LCU decrypts the identifier and determines whether the
decrypted identifier is on the white list. If the access panel 705 determines that the guest
associated with the unique private identifier and medallion 11 is allowed access to the door
at the current time (e.g., the unique private identificr is included in the white list), the access
panel 705 displays a welcome message on its display screen and initiates door unlocking.
In the alternative, if the access panel 705 determines that the recetved identifier 5 not listed
in the record of identifiers that are allowed access to the door, the access panel 705 consults
a reservation server 21 across the network 19 to retrieve updated information (if any) on
medallion identifiers that are allowed access to the door. In turn, if the received identifier is
not listed among the updated information, the access panel 705 determines that the guest is
not aliowed access to the door at the current time and optionally activates its camera to
capture a picture of the guest and transmits the picture to a central server 21. Note that in
cases in which the access panel 705 detects multuple medallions 11 within its vicinity, the
access panel 705 performs the above steps for cach defected medallion, displays a welcome
message in the guest’s language of choice on its display screen identifying cach guest
associated with a medallion 11 that is allowed access o the door, and initiates door
unlocking if at least one of the detected medallions is on the white list.

{0088] As part of unlocking the door, the access panel 705 activates its ISM radio
and establishes a secure communication channel with the ISM radio of the associated door
fock module 703. Omnee the secure commanication channel is established and the guest or
crew member is determined to be allowed access o the door, the access panel 705 transmits
an arming code (¢.z., a door unlock authorization signal) to the door lock module 783 across
the secure ISM channel. The arming code may be sent as a message that is cncrypted, for

example using a 128-bit advanced encryption standard (AES). In response to receiving the
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arming code, the door lock module 703 activates the proximity sensor {(e.g.., a capacitive
proximity sensor} so as to monitor when the guest’s (or crew member’s) hand contacts or
comes into close proximity fo the door handie. Upon determining that the guest’s {or crew
member’s) hand contacts or comes into close proximity to the door handle, the door lock
module 703 activates the unlocking mechanism (e.g.. a solenoid) of the latch assembly 701.
if the door is unlocked and opened, the door lock module 703 can comununicate that the
door has been opened to the access panel 705 and the access panel 705 can, in turn, instruct
the medaliion 11 to reburn to the beacon mode of operation.

{0089] Optionally, the door lock module 703 can monitor when a person’s hand
contacts or comes into close proximity to the door bandle at all times. In furn, if a door
uniock authorization signal has not been received from the access panel 705 and the door
lock module 703 determines that a person’s hand has contacted or come into close
proximity to the door handie. the door fock module 703 may send an unauthorized access
attenipt signal fo the access panel 705. In response fo receiving the unauthorized access
attempt signal, the access panel 705 activates its camera to capture a picture of the person
having attempted to access the door and transmits the picture to a central server 21,

{0090] In embodiments in which the medallion 11 is configured to operate in both
the bi-directional and the beacon mode of operation, the door unlocking sequence described
above can include additional steps. If the medallion 11 is operating in the bi-directional
mode of operation, the door unlocking sequence can proceed as described above.
Optionally, once the door is determined to be unlocked, the door lock module 703 can
communicate that the door has been opened to the access panel 703 and the access panel
T35 can, i turn, comumunicate to the medallion 11 that the medallion can return o the
beacon mode of operation.

{0091] if the medallion i1 is operating in the beacon mode of operation, the guest
engagerent system 10 may need to instruct the medallion 11 to switch to the bi-directional
mode of operation in order to enable the medallion 11 to establish the secure
communication channel with the access panel 705 and provide the access panel 705 with the
medallion’s unique private identifier. For this purpose, the access panel 705 can, in one
example, determine based on the timing of receipt of a beacon signal from the medallion
when the next time period during which the medallion will listen for communications from
the guest engagement system 10 will occur. In turn, during the determined tune period, the
access panel 705 transmits to the medallion 11 a communication to causc the medallion to

switch to the bi-directional mode of operation. For example, the access panel 705 may
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transmit a request for the medallion’s unique private identifier and, in response 1o receiving
the request, the medallion may swiich to the bi-directional mode while continuing to
transmit periodic beacon signals.

[0092] In another example, the guest engagement system 10 may cause the
medallion 11 to switch to the bi-directional mode of operation prior to the medallion 11
reaching the close proximity of the access panel 703 (e.g., priot to being within 2-4 feet of
the access panel 705). In the example, location services provided by the guest engagement
system 10 monitor the location of cach guest within the facility via the guest’s medallion
11.  Specifically, the network 13 of sensors 15 of the guest engagement system 10
continuously monitors beacon signals received from medallions 11 in each sensor 15 of the
network and identifies medallions 11 that are in proximity to each sensor 15 based on the
received beacon signals and the public identifiers contained therein. Based on the
momnitoring of the locations of medallions 11, the guest engagement system 10 can
determine whether a recognized medallion is nearing a locked door that is associated with
the medallion 11. For example, the system 10 may determine that the medallion 11 has
entered a hallway that includes a door to which the guest associated with the medallion has
access to, or that the madallion 11 has reached a pre-determined vicinity (e.g., 100 feet or
less) from such a door. In response to the determination, the guest engagement sysiem 10
causes one or more sensors 15 that are within communication range of the medallion 11 to
transmit a wake command to the medallion 11 to cause the medallion 11 to switch to the bi-
directional mode of opecation.

{0093] in the foregoing example, the guest engagement system 10 may additionally
send a wake command to the access panel 705 of the door to which the medallion has access
as the medallion 1 nears proximity of the door. In response to the wake command, the
access panel can begin monttoring its BLE transceiver for any medallions 11 that are within
its read range and are on the authorized user list {e.g., white list) stored by the access panel
705.

[0094] The description of the functioning of the automated door lock assembly 700
provided above has focused on BLE-based detection and commumnications between the
access panel 705 and medallion 11. However, both the access panel 705 and medallion 11
are also configured for NFC-based detection and communications, and the access panel 705
also provides functionality for unlocking an associated door based on NFC-based
communications. The NFC-based comumunications can be used, among other use cases, in

situations in which a redallion’s battery has run out and the medallion is thus unable to
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emit BLE-based beacon signals or engage in BLE-based communications. To support
NFC-based communication, the access panel 705 periodically emits an NFC read signal or
NFC interrogation signal that is used to energize any passive NFC-based devices in ifs
vicinity. If a medaliion 11 is localed in the vicinity of the access panel 705, the NFC read
signal will activate the medallion’s NFC antenna and transceiver and cause the medallion 11
to provide the access panel 705 with an NFC-based response beacon signal including the
public identifier for the medallion 11. Based on the received response signal, the access
panel 705 can then establish a secure NFC-based communication channel with the
medallion 11 and proceed with door unlocking based on an NF{C-based unlocking process
analogous to the BLE-based unlocking process described above {with the exception that all
communications will be performed using the NFC transceiver rather than the BLE
transceiver). The NFC-based unlocking process can also be used using NFC-enabled
devices other than medallions, including NFC-enabled access cards for exampie.

{00951 In addition to sensors 15 mounted in interface devices 17, the guest
engagement system 10 includes a sensor vetwork 13 of stand-alone sensors 13 disposed
throughout the facility (or facilities). Tach sensor 15 has a known location, and the sensors
15 in the network 13 are used to track the lecations of medallions 11 in the facility by
creating a log of each medallion 11 detected by each sensor 15 with an associated
timestamp.  Further, each sensor 15 can engage in bi-directional commumication with
medallions 11 within its communication range, including the sensing of medallions 11
through the sensing of beacon and other signals transmitted by the medallions 11 and the
transmitting and receiving of signals to and from the medallions 11. Examples of stand-
alone sensors 15 are shown and described in FIGS. 8A-8D. Specifically, FIGS. 8A and 8B
show views of a directional or omni directional sensor, while FIGS. 8C and 8D show views
of a spotlight sensor. The omni directional sensor has 2 fong comumunication range (e.g., of
30-50 feet, and up to 100 feet or more) extending in all directions around the sensor; the
directional sensor bas a similarly long communicagion range (e.g., of 36-50 feet, and up to
100 feet or more) extending in some (but not all} directions around the sensor. The
spotlight sensor has a shorter beam-shaped communication range having a diameter that is
adjustable and can veach up to 7-10 feet or more, and the beam-shaped typically has a
communication range extending in a selected direction from the sensor for a shorter distance
than the omni directional sensor {e.g., 15 feet or less). Note that each sensor’s
communication range can be adjusted downwards from the maximum range valucs detailed

above,
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{0096} FIG. 8A shows an exploded view of the directional or omni divectional
sensor that includes an electronics PCB 807 and an antenna PCB 803 mounted between a
base plate 811 and a radome 801, The antenna PCB 803 bas an antcuna clement 802
mounied thereon that is communicatively connected to circuitry of the antenna PCB 803.
The antenna element 302 has a proprietary shape such as those shown in detail in FIGS. 8E-
8H and 8K-8N that confer the directional or omni directional sensitivity to the sensor. The
antenna PCB 8§03 comwnunicates with the electromics PCB 807 through a cable 805, and a
connector 809 provides a connection between the clectronics PCB 807 and the wired
network 19. The sensor 15 can be mounted to or in a ceiling or wall of a facility {e.g., using
a connector nut 813), and can be used to monitor and communicate with medallions
disposed within the vicinity {e.g., within the communication range) of the sensor. Fi(z. §B
shows the directional or omni directional sensor when all components are mounted together.
{0097] FIG. BC shows an exploded view of the spotlight sensor that includes an
electronics PCB 807 and an antenna mounted between a base plate 811 and a radome 801.
A cosmetic base 814 can further be provided. The antenna PCB 803 bas an antenna element
802 mounted thereon that is communicatively connected to circuitry of the antenna PCB
803. The antenna element 802 has a proprietary shape shown in detail in FIGS. 81-8F that
confers the spotlight or spotheam directional sensitivity to the sensor. The antenna includes
an antenna PCB 803 having a foam spacer 804 mounted on a surface thereof, and an
antenna element 802 mounted on the foam spacer 804, The antenna PCB 303
communicates with the clectronics PCB 807 through a cable 805, and a connector 809
provides a connection between the electronies PCB 807 and the wired network 19. The
senscr 15 can be mounted to or in a ceiling or wall of a facility (e.g.. using a connector nut
813), and can be used to monitor and communicate with medalfions disposed within the
vicinity {e.g., within the coramunication range and beam) of the sensor. FIG. 8D shows the
spotlight sensor when all components are mounted together.

{0098 Detatled views of the antenna elements 802 that can be mounted to the
antenna PCBs 803 provided in the sensors 15 such as those shown in FIGS. 8A-8D are
provided in relation to FIGS. SE-8M. FIGS. 8E-8H show detailed views of the antenna
clement 802 provided in a directional sensor such as that shown in FIGS. 8A and 8B, The
antenna element 802 may be designed for wall or cetling mounting locations within a
facility and may provide a directional sensing capability having a broad beam width for
procuring linear polarized radiation direction to the front face of the anfenna. As shown in

the top and side views shown in FIGS. 8E-8G, the antenna element 802 has an inverted-V
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shape that is generally symmetric about a center line, and includes two tabs extending
downwardly from a main surface of the antenna that are used for mounting to the antenna
PCB 803. The main surface of the antenna, shown in FIG. BE, including a rectangular
central portion having symmetrical parallelogram-shaped extensions extending from
opposing sides of the rectangular central portion. Hustrative dimensions of the antenna
element 802, measured in jnches, are provided in the figures. The dimensions provided are
illustrative, and the antenna element 302 can be scaled up or scaled down relative o the
dimensions shown depending on the particular application the antenna clement 802 {(and
associated sensor 15} is designed for. In particular, the dimensions can be sclected and
adjusted in order to vary the center frequency and impedance matching of the antenna. For
example, the dimensions provided may be selected to provide the antenna element 802 with
a resonating operating frequency of 2.4 GHz (within the BLE operation range in the ISM
band) when corresponding PCB ground spacing and housing dielectric proximity are
accounted for. The lower tabs extended downwardly from the main surface of the antenna
serve as a feed tap and a ground tap electrically connected to the PCB 803, and also serve o
maintain the antenna element 8§02 at an appropriate height spacing from the PCB ground
plane.

{0099} FIGS. 81-8) show detailed views of the antenna element 802 provided in a
spotlight (or spotheam) sensor such as that shown in FIGS. 8C and 8D. The antenna
element 802 may be designed for ceiling mounting locations {(or wall mount locations at
high elevation with down tilt)y within a facility and may provide high gain and a directional
narrow-beam  (i.e., spotlight) sensing capability procuring circularly polarized (CP)
radiation. As shown in the top and side views shown in FIGS. 81-8], the antenna element
802 has a generally planar shape, and has a shape of a square having diagonally opposite
corners removed at angles of 45 degrees relative to sides of the square. The antenna
element 802 of FEGS. 81 and &) may be mounted to the antenna PCB 803 via a foam spacer
804, as shown in FIG. 8C. Hlustrative dimensions of the antenna element 802, measured in
millimeters (mim), are provided in the figures. The dimensions provided are illustrative, and
the antenna elerent 802 can be scaled up or scaled down relative 1o the dimensions shown
depending on the particular application the antenna element §02 (and associated sensor 15)
is designed for. In particular, the dimensions can be selected and adjusted in order to vary
the center frequency, axial ratio, and impedance matching of the anteuna. For example, the

dimensions provided may be sclected to provide the antenna clement 802 with a resonating
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operating frequency of 2.4 GHz (within the BLE operation range in the ISM band) when
corresponding PCB ground spacing and housing diclectric proximity arc accounted for.
j00100] FIGS. 8K-8N show detailed vicws of the antenna element 802 provided in a
circolar sensor. For exampie, the antenna element shown in FIGS. 8K-8N may provide
ommni-directional sensing, and may be used within a sensor 15 such as that shown in
FIGS. 8A and 8B. The anteuna clement 802 may be designed for ceiling mounting
focations within a facility and provide a linear polarized broad beam width for procuring an
azimuth omni-divectional sensing pattern.  As shown in the top and side views shown in
FIGS. 8K-8M, the antenna element 802 has a generally symmetric shape about a center fine,
and mcludes two tabs extending downwardly from a main surface of the antenna that are
used for mounting to the antenna PCEB 803 (as shown, e.g., in FIG. 8A). The main surface
of the antenna shown in FIG. 8K has a generally circular shape. Hlustrative dimensions of
the antenna clement 802, measured in inches, are provided in the figures. The dimensions
provided are illusirative, and the antenna clement 802 can be scaled up or scaled down
relative to the dimensions shown depending ovn the particular application the antenna
element 802 (and associated sensor 15) is designed for. In particular, the dimensions can be
sclected and adjusted in order to vary the center frequency and impedance matching of the
anterma. For example, the dimensions provided may be selected to provide the antenna
element 502 with a resonating operating frequency of 2.4 GHz (within the BLE operation
range in the ISM band} when corresponding PCB ground spacing and housing dielectric
proximity are accounted for. The lower tabs extended downwardly from the main surface
of the antenna serve as a feed tap and a ground tap electrically connected to the PCB 803,
and also serve to maintain the antenpa element 302 at an appropriate height spacing from
the PCB ground plane. The feed and ground taps can provide for different current flow
directions on the surface of the anfenna radiation element 802,

[00101] in general, the sensors 15 mounted in interface devices 17 of the guest
engagernent system 10, such as the antennas of access panels 703 used to unlock doors, are
adjusted to have limited range (e.g., 2-4 feet) so as to only sense medallions 11 of guests
that are in close proximity to the interface devices 17. Additionally, the sensors 15 of
interface devices 17 can be directional or spotlight type sensors operative to detect
medallions 11 in only selected directions. In this way, a sensor associated with an access
panel 705 may be operative to only detect medallions 11 that are disposed within a limited
distance in any dircction from the sensor, while a sensor of a payment terminal or vending

machine may only detect medallions 11 that are disposed within a limited angular range
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(e.g., directly in front of the payment terminal or vending machine) and within a limited
distance (e.g., less than 2 feet) from the sensor.

{00102} As noted above, the sensors 15 are disposed throughout the facility, and are
used to monitor the locations of medallions 11 throughowt the facility and provide services
to guests based on the sensed signals. Specifically, the sensors 15 are used by the guest
engagement systern 10 to provide location information to the guest engagement system 10
at selectable levels of precision. At a low level of precision, the location of 4 medallion 11
is 1dentified based on the identity(ies) of the one or more sensors 15 or other devices that
detect beacon signals from the medallion 11 at any given time. In this way, the position of
the medallion at any time can be approximated bhased on the known positions of the
sensor{s} {and/or positions of other devices, if known) having detected the medallion’s most
recently detected beacon signal(s). In order to determine the position of a medallion 11 at a
higher level of granuiarity, the position of the medallion is determined based on the relative
received signal strength of the beacon signal measured at cach of the sensor(s) having
received the beacon signal, and/or based on characteristics of the sensing range and sensing
beam {c.g., sensing range and sensing direction} of the sensor(s). In particular, when
beacon signals from a medallion 11 are received by three or more sensors 13, the relative
received signal strength of the beacon signal at each of the sensors 15 (and/or the delay
between reception times of the beacon signal at each of the sensors 15) can be used to
triangulate the position of the medallion 11 relative to the known locations of each of the
sensors 15.

{00103} The monitoring of the locations of medallions 11 within the facility can be
performed not only by sensors 15 of the sensor network 13 but also by sensors 15 mounted
in interface devices 17 of the guest engagement system 1. For example, the access panels
705 of automated door fock assemblies 700 located throughout the facility can be used to
detect all medallions 11 passing by the access panels 705. The access panels 705 can relay
the identity of all detected medallions 11 to a central location server which maintains a log
of all medallions’ locations with associated timestamps. Additionally, the monitoring of
focations can be performed through sensing of medallions 11 by BLE- or NFC-enabled
devices, such as BLE- or NFC-enabled mobile devices, tablet computers, or interactive
displays that are in communication with servers 21 of the guest engagement system 10. The
BLE- or NFC-enabled mobile devices, such as guests’ mobile devices or staff members’

tablets, may detect medalliions 11 located within the devices’ communication ranges and
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report (o the central location server the identities of detected medallions 11 along with
timestamps of detection and location information for the device (if available).

{00104} in order to provide conttnuous real-time monitoring of the locations of
medallions 11, each of the sensors and devices that detect medallions 11 relay the identity
of all detected medallions 11 along the time-of-detection timestamps to a same central
location server. The central location server thus maintains a log of all medallions” locations
with the associated gmestarops. The central location server can thus be used to identify
cach medallion’s most recent detected location based on the most recent log entry for the
medallion 11 or, it appropriate, based on two or more of the most recent entries in the log
for the medallion 11 (e.g., to provide increased location accuracy by combining two
different location sensing methodologies). In this way, the guest engagement systern 10
provides real-time (or near real-time) evaluations of each medallion’s location. The
focation information can further be used by the guest engagement system 10 to provide
additional services to guests or others, for example to provide notification events to systems
that are used to activate personalized interactions when a medallion 11 is determined o
arrive in an area, move around an area, linger in an area for a determined amount of time, or
exiting an area or space equipped with sensors 15,

[00105] The location-based services can further be eshanced through the use of
sensors 15 located near points of entry and/or exit from a facility. Specifically, if the last
entry relating to a particular medallion 11 in the log maintained by the central location
server is for an entrv/exit location — and the log does not include any further detections of
the medallion 11 at later tirnes in the facility — the system may determine that the medaliion
11 (and its associated guest) have exited the facility. In turn, when the medallion 11 is once
again detected at the same (or a different) entry/exit location, the medallion may be
determined to bave re-entered the faciity. The guest engagement sysiem 10 may thereby
maintain a log of medallions 11 that are in the facility and a log of medallions 11 that have
exited the facility. Notification can be provided to uvsers based on these logs, for example to
inform another guest that their family member has exited the facility and/or returned to the
facility.

{00106] In addition to the functions described above, the guest engagement system 10
can additionally be used for maritime mustering, emergency evacuations, or the like.
Specificaily, since the guest engagerment system 10 includes sensors 15 throughout the
facility {or ship) that arc configurcd to monitor the positions of medallions 11, the guest

engagement system 10 maintains corrent up-to-date information on guests’ locations within
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the facility at all times based on the monitored locations of all guests’ medallions 11, Based
on the current information on guests’ focations, the guest engagement system 10 can
dynamically assign guests to mustering stations or ¢vacuations routcs when a mustering or
evacualion operation is undertaken. Specifically, the guest engagement system 10 can
dynamically assign guests fo mustering stations or evacuations routes in such a way as to
assign guests to the musicring station or evacuation route that is closest to their current
position when the mustering or evacuation operation is triggered. The guest engagement
system 10 can additionally or alternatively dynamically assign gucsts to mustering stations
or cvacuation roufes so as to avoid overloading a particular mustering station or evacuation
route when the mustering or cvacuation operation is triggered. For example, in situations in
which a large mimber of guests are concentrated within a certain portion of the facility (e.g.,
a large mumber of guests are in or near the stern of the ship), the dynamic assignment may
be used to assign certain guests to mustering stations or evacuation routes in of near the bow
of the ship o ensure that no mustering station or evacuation route is overloaded with guests.
Additionally, the guest engagement system 10 can monitor the position of medallions and
guests daring the mustering or evacuation operation, and dynamically change a particular
guest’s assigned mustering station or evacuation route based on updated treal-time
information obtained based on the real-time monitoring of guesis’ changes in location (ie.,
movement) through the facility. In this manner, a guest’s assigned mustering station or
evacuation route can be updated if the guest follows an unexpected route during the
mustering or evacuation operation, for exaraple if the guest follows an unexpected route to
retrieve a child during the mustering or evacuation operation or if the guest must divert
around a smoke-filled corridor during the evacuation.

{00107] The guest engagement system 10 can further be used to automatically
identify rooros that are clearcd of all guests during the mustering or evacuation operafion,
for example by determining that no medallions are present in the roorn and/or determining
that all puests associated with the room are located elsewhere in the facility (based on the
monitored locations of the guests” medallions). Conversely, the guest engagement system
10 can be used to automatically identify rooms that have guests present therein during the
mustering or evacuation operation (based on the monitored locations of the guests’
medallions}, and to direct crew and/or emergency responders to the identified rooms to
assist guests in the evacuation.

{00108} The sbove-tdentified features of the guest engagement system 10 used in

mustering and/or evacuations are enabled, in part, by the guest engagerent system’s ability

36



CA 03042208 201%-04-29

WO 2018/089048 PCT/US2017/033120

0 communicate information to guests during the mustering or evacuoation operation. For
this purpose, the guest engagement systern 10 relies on the access pancls 705, interactive
displays 17¢, portals 17d, and the like that are jocated throughout the facility. Specifically,
the guest engagement system 10 provides mustering and/or evacuation instructions on the
displays of interface devices 17, such as arrows (or more detailed instructions) pointing
towards mustering stations and evacuation routes. The instructions can additionally be
customized to the individual guests whose medallions are detected in the vicinity of each
interface device 17, for example to instruct one guest to evacuale in a particular direction
while instructing a different guest to evacuate in another direction (e.g., to enable the other
guest to regroup with other guests in his/her party). The instructions can also provide
information to guests regarding other guests in a same party, for example to provide a guest
with information on the cwrrent location, assigned mustering location, and/or assigned
evacuation route of the guest’s child, spouse, or friend. The instructions can also be
customized for cach guest to display in the guest’s language of choice.

[00109] The guest engagement system 10 provides services and engagement with
guests through a variety of different modalities and terminals. For example, as shown in
FIG. 9, the guest engagement system 1 can provide services and engagement through end
devices 18 such as mobile devices 18a {e.g., smartphones), tablet computers 18b, interactive
displays 18¢ (e.g., touch-enabled display screens), web-enabled televisions {e.g., stateroom
televisions), desktop computers 18d and/or web interfaces, kiosks, among others. In
general, an end device 18 includes a processor, memory storing program instructions, a
display, and a user input interface such as a touch-screen, although additional components
(or fewer components) may be used. Some end devices 18, including interactive displays
i8¢, web-enabled televisions, kinsks, and the like, may also function as interface devices
17, and vice versa. In particular, end devices 18 that are BLE-enabled (e.g., include a BLE
transceiver) can generally function as interface devices 17. Conversely, interface devices
17 that include a user input interface and provide access to the guest engagement
application described in more detail below can function as end devices 18.

{00110] The services and engagerent provided by the guest engagement system 10
may be provided through an application or other executable program stoved on and executed
by the end devices 18 such as a dedicated guest engagement application. The services and
engagement may alternatively or additionally be provided through web-based interfaces,
such as a guest cngagement interface executed on a scrver 21 accessed through a web

browser executed by an end device 18 and having a communication connection to the sexver
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21. The services and engagement generally rely at least in part on data and information
retricved from the servers 21 of the guest engagement systemt 10 via network connections
{c.g., Internet connections) of the end devices 18, although certain services and engagernent
can be provided without network connections or without retrieving data and information
from the servers 21. For purposes of communicating with the servers 21, the end devices 18
are shown in FIG. 9 as baving wireless (e.g., in the case of end devices 18a and 18b) or
wired (e.g., in the case of end devices 18¢ and 18d) connections to the seyvers 21 through
the communication network 19, Note that communication network 19 can include one or
moie of a local area network (LAN), a wide area network (W AN), the Internet, and the like.
{00111 As shown in FIG. 9, some of the end devices 18 through which services and
engagement are provided may be BLE-enabled devices, such as BiE-enabled mobile
devices 18a, tablet computers 18b, or interactive displays 18c. When such an end device 18
exccutes the guest engagement application, the guest engagement application may
optionally activate the BLE transceiver of the end device 18 to provide additional services
to & user. For exarnple, the guest engagement application may activate the BLE transceiver
of the end device 18 and use the activated BLE transceiver to listen for beacon signals
emitted by madallions 11 located within a BLE communication range of the end device 18.
The guest engagement application may optionally report to the servers 21 the identifiers of
medallions 11 from which beacon signals were received along with a timestamp of receipt
and location information for the end device 18 {when available). The puest engagement
application may further use the activated BLE transceiver to engage in (wo-way
communication with medallions 11 from which beacon signals were received. In one
example, the guest engagement application may cause the mode of operation of a medallion
i1 to change. In one use case, the guest engagement application may cause the BLE
transceiver of the end deviee I8 to emit an advertiserment from the guest engageroent
system, so as o cause any medallion 11 in its comumunication range to exit the sleep mode
when the medallion 11 detects the advertisement. In another use case, the guest
engagement application may cause a medallion 11 operating in the beacon mode to enter the
bi-directional mode or the sleep mode of operation, or cause a medallion #1 operating in the
bi-divectional mode to enter the beacon mode or the sleep mode of operation.

{00112} In some instances, the guest engagement application may additionally or
alternatively activate the NFC transceiver of an end device 18 when the application is
exccuted on an NFC-cnabled end device 18, In such situatiouns, the application can be used

to detect medallions 11 and engage in communication with medallions 11 via NFC. In

lee]
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particuiar, while the description herein is focused on BLE-based communications between
end devices 18 and medallions 11, the features described in the BLE-based coniext can
similarly be enabled through NFC-hased communication between the end device 18 and
medallions 11 when using an NFC-enabled end device 18.

[00113] References to the guest engagement application throughout this document
refer not only to instances in which the guest engagement application takes the form of an
application or other executable program stored on and executed by an end device 18 but
also refer to instances in which the guest engagement application takes the form of a web-
based interface or other terminal-based interface. In general, user interfaces provided
through application-based and web-based interfaces will be similar, although certain
functionalities of the guest engagement application may only be offered on application-
based or on web-based interfaces. Additionally, references to the guest engagement
application may refer to different versions of the application, including guest-focused
versions that include only functionalities offered to guests, staff-focused versions that
include additional functionalities offered to hosts or staff, supervisor-focused versions that
include functionalities offered to supervisors oversecing staff members, and administrator
versions that include functionalities offered to system administrators only.

{00114] in order to use the guest engagement application through an end device 18, a
guest generally needs to identify and authenticate themselves. I not identified and
authenticated, the guest may only have access to limited feamres of the application and the
guest may nofably not have access to user profile-based information. In instances in which
the guest engagement application runs on a BLE-enabled end device 18, the guest
engagement application can listen for BLE beacon signals from guests’ medallions 11 and,
in response to detecting one or more beacon signals, can provide a log-on page personalized
for the guesi(s) that are automatically identified based on the detected beacon signals.
Guests can then authenticate themselves to log into the application by entering a password
or personal identification number (PIN) into the application. If the application runs on an
end device 18 that is not BLE-enabled, and/or if a guest’s medallion beacon signal is not
detected by the application, 4 guest can identify and authenticate theroself to log o the
application by entering both a username and a password ov personal identification namber
(PIN} into the application. Note that when the application rons on a guest’s own mobile
device 18a, the guest can select to remain logged into the application in order not to have to
enter a password or PIN each time the guest accesses the application. Utherwise, the guest

may be automatically logged out of the application if no user interaction occurs for a pre-
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determined length of time. Additionally, in cases in which log-on was based on detecting a
medallion beacon signal, the guest may be automatically logged out if the medallion beacon
signal is no longer detected by the application or end device 18 for 3 pre-determined fength
of time or if the medallion 11 is determined to have stepped away from the end device 18,
[00115] Once logged in, the application may automatically access and securely
retrieve profile information associated with the identificd and authenticated guest from the
servers 21, The application can also be used to prompt a guest to provide, complete, or
review mussing profile information that is then uploaded from the application to the scrvers
21. Profile information may include a name, identity photograph, booking and other
reservation information, payment information (e.g., information on stored payment
modalities for the guest), and the like. The profile information can also include additional
data associated with the guest, including information on the guest’s past, present, and future
activitics {determined bhased on bookings and reservations and on location data), past,
present, and foture locations {(determined based on bookings and reservations and on
focation data), past, present, and scheduled future orders and preferences, and the like. The
profile information can also include pictures, music, video, and other types of data
associated with the guest.

{00116] Through guest-focused versions of the application, the guest engageraent
systern 10 provides a variety of services to guests. For example, a goest using of the
application can use the application to review the guest’s bookings, registration, and
reservations, including past, present, and future registrations for lodging, restaurants, shows,
activities, and the like. The guest can also use the application to veceive information on and
make reservations for available lodging, restaurants, shows, activities, and the like. The
information may be based on recommendations for fature bookings, registrations, and
reservaiions personalized for the guest based on the guest’s profile information. The guest
can also use the application to review photographs, videos, and other media iteros roake
available by the guest engagement system 10, including photographs, videos, and other
media items that are associated with the guest. The association of media items with the
guest can be based on matching guest profile information with tagged information for the
media items, such as profile and tag nformation indicating that a video was taken at a
location visited by the guest’s medallion, profile and tag information indicating that a
photograph includes a person associated with the guest based on the person’s medallion

having been detected in proxumity to the photographer at the time the photograph was taken,
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or the like. The application may also provide access to games {(optionally including wager-
bascd games), shopping, and other functionalitics.

{00117} The guest engagement system 10 may also allow guests fo view live shows
using the guest-focused version of the application. The show can be viewed, for example,
through the guest’s statercom television on which the guest engagement application can be
accessed. In detail, the guest using the guest engagement application may select to view a
five show through the application, such as a show occwving in a theater or other venue
within the facility in which the guest engagement system 10 is installed or outside of the
facility. In response to the selection, the guest is presented with a live audio and/or video
stream of the event.  Additionally, the application aliows the guest to interface with a
performer participating in the live show. In detail, the application can allow the guest to
send instant messages or other feedback to the performer for example by typing a message
for the performer on an user input interface of the application (e.g., an on-screen keyboard
or a remote control for a stateroom television) or selecting a feedback button {c.g., a “clap”
button, a “laugh” button, a “thumbs-up” button, a “heart” button, or the like). The instant
messages and feedback are then displayed on a screen provided in front of the performer
and/or provided as auditory feedback to the performer (2.g., by activating pre-recorded
clapping or laughing sounds) so as to notfy the performer of feedback received from the
guest and enable the performer to engage with the guest diuring the show.

[00118] in some examples, the guest engagement application provides
communication functionalitics to enable users of the application (including both guests and
staff) to commuonicate with each other using the application. The communication
functionalities can include text, audio, and/or video-based comnunications between users
such as chat-based compmunications, instant messaging (IM). voice-mail or video voice-
mail, and the like. In addition, the communications functionalities can allow users to obtain
mformation on other linked users including position information. Linked users can include,
in the case of a guest, other guests in his/her party (e.g., other guests that are part of a same
reservation, such as children, parents, ot the like) or guests who have accepted link request
to the guest, or in the case of a staff member, one or more persons for whom the staff
member is to provide a service (e.2., a guest having ordered food or drink to be delivered by
the staff member). For example, once users are linked, the communication fanctionality of
the guest engagement application may provide general location information o a guest {e.g.,
to indicate that another guest is in the facility or has cxited the facdity) and/or precise

location information (e.g., to indicate that the other guest is in their stateroom). The
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communication functonality may also indicate whether another linked guest is available for
instant communication and, in some cxamples, may identify guests having left the facility as
being vnavailable for coromunication.

[00119] e guest engagement system 10 provides additional functionality through
staff-focused versions of the guest engagement application. The staff-focused versions of
the guest engagement application can be executed on end devices 18 used by hosts and staff
to provide services and engagement to guests of the facility. Commonly, hosts and staff
will access the staff-focused version of the guest engagement application on a tablet
computer 18b end device that is BLE-enabled (e.g., the end device includes a BLE
transceiver and BLE antenna), although in some situations hosts and staff will access the
application through other end devices (e.g.. interactive displays 18c, portals, access panels
705 of door locks, and the like).

{00120} in one example, the staff-focused version of the guest engagement
application can be used by a staff member to engage with guests. For this purpose, the
guest engagement application uses the BLE transceiver of the end device 18 to detect any
medallions 11 within the vicinity (e.g., BLE communication range) of the end device 18.
Specifically, the BLE transceiver is used to detect beacon signals emitted by medallions 11
within the vicinity of the end device 18. When one or more beacon signals is/are detected,
the staff-focused version of the guest engagement application is configared to retrieve the
public identifier of each medallion that s tncluded in the emitted beacon signals, and to
retrieve from the servers 21 profile information associated with the retrieved identifier(s)
and associated guest(s). The retrieved profile information generally inclodes a photograph
and name {or nick-name} associated with the guest. The rewieved profile information is
then provided on a display of the end device I8 to enable the staff member or host to engage
with the guest(s) based on the retricved profife information. For example, based on the
refrieved profile information, the staff member can visually identify the guest, greet the
guest by name or nick-name, and discuss the guest’s upcoming bookings with the guest.
{00121} In sitvations in which profile information for multiple guests is received by
the end device 1§, the gucst engagement application may display profile information for the
multiple guests. In some examples, the profiles may be displayed in an order of estimated
distance of each guest from the end device I8, where the estimated distance can be
determined based on a signal strength or transmission delay associated with the respective
BLE beacon signal associated with cach guest’s medallion 11 and detected by the end

device 13.
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{00122} Based on the retrieved profile information, the staff member or host can
assist the guest. For example, the staff member or host can review the guest’s bookings,
registration, and reservafions; provide information and/or make recommendations or
reservations for future bookings, registration, and reservations personalized for the guest
based on the guest’s profile information; place orders for drinks and food for delivery to the
guest; assist the guest in finding their way through the facility; or the like. The application
may also enable the staff member or host to engage in games {optionally including wager-
based games) with the guest, and provide further functionalities.

{00123] The guest engagement system 10 can further provide payment functionality
through the staff-focused version of the application. As described above, medallions 11 can
be wsed for payments by establishing 2 secure communication channel between the
medallion 11 and a payment tenminal (e.g., 17b), authenticating the identity of the medallion
11 across the secwre communication channel using the medallion’s unique private identifier
ot other encrypted information stored in the medallion 11 and, based on the authenticated
identity, processing a payment fransaction using payment inforrnation associated with the
authenticated medallion 11, Such payment transactions can be performed over BLE or NFC
communications between the medallion 11 and payment terminal (e.g., 17b), and can be
performed by vending machines, cash registers, and other payment ferminals in which a
staff member or cashier need not be present. In addition, a streamlined payment process can
be used through the staff-focused version of the application. Specifically, through the statf-
focused version of the application, a staft member can perform authentication of the guest
through visual recognition of the guest based on comparing the guest’s appearance with the
photograph stored in the guest’s profile. In particular, the guest engagement systern 10 may
prompt a staff member using the staff-focused version of the application to authorize a
payment to a guest account. The prompt may be presented in response o the staff member
selecting through the application to place an order on bebalf of the guest (e.g., an ovder for
food or drink. a registration for an excursion, a booking for seats at a show, a room upgrade,
a payment to participate in a game, or the like), for example. The prompt may generally
rely on two complementary tdentification modalities in order to allow the staff 1o authorize
the payment, although different numbers of identification modalities (including a single
identification modality) may be used. For example, the prosupt may rely on the end device
18 that executes the staff-focused version of the application detecting the medallion 11 of
the guest to whom payment is to be charged (c.g., using BLE and NFC communication

modalities o detect the medallion 11), retrieving profile information (inchuding a

7
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photograph) for the detected medallion 11 from the server 21, displaying the photograph of
the guest assoclated with the medallion 11, prompting the staff member to visually confirm
that the guest with whom the staff member is interacting matches the displayed photograph
and, upon receiving confivmation from the staff member that the guest matches the
photograph, processing the payment. In the example, the two complementary identification
modalities used arc detection of a medallion 11 and visual confirmation of a guest's
identity, although other modalities (and different numbers and combinations thereof) can be
used in other examples.

{00124] The guest engagement system 10 also provides wayfinding functionality, and
provides an interface for wayfinding through the guest engagement application. The
wayfinding functionality provided by the guest engagement system 10 can be used for
wayfinding within a moving reference frame as well as within a fixed reference frame. For
exampie, in the case of wayfinding on a cruise ship, traditional location determination
systems such as GPS cannot readily be used for multiple reasons. First, the cruise ship can
move, and wayfinding within the ship must therefore be based on the moving reference
frame of the ship rather than a fixed {e.g., land-based) refercnce frame. As a result, GPS-
based location determination and other fixed-reference frame location determinations are of
limited use since a user's GPS-based location cannot be used to determine where the user s
located relative to the moving ship. Second, the cruise ship includes substantial masses of
metal and other surfaces which interfere with the propagation of GPS-based signals (such
that GPS signals cannot be received inside the ship) and/or cause substantial signal noise as
a result of electromagnetic signals houncing off of metallic surfaces. As a vesult, traditional
{ocation determination systems are generally not effective for wayfinding on a ship.

{00125] In order to address the shortcomings noted above, the guest engagement
system 10 provides its own wayfinding functionality based on the network of sensors 13 of
the guest engagement systern 10, In detad), the guest engagerpent systern 10 maintaios a
database of locations at which medallions 11 have been detected. Each record in the
database includes an identifier for the medallion {e.g., the public identifier for a medaHion
11 that is broadeast as part of the device's beacon signal), an identifier for a location (e.g.,
identifier(s) of the location{s) of the sensor{s) 15 or other antenna or device having detected
the beacon signal, and/or a more precise location determination based on tiangulation,
muitilateration, or other location-determining method), and a timestamp. The location
determination performed by the guest engagement sysiem 10 can thus be performed based

on sensors of the sensor network 13 as well as based on beacon signals detected by end
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devices 18, by interface devices 17, and the like. As noted previously, the location
determination may be performed at differcnt levels of precision depending on the tvpes of
sensors 15 through which beacon signals have been detecied (¢.g., spotlight sensors provide
more detailed location information than omni-directional sensors), depending on the nurnber
of sensors 15 baving detected the beacon signals, depending on whether triangulation,
multilateration, fransmission delay, or signal strength information from multiple sensors is
used, and the Like.

{00126 The wayfinding fanctionality provided by the guest engagement system 10,
including the wayfinding provided through the guest engagement application, is thus
provided based on location determination performed by the guest engagement system 10,
Specifically, a guests’ location is determined by a server 21 of the guest engagement systemn
10 by determining a location of the user’s medallion 11 and reporting the determined
focation to the guest through the guest engagement application. For example. the guest
ocation may be displayed superimposed on a map or on a three-dimensional model of the
ship shown on a user interface of the application provided on the end device 18 currently in
use by the guest. In this way, the guest’s position is not generally determined by the end
device 18 in use by the guest, but the guest’s position is instead generally determined by the
guest engagement system 10 (e.g., by a server 21 of the guest engagement system 10) based
on a focation of the guest’s medallion 11 as detected by the sensor network 13 of the guest
engagerment system 10

{00127} Note that as described above, the sensor network 13 of the guest engagement
system 10 can extend to multiple different facilities inchuding facilities jocated on and
facilities focated off of a ship. The guest engagement system 10 can thus be used to provide
accurate location determination and wayfinding in any of the facilities, including fixed
facilities {e.g., land-based}, moving facilitics (¢.g., ship-based), and facilities including hoth
fixed and moving components (e.g., facilities accessed by cruise passengers during a cruise,
which may include both ship-based and land-based facilities). In such cases, the guest
engagement system 10 can automatically determine a guest’s position accordingly to the
appropriate fixed or moving reference frame depending on whether the guest is currently
positioned on a fixed {e.g., land-based) or moving {e.g., ship-hased) reference frame, and
provide location information through the guest engagement application in the reference
frame determined to correspond to the guest’s current position.

{00128} As detailed above, the guest engagement system 10 can determine the

position/tocation of a guest based on the medallion 11, and mwore particularly based on the
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focations at which beacon signals emitted by the medallion 11 are detected. The detection
relics on operation of the sensors 15 of the system 10, and more specifically on the known
{ocation at which ecach sensor 13 is installed and the sensing range of each sensor (¢.g.,
shape and orientation of a directional sensing range). The detection can also rely on
detection of beacon signals by end devices 18 including end devices 18 that have variable
focations such as mobile devices 18a and tablet computers 18b. In detail, in the case of end
devices 18, the locations of end devices 18 having fixed locations can be stored by servers
21 of the gucst engagemcent system 10 and the stored location information can be used to
determine the locations of detected medallions 11.

{00129] in the case of movable end devices 18, the guest engagement system 10 can
rely on two sources of information to determine a current location of an end device 18 and
thereby infer locations of medallions 11 detected by the end device 18. First, the guest
engagement system 10 can receive periodic reports from end devices 18 including
identifiers of medallions 11 from which beacon signals were detected, and can infer the
focation of a medallion 11 by determining the location of the end device 18 from which the
report was received. The guest engagement system 10 can then determine the location of
the end device 18 based on the identity of a Wi-Fi or other wireless access point through
which the end device 18 is connected to the conununication network 19 of the systers 10
For this purpose, the guest engagement systern 10 maintains a database identifying the
mounting locaton of sach wireless access point in the facility, and uses the database to
identify the location of end devices 18 and medallions 11 detected by the end devices 18.
The identity of the wireless access point can be reported to the guest engagement system 10
by the end device 18, or determined by the guest engagement system 10 based on header
information included in packets received from the end device 18.

{00130} Second, as part of the periodic reports received from end devices 18 and
identifving medallions 11 detected by the end devices, the guest engagement system 10 may
receive location information of the end devices 18 when such information is available. The
location information reported by the end device 18 may be a location determined by the end
device 18 based on the end device’s own position determination fanction such as a GPS-
based position determination. In such situations, the guest engagement system 1 can use
the reported location information provided by the end device 18 to determine the location of
medallions 11 detected by the end device 18, The guest engagement system 10 can further

usc information on location of the moving refercnce frame (¢.g., a GPS location of the ship
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on which the end device 18 is wavelling) to determine the position of the end device 18
relative to the moving reference frame.

{00131} The waytinding functionality can be used by the gucst engagement system
10 in order to enable a user of the guest engagement application to locate another guest or
staff member by tracking the other guest or staff member in real time. This guest tracking
functionality can be used by a guest to locate another guest {e.g., a friend, spouse, child, ...)

as well as by a staff member or host o locate a guest (e.g

£., to deliver a food, beverage, or
other order, or to assist the guest in another manner), among other circumstances. The guest

tracking functionality enables one user of the application to be provided through the guest

o

ngagement application with information on the other guest’s current location as determined

o

y the guest engagement system 10, including a display of the other guest’s current location
displayed superimposed on a map or on a three-dimensional model of the ship (or other
facility) shown on a user interface of the application. The guest tracking functionality also
enables the one user to be provided with wayfinding directions to the other guest’s current
{focation based on a combination of the user’s location (determined by the guest engagement
system 10 based on the detected location of the user’s medallion 11) and the other guest’s
location (determined by the guest engagement system 10 based on the detected location of
the other guest’s medallion 11). The locations may be updated in real-tiroe as the user and
guest move about the facility, and the wayfinding divections may correspondingly be
updated in real-time.

{00132} The functionalities of the guest engagement system 10 described above can
enable the following services to be provided {described in the illustrative context of a cruise
ship example).

{00133] The guest engagement system 10, through the guest engagement application,
enables guests to engage with the system from outside of the facility in which the system is
mstalled. For example, guests can engage from bome by accessing their profile through a
web-based version of the application or through an end device 18 (e.g., mobile phone 18a,
tablet computer 18b, desktop computer 18d, or the like) running the application. Guests can
then, at their leisure, populate their guest profile by inputting any required docurnentation
sach as passport information, completing health forms and travel details, and nputting a
preferred form of payment. The guests can also upload a photo, create a digital avatar to
further personalize their profile, and arrange or book services for example to bave luggage

picked up for expedited delivery direct to their stateroom.
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{00134] Guests can further engage when in an airport — notably in cases in which

guests have obtained their medallions 11 in advance of travel. For example, in the case of
guests travelling to a facdity in which a guest engagement systern 10 is operative, the guests
may be met at the destination airport by staflf members. In the example, staff members
stationed at the airport may be equipped with end devices 18 running the guest engagement
application. The staff members may use the end devices 18 and the application to detect
medallions 11 of ariving guests, retrieve profile information for the guesis including
photographs, and recognize the guests based on the proximity of the medallions 11 and
visual recognition of the guests based on the photographs. The staff members can thus
personally welcome the guests, confirm their documentation status, and direct them through
the airport (e.g.. to divect the guests to a fleet of motor coach vehicles destined for a port
terminal).

{00135] In transit in the motor coach vehicles, guests can again access the guest-
focused application through their end devices 18 {e.g., mobile phones 18a or tablet
computers 18b) to explore options provided at the destination facility (e.g., the cruise ship,
in one example). book activities and learn more about the people, places and cultures they
will come to expericnce.

{00136] Additionally, once at the cruise terminal (e.g., in the cruise ship example),
guests may be able to board the ship with minimal further interaction with staff members
since the guests are already equipped with their medallions 11 which function as the key to
their stateroom. Additionaily, staft members in the terminal may use end devices 18
munning the staff-focosed application to identify arriving guests, identify guests who haven’t
vet completed the registration process, and approach those guests in order to assist them
with finalizing the process.

{00137} Further examples of interface devices 17 that can be used as part of the guest
engagement system 10 are gaming statons 100 such as that shown in FIG. 10. The gaming
stations 100 provide envirorments i which guests can engage in gaming, including wager-
based gaming, cooperative gaming with other guests, and head-to-head gaming against
other guests.

{00138] Fach gaming station 100 generally includes ergonomic seating 101 for
multiple guests {e.g., four guests in the examples shown in FIG. 10), although a gaming
station 100 for a single guest or modular gaming stations 100 for variable numbers of guests
can also be used. The scating 101 can position guests across from cach other with a central

frame positioned between the guests and supporting components of the gaming station.

4

loe]



CA 03042208 201%-04-29

WO 2018/089048 PCT/US2017/033120

Some guests can also be seated next to each other. as shown in FIG. 10. The gaming station
100 also inchides one or mwore display screens 102 mounted to the central frame and used to
display game play screens and umnages to users, and input devices 103 such as keyboards,
touch pads, touch-sensitive displays, or the like, that are mounted to the central frame and
used to receive input from users. The input devices 103 can also include microphones (e.g.,
a microphone array including multiple microphones disposed at different locations in the
gaming station 100), optical sensors, and/or slrasonic proximity sensors used o provide
cnhanced user input, user position data, and/or user movement data of uwsers within the
gaming station.

{00139] The gaming station 100 also inchudes one or more sensors 15 (not shown)
that are mounted within the station 100 (e.g., at hidden or discrete locations) and are used to
identity guests currently seated in the station 100 or otherwise using the station 100. The
sensors 15 are used to detect medallions 11 of users of the station 100 in order to allow the
users to log into the gaming station 100 and engage in gaming. The sensors 15 can also be
used to establish secure commmunication connections to muedallions 11 of users of the station
100 to avthenticate the medallions 11 and engage in payment transactions. In general, the
sensors 15 have sensing beams directed to the seating 101 of the gaming station 100 50 as to
detect the medallions 11 of guests that are seated in the gaming station 100. In some
examples, the sensing bearos of the sensors 15 are adjusted such that only medallions 11
that are within the gaming station 100 can be detected by the sensors 15. In an example, the
sensors 15 are positioned and adpmsted to detect medallions 11 in each seating location
separately such that the gaming station can distinguish between guests located in each
different seating location. A seating location may be defined as an area two feet wide, zero
t 5 fect from the floor, and from one foot behind the edge of the table {to cover a purse/bag
at the users feet) to three feet from the edge of the table. The medallions 11 may be
detected when in an accessory, pocket (front or back), or bag located within a seating
location.

100140} In some embodiments, the gaming station 100 also includes a canopy 105
extending above the seating 101 of the gaming station 100, In the examples of FIG 10, the
canopy 105 is supported by two braces 107 and is formed of a semi-transparent material or
a mesh material. The braces 107 support the canopy 105 and have integrated therein
lighting (e.g., LED lighting) used to provide multi-colored lighting. The lighting may be
controlled by a processor of the gaming station 100 to output lighting having an activation

pattern and/or color pattern that is synchronized to a game being played on the gaming
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station 100. The braces 107 can further have integrated therein water misting spouts and/or
scent/fragrance misting spouts.  The misting spouts may be connected to a water supply
valve or a rescrvoir (€.2., a scent reservoir) by piping extending through the braces 107 and
into the seating 101 of the gaming station 100. The misting spouts connected to the water
supply valve may be selectively controlled by a processor of the gaming station 100 to
output water mist having an activation pattern that is synchronized to a game heing playved
on the garoing station 100. The misting spouts conpected to one or more scent reservoirs
may be selectively controlled by the processor of the gaming station 100 to output scents {(or
mixtures of scents) having activation patterns and/or odors that are synchronized to the
game being played on the gaming station 100. Separate misting spouts and piping may be
provided in the braces 107 to separately and independently provide misting and scents.
Additionally, different misting spouts and piping may be provided to emit different scents in
the gaming station 100.

{00141} The gaming station 100 typically includes additional sensory feedback
modalities for users in addition to visual feedback provided through the display screens and
lighting. For example, the gaming station 100 typically includes speakers for auditory
feedback {e.g., speakers mounted to the central frame, to the seating 101, and to the braces
107), as well as haptic or touch feedback provided by actuators mounted to the user input
devices 103 and the seating 101 among other locations.

{00142} 1e garmning station 100 can also tnclude one or more external facing display
screens 109 on which game play screens and images can be displayed in real time to allow
other guests to watch a game in progress. In some examples. the external facing display
screen 109 is touch-enabled and allows spectating guests to participate in game play and/or
place wagers on game play and player outcomes. In such examples, the gaming station 100
can inciude one or more external-facing sensors 15 disposed so as to sense medallions {1 of
guests located in front of the external facing display screen 109. The external-facing
sensors 15 can be used to detect medallions 11 of the guests and allow those guests to log
into the gaming station 100 via the external facing display screen 109 to allow the guesis to
participate in or place wagers on gameplay. The external facing display screens 109 can
also be used by guests to register for or join a quese for game play, such that the guests can
be invited to join game play in registration or queus order as seating locations open up in
the gaming station 104

{00143] Uperation of the gaming station 100 may be controlled by a computing

platform provided within the seating 101. The computing platform will typically include
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on¢ or more processors (e.g., three or more processors in some embodiments), memory
storing program instructions for game play, a power source (e.g., including an uninterruptible
power source (UPS)), and connections to each of the displays and input devices 102, 103, and
109. The computing platform will also be connected via the communication network 19 to
the servers 21 of the guest engagement system 10. The computing platform is further
connected to actuators controlling the misting spouts, as well as to controllers controlling the
lighting, sound, and haptic or touch feedback. The various feedback modalities may be
individually controlled for each player seating position, such that different players can be
provided with different sensory feedback (including misting, scent, sound, haptic, touch, light,
and display) at any time under control of the computing platform.

[00144] FIGS. 11 and 12 provide functional block diagram illustrations of general
purpose computer hardware platforms. FIG. 11 illustrates a network or host computer
platform, as may typically be used to implement a server such as any of the servers 21
described herein. FIG. 12 depicts a computer with user interface elements, as may be used to
implement a portal (e.g., 17d) or other type of work station or terminal device of the guest
engagement system 10, although the computer of FIG. 12 may also act as a server if
appropriately programmed. It is believed that those skilled in the art are familiar with the
structure, programming and general operation of such computer equipment and as a result the
drawings should be self-explanatory.

[00145] A server, for cxample, includes a data communication interface for packet data
communication. The server also includes a central processing unit (CPU), in the form of one
or morc processors, for executing program instructions. The server platform typically
includes an internal communication bus, program storage and data storage for various data
files to be processed and/or communicated by the server, although the server often receives
programming and data via network communications. The hardware elements, operating
systems and programming languages of such servers are conventional in nature, and it is
presumed that those skilled in the art are adequately familiar therewith. Of course, the server
functions may be implemented in a distributed fashion on a number of similar platforms, to

distribute the processing load.
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[00146] Unless otherwise stated, all measurements, values, ratings, positions,
magnitudes, sizes, and other specifications that are set forth in this specification are
approximate, not exact. They are intended to have a reasonable range that is consistent with
the functions to which they relate and with what is customary in the art to which they pertain.
[00147] That scope is intended and should be interpreted to be as broad as is consistent
with the ordinary meaning of the language that is used herein when interpreted in light of this
specification and the prosecution history that follows and to encompass all structural and
functional equivalents.

[00148] Except as stated immediately above, nothing that has been stated or illustrated
1s intended or should be interpreted to cause a dedication of any component, step, feature,
object, benefit, advantage, or equivalent to the public.

[00149] It will be understood that the terms and expressions used herein have the
ordinary meaning as is accorded to such terms and expressions with respect to their
corresponding respective areas of inquiry and study except where specific meanings have
otherwise been set forth herein. Relational terms such as first and second and the like may be
used solely to distinguish one entity or action from another without necessarily requiring or
implying any actual such relationship or order between such entities or actions. The terms

% &8

“comprises,” “comprising,” or any other variation thereof, are intended to cover a non-
exclusive inclusion, such that a process, method, article, or apparatus that comprises a list of
elements does not include only those elements but may include other elements not expressly
listed or inherent to such process, method, article, or apparatus. An element proceeded by “a”
or “an” does not, without further constraints, preclude the existence of additional identical
clements in the process, method, article, or apparatus that comprises the element.

[00150] The Abstract of the Disclosure is provided to allow the reader to quickly
ascertain the nature of the technical disclosure. In addition, in the foregoing Detailed
Description, it can be seen that various features are grouped together in various embodiments
for the purpose of streamlining the disclosure. This method of disclosure is not to be
interpreted as reflecting an intention that the claimed embodiments require more features than

are expressly recited. Rather, inventive subject matter lies in less than all features of a single

disclosed embodiment.
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[00151] While the foregoing has described what are considered to be the best mode
and/or other examples, it is understood that various modifications may be made therein and
that the subject matter disclosed herein may be implemented in various forms and examples,

and that the teachings may be applied in numerous applications, only some of which have

been described herein.
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CLAIMS:
1. A guest engagement system comprising:

a plurality of portable guest devices provided to users of the guest engagement
system to be carried by the users, each guest device including a wireless communication
antenna and operative to emit a periodic beacon signal broadcasting a unique identifier of the

guest device using Bluetooth low energy (BLE) communications;

a sensor network comprising a plurality of sensors each mounted at a different
known location and operative to detect the periodic beacon signals including the unique
identifiers emitted using BLE communications by portable guest devices of the plurality of

portable guest devices that are proximate to the sensor;

a communication network connecting each of the plurality of sensors of the

sensor network; and

a central server communicatively connected to each of the plurality of sensors
of the sensor network via the communication network, and storing a log associating each
unique identifier of a portable guest device detected using BLE communications by a sensor

of the sensor network with the known location of the sensor and a timestamp,

wherein the plurality of sensors of the sensor network comprises a plurality of

access panels each configured to control an associated electronically controlled door lock,

each access panel is operative to detect the periodic beacon signals including
the unique identifiers emitted using BLE communications by guest devices that are proximate
thereto, and to selectively unlock the associated electronically controlled door lock based on

the unique identifier of the detected periodic beacons, and

each access panel comprises:
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aradio configured for wireless communication with a door lock
communication module electrically connected to an electronically controlled locking

mechanism of the associated electronically controlled door lock;

a first transceiver configured for wireless BLE communication with the guest
devices to identify users seeking to activate the electronically controlled locking mechanism;

and

a second transceiver configured for communication with the central server
storing identifiers of users authorized to activate the electronically controlled locking

mechanism.

2. The guest engagement system of claim 1, wherein the central server comprises
a central reservation server associating with each electronically controlled door lock a list of
unique identifiers of guest devices being authorized to access the electronically controlled

door lock,

wherein each access panel is operative to selectively unlock the associated
electronically controlled door lock based on whether the unique identifier of the detected
periodic beacon matches an identifier of the list stored in the central server of unique

identifiers of guest devices authorized access to the electronically controlled door lock.

3. The guest engagement system of claim 1, wherein each access panel is further
operative to report the unique identifiers detected using BLE communications to the central

server via the communication network.

4. The guest engagement system of claim 1, wherein the radio, first transceiver,
and second transceiver of each access panel operate according to different communication

standards.

5. The guest engagement system of claim 1, wherein the sensor network

comprises a plurality of sensor network peripherals each comprising a processor, memory,
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and a network transceiver configured for communication across the communication network,

and

sensors of the sensor network are electrically connected to respective sensor
network peripherals and are communicatively connected to the communication network via

the respective sensor network peripherals.

6. The guest engagement system of claim 5, wherein each sensor network
peripheral comprises a communication bus configured to support electric connections to a

plurality of sensors of the sensor network.
7. A guest engagement system comprising:

a plurality of portable guest devices provided to uscrs of the guest engagement
system to be carried by the users, each guest device including a wireless communication
antenna and operative to emit a periodic beacon signal broadcasting a unique identifier of the

guest device using Bluetooth low energy (BLE) communications;

a sensor network comprising a plurality of sensors each mounted at a different
known location and operative to detect the periodic beacon signals including the unique
identifiers emitted using BLE communications by portable guest devices of the plurality of

portable guest devices that are proximate to the sensor;

a communication network connecting each of the plurality of sensors of the

sensor network;

a central server communicatively connected to each of the plurality of sensors
of the sensor network via the communication network, and storing a log associating each
unique identifier of a portable guest device detected using BLE communications by a sensor

of the sensor network with the known location of the sensor and a timestamp; and

a plurality of interface devices providing personalized services to users of the

gucst engagement system,
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wherein the plurality of sensors of the sensor network comprises a plurality of

access panels each configured to control an associated electronically controlled door lock,

each access panel is operative to detect the periodic beacon signals including
the unique identifiers emitted using BLE communications by guest devices that are proximate
thereto, and to selectively unlock the associated electronically controlled door lock based on

the unique identifier of the detected periodic beacons, and

each interface device comprises an associated sensor of the plurality of sensors
of the sensor network, and provides the personalized services to a user proximate thereto
based on an identity of the user determined based on the unique identifier emitted using BLE

communications by a guest device of the user.

8. The guest engagement system of claim 7, wherein the interface device is an

interactive display panel, a vending terminal, a cash register, or a slot machine.

9. The guest engagement system of claim 7, wherein the central server comprises
a payment server associating with each unique identifier of a guest device account or payment

information of a user associated with the guest device, and

the central server is configured to process a payment for the user in response to
receiving, from an interface device of the plurality of interface devices, a payment
authorization request including the unique identifier emitted using BLE communications by a

guest device of the user.

10. The guest engagement system of claim 7, wherein the central server stores
guest information associating with each unique identifier of a guest device profile information

of the associated user including a name and a photograph of the user, and

each interface device provides a personalized service to a user proximate
thereto based on the device profile information of the user retrieved from the central server
based on the unique identifier emitted using BLE communications by the guest device of the

user and detected by the interface device.
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11. A guest engagement system comprising:

a plurality of portable guest devices provided to users of the guest engagement
system to be carried by the users, each guest device having a unique identifier and including
first and second wireless communication antennas respectively configured for Bluetooth low

energy (BLE) and near field communication (NFC) communications;

a sensor network comprising a plurality of sensors each mounted at a different
location, wherein at least one sensor of the plurality of sensors is operative to detect portable
guest devices that are proximate thereto and receive unique identifiers therefrom based on
BLE communication with the portable guest devices and at least another sensor of the
plurality of sensors is operative to detect portable guest devices that are proximate thereto and
receive unique identifiers therefrom based on NFC communication with the portable guest

devices;

a communication network connecting each of the plurality of sensors of the

sensor network; and

a central server communicatively connected to each of the plurality of sensors
of the sensor network via the communication network, and storing a log associating each
unique identifier of a portable guest device received using BLE or NFC communications by a

sensor of the sensor network,

wherein each guest device is configured to selectively operate according to first
and second operating modes, each guest device engaging in bi-directional communication
using the first wireless communication antenna configured for BLE communications in the
first operating mode and engaging in a beacon mode periodically broadcasting a beacon signal
using the first wireless communication antenna configured for BLE communications in the

second operating mode, and

each sensor of the sensor network is operative to transmit a command to a
guest device in its communication range to cause the guest device to change operating mode

between the first and second operating modes.
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12. The guest engagement system of claim 11, wherein sensors of the plurality of
sensors of the sensor network are operative to engage in two-way communication with guest

devices of the plurality of guest devices.

13. The guest engagement system of claim 12, wherein sensors of the plurality of
sensors of the sensor network are operative to engage in secure encrypted communication

with guest devices of the plurality of guest devices.

14. The guest engagement system of claim 11, wherein the plurality of sensors of
the sensor network comprises a plurality of access panels each configured to control an

associated electronically controlled door lock, and

each access panel is operative to engage in encrypted bi-directional
communication with a guest device using BLE communications to authenticate the guest
device and selectively unlock the associated electronically controlled door lock based on the

identity of the authenticated guest device.

15. The guest engagement system of claim 11, wherein each guest device is
configured to emit a periodic beacon signal broadcasting the unique identifier of the guest

device using BLE communications, and

each sensor of the sensor network is operative to detect the periodic beacon
signals including the unique identifiers emitted using BLE communications by guest devices

of the plurality of guest devices that are proximate to the sensor.

16. The guest engagement system of claim 11, wherein the plurality of sensors of
the sensor network comprises omni-directional sensors configured to detect guest devices that
are proximate thereto in all directions surrounding the sensor, and spotlight sensors having a
beam-shaped communication range configured to only detect guest devices that are proximate

thereto within the beam-shaped communication range.

17. The guest engagement system of claim 11, wherein the sensor network

comprises a plurality of sensor network peripherals each comprising a processor, memory,
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and a network transceiver configured for communication across the communication network,

and

each sensor network peripheral is electrically connected to at least one sensor
of the plurality of sensors and provides a communication connection between the at least one

sensor and the communication network.

18. The guest engagement system of claim 11, wherein each sensor network
peripheral comprises a communication bus configured to support electric connections to a

plurality of sensors of the sensor network.
19. A guest engagement system comprising:

a plurality of portable guest devices provided to users of the guest engagement
system to be carried by the users, each guest device having a unique identifier and including
first and second wireless communication antennas respectively configured for Bluetooth low

energy (BLE) and near field communication (NFC) communications;

a sensor network comprising a plurality of sensors each mounted at a different
location, wherein at least one sensor of the plurality of sensors is operative to detect portable
guest devices that are proximate thereto and receive unique identifiers therefrom based on
BLE communication with the portable guest devices and at least another sensor of the
plurality of sensors is operative to detect portable guest devices that are proximate thereto and
receive unique identifiers therefrom based on NFC communication with the portable guest

devices;

a communication network connecting each of the plurality of sensors of the

sensor network; and

a central server communicatively connected to each of the plurality of sensors
of the sensor network via the communication network, and storing a log associating each
unique identifier of a portable guest device received using BLE or NFC communications by a

sensor of the sensor network,
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wherein the plurality of sensors of the sensor network comprises a plurality of

vending terminals each configured authorize a payment based on a guest device, and

each vending terminal is operative to engage in encrypted bi-directional
communication with a guest device using NFC communications to authenticate the guest
device and selectively authorize the payment based on the identity of the authenticated guest

device.

20. The guest engagement system of claim 19, wherein each guest device is
configured to selectively operate according to first and second operating modes, cach guest
device engaging in bi-directional communication using the first wireless communication
antenna configured for BLE communications in the first operating mode and engaging in a
beacon mode periodically broadcasting a beacon signal using the first wireless communication

antenna configured for BLE communications in the second operating mode, and

each sensor of the sensor network is operative to transmit a command to a
guest device in its communication range to cause the guest device to change operating mode

between the first and second operating modes.
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