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TITLE OF THE INVENTION
[0001] Bandwidth Control System

CROSS REFERENCE TO RELATED APPLICATIONS
[0002] The present application is based on and claims the benefit of U.S. Provisional
Application No. 60/195,000, filed April 5, 2000, entitled “BANDWIDTH CONTROL
SYSTEM,” which is herein incorporated by reference in its entirety.

COPYRIGHT NOTICE AND AUTHORIZATION

[0003]  Portions of the documentation in this patent document contain material that is

“subject to copyright protectibn. The copyright owner has no objection to the facsimile

reproduction by anyone of the patent document or the patent disclosure as it appears in the

Patent and Trademark Office file or records, but otherwise reserves all copyright rights

whatsoever.

BACKGROUND OF THE INVrENTION
[0004] The present invention relates generally to a-bandwidth control system for networks,
and more particularly to a system in which network traffic that flows through the system 1S
prioritized and shaped to match a set of rate conditions unique to each of a hierarchy of
arbitrary physical and logical aggregation points (nodes) that form a logical representation ot a
network and its underlying physical elements.
[0005] Quality of service (QoS) technology is critical in modern multi-service networks, -
both to provide needed performance to applications with particular bandwidth and latency
demands, and to assist in the construction of Service Level Agreements for network cost
allocation. Such technology is particularly important in networks such as TCP/IP networks that
are characterized by traffic that is inherently bursty and unpredictable. Moreover, the need for
QoS technology will only continue to increase as the growth of network traffic, both through
the public Internet and private LANs and WANS, continues at a rapid pace.
[6006] Existing bandwidth control systems are based on various queuing algorithms such as

class-based queuing (CBQ). In CBQ, traffic flows are classified with multiple attributes, each
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class 1s assigned an average data rate and bandwidth is distributed in real-time as it becomes
available. Algorithms such as CBQ, however, are disadvantageous in that they are predictive in
nature. Bandwidth 1s assigned by scheduling packets based on the system’s estimate of the
current load and the current rate of usage of the nodes throughout the network. Such estimates
are Inaccurate due to the burstiness and unpredictability of network traffic, leading to inefficient
packet scheduling and the possibility of network congestion.

[0007]  Algorithms such as CBQ are also disadvantageous in needing to keep fairly accurate
information regarding the load and usage rates of all nodes throughout a network. This
requirement makes it very difficult to scale a CBQ system as the number of network users or
the complexity of the network increases. First, the computational complexity of scheduling
packets increases every time users or network nodes are added. Moreover, it becomes
increasingly difficult to gather load and usage information from all nodes as the number of
users or network complexity increases. For example, not all nodes may respond to requests for
load/rate information within a required time period. Thus, the effectiveness of CBQ systems
greatly diminishes as networks scale in size and complexity.

10008] There 1s a need in the art for a bandwidth control system that can dynamically
manage bandwidth consumption without the need of predictive packet scheduling. There 1s
also a need for a bandwidth control system that scale with increases in network users or

network complexity without increased computational complexity or loss of performance.

SUMMARY OF THE INVENTION
[0009] Briefly stated, the present invention provides a bandwidth control system for a
network, the network having a host computer that includes a first network interface and a
second network interface. The bandwidth control system comprising a packet driver and a
traffic shaper. The packet driver is adapted to be executed on the host computer and is logically
connected to the first network interface and the second network interface. The packet driver
captures packets received from the network on the first network interface. The traffic shaper is
adapted to be executed on the host computer and maintains a topology representation of the
network, the topology representation including one or more nodes. The traffic shaper performs
priority and pécket rate metering functions on the captured packets to match a set of rate

conditions unique to each node in the topology representation of the network. The packet
2
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shaper returns the captured packets to the packet driver for transmission to the network on the
second network interface.

10010] In another embodiment, the present invention provides a method of managing
bandwidth in a network, the network having a host computer that includes a first network
interface and a second network interface. In the method, a topology representation of the
network is constructed, the topology representation including one or more nodes. Packets are
received from the network on the first network interface. The received packets are prioritized
and shaped to match a set of rate conditions unique to each node in the topology representation

of the network. The prioritized and shaped packets are transmitted to the network on the second

network interface.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
[0011] The foregoing summary, as well as the following detailed description of the
preferred embodiment of the invention, will be better understood when read in conjunction with
the appended drawings. For the purpose of illustrating the invention, there is shown in the
drawings an embodiment that is presently preferred. It should be understood, however, that the
invention is not limited to the precise arrangements and instrumentalities shown. In the
drawings, like numerals are used to indicate like elements throughout. In the drawings:
[0012] Fig. 1 1s a block diagram of a bandwidth control system according to the present
invention;
[0013] Fig. 2 1s a block diagram of typical hierarchical topology created by a bandwidth
control system according to the present invention;
[0014] Fig. 3 1s a block diagram of typical hierarchical topology created by a bandwidth
control system according to the present invention;
[0015]) Fig. 4 1s a block diagram showing a flow of packets through a bandwidth control
system according to the present invention;
[0016] Fig. 5 1s a block diagram showing a flow of packets through a bandwidth control
system according to the present invention;
[0017] Fig. 6 1s'a block diagram of a packet driver for a bandwidth control system

according to the present invention;
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10018] Fig. 7 is a block diagram of the internal structure of a packet driver for a bandwidth

control system according to the present invention;

[0019] Fig. 8 is a block diagram of the contents of a topology representation for a bandwidth

control system according to the present invention;

[0020]} Fig. 9 is a block diagram of the configuration information that describes a topology
object in a bandwidth control system according to the present invention;

[0021]  Fig. 10 is a block diagram of the statistical information contained within a topology
object in a bandvﬁdth control system according to the present invention;

[0022] Fig. 11 is a flowchart of the main processing loop for a bandwidth control system
according to the present invention;

[0023] Fig. 12 is a flowchart of the initial processing of packets received from an interface in a
bandwidth control system according to the present invention;

[0024] Fig. 13 is a block diagram of the insert and remove priority lists for a bandwidth
control system according to the present invention;

[0025] Fig. 14 is a flowchart of the process by which all object queues are taken from the
remove priority list and acted upon in a bandwidth control system according to the present
invention;

[0026] Fig. 15 is a flowchart of a single queue taken through the transfer request process in a
bandwidth control system according to the present invention;

j0027} Fig. 16 is a flowchart of the transter request process for an individual packet in a
bandwidth control system according to the present invention;

[0028] Fig. 17 is a flowchart of the shaping information update process for a branch of a
topology representation in a bandwidth control system according to the present invention,
[0029] Fig. 18 is a flowchart of the shaping information update process for a single object in a
topology representation in a bandwidth control system according to the present invention;
[0030] Fig. 19 is a flowchart of a topology representation being recursively traversed during a
transfer request process in a bandwidth control system according to the present invention;
[0031] Fig. 20 is a flowchart of how statistical information is periodically processed for

objects in the topology representation in a bandwidth control system according to the present

invention;
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[0032] Fig. 21 is a flowchart of the address/protocol mapping process performed on each
incoming packet 1n a bandwidth control system according to the present invention;

[0033] Fig. 22 1s a tlowchart of the automated discovery process that adds new objects to a
topology representation with defaulted configuration information in a bandwidth control system
according to the present invention;

[0034] Fig. 23 1s a block diagram of additional configuration information that describes a
topology object in a bandwidth control system according to the present invention;

[0035]  Fig. 24 is a block diagram of a network with shared topology that can be managed
by a bandwidth control system according to the present invention;

[0036] Fig. 25 is a block diagram of the network topology of Fig. 24 as seen by a first user
of a bandwidth control system according to the present invention;

[0037] Fig. 26 1s a block diagram of the network topology of Fig. 24 as seen by a second
user of a bandwidth control system according to the present invention; and

[0038] Fig. 27 1s a block diagram of the network topology of Fig. 24 as seen by a third user

of a bandwidth control system according to the present invention.

DETAILED DESCRIPTION OF THE INVENTION
[0039] Certain terminology is used herein for convenience only and is not to be taken as a
limitation on the present invention.
[0040] Referring to Fig. 1, a preferred embodiment of the bandwidth control system
includes a host operating system and network device drivers 100 connecting to physical
network adapters 101, 102, 103, 104, a network protocol stack 105 and Unix style sockets layer
106, all of which are generally provided within a host operating system such as Unix, Linux,
Sun Solaris, or Microsoft NT.
[0041] The preferred embodiment of the present invention adds a traffic shaper 107, a
packet driver 108, and a configuration interface 109 to the host operating system resources 100
through 106 described above.
[0042] In the preterred embodiment described, the TCP/IP network protocol and an
Ethernet physical medium were chosen as an example, although other network protocols and
physical network types may be easily implemented by one skilled in the art without departing

from the spirit and scope of the present invention.
5
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[0043] The packet driver 108 1s logically connected to two or more network interfaces 101,
102, 103 that are operating in a promiscuous mode, while network interface 104 is generally
operating in a non-promiscuous mode. There should be no additional routes between the
networks to which the network interfaces 101, 102, and 103 attach, other than through the
network interfaces 101, 102, or 103. For example, the only network route from a host on
network 101 to reach a host on network 103 is via the traffic shaper 107.

[0044] Packets received on the network interfaces 101, 102, and 103 are captured by the
packet driver 108 and presented to the traffic shaper 107. The traffic shaper 107 examines the
source and destination addresses of the packet, pairs the packet with shaping objects within a
topology representation within the shaper, performs priority and packet rate metering functions,
and then returns the packet to the packet driver for transmission through an interface other than
the one on which it was received.

[0045] The configuration interface 109, via the sockets interface 106, the protocol stack
105, and the network interface 104, is used to specify the operating parameters and network
topology descriptions to the shaper 107 and provide interactive information containing both
operational and statistical information concerning the shaper 107 and its various topology

objects.

[0046] Referring to Figs. 1, 2, 3, and 4, each physical interface system 400 for which traffic

~ shaping is desired has discrete topology representations for both directions of traffic flow:

inbound traffic 402 and outbound traffic 403. For clarity, the topology representation for each
direction of traffic flow in this description is identical, but they contain independent objects for
each direction of flow: inbound (towards a host) and outbound (from a host) through the
topology representation. One skilled in the art will readily see that completely different
topology representations may be created for each direction of traffic flow through an interface
by simply specifying a different organization of objects for each direction on an interface,
allowing support for asymmetrical networking eﬁvironments such as CATV hybrid fiber coax,
Télco-return type cable modems, wireless systems, or other networking topologies. For
example, in a cable HFC data system, all client systems may use a single shared downstream-
only trunk but be divided into multiple shared low-speed return paths. This form of
asymmetrical topology 1s easily rendered by the present invention. Furthermore, the bandwidth

control system of the present invention facilitates independent directional controls to shape the
6
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traffic flow for each point in the topology representation.

10047] Referring to Fig. 2, for each physical interface 400, the shaper 107 is provided with
a topology representation consisting of a collection of objects organized in a hierarchical tree
which represent logical or physical points of network traffic aggregation. Among these are
objects of the following types: a single mandatory interface object 200, zero or more subnet
objects 201 through 205, zero or more group objects 206, 207, zero or more IP objects 208
through 217, and zero or more application objects 218, 219. Additional abstract object types
that represent unique logical or physical network elements such as routers or gateways may be
optionally included. There are no rules for the organization of the topology representation other
than that a single interface must exist and 1t must be located as the topmost element of the
representation.

10048] The logical interface 200 1s the root point of the physical traffic aggregation for a
topology representation. Subnets such as 201, 202, 203, 204, and 205 represent collections of
contiguous portions of the network address space; in TCP/IP these would be CIDR (classless
inter-domain routing) subnets. Groups such as 206 and 207 are arbitrary collections of other
object types that may include any type other than an interface. IP objects such as 208 through
217 are objects that represent exact network IP addresses. Application objects such as 218 and
219 represent host applications such as HI'TP 218 and FTP 219 being utilized by a host at IP
210.

[0049] The preferred embodiment of the bandwidth control system maintains settings or
policies 220, which may be assigned to various points in the topology representation 221
through 224 which are inherited by descendants of the object to which the policies are attached.
An inheritance policy such as 222 may contain default policies for multiple objects of any type
and may be optionally organized as a hierarchical tree modeling a branch of the topology
represemation.

[0050] Referring to Figs. 4 and 6, an example of traffic flow through the preferred
embodiment of the bandwidth control system is provided. A host reachable through the

network connected to physical interface #1 401 with IP address 10.1.3.250 has transmitted a

packet to a host on interface #3 404 with IP address 17.3.5.12. The packet from source

10.1.3.250 is received by the physical network adapter 600, controlled by driver software 601,

and relayed to the operating system protocol interface layer 602. The physical network adapter
7
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600 and the driver software 601 are normally provided by a hardware manufacturer, and the
operating system protocol interface layer 602 is normally an integral part of an off-the-shelf
network operating system. The packet driver 603 is notified by the operating system protocol
interface layer 602 of incoming packets.

[0051] Referring to Fig. 7, the packet driver inspects the packet provided to it by the
operating system protocol interface layer 602, determining the source and destination physical
addresses (MAC, ISO layer 2). The MAC address table 701 contains a learned list of MAC
addresses and interface numbers that uniquely identifies each MAC address as existiﬁg on a
single interface. If the source MAC address is found to exist on an interface other than the one
on which 1t 1s received, or the destination MAC address 1s found to exist on the same interface
on which it is received, the packet provided by the operating system protocol interface layer
602 is silently ignored, and no further processing is performed on the packet. Otherwise, the
source MAC address is added to MAC address table 701 as belonging to the interface on which
it was received, and a new packet is obtained from a free packet queue 702. The packet
provided by the operating system protocol interface layer 602 1s copied into the new packet,
which is then placed into a received packet queue 703 for later retrieval by the traffic shaper
107.

[0052] Continuing with Figs. 4 and 6, the packet discussed in the previous paragraph is
taken from the received packet queue 703 and a source/destination address mapping table 405 is
consulted. Table 405 contains two lists: (1) a list of each interface and subnet address range
sorted by increasing address range size (number of addresses) and (2) a separate list of exact IP
addresses which are preferably indexed via hashing with separate chaining, sub-sorted by
application type (if used). Each list is constructed from the topology information as shown in
Figs. 2 and 3 as pointers to individual topology representation objects, which are discussed
below. Furthermore, each list indicates the direction, inbound or outbound, which the object
represents. As such, for topology representations which are symmetrical, two topology objects
will be registered in table 405 for each point, one for inbound and a second for outbound. The
object that is selected from the table depends on the direction of packet flow. The search of
table 405 will yield pointers to two topology representation objects. The source IP address
yields an outbound IP object from 402 (shown in Fig. 2 as IP 213). The destination IP address

yields an inbound subnet object from 407 (shown 1n Fig. 3 as subnet 301).
8
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[0053] Continuing with Figs. 4 and 6, a wrapper 406 is created for the packet that contains
pointers to the source and destination representation objects and preferably, for performance
reasons, a pointer to the packet rather than the actual packet contents. The source and
destination object types and priorities are compared to determine whether the packet wrapper
406 should be queued on the source or destination object through a decision process described
below 1n detail. In this case, given equal source and destination object priorities, the source
object 213 1s a more specific type (IP address) than the destination object (subnet).
Consequently, the source object 213 is chosen as the object on which wrapper 406 is to be
queued. A pointer to object 213 is placed into a priority insert list 408. The priority insert list
408 contains a list of pointers, sorted by priority, of each object which currently has one or
more packets queued. At a periodic update interval, preferably nominally 10 milliseconds, this
list 1s examined and utilized to control the order in which the packet wrappers (like that of 406)
are granted approval to transmit. The approach is to calculate/update the objects within the
topology representations to ensure that packet transmission through the destination object
interface will not exceed the transfer limits associated with any of the pertinent objects in the
topology representations. Once it has been determined that the transmission of the packet will
not violate any ot the restrictions imposed by the topology representation, the packet specified
1n the packet wrapper 406 1s forwarded to the priority insert list 408 for transmission to the

destination host.

[0054]) Referring to Figs. 6 and 7, the packet is forwarded to the packet driver 603 destined

for interface #3 605, where 1t 1s placed into a send packet queue 704 for transmission at the

operating system’s earliest convenience. The send procedure 705 will relay the packet through
the operating system’s protocol interface layer 602, physical driver 604 to physical interface
605, where it is transmitted. Once transmitted, the packet buffer is marked as free and returned

to the free packet queue 702 for reuse. Note that if the interfaces are operating in a

promiscuous mode, the packet upon transmission will also be received by the same interface #3.

This 1s anticipated and handled by the receive procedure 700 and MAC table 701, which will
find that the source MAC address of the packet echoed on interface #3 exists on interface #1

and will therefore ignore it.

[0055] Referring to Figs. 5 and 6, packets returned from the IP host at 17.3.5.12 and

directed to 10.1.3.250 are received by interface #3 and checked against the source/destination
9
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address table 502, which determines (1) the source IP address to map to outbound object 301
from 503 and (2) the destination acidress to map to inbound object 213 from 504. Again, a
packet wrapper 505 is created which contains the source and destination object pointers and
preferably a pointer to the packet contents. As described in detail below, the source and
destination object priorities are evaluated to determine whether the packet wrapper 505 should
be queued on the source or destination object. In this case, given equal source and destination
object priorities, the destination object 213 1s a more specific type (IP address) than the source
object 301 (subnet). Consequently, the wrapper 505 will be placed into the queue of object
213, and a pointer to object 213 will be placed into priority list 506. At a periodic update
interval this list is examined and utilized to control the order in which the packet wrappers (like
that of 505) are granted approval to transmit. The approach 1s to calculate/update the objects
within the topology representations to ensure that packet transmission through the destination
object interface will not exceed the transfer limits associated with any of the pertinent objects in
the topology representations. Once it has been determined that the transmission of the packet
will not violate any of the restrictions imposed by the topology representation, the packet
specified in the wrapper 505 is forwarded to the priority insert list 506 for transmission to the

destination host.

[0056] Referring to Figs. 6 and 7, the packet is forwarded to the packet driver 603 destined

for interface #1 600, where it is placed into a send packet queue 704 for transmaission at the
operating system’s earliest convenience. The send procedure 705 will relay the packet through
the operating system’s protocol interface layer 602, physical driver 601 to physical interface
600, where it is transmitted. Once transmitted, the packet buffer is marked as free and returned
to the free packet queue 702 for reuse. Note that if the interfaces are operating in a
promiscuous mode the packet upon transmission will also be received by the same interface #1.

This is anticipated and handled by the receive procedure 700 and MAC table 701, which will

find that the source MAC address of the packet echoed on interface #1 exists on interface #3
and will therefore ignore it.

[0057] Referring to Fig. 8, a topology representation for each direction of traftic tlow 800
for an interface consists of a collection of objects which are linked together in a hierarchical
manner to produce a representation of logical and/or physical network topology. The topology

contains an interface connection 801 that may be either an abstract connection 1dentifier or
10
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preferably a section of memory shared between the tratfic shaper 107 a:pd the packet driver 108
through which packet data may be passed. The topology representation maintains a table of
one or more objects, like 802, which represent particular point(s) within a logical or physical
network. For clarity, a set of object types that matches the TCP/IP protocol has been chosen,
but it should be readily apparent that object types representing virtually any type of topology
may be easily constructed without departing from the spirit and scope of the present invention.
[0058] Each object 802 consists of a set of linkage information 803, configuration
information 804, statistical information 805, state information 806, and packet wrapper queue
807.

[0059] Referring to Fig. 9, the configuration information for each object 802 consists of
general information 900, linkage object identifiers or OIDs 901, network address information
902, and shaping imformation 903.

[0060] The general information 900 contains the type of object (e.g., Logical Interface,
Subnet, Group, IP, IP/Application, etc.), a unique object identifier (OID) which specifies a
specific object throughout all of topology representations within the trattic shaper 107, the OID
of the policy from which the objects configuration information was derived or inherited, a flag
indicating if the object should inherit its configuration settings from the nearest ancestor with a
policy which matches this object type, a flag which indicates if statistics for this object are of
long term interest, a conflict flag which indicates 1f some facet, typically the IP address,
conflicts with another object, the access rights granted to the object and an alphanumeric name
for display purposes. |

[0061] The linkage OIDs 901 contains the OIDs of other related objects. Examples of these
are the object’s ancestor or parent, the first or next object in a list of policies related to the
obje"ct, a source route OID which specifies a specific object 1n a topology representation of
another interface to which all traffic should be forwarded regardless of CIDR routing rules.
[0062] The address information 902 contains the network address or network number (ISO
layer 3 - e.g., IP) which the object represents, the sub-network mask or type (e.g., CIDR
variable subnet or A/B/C fixed classes), the application protocol type (ISO layer 4 - e.g., HT'TP,
FTP, etc.), the physical address (ISO layer 1 MAC), the address discovery mode (e.g., by ISO
3, by ISO 2, by DHCP lease, etc., or none), a use DHCP flag which indicates that the system

should track DHCP leases for this object, and a name resolution method (e.g., DNS name from
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IP, LDAP name from MAC, LDAP name from IP, DNS IP from name, LDAP IP from name,
LDAP MAC from name, efc., or none).

[0063] Returning to Fig. 8, the object state information 806 contains (1) the current priority
value of the object, (2) an index specifying the current shape set index, (3) a flag indicating if
the object 1s congested (1.e., has been requested to pass more traffic than is permitted), (4) a
sequential periodic interval number which indicates the last periodic interval on which the
object state information was updated, (5) an interval pool which indicates the maximum number
of bytes which are permitted to pass through the point the object represents with a periodic
update interval, (6) a priority step amount which indicates by how many priority levels an
object priority should increase for each periodic interval in which transmission of a packet has
been denied by any of the object ancestors, and (7) a consumed pool which maintains a running
count of the number of bytes permitted to pass though the point the object represents.

[0064] Continuing with Fig. 9, the shaping information 903 contains a maximum queue
depth value 904 which specities a maximum number of packet wrappers which may be queued
on the object concurrently and a number specifying a quantity of shaping sets 905. Each
shaping set 906 has a starting range 907, an ending range 908 expressed in bytes that are
compared against the consumed pool of 806. If the consumed pool reaches the value of 908,
then the shape set index of 806 1s incremented but limited to the value of shaping set 905. Ata
periodic update interval the consumed pool 1s reduced by a recovery rate contained with the
shaping information, and upon falling below the start range 907 of the current shape set as
indexed by the shape set index of 806, the shape set index decrements if non-zero. The shape
set index of 806 1s used as an index into the array of rate and priority sets 906. Each shaping set
906 also has a normal rate and priority set 909 and a congested rate set 910 which control the
behavior of the object in normal versus congested conditions. If none of the object’s ancestors
are currently in a congested state, the normal rate set 909 is utilized; otherwise the congested
rate set 910 1s utilized.

[0065]  Each rate and priority set 909 or 910 contains a recovery rate 911 that controls the
rate at which the consumed pool in 806 is reduced over time. This amount is subtracted from
the consumed pool at the periodic update interval to provide a moving window effect for
shaping set changes. The rate and priority sets may be configured to provide for a decreasing

rate as the consumption pool increases, by setting the maximum rate value 912 for sequential
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higher rate and priority sets to progressively lower amounts. Each rate and priority set also has
a minimum priority 913, maximum priority 914, and maximum latency value 915. The
minimum priority 913 and maximum priority 914 control the range of priorities at which the
object may be placed into the priority list 408. The maximum latency value 915 is expressed in
millisecoﬁds and 1s used to derive a priority step value for 806 by dividing the product of the
number of millisecond per periodic update interval and the difference between the maximum
and minimum priority levels by the maximum latency 913:

Priority Step = (ms per interval*(Max Priority — Min Priority))/Max Latency in ms)
[0066] It should be apparent that by using multiple shaping sets 906, a nearly infinite
number of combinations of rate, priority, and latency may be created which react automatically
to changing consumption, congestion, and load patterns, as reflected in the object, 1ts ancestors,
and descendents.
[0067] Referring to Fig. 10, each topology object maintains a collection of statistical
information 1000 which records pertinent values which indicate not only the tratfic flow
through the point the object represents, but metrics reflecting the extent to which the point was
affected by congestion occurring in its ancestors. Each statistical entry, such as 1001, contains
summary statistics for a specific period, typically 1 second, 1 minute, or 1 hour. Each contains
(1) a byte count 1002 that indicates the number of bytes that have been permitted to pass
through the object within a period of time, (2) a peak byte count 1003 that indicates the highest
number of bytes permitted to pass through the object within the next finest granularity of time
(e.g., for an hour entry, the peak byte count 1003 indicates the greatest value in the previous 60
minutes; for a minute entry, the peak field indicates the greatest value 1n the previous 60
seconds), (3) a packet count value 1004 which indicates the number of packets which have
passed through the object, (4) a total periods count 1005 which indicates the number of periodic
update intervals in which the object had one or more packets queued, (5) a congested intervals
count 1006 which indicates the number of periodic update intervals in which the object has one
or more packets queued and any of its ancestors are congested (6) a congestion delays value
1007 that indicates the sum of the number of packets delayed by each refusal of an ancestor to
grant permission to transmit, and (7) the current shape set 1008 that indicates the value of the

current shape set index from the state information 806 at the conclusion of the time period.
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[0068] Statistical entries such as 1001 are gathered into a series of cascading ring buffers,
each of which represents a time span relative to the current time. Entry 1009 is a single entry
representing the values for the previous second. Ring 1010 is sixty entries representing the
previous sixty seconds. Ring 1011 is sixty entries representing the previous sixty minutes.
Ring 1012 1s twenty-four entries representing the previous twenty-four hours. Each ring 1010,
1011, and 1012 contains a totalizing entry 1013, 1014, 1015 and list head pointer 1016, 1017,
1018, respectively. The fields within the totalizing entry contain the sum of the corresponding
fields with the individual entries in the ring. Each list head pointer points to the oldest entry in
the ring.

[0069] Continuing with Fig. 10, as the host clock changes to the next second, the ring entry
pointed to by 1016 is subtracted from the totalizing entry 1013, the sub-second totalizing entry
1009 overwrites the entry pointed to by the list head pointer 1016 and is added to the totalizing
entry 1013, the totalizing entry 1009 1s cleared to zeros, and the list head pointer 1016 is
incremented modulo 60. Therefore, totalizing entry 1013 always reflects the sum of the entries
contained with the ring. In a similar manner, as the host clock changes to the next minute, 1011
is updated by subtracting the ring entry indexed by 1017 from totalizing entry 1014, totalizing
entry 1013 overwrites the ring entry indexed by 1017 and is added to totalizing entry 1014, and
list head pointer 1017 is incremented modulo 60. Also, in a similar manner, as the host clock
changes to the next hour, 1012 is updated by subtracting the ring entry indexed by 1018 from
totalizing entry 1015, totalizing entry 1014 overvﬁ*ites the ring entry indexed by 1018 and is
added to totalizing entry 1015, and list head pointer 1018 is incremented modulo 24.

[0070] Referring to Fig. 11, the main processing loop is performed for each periodic update
interval, preferably nominally every 10 milliseconds, providing the core process for traffic
shaping. A current interface index 1100 is set to point to the first interface system 400. Next,
at 1101, the physiéal interface 401 is checked via the connection handle 801 within object 402
for new packets which have arrived at the interface and been queued on the shaper packet driver
603. If a new packet 1s found, 1t i1s removed at 1102 from the received packet queue 703 and
undergoes the received packet initial processing at 1103, as shown in detail in Fig. 12. The
processing then continues at 1101 until no more packets are found at 1104. If the current
interface index 1s not pointing to the last interface system, the current interface index

increments at 1105, and the process continues at 1101. At this point all the packets that have
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been received by the physical interfaces have been accepted and placed into queues on specific
topology representation objects. Next, at 1106, the process priority list process (shown in detail
in Fig. 14) is performed, which attempts to gain approval to transmit packets which have been
queued on the topology objects, in order of decreasing object priority. Next, at 1107, the
process statistics process (shown in detail in Fig. 20) is called, but only for a subset of all the
topology objects in the system (the number of objects equaling the total number of topology
objects in the system divided by the number of periodic update intervals 1n each second), such
that all of the topology objects in the system are processed within one second of time. The
entire process then goes idle until the next update interval 1s due.

[0071] Referring to Fig. 12, each newly arriving packet is processed at 1200 by source and
destination address mapping (shown in detail in Fig. 21), which identifies an appropriate source
and destination topology object. A packet wrapper 808 is created which contains a pointer to
the source object, a pointer to the destination object, and a pointer to or the contents of the
packet. The packet length field is set to the total packet length, and all other fields are zeroed.
The types of the source and destination objects are checked at 1201 to find if both are of the
same type. If so, the current priority values contained in the state information 806 of the source
and destination objects are compared at 1202. If the source object has a current priority value
from the state information 806 greater than or equal to that of the destination object, the packet
wrapper 808 is queued on the source object at 1203; otherwise it is queued onto the destination
object at 1205. Returning to 1201, if the source object type'from the general configuration
information 900 is less specific than the destination object type, then the packet wrapper 808 1s
queued on the destination object at 1205; otherwise the object is queued on the source object at
1203. After the packet wrapper 808 has been queued on either the source or destination object,
and the object is not currently in the priority list, a pointer to the object on which it was queued
is inserted into the priority list at the current priority value of the state information 806.

[0072] Referring to Fig. 13, the traffic shaper 107 maintains a global priority table 1300,
containing two priority tables, 1301 and 1302, which identify all topology objects that have one
or more packets queued. Two pointers 1303 and 1304 point to the priority tables 1301 and
1302 in a mutually exclusive manner. When a pointer to an object is to be inserted into the
global priority table 1300, the table 1301, 1302 pointed to by 1303 is always used. The table

1301, 1302 is organized as a collection of priority level lists 1305, each of which represents a
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discrete priority level, although it will be understood by those of skill in the art that other
mechanisms may be readily utilized without departing from the spirit and scope of the
invention, provided the objects may be retrieved in descending order of priority. It is also
preferred that individual objects within a priority level list 1305 be inserted and removed on a
last-in/first-out basis to offer a degree of fairness-among the objects sharing a priority level.
During the main process loop (see Fig. 11), after all the packets received on the interfaces have
undergone the received packet initial processing (see Fig. 12), the roles of the insert and remove
priority tables 1301, 1302 within the global table 1300 are reversed by exchanging pointers
1303 and 1304.
[0073] Referring to Fig. 14, during each periodic update interval all of the objects contained
in the global priority table 1300 are processed first at 1400 by exchanging pointers 1303 and
1304. If the remove priority list pointed to by 1304 1s empty at 1401, the process is completed.
Otherwise, the highest priority object which exists in the table pointed to by 1304 is removed
at 1402, and the process shown in Fig. 15 is performed on the object. The process resumes at
1401 until no further objects remain in the remove priority list.
[0074]  Referring to Fig. 15, if at 1500 the object has no packets in its queue, then the
process 1s completed. Otherwise, the first packet wrapper 808 in the queue is examined at 1501
and undergoes the request transfer process as shown in Fig. 16. If the transfer request is
granted, the packet wrapper 808 is removed from the queue, the packei; contained or referenced
1s relayed via the connection handle 801 of the destination object topology representation to the
packet driver for transmission at 1504, and processing resumes at 1500. If the transfer request
was not granted at 1502, then a pointer to the object is inserted in the global priority table insert
list as pointed to by 1303 at the current priority value indicated in the state information 806, and
processing of the object concludes.
[0075] Referring to Fig. 16, the source reserved fragment and packet length as described in
the packet wrapper 808 are compared, and if the source reserved fragment is not less than the
packet length, then the topology representation which contains the source object has
collectively granted permission for the tratfic to pass, and processing resumes at 1601.
Otherwise, at 1602, a request structure containing the following fields is created: (1) the source
object, (2) a true/félse granted flag with an initial state of true, (3) a packets queued count,

initialized to the number of packets currently in the source object queue, and (4) a requested
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bytes field, initialized to the difference between the packet length and source request fragment
value. Next, at 1603, the update shape tree process (as shown in detail in Fig. 17) is called for
the source object specified in the wrapper 808. Next, at 1604, the recursive request transfer
process (as shown 1n detail in Fig. 19) 1s called, passing the request structure. Next, at 1605,
the request structure’s requested bytes value is added to the packet wrapper’s 808 source
reserved fragment value, and processing continues at 1601.

[0076]  Continuing with Fig. 16 at 1601, the destination reserved fragment and packet
length as described in the packet wrapper 808 are compared. If the destination reserved
fragment is not less than the packet length, then the topology representation which contains the
destination object has collectively granted permission for the traffic to pass, and processing
resumes at 1606. Otherwise, at 1607, a request structure containing the following fields is
created: (1) the destination object, (2) a true/false granted flag with an initial state of true, (3) a
packets queued count, initialized to the number of packets currently in the destination object
queue, and (4) a requested bytes field, initialized to the difference between the packet length
and destination request fragment value. Next, at 1608, the update shape tree process (as shown
in Fig. 17) 1is called for the destination object specified in the wrapper. Next, at 1609, the
reéursive request transfer process (as shown in Fig. 19) is called, passing the request structure.
Next, at 1610, the request structure’s requested bytes value 1s added to the packet wrapper’s 808
destination reserved fragment value, and processing continues at 1606. |

[0077] Continuing with Fig. 16 at 1606, if both the source reserved fragment and the
destination reserved fragment contained 1n the packet wrapper 808 equal the packet length, a
status is returned at 1611 indicating that packet transmission 1s granted; otherwise, the return
status at 1612 indicates that permission is denied.

[0078] Referring to Fig. 17 at 1700, if the interval number stored 1n the state information
806 of the wrapper 808 indicates the current interval number (i.e., current periodic update
interval sequence number), then the object and all of its ancestors have already been updated for
the current interval, and processing concludes at 1710. Otherwise, the object and possibly its
ancestors must be updated to the current interval. First, at 1701, the total periods counter of the
object sub-second statistical entry 1001 is incremented. Next, at 1702, if the object has no
ancestor (1.e., it is the logical interface object), the congested tlag ot the state mtormation 806 1s

marked as not congested at 1703, and processing resumes at 1704.
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[0079] Continuing with Fig. 17 at 1702, if the object does have an ancestor, the process of
Fig. 17 is recursively called with the ancestor object at 1705. Upon return, at 1706, if the state
of the ancestor according to the state information 806 is congested, then the current object is
marked in the state information 806 as congested at 1707, and processing resumes at 1704. If at
1706 the ancestor 1s found not to be congested, and at 1708 the object interval pool from the
state information 806 1s non-zero, the object is marked as not congested at 1709. Processing
resumes at 1704, where the current object undergoes the process shown in Fig. 18 before
completing the processes at 1710. |
[0080]  Referring to Fig. 18 at 1800, the current shape set value 1008 of the sub-second
statistical entry 1001 1s set to the current shape set index from the state information 806 of the
object. Next, at 1801, if the object has an ancestor and its state is congested according to the
state information 806 of the ancestor object, the object carry-over percent is set to 0% at 1802,
and the congested shape set as indexed by the shape set index of the state information 806 is
selected at 1803 as the current shape set for the object. Otherwise, at 1804, the object carry-
over percent is increased by 2 points, up to a maximum total of 50%, and the normal shape set

as indexed by the shape set index of the state information 806 is selected at 1805 as the current

- shape set for the object.

[0081] Continuing with Fig. 18 at 1806, the object interval pool value of the state
information 806 is set to the sum of the object pool value multiplied by the carry-over percent,
and the current shape set maximum rate (bytes) per periodic update interval. Next, at 1807, the
difference between the current interval number and the object interval number from the state
information 806 is multiplied by the recovery rate of the state information 806 in bytes per
update interval and added to the object pool size. Next, at 1808, the object pool size is limited
to the end range value 908 of the last of the object shaping sets, and the object interval number
in the state information 806 is set to the current interval number.

[0082] Continuing with Fig. 18 at 1809, if the object priority increase flag in the state
information 806 1s true, then the priority increase flag is cleared at 1810, and the priority step
value from the state information 806 1s added to the object’s current priority, within the limits
of the maximum priority value for the current shape set.

[0083] Referring to Fig. 19 at 1900, if the requested bytes value in the request is greater

than the object interval pool value from the state information 806, then at 1901 the requested
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bytes value is limited to the object interval pool value, the request granted flag is set to false,
and the object is marked as congested in the state information 806. If, at 1902, the object has an
ancestor, then at 1903 the object ancestor undergoes the process shown in Fig. 19, using the
modified request structure. Upon return at 1904, if the ancestor is in the congested state, the
current object state is set to congested at 19035, and the congested periods count 1006 of the
object is incremented.

[0084] Continuing with Fig. 19 at 1906, if the request is flagged as granted, then, at 1907,
the packet count field 1004 of the sub-second statistical entry is incremented, the requested
bytes value from the request is added to the sub-second byte count field 1002, the requested
bytes value is subtracted from the object interval pool, and the object’s current priority 1s set to
the minimum priority value of the object’s currently selected shape set. If the request 1s tlagged
as denied, the requested bytes value is subtracted from the object’s interval pool at 1908. If, at
1909, it was an ancestor object that denied the request, the number of packets queued field 1n
the request is added to the congestion delays value 1007 in the sub-second statistical entry at
1910, and the object’s priority increase flag is set in the state information 306.

j0085] Continuing with Fig. 19 at 1911, the object’s current priority value 1s added to the
request priority value. The request priority value, limited by the maximum priority value of the
object’s current shape set, is assigned to the inherited priority value in the state information
806.

[0086] Referring to Fig. 20 at 2000, the oldest element of the minute statistics ring as
pointed to by the list head pointer 1010 is subtracted from the totalizing entry 1013. Next, at
2001, the sub-second statistical entry 1001 is added to the totalizing entry 1013. Next, at 2002,
the sub-second statistical entry 1001 overwrites the minute statistics ring entry pointed to by the
list head pointer 1010.

[0087] Referring to Fig. 20 at 2003, if the host system clock has crossed into the next
minute within the last second, the minute ring statistical entries are searched at 2004 for the
highest bytes transferred value. Next, at 2005, the oldest element of the hour statistics ring as
pointed to by the list head pointer 1011 is subtracted from the totalizing entry 1014. Next, at
2006, the minute ring totalizing entry 1013 is added to the totalizing entry 1014. Next, at 2007,
the minute totalizing entry 1013, with 1its peak bytes field set to the value from 2004, overwrites

the hour ring entry pointed to by the list head pointer 1011.
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[0088] Referring to Fig. 20 at 2008, 1f the host system clock has crossed into the next hour
within the last second, the hour ring statistical entries are searched at 2009 for the highest bytes
transferred value. Next, at 2010, the oldest element of the day statistics ring as pointed to by
the list head pointer 1012 is subtracted from the totalizing entry 1015. Next, at 2011, the hour
ring totalizing entry 1014 is added to the totalizing entry 1015. Next, at 2007, the hour
totalizing entry 1014, with its peak bytes field set to the value from 2009, overwrites the ring
entry pointed to by the list head pointer 1012.

[0089] Referring to Fig. 21 at 2100, only considering outbound objects of the topology and
interface on which the packet was received, if the global address mapping table 405 has an
entry which exactly matches the layer 3 address and application type of the source address, the
object pointed to by the entry is established as the source address at 2101 for the packet, and
processing continues at 2102. Otherwise, at 2103, if an entry which specifies the exact layer 3
address without a specific application type is found, the object pointed to by the entry is
established as the source address at 2104 for the packet, and processing continues at 2102.
Otherwise, at 2105, the first network 1n the set of networks ordered 1n ascending size which can
contain the layer 3 address 1s sought, and, if found, the object pointed to by the entry is initially
established as the source address for the packet, and the process shown in Fig. 22 1s performed
to attempt to add a newly created object which matches the source address which, if added, will
be used in place of the object located at 2105, and processing continues at 2102. Otherwise, a
default object 1s selected as the source address object at 2107. The detfault object may be the
logical interface object or an object that represents tratfic from an unknown source.
Alternatively, the packet may be abandoned if desired.

[0090] Continuing with Fig. 21 at 2102, only considering inbound objects of the topology
and interfaces other than the one on which the packet was received, if the global address
mapping table 405 has an entry which exactly matches the layer 3 address and application type
of destination address, the object pointed to by the entry is established as the destination address
at 2108 for the packet, and processing continues at 2109. Otherwise, at 2110, if an entry which
specifies the exact Iayer 3 address without a specific application type 1s found, the object
pointed to by the entry is established as the destination address at 2111 for the packet, and
processing continues at 2109. Otherwise, at 2112, the first nétwork, recalling that networks are

sorted within the table 1n ascendiné size, which can contain the layer 3 address 1s sought and if
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found the object pointed to by the entry 1s established as the destination address for the packet
at 2113, and processing continues at 2109. Otherwise, a default object 1s selected as the
destination address object at 2114. The default object may be the logical interface object or an
object that represents traffic from an unknown source. Alternatively, the packet may be
abandoned if desired.

0091} Referring to Fig. 22 at 2200, if the network object passed has linkage information
901 that indicates that discovery of objects 1s not permitted, then no object will be returned at
2201. Otherwise, at 2202, the network object 1s made the current ancestor. If, at 2203, the
current ancestor has a policy which matches the address/protocol type of the provided packet,
then, at 2204, the policy is used as a template to create a descendent object of the network
object with the source address/protocol of the trigging source packet from 2106, which is
selected for return at 2205. If, at 2206, the current ancestor has no address/protocol policy
which matches, and no ancestor, then no object will be returned at 2201. Otherwise, at 2207,
the current ancestor 1s moved to the ancestor, and processing resumes at 22073.

[0092]  Referring to Fig. 23, in an additional embodiment of the invention, the configuration
information of 900 may also contain a set of rights 2300 that may be assigned to restrict the
ability of a configuration user to view, modify, extend, or eliminate parts of a topology
description. Such facilities are valuable when multiple parties (users) share the configuration
and monitoring responsibility of a portion of the network topology.

[0093] Referring to Fig. 24, an example of this 1s a high-speed access system provided over
cable television lines to consumers or small businesses. In this example, the cable operator
provides high-speed last mile connectivity, and three separate Internet service providers (ISPs)
provide connectivity from the cable head-end to both ISP specific and Internet content. The
cable operator is likely to own the system traffic shaper of the present invention and the CATV
distribution equipment and to have responsibility for ensuring connectivity between the
customer and cable system head-end, but the connection from the head-end to the Internet
backbone is provided through one of the three competing ISPs. Each of the ISPs is likely to
enter into an agreement with the cable operator for a carriage fee based on the number of
subscribers and/or the amount of the shared resources consumed. Further, the names,
addresses, and traffic shaping settings of each ISP and its customers may be considered a trade

secret which needs to be protected from the view of the other ISPs and the cable operator.
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[0094]  Returming to Fig. 23, to facilitate this shared access, each object in the topology
representation has two sets of rights, one for the user that creates the object and another that the
creator optionally grants to a second user. Among the rights are (1) to view the name of the
object, (2) to view the network addresses of the object, (3) to view the shaping setting of the
object, (4) permitting descendents of the object to be viewed, (5) changing the name of the
object, (6) changing the network addresses of the object, (7) changing the shaping settings, (8)
moving the object to a different location 1n the topology, (9) adding descendents of the object,
and (10) deleting descendents of the object. If the secondary user for an object is anything

other than ANYONE, owner right #4 (the right to view descendents) is automatically revoked.

[0095] Referring to Fig. 24, the following table indicates the users and rights assigned to

each topology object in the example:

[Object ] Owner | Owner Rights Secondary | Secondary Rights_'
2400 l CO 1,2,3,4,5,6,7,8,9,10 | ANYONE 1,234

2401 | CO 1,2,3,4,5,6,789,10 | ANYONE r 1,2,3,4 i
i 2402 | CO 12345678010 | ANYONE |1234
5403 ' o 123.45.67.80.10 | ANYONE t 1234 l
| 2404 | CO 1,2,3,5,6,7.8 | ISP 1 1,2,3,4.9.10

| 2405 I ISP1 |1,2,3,4,5,6,7,8,9,10 i ANYONE | None |
2406 l ISP 1 1,2,3,4,5,6,7,8,9,10 ANYONE | None

2407 | ISP 1 ]1,2,3,45,6,7,89,10 | ANYONE | None |
l B ..
2408 | ISP 1 {1,2,3,4,5,6,7,8,9,10 ' ANYONE | None |

i2409 I CO ' 12.3.5.6.7.8 ] II§P 2 I 1.2.3.4.9.10
I 2410 IISP 2 I 1,23,4.5,6,7.8,9,10 |ANY0NE lNone “‘
2411 [ CO l 12.3,5,6,7.8 _J ISP 3 11,2.3,49,10

2412 | ISP 3 : 1,2,3.4.5,6,7,8,9,10 ANYONE | None
. 2413 | I§P 34- 19273:49596:798:§310 ANYONE None l
2414 I ISP 3 1,2,3.4,5,6,7,8,9.10 i ANYONE | None

2415 lISP3 1,2,3.4.5,6,7.8.9.10 IANYONE | None
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[0096] Referring to Fig. 25, the cable operator will have a limited view of the all of the
objects in the system. In this example, none of the objects owned by any of the ISPs are visible

to the cable operator.

[0097] Referring to Fig. 26, ISP 1 sees only those objects owned by the ISP 2605, 2606,
2607, 2608, co-owned by the ISP 2604; and those owned by the cable operator by permitted
view access the ISP as ANYONE 2600, 2601, 2602, 2603.

10098] Referring to Fig. 27, ISP 2 sees only those objects owned by the ISP 2705, co-
owned by the ISP 2704; and those owned by the cable operator by permitted view access the
ISP as ANYONE 2700, 2701, 2702, 2703.

{0099] The present invention may be implemented with any combination of hardware and
software. The present invention can be included in an article of manufacture (e.g., one or more
computer program products) having, for instance, computer useable media. The media has
embodied therein, for instance, computer readable program code means for providing and
facilitating the mechanisms of the present invention. The article of manufacture can be included
as part of a computer system or sold separately.

[0100] It will be appreciated by those skilled in the art that changes could be made to the
embodiments described above, without departing from the broad inventive concept thereof. It
is understood, therefore, that this invention is not limited to the particular embodiment

disclosed, but it is intended to cover modifications within the spirit and scope of the present

invention.
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CLAIMS
1. A bandwidth control system for a network, the network having a host computer
that includes a first network interface and a second network interface, the bandwidth control
system comprising:
S a packet driver adapted to be executed on the host computer, the packet driver
logically connected to the first network interface and the second network interface, the packet
driver capturing packets received from the network on the first network interface; and

a traffic shaper adapted to be executed on the host computer, the traffic shaper
maintaining a topology representation of the network, the topology representation including one
10  or more nodes, the traffic shaper performing priority and packet rate metering functions on the
captured packets to match a set of rate conditions unique to each node in the topology
representation of the network, and returning the captured packets to the packet driver for

transmission to the network on the second network interface.

15 2. The bandwidth control system of claim 1 wherein the nodes in the topology

representation of the network comprise a hierarchy of arbitrary physical and logical aggregation

points that form a logical representation of the network and its underlying physical elements.

3. The bandwidth control system of claim 2 wherein the nodes represent elements

20  from the group consisting of interfaces, gateways, subnets, groups, addresses, protocols, routers

or applications.

4, The bandwidth control system of claim 1 further comprising a configuration
interface, wherein the configuration interface specifies operating parameters and the topology

25  representation of the network to the traffic shaper.

5. The bandwidth control system of claim 4 wherein the configuration interface
further provides interactive operational and statistical information concerning the tratfic shaper
»

and the topology representation of the network maintained by the shaper.

30
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6. The bandwidth control system of claim 1 wherein the traffic shaper maintains
discrete topology representations of the network for both an inbound flow of trattic in the

network and an outbound flow of traffic in the network.

7. The bandwidth control system of claim 6 wherein the traffic shaper utilizes
independent rate conditions for the inbound flow of tratfic in the network and the outbound

flow of traffic in the network in performing priority and packet rate metering functions on the

captured packets.

8. The bandwidth control system of claim 1 wherein the set of rate conditions
unique to each node in the topology representation of the network includes a normal rate set,
which is used when none of the node’s ancestors are.currently in a congested state, and a

congested rate set, which is used when one or more of the node’s ancestors 1s currently in the

congested state.

9. A method of managing bandwidth in a network, the network having a host
computer that includes a first network interface and a second network interface, the method
comprising:

(a) constructing a topology representation of the network, the topology

representation including one or more nodes;

(b) receiving packets from the network on the first network interface;
(c) prioritizing and shaping the received packets to match a set of rate
conditions unique to each node in the topology representation of the network; and

(d) transmitting the prioritized and shaped packets to the network on the

second network interface.

10.  The method of claim 9 wherein the nodes in the topology representation of the
network comprise a hierarchy of arbitrary physical and logical aggregation points that form a

logical representation of the network and its underlying physical elements.
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11. The method of claim 10 whetrein the nodes represent elements from the group

consisting of interfaces, gateways, subnets, groups, addresses, protocols, routers or applications.

12. The method of claim 9 wherein in step (a) a topology representation of the network

is constructed for both an inbound flow of traffic in the network and an outbound flow of traffic

in the network.

13. The method of claim 12 wherein in step (¢) independent rate conditions for the
inbound flow of traffic in the network and the outbound flow of traffic in the network are used

to prioritize and shape the received packets.

14. The method of claim 9 wherein step (c) further comprises:

(1) examining the source and destination addresses of the received packets;
(ii)  pairing the received packets with shaping objects within the topology

representation of the network; and

(iii)  performing priority and packet rate metering functions on the received

packets.

15.  The method of claim 9 wherein the set of rate conditions unique to each node in
the topology representation of the network includes a normal rate set, which is used when none
of the node’s ancestors are currently in a congested state, and a congested rate set, which is used

when one or more of the node’s ancestors is currently in the congested state.

16.  An article of manufacture for managing bandwidth in a network, the network
having a host computer that includes a first network interface and a second network interface,
the article of manufacture comprising a computer-readable medium holding computer-
executable instructions for performing a method comprising:

(a) constructing a topology representation of the network, the topology
representation including one or more nodes;
(b)  receiving packets from the network on the first network interface;

(c)  prioritizing and shaping the received packets to match a set of rate
26
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conditions unique to each node in the topology representation of the network; and
(d) transmitting the prioritized and shaped packets to the network on the

second network interface.

17.  The article of manufacture of claim 16 wherein the nodes 1n the topology
representation of the network comprise a hierarchy of arbitrary physical and logical aggregation

points that form a logical representation of the network and its underlying physical elements.

18.  The article of manufacture of claim 17 wherein the nodes represent elements
from the group consisting of interfaces, gateways, subnets, groups, addresses, protocols, routers

or applications.

19.  The article of manufacture of claim 16 wherein in step (a) a topology
representation of the network is constructed for both an inbound flow of traffic in the network

and an outbqund flow of traffic in the network.

20.  The article of manufacture of claim 19 wherein in step (c¢) independent rate
conditions for the inbound flow of traffic in the network and the outbound flow of traffic in the

network are used to prioritize and shape the received packets.

21. . The article of manufacture of claim 16 wherein step (c) further comprises:
(1) examining the source and destination addresses of the received packets;
(11) pairing the received packets with shaping objects within the topology

representation of the network; and

(iii)  performing priority and packet rate metering functions on the received

packets.

22.  The article of manufacture of claim 16 wherein the set of rate conditions unique

to each node in the topology representation of the network includes a normal rate set, which is

used when none of the node’s ancestors are currently in a congested state, and a congested rate

set, which is used when one or more of the node’s ancestors is currently in the congested state.
27
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Interval Nuwber amd the vhject Inlervsl Number to the obhject Ponl Size.

' 1808

f

P —— e —.

Limit the maximum valoe of the Pool Size to the object Pool Size, and sst the object Tnterval Number o the
Cuwrrent Interyal Number.,

1309

Is the object No

“Priority Increasc
Flag Sot?

Yes
1810

{ Clear the Priarity Increare Flag, and
add the custent shape sel Prionly .

Step (o e object Current Triority,
LIimiting the stm 10 the currcnt
shape set Maximum Priority.
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Trangfce with the -
aneestor objcct.
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1904

. 1905
No Is the ancestor yes

copgestcd?

Sct the abjecet xtate tn congﬁtcd and increment the Congested
Periods comnber of Sub-Scemmid Ntetigtical Entry for the objeet.

Updute the Sub-Second Stalisiical Enbry by
incrementing the Packet Count, and adding the

. tequest Total Bytes to the Byte Count, Subtract

reguested hyres from the object Interval Pool and
resct the nbject Current Priority 1o the curent

thape sct Minimnm Priority.

Subtract the reguest
1906 ° bytes fromn the object
Intcry al Pﬂd‘f

1909

: N
1910 . | Yes Did the ancesior deny \ |
the trapsfor?

Add the product of the reguest Packets Queued fiel (o the vbjeets
Sub-Second Statistical Bnwry. St the sbjects Friority Incresse Flag. |

1911

Add the object Current Priovity m the request Prierity. Sct the nhject
Inherited Privrity to the request rivrily,
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Subtvact the oldest cotry (st the ring Incad) in U seconds rinig from the-sceonds xing tutalizer entry.

M - . 2001
Add the Sub-Sctond Iukabzer cutry values to the seconds ving totalkoer cutry.
' 2002
Copy the Sub-Sccond intajixtr uniry values pver the oldest cotry in the scconds ring (al- the rmghﬂd) and mavo '
ibe secnnly ring, bead pointer to the next enlry.
2003
2004 Yes Did the system chsck vross No
into the next minote
] within the Just second?
Find the hiphest Byle Transfered velus i the '
secenubs nnyg o slore the value as the perk Vlluc in
e secrnuds ring lotizer, "
2005
Svbtiscy the oldest caay (st the ring head) in !hc ipuicy ning Hum e sminules vinp otalizer cotry,
‘ 2006
Adhl e Sectynds Ting, totalizer entry valncs o the minntes ring  totalizer endry, |
2007

Copy she Seconds vimg totalizer snry values over the oldast catry i tie ntinwtes siug (ad the ving heakl) wngd

mivve (e minutes ring bead pointer o the next coiry.

20038

Did the systcm clock cross No

inin the nexi hour within
the kil rectomd?

2009 Yes

Find the kighest Byte Transferred valitc in the

mimuies rng and sinre e valoe 3y the pesk value in
the minutcs rina otafieor.

2010

- Subtract the oldzst eatry (a the ring head) in the hivurs ring frm thie fonrs vng titalizr entsy.

Addd the minuiex ring tsza.ﬁnr enivy vatues to the buurs ting totatizer sotry,

Copy the miniutes 1ing totalizer cntry valuce over tho cldest catry in the haurs ring (3t the ting ficad) and wave

2011.

2012

the bowss zing hesd pointer to the next eatry.

Rehon

FIG. 20
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2300

~ 'T'opology Object Righis

I-View Object Name ,
2-View Netwourk Addresses
3-Vicw Shaping Scitings
4-Vicw. Descendents
5-Change Object Name
6-Change Network Addresses
7-Change Shaping Scllings
8-Move Objoct
9-Add Dcscendent
10-Delete Descendent

Owner Rights

2301

2302

2303

2304

1-View Object Numec
2-Vicw Network Addresses
3-Vicew Shaping Settings
4-View Descendents
5-Change Objcct Name
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7-Change Shaping Settings
8-Move Object

9-Add Dcscendent
10-Delete Descendent .
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