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electronic devices having Universal Serial Bus (USB) client interfaces, the method comprising the steps: connecting the two
electronic devices with a USB cable; toggling the voltage on a V ¢ line of the USB cable between logic high voltage and no

voltage at the first electronic device; detecting toggles of the V ¢ line at the second electronic device; and interpreting the toggles
detected In the detecting step as data.
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ABSTRACT

A method and apparatus for transferring data from a first electronic device to a second
electronic device, both first and second electronic devices having Universal Serial Bus
(USB) client interfaces, the method comprising the steps: connecting the two electronic
devices with a USB cable; toggling the voltage on a Vgyg line of the USB cable between
logic high voltage and no voltage at the first electronic device; detecting toggles of the
Vgus line at the second electronic device; and interpreting the toggles detected in the
detecting step as data.
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METHOD AND APPARATUS FOR SENDING DATA BETWEEN USB CLIENTS

[0001] The technology described in this patent application relates generally to
communication between electronic devices. More particularly, the application concerns a

system for sending data to a Universal Serial Bus (USB) client.

[0002] USB is a standardized serial bus interface for connecting a host device such as a
personal computer to a peripheral devise such as a mouse and a keyboard. At present,
USB is mounted in aimost all personal computers and these can be connected to any

peripheral device having a USB terminal.

[0003] The USB standard uses a master-servant protocol. Devices communicating
through a USB connection have a master-servant relationship, where 'host' devices are
masters and 'client' devices are servants. A host device can only exchange data with a
chent device and vice-versa. Besides a data line, the USB standard also features a
power supply line called a 'Vgyg line'. Via the Vpys line, the host supplies power to the

client.

[0004] It is impossible to directly connect one client device with another client through a
USB connection. In order to send data to a USB client, it is necessary that the sending
device be either a USB host or a USB OTG device. An OTG device can operate as a
host or a client. A device operating as a USB host requires substantially more energy
and processing power relative to a USB client. It is also expensive and time consuming
to develop and integrate a USB host capacity into a device. This is especially true when

only a small amount of data needs to be transferred.

[0005] For some applications, where only a few bits of data need to be transferred
between two USB client devices, it does not make sense to incorporate a USB host

capacity into a sending device.

[0006] The present method and apparatus overcome the deficiencies of the prior art by
providing a system for transferring small amounts of data from a device that is not a USB
host or a USB OTG device to a USB client via a USB connection. In one embodiment,
the size limit for data is 512 bits. This is however not meant to be limiting, and other data

sizes are contemplated to be within the scope of the present method and system.
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[0007] The above is achieved by a system comprising a sending device and a USB client
device connected with a USB cable. When a user needs to send data, the sending
device transmits data by toggling the voltage on the Vgys line of the USB connection.

The toggling of the Vgys line produces connect/disconnect interrupts in the USB client
device. The interruption handler of the USB client device handles said interrupts. A
module on the USB client device monitors the interruption handler. The module identifies
the interrupts, which represent data, and receives said data. The data can be received
by simply counting the interrupts, or by using a coding scheme to reduce the number of

toggles necessary to transmit the data.

[0008] The present application therefore provides a method for transferring data from a
first electronic device to a second electronic device, both first and second electronic
devices having Universal Serial Bus (USB) client interfaces, the method comprising the
steps: connecting the two electronic devices with a USB cable; toggling the voltage on a
Vgys line of the USB cable between logic high voltage and no voltage at the first
electronic device; detecting toggles of the Vgys line at the second electronic device: and

iInterpreting the toggles detected in said detecting step as data.

[0009] The present application further provides a USB client apparatus adapted to
communicate with a second USB client apparatus, the USB client apparatus comprising:

a USB port; and means for toggling a Vgys line on said USB port.

[0010] The present application still further provides a USB client apparatus adapted to
communicate with a second USB client apparatus, the USB client apparatus comprising:

a USB port; means for detecting toggling of a Vgys line on said USB port; and means for
interpreting said toggling into data content.

Brief Description of the Drawings

[0011] The present application will be better understood with reference to the drawings,
in which:

Figure 1 is a schematic diagram of a USB client electronic device connected to a
second electronic device with a USB cable; and

Figure 2 is an exemplary mobile device that can be used in association with the

above method.
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Description of Preferred Embodiments

[0012] Reference is now made to Figure 1. Figure 1 is a schematic diagram of two
devices, referred to herein as sending device 110 and receiving device 120 which are

connected to each other through a USB cable 130.

[0013] Sending device 110 includes a USB interface 112 and a USB port 114.

[0014] As will be appreciated by those skilled in the art, USB cable 130 includes four
separate lines. These include a Vgysline 132 and a ground line and two data lines (not

explicitty shown in Figure 1. The present application utilizes the Vgys line.

[0015] The Vpys line 132 provides an indication of connection between the USB host and
client in a typical USB application. The Vgys line provides a logic high voltage of between
4.75 and 5.25 volts when a connection is made, and as will be appreciated by those

skilled in the art, 0 volts when there is no connection.

- [0016] According to the present method and apparatus, the sending device 110 includes

a means for toggling the Vgys line. This is referred to herein as toggle module 116.

[0017] Further, receiving device 120 includes a USB interface 122 and a USB port 124.
According to the present method and apparatus, the receiver further comprises a means
for monitoring the Vgys line, referred to herein as the monitor module 126. Further, an
interrupt handler 128 is adapted to cause an interrupt when it detects the toggling of the

VBUS line.

[0018] In order to communicate between the sending device 110 and receiving device
120 without having to have USB interface 112 or 124 become a host interface, the
present method and device provide for the toggling of the Vgys line 132 to provide

communications.

[0019] Sending device 110 uses toggle module 116 to provide information by toggling
Vgus line 132, which is received at receiver 120 and interrupt handler 128. Monitor

module 126 counts the number of times that a toggle occurs, and this can be the data
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that is transferred. Alternatives could include coding for bits using various timing between

toggles, as explained in more detail below.

[0020]) The above will be better understood with reference to a specific example. The
example below is not meant to be limiting, but is merely meant to illustrate the above

method and device.

[0021] In a practical operation, a sfnart card reader can be connected wirelessly to a
mobile data device in order to provide functionality for the smart card reader. However,
before the smart card reader is capable of communicating with the mobile data device,
both need to have a personal identification number synchronized between the two. In

one embodiment, the Bluetooth™

smart card reader generates a pin number that needs
to be entered into the mobile data device. In order for the communication to be secure,

the pin code needs to be relatively long.

[0022] One option for doing the above is to enter the pin code manually into the mobile
data device. However, this is a problematic approach, since it is possible, and even likely
when entering long pin codes, to make errors in the data entry. Further, the typing in of
pin codes on a device is not considered to be very secure because of the possibility that
an attacker can watch the entry of the pin code and then emulate it on his or her own

data device.

[0023] As an alternative, the wireless accessory such as the Bluetooth™ smart card
reader can be connected to the mobile data device with a USB cable 130 for the
temporary transfer of the pin. However, this previously required that either the mobile

h™ smart card reader needed to be a USB host or an On-the-

data device or the Bluetoot
Go (OTG) device. From both a hardware and software perspective this is overkill since
the pin exchange application typically only exchanges a few bits, for example 512 bits,
and the excess hardware and software required to have a USB host is prohibitive in

terms of cost and development time.

[0024] Utilizing the above method, the present application provides for a mobile data
device and a Bluetooth ™ smart card reader that each include USB clients and are
capable of communicating with one another. Specifically, the smart card reader includes
means for toggling Vgys line 132 on USB 130 between logic high and an open circuit. As
will be appreciated by those skilled in the art, logic high indicates to the device that the
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cable is connected and an open circuit indicates that a cable is disconnected. If the
toggling is fast enough, the device will realize that a user is not plugging in and removing

the USB from USB interface, but rather a toggling operation is occurring.

[0025] On the mobile data device an interrupt handler 128 can be used to detect and

receive data.

[0026] In operation, the two devices are connected together with the USB cable 130. A
hand shaking routine or some other sort of a routine can occur to indicate that the
Bluetooth™ smart card reader is ready to transmit data to the mobile data device.
Alternatively, transmission could occur after the connection has stabilized without any
header information.

[0027] In order to communicate, the Bluetooth™

smart card reader can toggle the Vgys
line on and off in a regular pattern and the mobile data device can count the number of
times that the toggle occurs. This fixed count can then be used as the pin for further

hTM

wireless communications between the Bluetooth '™ smart card reader and the mobile data

device.

{0028} In an alternative embodiment, the toggling can be done to represent bits.
Specifically in this case the toggling is done on a regular pattern and a low signal for a

specific amount of time can represent a number of zero bits in a row.

[0029] A further option is to break the pin code into bytes, or 8 bits. In a preferred

embodiment, the device can toggle up to four times per second (or 2 bits of data per

second). Thus each byte will take 4 seconds to transmit. Other embodiments aliow for

toggling of four times per second or more.

[0030] Other types of encoding for communication through the toggling of the bus line will
be known to those skilled in the art and are contemplated to be part of the present

application.

[0031] As indicated above, the example with the Bluetooth™ smart card reader and the
mobile data device is merely meant as an example. Communications between other

devices is contemplated within the scope of the present application. The present
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application is not limited to mobile devices, but could include any device that has a USB
client but not a USB host.

[0032] Further, the above representation regarding Figure 1 and the specific example of
a Bluetooth smart card reader communicating with a mobile data device only discuss
communication between a sending device 110 and a receiving device 120. However, the
present application further contemplates the receiving device becoming a sending device
and vice versa, thereby having half-duplex communication. In this case, each of the
receiving device and sending device will have a toggle module 116, an interrupt handler
128 and a monitor module 126, thereby becoming both sending and receiving devices.
As will be appreciated by those skilled in the art, since there is only one Vs line 132,

communication will only be from one device at a time.

[0033] If a mobile device is used, an exemplary mobile device that can be used is

described with relation to Figure 2. Reference is now made to Figure 2.

[0034] One skilled in the art will appreciate that many mobile devices could be used to
implement the above. Figure 2 illustrates an exemplary mobile device that could be used
with the above method and system. Mobile device 1100 is preferably a two-way wireless
communication device having at least voice and data communication capabilities. Mobile
device 1100 preferably has the capability to communicate with other computer systems
on the Internet. Depending on the exact functionality provided, the wireless device may
be referred to as a data messaging device, a two-way pager, a wireless e-mail device, a
cellular telephone with data messaging capabilities, a wireless Internet appliance, or a

data communication device, as examples.

[0035] Where mobile device 1100 is enabled for two-way communication, it will
incorporate a communication subsystem 1111, including both a receiver 1112 and a
transmitter 1114, as well as associated components such as one or more, preferably
embedded or internal, antenna elements 1116 and 1118, local oscillators (LOs) 1113,
and a processing module such as a digital signal processor (DSP) 1120. As will be
apparent to those skilled in the field of communications, the particular design of the
communication subsystem 1111 will be dependent upon the communication network in
which the device is intended to operate. For example, mobile device 1100 may include a

communication subsystem 1111 designed to operate within the Mobitex™ mobile
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communication system, the DataTAC™ mobile communication system, GPRS network,
UMTS network, EDGE network or COMA network.

[0036] Network access requirements will also vary depending upon the type of network
1119. For example, in the Mobitex and DataTAC networks, mobile device 1100 is
registered on the network using a unique identification number associated with each
mobile device. In UMTS and GPRS networks, and in some CDMA networks, however,
network access Is associated with a subscriber or user of mobile device 1100. A GPRS
mobile device therefore requires a subscriber identity module (SIM) card in order to
operate on a GPRS network, and a Removable User identity Module (RUIM) in order to
operate on some CDMA networks. Without a valid SIM/RUIM card, a
GPRS/UMTS/CDMA mobile device may not be fully functional. Local or non-network
communication functions, as well as legally required functions (if any) such as emergency
calling, may be available, but mobile device 1100 will be unable to carry out any other
functions involving communications over the network 1100. The SIM/RUIM interface
1144 is normally similar to a card-slot into which a SIM/RUIM card can be inserted and
ejected like a diskette or PCMCIA card. The SIM/RUIM card can have approximately 64K
of memory and hold many key configuration 1151, and other information 1153 such as

identification, and subscriber related information.

[0037] When required network registration or activation procedures have been
completed, mobile device 1100 may send and receive communication signals over the
network 1119. Signals received by antenna 1116 through communication network 1119
are input to receiver 1112, which may perform such common receiver functions as signal
amplification, frequency down conversion, filtering, channel selection and the like, and in
the example system shown in Figure 2, analog to digital (A/D) conversion. A/D
conversion of a received signal allows more complex communication functions such as
demodulation and decoding to be performed in the DSP 1120. In a similar manner,
signals to be transmitted are processed, including modulation and encoding for example,
by DSP 1120 and input to transmitter 1114 for digital to analog conversion, frequency up
conversion, filtering, amplification and transmission over the communication network
1119 via antenna 1118. DSP 1120 not only processes communication signals, but also
provides for receiver and transmitter control. For example, the gains applied to
communication signats in receiver 1112 and transmitter 1114 may be adaptively

controlied through automatic gain control algorithms implemented in DSP 1120.
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[0038] Network 1119 may further communicate with multiple systems, including a server
1160 and other elements (not shown). For example, network 1119 may communicate

with both an enterprise system and a Web client system in order to accommodate various

clients with various service levels.

[0039] Mobile device 1100 preferably includes a microprocessor 1138 which controls the
overall operation of the device. Communication functions, including at least data and
voice communications, are performed through communication subsystem 1111.
Microprocessor 1138 also interacts with further device subsystems such as the display
1122, flash memory 1124, random access memory (RAM) 1126, auxiliary input/output
(I/0O) subsystems 1128, serial port 1130, keyboard 1132, speaker 1134, microphone
1136, a short-range communications subsystem 1140 and any other device subsystems

generally designated as 1142.

[0040] Some of the subsystems shown in Figure 2 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as keyboard 1132 and display 1122, for example, may
be used for both communication-related functions, such as entering a text message for
transmission over a communication network, and device-resident functions such as a

calculator or task list.

[0041] Operating system software used by the microprocessor 1138 is preferably stored
In a persistent store such as flash memory 1124, which may instead be a read-only
memory (ROM) or similar storage element (not shown). Those skilled in the art will

appreciate that the operating system, specific device applications, or parts thereof, may
be temporarily loaded into a volatile memory such as RAM 1126. Received
communication signals may also be stored in RAM 1126. Further, a unique identifier is

also preferably stored in read-only memory.

[0042] As shown, flash memory 1124 can be segregated into different areas for both
computer programs 1158 and program data storage 1150, 1152, 1154 and 1156. These
different storage types indicate that each program can allocate a portion of flash memory
1124 for their own data storage requirements. Microprocessor 1138, in addition to its
operating system functions, preferably enables execution of software applications on the
mobile device. A predetermined set of applications that control basic operations,

including at least data and voice communication applications for example, will normally
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be instalied on mobile device 1100 during manufacturing. A preferred software
application may be a personal information manager (PIM) application having the ability to
organize and manage data items relating to the user of the mobile device such as, but not
limited to, e-mail, calendar events, voice mails, appointments, and task items. Naturally,
one or more memory stores would be available on the mobile device to facilitate storage
of PIM data items. Such PIM application would preferably have the ability to send and
receive data items, via the wireless network 1119. |n a preferred embodiment, the PIM
data items are seamlessly integrated, synchronized and updated, via the wireless
network 1119, with the mobile device user's corresponding data items stored or
associated with a host computer system. Further applications may also be loaded onto
the mobile device 1100 through the network 1119, an auxiliary 1/0O subsystem 1128, serial
port 1130, short-range communications subsystem 1140 or any other suitable subsystem
1142, and installed by a user in the RAM 1126 or preferably a non-volatile store (not
shown) for execution by the microprocessor 1138. Such flexibility in application
installation increases the functionality of the device and may provide enhanced on -device
functions, communication-related functions, or both. For example, secure communication
applications may enable electronic commerce functions and other such financial
transactions to be performed using the mobile device 1100. These applications will

however, according to the above, in many cases need to be approved by a carrier.

[0043] In a data communication mode, a received signal such as a text message or web
page download will be processed by the communication subsystem 1111 and input to the
microprocessor 1138, which preferably further processes the received signal for output to
the display 1122, or alternatively to an auxiliary I/O device 1128. A user of mobile device
1100 may also compose data items such as email messages for example, using the
keyboard 1132, which is preferably a complete alphanumeric keyboard or telephone-type
keypad, in conjunction with the display 1122 and possibly an auxiliary 1/0 device 1128.
Such composed items may then be transmitted over a communication network through

the communication subsystem 1111.

[0044] For voice communications, overall operation of mobile device 1100 is similar,
except that received signals would preferably be output to a speaker 1134 and signals for
transmission would be generated by a microphone 1136. Alternative voice or audio 1/O
subsystems, such as a voice message recording subsystem, may also be implemented
on mobile device 1100. Although voice or audio signal output is preferably accomplished
primarily through the speaker 1134, display 1122 may also be used to provide an
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indication of the identity of a calling party, the duration of a voice call, or other voice call

related information for example.

[0045] Serial port 1130 in Figure 2 would normally be implemented in a personal digital
assistant (PDA)-type mobile device for which synchronization with a user's desktop
computer (not shown) may be desirable. Such a port 1130 would enable a user to set
preferences through an external device or software application and would extend the
capabilities of mobile device 1100 by providing for information or software downloads to
mobile device 1100 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the device
through a direct and thus reliable and trusted connection to thereby enable secure device

communication.

[0046] Alternatively, serial port 1130 could be used for other communications, and could
include as a Universal Serial Bus (USB) port. An interface is associated with serial port
1130.

[0047] Other communications subsystems 1140, such as a short-range communications
subsystem, is a further optional component which may provide for communication
between mobile device 1100 and different systems or devices, which need not
necessarily be similar devices. For example, the subsystem 1140 may include an
infrared device and associated circuits and components or a Bluetooth™ communication

module to provide for communication with similarly enabled systems and devices.

[0048] According to Figure 2, an interrupt handler, toggle module and monitor module
could be software stored in Flash Memory 1124 and run by microprocessor 1138.

[0049] The embodiments described herein are examples of structures, systems or
methods having elements corresponding to elements of the techniques of this application.
This written description may enable those skilled in the art to make and use embodiments

having alternative elements that likewise correspond to the elements of the techniques of
this application. The intended scope of the techniques of this application thus includes
other structures, systems or methods that do not differ from the techniques of this
application as described herein, and further includes other structures, systems or
methods with insubstantial differences from the techniques of this application as

described herein.
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Claims:

A method for transferring data from a first electronic device to a second electronic
device, both first and second electronic devices having Universal Serial Bus
"USB" client interfaces, the method comprising the steps:

connecting the two electronic devices with a USB cable;

toggling the voltage on a Vpys line of the USB cable between logic high

voltage and no voltage at the first electronic device:

detecting toggles of the Vgys line at the second electronic device: and

Interpreting the toggles detected in said detecting step as data.

The method of claim 1, wherein said interpreting step counts the number of

toggles.

The method of claim 1, wherein said interpreting step counts the number of

toggles in a predetermined time period.

The method of claim 1, wherein said interpreting step recognizes bits by
understanding a high voltage to represent a binary one and no voltage to

represent a binary zero in a specific time slot.

The method of any one of claims 1 to 4, wherein said detecting step comprises:
triggering an interrupt when a toggle occurs; and

Incrementing a counter upon said triggering.

The method of any one of claims 1 to 5, further comprising a handshaking routine

to indicate a start of data transmission.

The method of any one of claims 1 to 6, wherein the Vgys line is toggled at a rate

of four toggles' per second or greater.

The method of any one of claims 1 to 7, wherein the amount of data being

transferred is 512 bits or less.
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A USB client apparatus adapted to communicate with a second USB client
apparatus, the USB client apparatus comprising:

a USB port; and

means for toggling a Veys line on said USB port for encoding data to be

communicated to the second USB client apparatus.

The USB client apparatus of claim 9, wherein the means for toggling is a software

module adapted to interact with a USB interface for said USB port.

The USB client apparatus of one of claim 9 or claim 10, wherein said apparatus is

a mobile data device.

The USB client apparatus of one of claim 9 or claim 10, wherein said apparatus is

a peripheral for a mobile data device.

The USB client apparatus of claim 12, wherein said apparatus is a Bluetooth

smart card reader.

A USB client apparatus adapted to communicate with a second USB client
apparatus, the USB client apparatus comprising:

a USB port;

means for detecting toggling of a Vgys line on said USB port; and

means for interpreting said toggling into data content.

The USB client apparatus of claim 14, wherein said means for interpreting is
adapted to count the number of toggles.

The USB client apparatus of claim 14, wherein means for interpreting is adapted

to count the number of toggles in a predetermined time period.

The USB client apparatus of claim 14, wherein said means for interpreting is
adapted to recognize bits by understanding a high voltage to represent a binary

one and no voltage to represent a binary zero in a specific time slot.
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18. The USB client apparatus of any one of claims 14 to 17, wherein said means for
detecting comprises:
means for triggering an interrupt when a toggle occurs; and

means for incrementing a counter upon said triggering.

19. The USB client apparatus of any one of claims 14 to 18, further comprising a
module adapted for handshaking with the second USB client apparatus at a start

of data transmission.

20. The USB client apparatus of any one of claims 14 to 19, wherein the apparatus is

a mobile data device.
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