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(57) ABSTRACT 

In a network of computer nodes, a directory service provides 
both the physical location of directory informationaround the 
network and the directory information itself in a single data 
structure. This single data structure is distributed throughout 
the network, and continuously redistributed, so as to create a 
directory service that is both more flexible, and more robust, 
than prior art directory services. 
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DYNAMIC DIRECTORY SERVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation-in-part of 
co-pending U.S. patent applications Ser. No. 08/754,481, 
filed Nov. 22, 1996, and Ser. No. filed Mar. 28, 1997 
and bearing attorney docket number CLC-002. The entirety 
of both of these applications is incorporated herein by refer 
CCC. 

TECHNICAL FIELD 

0002 The present invention relates in general to directory 
services and, more specifically, to a dynamic directory ser 
vice that maintains a directory in which is stored both (1) 
directory information and (2) information identifying the 
physical layout or structure of the directory. 

BACKGROUND INFORMATION 

0003 Computer-based structured storage systems, such as 
computer file systems and database systems, have been 
remarkably successful at providing users with quick and fac 
ile access to enormous amounts of data Structured storage 
systems have allowed businesses to generate and maintain 
enormous stores of persistent data that the company can 
modify and update over the course of years. For many com 
panies, this persistent data is a valuable capital asset that is 
employed each day to perform the company’s core opera 
tions. The data can be, for example, computer files (e.g., 
Source code, wordprocessing documents, etc.), database 
records and information (e.g., information on employees, 
customers, and/or products), and/or Web pages. 
0004. A typical computer based structured storage system 
includes a central server that provides centralized control 
over the structured store of data. The structured store of data 
is the information that is being maintained by the system, 
such as information in the files and directories of a file system 
or within the records of a database system. The central server 
provides system services to a plurality of interconnected net 
work client nodes, and each of the client nodes employs the 
central server to access and manipulate the structured store of 
data. 
0005. It is common to use the central network server to 
provide a directory service, i.e., a specialized hierarchical 
database of network, user, and other computer system con 
figuration information. This information typically includes 
operating system configuration information, application pro 
gram configuration information, network configuration infor 
mation, network-accessible resources, exported devices and 
services, network printers, and user account records. Network 
user account records are what allow network-wide, unified 
"log on and they allow Sophisticated application programs 
to obtain broader, coherent name spaces (e.g., electronic mail 
system application programs). Novell's Directory Server 
(NDS), available from Novell, Inc. of Provo, Utah, is one 
example of software that implements a directory service and 
that runs on a central server to allow maintenance of and 
access to directory information. 
0006 Although central server directory services such as 
NDS generally work, problems arise from relying on central 
ized control. For example, the operation of the network is 
dependent upon the proper functioning of the central server. 
Any failure of the server to maintain proper operation, such as 
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a power failure, hardware failure, or other such system fail 
ure, will disable the entire network and generally prevent 
users from obtaining access to the network and its resources. 
Additionally, a flood of client requests (e.g., access of user 
account records) can overload the central server and slow 
down or crash the network. Accordingly, reliance on a cen 
tralized, server-based directory service can result in slow 
operation or total network failure during periods of heavy use. 
0007 An additional problem with a client-server network 
system is that it provides a static operating environment that 
is set for optimal performance at a certain level of network 
activity. Consequently, the network fails to exploit available 
resources to improve system performance. In particular, as 
the system activity rises above or drops below the expected 
level of network activity, the static operating environment 
lacks any ability to reconfigure dynamically the allocation of 
network resources to one providing better performance for 
the present level of activity. 
0008 Technology has been developed to improve the reli 
ability and operation of a centralized server directory service. 
This technology involves employing a plurality of central 
servers. Each of the servers provides a directory service. 
Whenever the directory information changes, all of the redun 
dant servers are updated so that requests can be made to any 
of the centralized servers without impacting the correctness 
of the response. 
0009 While this statically replicated technology improves 
upon the single server arrangement, it generally performs 
poorly or fails as the size of the network increases. As client 
nodes are added to the network and more directory servers are 
added to the network to handle the corresponding increased 
networkload, the Sustainable update rate of information man 
aged by the servers decreases because the overhead and com 
plexity of propagating updates (i.e., changes to the data stored 
in and replicated across the directory servers) increases with 
the increased network size. Thus, known directory services 
are inherently read-mostly repositories, and that is the way 
they are designed and used. That is, known directory services 
are used only for infrequently-updated directory information. 
00.10 Examples of this centralized, statically replicated, 
hierarchical directory service technology include Microsoft's 
Active Directory (NT 5.0), NDS, Banyan's Streetalk, and 
X.500 directory services. Lightweight Directory Access Pro 
tocol (LDAP) is a “common protocol that can be used to 
access data from any compatible directory server Such as 
NDS. 

SUMMARY OF THE INVENTION 

0011. It is an object of the invention to provide a dynamic 
directory service that is an improvement over centralized, 
statically replicated, hierarchical database directory services. 
0012. It is also an object of the invention to provide a 
dynamic directory service that maintains a directory in which 
is stored both (1) directory information and (2) the physical 
layout of the directory itself. That is, the invention involves 
the use of a directory having both information about where to 
find the directory information of interest as well as the actual 
directory information. 
0013. It is a further object of the invention to provide a 
dynamic directory service that is more reliable and provides 
improved fault tolerant operation over existing directory ser 
vices, and that has the ability to replicate and move data 
dynamically in response to network activity levels and access 
patterns. This ability optimizes performance and minimizes 
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the time required, to provide directory information (e.g., net 
work configuration information, organizational information, 
user configuration information, and network-accessible 
resources such as exported devices and services, network 
printers, and user account records) to requesting network 
nodes. 

0014. It is yet another object of the invention to provide a 
dynamic directory service that provides distributed control 
over a structured store of directory information and that 
allows that information to be changed and/or updated with 
higher frequency than generally possible with existing direc 
tory services without adversely effecting network perfor 
mance or network node access times. 

0015. It is still another object of the invention to provide a 
dynamic directory service that maintains and allows access to 
frequently-changing, as well as infrequently-changed, direc 
tory information. 
0016. The directory service of the invention maintains 
both the physical location information and the directory infor 
mation itself in the same data structure. That data structure is 
distributed around the network, and all of the directory infor 
mation is homeless (except, usually, a root record). The dis 
tributed directory service of the invention allows network 
nodes to locate copies of records to which the nodes want 
access. A globally unique identifier (GUID) is associated with 
each record as a unique index key that can be used to identify 
the record on the network. It contains no location information, 
and a given record can be physically located anywhere on the 
network. Each of the records also can migrate from physical 
location (node) to physical location (node) around the net 
work. The invention provides automatic migration and/or 
replication of directory information among the network 
nodes without reconfiguring the network nodes and in a man 
ner transparent to users at the nodes. An example of a mecha 
nism that can be used to keep replicated records consistent is 
a single-writer, multiple-reader, write-invalidate protocol. 
0017. The directory service of the invention can, in some 
specific embodiments, employ a globally-addressable 
unstructured memory system to maintain simultaneously 
both the directory information and layout information in 
accordance with the invention. For example, the directory 
service can employ the distributed shared memory (DSM) 
system described in the above-identified, incorporated-by 
reference patent applications, which DSM system distributes 
the storage of data across Some or all of the storage devices 
connected to a network. Storage devices that may be con 
nected to the network and accessible to the network nodes by 
address via the DSM system include, for example, RAM, 
hard disk drives, tape drives, floppy disk drives, and CD 
ROM drives. In some embodiments, the dynamic directory 
service is a computer program that interfaces to a DSM sys 
tem to operate the DSM system as a memory device that 
provides storage of and access to the directory information. 
The directory service program can direct the DSM system to 
map directory information into the shared memory space. The 
DSM system can include functionality to share, migrate, and 
replicate data coherently. In one embodiment, the DSM sys 
tem provides memory device services to the directory service 
program. These services can include read, write, allocate, 
flush, or any other similar or additional service suitable for 
providing low level control of a storage device. The directory 
service program employs these DSM system services to allo 
cate and access portions of the shared memory space for 
creating and manipulating the directory information. In con 
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nection with these embodiments, a system and related method 
for accessing directory information includes a computer net 
work, a globally addressable data storage system, and a plu 
rality of computers coupled to the network and the data Stor 
age system. The globally addressable data storage system 
provides persistent storage of data and contains directory 
information. The plurality of computers access the data Stor 
age system to obtain directory information. Based on the 
access patterns by the computers and/or the available network 
resources, the data storage system replicates and migrates 
directory information among two or more of the computers. 
0018. In one aspect, the invention relates to a method 
comprising the steps of providing a plurality of nodes inter 
connected by a network and storing on one or more of the 
nodes a directory containing both the directory information 
and information about the layout of the directory (i.e., where 
to find the directory information). 
0019. In another aspect, the invention relates to a method 
comprising the steps of providing a plurality of nodes inter 
connected by a network, providing a directory service on the 
network by installing on each of the nodes a directory service 
program that allows directory information to be accessed by 
each of the nodes and that stores on one or more of the nodes 
a directory including both the directory information and 
information about the location of the directory information on 
the network, and obtaining both the physical location of 
directory information of interest and the directory informa 
tion of interest itself by accessing the directory service. 
0020. The foregoing and other objects, aspects, features, 
and advantages of the invention will become more apparent 
from the following description and from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021. In the drawings, like reference characters generally 
refer to the same parts throughout the different views. Also, 
the drawings are not necessarily to scale, emphasis instead 
generally being placed upon illustrating the principles of the 
invention. 
0022 FIG. 1 is a conceptual block diagram of a dynamic 
directory service according to the invention. 
0023 FIG. 2 is a diagram of the types of directory infor 
mation that can be maintained by a dynamic directory service 
of the invention. 
0024 FIG. 3 is a diagram of a directory record used by a 
dynamic directory service according to the invention. 
0025 FIG. 4A is a flowchart of the steps a directory ser 
Vice of the invention takes to service a request from a network 
node for directory information. 
0026 FIG. 4B is a flowchart disclosing additional detail of 
the steps taken by the directory service to service the network 
node's request for directory information. 
0027 FIG. 5 is a diagram showing an example of directory 
records of a distributed dynamic directory service according 
to the invention. 

DESCRIPTION 

0028. According to the invention, a computer network 
system 10 includes a plurality of network nodes that access a 
common directory service. The directory service is a special 
ized hierarchical structured database. Examples of the types 
of information that can be stored and maintained by the direc 
tory service include operating system configuration informa 
tion, application program configuration information, network 
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configuration information, network-accessible resources, 
exported devices and services, network printers, and network 
user account records. Each of the nodes on the network 
includes at least a directory service program that accesses and 
manages the directory service. The directory service may be 
stored in an addressable shared memory or it may be stored in 
a more traditional fashion. For example, each node may be 
responsible for storing a particular element or elements of the 
directory service. In Such an embodiment, the directory ser 
Vice program can access a desired portion of the structured 
store using a globally-unique tag or identifier. The underlying 
system would translate the tag or identifier into one or more 
commands for accessing the desired data, including network 
transfer commands. In another embodiment, the directory 
service is stored in an addressable shared memory space, 
which allows the network nodes transparently to access por 
tions of the structured store using standard memory access 
commands. In a preferred embodiment, the tag or identifier is 
an address into an addressable memory space Such as a 128 
bit address space. 
0029. The system 10 can be a file system, a database 
system a Web server, an object repository system, or any other 
structured storage system that maintains an organized set of 
data. In the disclosed embodiment, the system 10 is a direc 
tory service that maintains various directory information. 
0030 Referring to FIG. 1, in one embodiment, the net 
work system 10 includes a plurality of network nodes 12a 
12d and a common directory service subsystem 20 that pro 
vides a dynamic directory service 22 according to the 
invention. The dynamic directory service 22 maintains and 
provides access to data including both the directory informa 
tion itself and the physical layout of the directory on the 
network. Each of the nodes 12a-12d can include several Sub 
elements. For example, node 12a includes a processor 30a 
and a directory service program 32a for accessing the direc 
tory service 22. One or more of the nodes can include a 
monitor for displaying graphically (40, 42) the directory Ser 
vice 22. 
0031. A system 10 according to the invention can provide, 
among other things, each network node 12a-12d with shared 
control over the directory service 22 and, therefore, the sys 
tem 10 can distribute control of the directory information 
across the nodes of the network. To this end, each node of the 
system 10, Such as node 12a, includes a directory service 
program 32a that operates as a structured directory service 
adapted to maintain directory information and to employ all 
of the network nodes for storing and allowing access to the 
directory information. These cooperating elements provide a 
structured storage system that has a distributed architecture 
and thereby achieves greater fault tolerance, reliability, and 
flexibility than known directory services that rely on central 
ized control and one or more centralized servers. Accord 
ingly, the invention provides computer networks with dis 
tributively controlled and readily scaled directory services. 
0032 Still referring to FIG. 1, in one embodiment, the 
system 10 maintains a directory service 22 within a globally 
addressable unstructured storage system. Each of the nodes 
12a-12d can access that storage system and the directory 
service 22 through the directory service programs 32a-32d. 
At least a portion of the globally addressable unstructured 
storage system is Supported by a physical memory system 
that provides persistent storage of data. For example, a por 
tion of the storage system can be assigned or mapped to one 
or more hard disk drives that are on the network or associated 

Oct. 16, 2008 

with one or more of the network nodes 12a-12d as local hard 
disk storage for those particular nodes. Accordingly, FIG. 1 
illustrates one possible system that provides the network 
nodes with access to a globally addressable unstructured Stor 
age system, wherein at least a portion of the storage space of 
that system is assigned to at least a portion of one or more of 
the persistent storage devices (e.g., hard disks) to allow the 
nodes addressably to store and retrieve data to and from the 
one or more persistent storage devices. The globally addres 
sable storage system is described in the above-identified, 
incorporated-by-reference applications. 
0033 Each of the directory service programs 32a-32d is a 
software module that couples to the directory service. The 
directory service program 32a can stream data to, and collect 
data from, the directory service subsystem. Each of the direc 
tory service programs 32a-32d can be a peer incarnation (i.e., 
an instance) residing on a different one of the network nodes 
12a-12d. 
0034. One or more of the directory service programs 32a 
32d can provide a graphical user interface 42 that graphically 
depicts the directory service 22. The graphical user interface 
42 could allow a user at a node, for example at node 12a, to 
insert directory information graphically within the directory 
service 22. To this end, the directory service program 32a can 
generate a set of commands that will present a stream of data 
that will result in directory information being stored within 
the directory service 22. As shown in FIG. 1, for node 12c 
only for simplicity, that node (which includes agraphical user 
interface 40) reflects the change to the directory service 22 
affected by the directory service program 32a of the node 12a. 
In particular, the graphical user interface 40 of the node 12c 
can depict to a user that certain directory information is being 
placed within the directory service 22. As illustrated, a system 
user at node 12a can direct item 50a to be inserted at a set 
location within the directory service 22. The directory service 
program 32a then places the item 50a within the directory 
service 22 at the proper location. Moreover, node 12c detects 
the change within the directory service 22 and reflects that 
change within its graphical user interface 40. 
0035. A structured dynamic directory service according to 
the invention looks to all network nodes like a coherent, single 
directory service system when in fact it spans all participating 
nodes coupled to the network. The directory service of the 
invention differs from known directory services in a variety of 
ways. For example, the directory service of the invention: 
maintains data coherence among network nodes; automati 
cally replicates directory information for redundancy and 
fault tolerance; automatically and dynamically migrates 
directory information to account for varying network usage 
and traffic patterns; and provides a variety of other advantages 
and advances. Some of which are disclosed in the above 
identified, incorporated-by-reference applications. The repli 
cation and migration can be done on the basis of node 
accesses and/or on the basis of the availability of network 
SOUCS. 

0036 Referring to FIG. 2, a directory service according to 
the invention includes a structured Store of data organized as 
a directory information set 66. The set 66 is a tree structure 
starting at a root 80 and ending at a leaf (for example, leaf 82). 
Each leaf represents a particular piece of directory informa 
tion (e.g., user name or password). The set 66 thus is a col 
lection of directory information organized hierarchically, for 
example as a tree structure or as a graph, rooted in the root 80. 
The non-leaf nodes in the tree (not including the root 80) are 
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the entries 90, 92,94, 100, 102, 200, 202, and 204, and the 
leaves in the tree are particular pieces of directory informa 
tion 91, 82, 84, 86, 201, and 205-212 (e.g., a password or a 
network printer identifier) or empty entries. Sub-trees within 
a set can overlap by linking a leaf or a non-leaf to multiple 
entries. 
0037. The directory service of the invention can, as an 
option, employ more than one set. Abenefit of breaking up the 
directory service 60 into a plurality of sets is that it may 
provide more flexible management for users of the directory 
service. As the directory service grows into very large sizes 
(e.g., hundreds of nodes with thousands of gigabits of Stor 
age), it may be desirable to have the directory information 
organized into groups of management entities Such that man 
agement actions can be independently applied to individual 
groups without affecting the operation of the others. 
0038. In a set, the root (e.g., the root 80) provides the 
starting point to locate the directory information maintained 
by the directory service of the invention. The root can be, and 
preferably is, stored in a static and well-known location on the 
network (e.g., at a particular address or on one or more net 
work nodes). When a node is accessing a set for the first time, 
it first looks up the root to determine the key associated with 
the set. Once it has determined the key, the node can access 
the root of the set. From the root, it then can traverse the set's 
entire tree to locate the desired piece of directory information. 
0039. As an example, in FIG. 2, a network node requesting 
the password of a user named Jones might pass the following 
string to the directory service: /USERS/JONES/PASS 
WORD. The directory service would then reference the set 66 
and might find that the root 80 contains a list of all users, the 
non-leaf node 90 contains information about the user Jones, 
and the leaf 82 contains user Jones’ password. In accordance 
with the invention, and as described more fully below, all of 
this information can reside physically on different network 
nodes and in fact can migrate from node to node and can be 
replicated on a plurality of network nodes. 
0040 FIGS.3, 4A, 4B, and 5 further and more particularly 
illustrate the structure of a hierarchical distributed dynamic 
directory service according to the invention. 
0041 Referring to FIG.3, a directory record 320 includes 
a record header 322 and one or more directory entries (two are 
shown, 324 and 326). Each directory entry includes a key field 
330 and one or more data fields 332. The key field 330 could 
be, for example, "company name and the associated data 
field 332 could be “Acme Corporation.” Note that for GUID 
tree records (described below), there preferably are two data 
fields, namely “GUID of next record' identifying the identi 
fier of the next record to be referenced by the directory service 
and “GUID responsible node' identifying the node respon 
sible for the “GUID of next record.” The key field 330 could 
also be a globally unique identifier (GUID). The data field 332 
can include actual directory information (for example, Acme 
Corporation'), information about where to go to locate the 
directory information of interest or additional information 
about where to go to locate it (for example, a globally unique 
identifier or GUID), or information about what nodes have 
copies of the directory information of interest. 
0042. In one particular embodiment, directory record 320 
can be a page of a global address space that spans both 
persistent (e.g., hard disks) and Volatile (e.g., RAM) storage 
devices. For example, the page can be a 4 kilobyte portion of 
the shared address space described in the above-identified, 
incorporated-by-reference applications. In this embodiment, 

Oct. 16, 2008 

the GUIDs are unique addresses of the global address space 
such as 128-bit addresses in a huge 2'' address space. 
0043. Referring still to FIG. 3, each directory record 320 
includes a record header 322 that includes attribute informa 
tion for that record, and that attribute information typically is 
metadata for the directory record. The record 320 further 
includes one or more directory entries, such as the depicted 
directory entries 324 and 326, that provide an index into a 
portion of the directory service (non-leaf entries) or actual 
directory information (leafentries). Accordingly, the non-leaf 
directory entries subdivide the directory information main 
tained by the directory service of the invention. For example, 
if the directory entries 324 and 326 are entries of a GUID tree 
record, they can subdivide the directory into two sub-por 
tions, with the first portion referencing one-half of the direc 
tory and the second portion referencing the other half of the 
directory. Accordingly, in this example, the directory entry 
324 provides an index for half of the directory, and in comple 
ment thereto the directory entry 326 provides an index for the 
other half. Continuing with this example, each of these direc 
tory entries 324, 326 can, via the data fields, point to other 
records and responsible nodes in which directory entries have 
data fields that point to still other records and responsible 
nodes and so on until the actual directory information of 
interest is located in some data field of some entry of some 
record by the directory service (a so-called leaf entry). The 
directory service then provides that directory information to 
the requesting node. In this way, the directory service of the 
invention provides both (1) location information for directory 
information maintained by the directory service and (2) the 
actual directory information itself, all in the same directory 
Structure. 

0044. In accordance with the invention, directory records 
are indexed by globally unique identifiers (GUIDs), such as 
128-bit values. In the directory records, these GUIDs can 
appear in the data fields or the key fields of various of the 
directory entries. As described in more detail below, a GUID 
Subtree within the directory provides a map or assignment of 
GUIDs to network nodes that have a copy of certain directory 
information. It is the leaf nodes of the GUID subtree that 
identify the one or more nodes that have a copy of desired 
directory information. Once these nodes are identified by the 
directory service, the directory service accesses one or more 
of them (typically just one of the identified nodes) to obtain 
the directory information and then pass it to the requesting 
node. Optionally, the directory system can choose which 
node to contact to obtain the directory information based on 
the state of the global system such as the current load on the 
various nodes or the quality of the network service between 
the local node and the node(s) that have copies of the desired 
directory record. 
0045 Referring to FIG. 4A, to obtain certain desired 
directory information (e.g., the password of a user named 
Jones), a network node passes an appropriate key to the direc 
tory service (step 500). For example, the node might pass the 
following key to the directory service: /USERS/JONES/ 
PASSWORD. The directory service receives the key and 
either locates the desired directory information and passes it 
to the requesting node or returns an error if the desired direc 
tory information cannot be found (step 600). More specifi 
cally, in attempting to satisfy the request from the node, the 
directory service of the invention first determines if the key 
corresponds to directory information that is stored on the 
node itself in, for example, the node's RAM or on the node's 
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hard disk (step 602). In the disclosed embodiment, the direc 
tory service performs step 602 by accessing a lookup table 
(such as a hash table) maintained by each of the network 
nodes. This table identifies the directory records that are 
locally cached on the node. If the requested directory infor 
mation is stored locally on the requesting node, the directory 
service retrieves the requested directory information from the 
node's local cache and then provides that directory informa 
tion to the node (step 604). If the requested directory infor 
mation is not stored locally on the requesting node, the direc 
tory service recursively invokes itself to access the directory 
record(s) that have the GUID tree structure, and the directory 
service descends or walks the GUID tree by accessing the 
various records until the desired directory entry is located. 
The leaf node in the GUID tree contains the mapping from 
GUID to the set of nodes caching the record associated with 
that GUID. The directory service uses this information to 
select a node from which it acquires a copy of the desired 
record (step 606). The directory service then obtains the 
requested directory information and provides it to the node 
(step 608). 
0046. It is important to note that, while traversing the 
GUID tree, the directory service first always checks to see if 
entries indexed by a GUID are cached locally before the 
directory service invokes recursively the GUID tree to locate 
a copy of the record remotely. 
0047. At this point, the directory service can store a copy 
of (replicate) this directory information (e.g., user Jones 
password) on the requesting node. Actually, if replication is 
performed by the directory service, all or a portion of the 
record that contains this directory information is replicated on 
the requesting node. If the directory service decides to repli 
cate this record on the requesting node, the directory service 
adds the requesting node's identifier (e.g., a number) to the 
leafnode in the GUID tree that stores the list ofnodes caching 
the record associated with the GUID, and the directory ser 
vice then updates or invalidates the local caches of all of the 
other network nodes that also have that directory record 
cached locally. 
0048. In one embodiment, the directory service makes the 
decision on whether or not to replicate based on node access 
patterns and/or on the availability of certain network 
resources. For example, if a node has requested a certain 
record a certain number of times, the directory service will 
replicate that record on that node. The directory service moni 
tors and records a variety of network information, including 
node access patterns and network resource availability, and 
some or all of this network information is used to determine 
what records should be replicated on what nodes. In accor 
dance with the invention, this replication feature of the direc 
tory service results in certain records being replicated on the 
nodes that most often access those records and not being 
replicated on (and/or removed from) nodes that access those 
records less often or not at all. The directory service of the 
invention provides this replication feature dynamically dur 
ing normal operation, and thus, as access patterns change, the 
records and the copies of the records move or migrate among 
the various network nodes to accommodate the changing 
patterns. This replication/migration feature of the invention 
points up an important aspect of the invention, and that is that 
all of the directory records are homeless (except possibly the 
root directory record which, while it typically will be repli 
cated, typically is placed at fixed locations on the network). 
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0049. Because the directory records contain, according to 
the invention, both the GUID tree structure (i.e., the informa 
tion about where directory information is located) and the 
actual directory information, the directory structure (i.e., the 
GUID tree) is dynamically moved and replicated among the 
network nodes just as is the directory information itself. 
0050. These dynamic replication and migration features 
provide tremendous benefits to networks utilizing the direc 
tory service of the invention. For example networks utilizing 
the directory service of the invention can be expanded (i.e., 
additional nodes can be added to the network and/or other 
networks can be interconnected to the network) without sub 
stantially impacting the performance and speed realized by 
the nodes as they access directory information via the direc 
tory service. That is, the directory service scales very well. 
This is because, once the network is up and running, all nodes 
generally will have cached locally the records they most often 
access, and access times for these nodes for the directory 
information that is cached locally will be the same (very fast) 
regardless of the size of or the traffic on the network. 
0051 Referring to FIG. 4B, the recursive invocations 
identified in step 606 (FIG. 4A) are now described in more 
detail. Step 606 includes the following substeps that are per 
formed by the directory service. The directory service first 
locates the root directory record (step 610), and it indexes into 
that record using the key (e.g., /USERS/JONES/PASS 
WORD) passed to it by the requesting node. The directory 
service then checks to see if a portion of the key (e.g., /US 
ERS) matches a directory entry in the root directory (step 
612). If it does not match, the directory service returns an 
error message to the requesting node (step 614). If there is a 
corresponding entry in the root directory, the directory ser 
vice next determines if that directory entry contains the 
requested directory information in its data field (step 616). If 
so, the directory service retrieves the requested directory 
information from that data field and provides it to the request 
ing node (618). 
0052 Referring now to FIGS. 4B and 5, a root directory 
record 400 could be the root record referred to in step 612. If 
directory 402 contains the requested directory information in 
its data field (step 616), the directory service need only to 
index into that entry 402 using the key and retrieve the 
requested directory information from the data field. Note that, 
as indicated in FIG. 5, the root directory record 400 could be 
replicated (401, 403, 405) on three other network nodes in 
accordance with the replication feature of the directory ser 
vice of the invention. In fact, it may be that the root directory 
record 400 is replicated on all network nodes. This could be 
reasonable in light of the fact that every network node will 
likely refer to the root directory record when the node first 
invokes the directory service of the invention, and frequently 
thereafter. 

0053. If the entry in the root directory record does not 
contain the requested directory information in the entry's data 
field (step 616 of FIG. 4B), the directory service determines 
whether the entry's data field contains a GUID (step 620). If 
it does containa GUID, this means that the GUID tree must be 
navigated by the directory service to located the requested 
directory information. The directory service thus follows the 
GUID in the root directory record's entry's data field to a new 
directory record (step 628), possibly the GUID tree root 
directory record (404 in FIG. 5). The GUID thus is a logical 
link to a record that will provide more information about the 
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GUID tree structure and ultimately allow the directory ser 
Vice to locate the requested directory information. 
0054 As shown in FIG. 5, the GUID in the root directory 
record's entry's data field can be a logical link or pointer to a 
record that is the GUID tree root directory record 404. As with 
the root directory record 400, the GUID tree root directory 
record 404 is likely to be replicated on many or all of the 
network nodes. In the example of FIG. 5, two replicas (405, 
407) of the record 404 are depicted. 
0055. The loop defined by steps 628, 630, and 634 in FIG. 
4B illustrates the recursive nature of the directory service. 
That is, once the GUID tree records are entered via the GUID 
tree root directory record 404 (FIG. 5), and if the data fields of 
the appropriate directory entries in the GUID tree records 
contain GUIDs, the directory service will enter a recursive 
loop whereby it accesses a plurality of records (identified by 
the ellipsis 410 in FIG. 5) until it reaches a record that has a 
directory entry with one or more nodes listed its data field 
(step 622). Such a record is a leaf of the GUID tree structure, 
and is indicated as record 412 in FIG. 5. As with all records 
maintained by the directory service of the invention, this 
record 412 can be replicated (413) on at least one other 
network node. Also, while not presently preferred, in general 
it is possible at any point during this recursive GUID tree walk 
to encounter a directory entry having the requested directory 
information in its data field (step 630 of FIG. 4B), and in such 
a case the directory service would retrieve from the data field 
the requested directory information and provide it to the 
requesting node (632). 
0056. It is important to note that the cache of locally stored 
directory entries can be indexed so that at any stage of the 
GUID tree walk operation it is possible to obtain the desired 
record from the local cache instead of the tree structure. For 
example, if record 398 is cached on the node attempting to 
lookup “/USERS/JONES/PASSWORD, the directory ser 
vice will be able to find the locally cached record via a hash 
lookup for either/USERS/JONES/PASSWORD or the cor 
responding GUID. Similarly, while traversing the GUID sub 
tree, the directory service first always checks to see if entries 
indexed by a GUID are cached locally before the directory 
service invokes recursively the GUID tree to locate a copy of 
the record remotely. 
0057. In the course of the recursion, the various records 
that the directory service accesses lead the directory service to 
the leaf record 412. This happens by the directory service 
beginning at the GUID tree root directory record 404 and 
examining the key field of each of the directory entries in the 
record 404 (or one of the copies 405, 407 of the record 405 on 
other nodes in the network) to determine the range in which 
the GUID logical link from the record 400 falls. If the GUID 
logical link from the record 400 falls within the range iden 
tified by the key field of directory entry 409, the GUID in the 
data field of the entry 409 is used as the logical link or pointer 
to the next record. This process continues until the ranges in 
the key fields of the directory entries of the subsequent 
records reduce to a single GUID such as the GUID“12540” in 
the key field of a directory entry 411 in the GUID leaf record 
412. 

0058 Again, while traversing the GUID subtree, the direc 
tory service first always checks to see if entries indexed by a 
GUID are cached locally before the directory service invokes 
recursively the GUID tree to locate a copy of the record 
remotely. In referencing the GUID tree, the directory service 
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uses the responsible node information in the data fields of the 
GUID tree records in the location process. 
0059. It is important to realize that all of these records that 
the directory service accesses in this recursive loop (and, in 
general, even when it is not in the recursive loop) can, and in 
many instances will, be located on different network nodes. 
This is because the directory service of the invention is dis 
tributed, and in general the records that make up the directory 
and that contain the various pieces of the directory informa 
tion maintained by the directory service are located on differ 
ent nodes all over the network. As the GUID tree is walked in 
the manner described herein, the directory service can repli 
cate the accessed GUID tree records and make them local on 
the requesting node. This replication is optional and is accom 
plished as described hereinabove. 
0060. It also is important to realize that the records that 
describe the structure of the directory layout (i.e., the GUID 
tree records) are stored by the directory service in the same 
manner as it stores the records having the actual directory 
information and also maintained by the directory service in 
the same way that it maintains the records with the actual 
directory information. 
0061 Referring to step 622 of FIG. 4B and record 412 of 
FIG. 5, the data field in the entry 411 of the GUID leaf record 
412 contains a list of nodes. This is a list of nodes that have a 
copy of the record that contains the requested directory infor 
mation. The directory service can now access any one of those 
listed nodes to obtain the requested directory information 
(step 624). 
0062 Instead of going from the root directory record 400 
(or any one of its copies 401, 403, 405) to walking the GUID 
tree to obtain the requested directory information, it is pos 
sible that the directory service of the invention will find an 
entry in the root directory record 400 that provides a logical 
link (e.g., GUID “12540') in its data field directly to an entry 
399 in a record 398 that has the requested directory informa 
tion in its data field. It also is possible, as mentioned herein 
above, that an entry 402 in the root directory record 400 itself 
will have the requested directory information in its data field. 
A typical situation, however, is when the GUID tree is walked 
by the directory service via the GUID tree records in order to 
locate and return the requested directory information to the 
requesting network node. 
0063. In accordance with the invention, the directory ser 
vice tracks ownership and responsibility for directory infor 
mation thereby providing a level of indirection between the 
actual directory information itself and the physical location of 
that directory information on the network. 
0064. It should be appreciated that the directory service of 
the invention comprises a hierarchical structured storage 
mechanism for directory information. To this end, the direc 
tory service of the invention provides a structure that continu 
ally subdivides itself into smaller and smaller sections. Fur 
ther, each section is represented by directory records of the 
same structure, but each section indexes different amounts 
(sizes) of directory information. 
0065. In accordance with the invention, more frequently 
accessed directory information is copied and distributed 
among various network nodes, and rarely used directory 
information generally will appear on only a few network 
nodes. Also, directory records will migrate to those nodes that 
access them most, providing a degree of self-organization that 
reduces network traffic. 
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0066. In general, all of the functionality of the directory 
service of the invention can be implemented in software. In 
one embodiment, an instance of a directory service program 
resides and executes on each of the network nodes and pro 
vides all of the directory service features and functionality 
described herein. It is possible to perform one or more of the 
various functions of the directory service with dedicated elec 
tronics or a combination of hardware and software, and this 
hardware might be added to a general purpose computer to 
implement the directory service of the invention. 
0067 Variations, modifications, and other implementa 
tions of what is described herein will occur to those of ordi 
nary skill in the art without departing from the spirit and the 
Scope of the invention as claimed. Accordingly, the invention 
is to be defined not by the preceding illustrative description 
but instead by the spirit and scope of the following claims. 
What is claimed is: 
1-10. (canceled) 
11. At least one computer-readable medium containing a 

set of executable instructions for causing programmable 
apparatus to perform a method of obtaining directory infor 
mation, said method being operable on a plurality of nodes 
interconnected by a network, said method comprising the 
steps of: 

providing a distributed directory service on the network by 
installing on each of the nodes a directory service pro 
gram that allows directory parts to be selectively and 
dynamically migrated between ones of said plurality of 
nodes, without requiring restructuring the directory, 
storing on said plurality of nodes the directory that 
includes both the directory information and information 
about the location of the directory information on the 
network, Such that said directory is not statically repli 
cated to all nodes of said plurality of nodes; and 
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obtaining both the location information and the directory 
information by accessing the distributed directory ser 
vice. 

12. Theat least one computer-readable medium of claim 11 
wherein the directory service providing step further com 
prises the step of utilizing the directory service program on 
each of the plurality of nodes to replicate said directory parts. 

13. Theat least one computer-readable medium of claim 12 
wherein the directory service providing step further com 
prises the step of utilizing the directory service program on 
each of the plurality of nodes to selectively and dynamically 
replicate said directory parts based on the number of accesses 
of the directory service by each of said nodes. 

14. Theat least one computer-readable medium of claim 12 
wherein the directory service providing step further com 
prises the step of utilizing the directory service program on 
each of the plurality of nodes to selectively and dynamically 
replicate said directory parts based on available resources on 
the network. 

15. Theat least one computer-readable medium of claim 11 
wherein the distributed directory service providing step fur 
ther comprises the step of utilizing the directory service pro 
gram on each of the plurality of nodes to selectively and 
dynamically migrate said directory parts based on the number 
of accesses of the distributed directory service by the nodes. 

16. Theat least one computer-readable medium of claim 11 
wherein the distributed directory service providing step fur 
ther comprises the step of utilizing the directory service pro 
gram on each of the plurality of nodes to selectively and 
dynamically migrate said directory parts based on available 
resources on the network. 
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